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Motivating Example: Patient Monitoring Continuous Security Policy Enforcement: Overview

Data Providers (e.g., patients) The Goal: Enfqrce access _Control In dynamic streaming environments where
1) data provider’s security preferences may continuously change and
o 12) qugry specifier's access privileges may continuously change

Proposed Solution:

= Security Punctuations : streaming security meta-data tuples describing both
data and queries’ security restrictions

= Continuous Policy Queries: predefined logics for generating proper access
privileges of query specifiers based on the context data streams
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General Security Punctuation Schema Security-Aware Query Processing: An Example
T Data Description Security Restriction .. | S, : HeartRate Stream
ype Part (DDP) Part (SRP) Sign Timestamp Patient_id | Beats_per_min | Timestamp Query plan ‘.
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= Data Security Punctuations (dsp) : interleaved with data tuples in the 180, 91, Sep-12-05 09:33:00 <qgsp| s, *,* | RestrictedDoctor | —| > -
information data streams from data providers :
= Query Security Punctuations (gsp) : generated by CP-Queries

based on the context data streams from query specifiers

MOs: MovingOb-jects
CREATE CONTINUOUS POLICY QUERY DoctorPolicy AS Doctor_id | Longitude |

. SELECT id, x, Yy, time - -
. . . . Patient » Ny Y Latitude | Occupation
- FROM MOs :
Continuous Policy Queries (CP-Queries) FROM _MOS  tion = ‘Doctor
CREATE CONTINUOUS POLICY QUERY AS CASE loc = (x,y)
-INPUT STREAM ° e * Input: context data streams WHEN Inside(loc,'Hospital’) THEN
- Qutput: meta streams, i.e., streams RETURN make_gsp(‘DoctorOnDuty’)
SELECT select clause com'posed of quer - WHEN Inside(loc,’ Insurance’) THEN
y security : . :
FROM from clause - RETURN make_qsp( RestrictedDoctor )
- punctuations (qsp) ELSE
DHAIEXE BUERE EELEE RETURN make_ qgsp(‘DoctorOffDuty’)
--OUTPUT STREAM L .
e expression * Processing: similar to traditional ~
WHEN valuelTHEN continuous queries Administrator
RETURN query_security _punctuation Cont ri b U t| ons:
WHEN value2THEN « (QSPs are produced incrementally by _ ' _ _ _
RETURN query_security_punctuation CP-Query * A mechanism for enforcing dynamic access control on streaming data
& LEN valueNTHEN result » Support both data—aqd-query-5|de dyngmlc:lty of access cor_1tro| poI|C|e_s_
RETURN query_security_punctuation * Proposed a symmetric model to describe data-and-query side dynamicity
[ELSE query_security_punctuatign
END
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