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Exploiting Security Punctuations to Enforce Security and
Preserve Privacy in Data Stream Management Systems

• A mechanism for enforcing access control on 
streaming data

• Support both user-and-server-specified access 
control policies 

• Context/data-aware security mechanism
• Fine-grained access control on streaming data
• Support access right delegation on data streams 
• Proposed SQL extensions to support security 

punctuations  
• Proposed and implemented continuous queries 

execution mechanism compliant with security 
punctuations
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Motivating Example: Context-Aware Spam

People can become targets of context-aware spam. 
Streaming data (e.g., current location) is exposed to anyone.

Monitoring

Requests from 
unknown parties

User-side policy 
specification

Server-side policy 
modification

- Client and server access control policies expressed in the 
form of security punctuations applicable to the same tuples
are combined using union or intersect semantics.

Security Punctuation Schema

Healthcare Application Example:
Contributions:

The Goal: real-time, flexible, low-overhead access control mechanism
on streaming data with wide range of protection object granularities 

Proposed Solution: Security Punctuations - meta-knowledge with 
security semantics embedded inside data streams

Security Punctuations: Conceptual View
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Patterns:

Security-Enhanced Query Processing

Security Shield (SS) Operator

Security Compliant Join (SCJoin)
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Shared Query Plan Generation


