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Abstract

The reliability and correctnes®f comple software systemscan
be signi cantly enhancedhroughwell-de ned speci cationsthat
dictate the use of variousunits of abstraction(e.g., modules,or
procedures)Oftentimes,howvever, speci cationsare either miss-
ing, imprecisepr simply too complec to encodewithin asignature,
necessitatingpeci cationinference Theprocesof inferring spec-
i cations from comple software systemsforms the focus of this
paperWe describea staticinferencemechanisnior identifying the
preconditionghatmusthold wheneer aproceduras called. These
preconditionsmayre ect bothdata ow propertieqe.g.,wheneer
p is called, variablex mustbe non-null) aswell ascontrol- ow
propertieqe.g.,every call to p mustbe precededy acall to g). We
derive thesepreconditionausinganinter-procedurapath-sensitie
data ow analysisthat gatherspredicatesat eachprogrampoint.
We apply mining techniquego thesepredicatego make speci -
cationinferencerobustto errors.This techniquealsoallows usto
derive higherlevel speci cationsthat abstractstructuralsimilari-
tiesamongpredicatege.g.,procedure is calledimmediatelyafter
aconditionaltestthatcheckswhethersomevariablev is non-null.)

We describean implementationof thesetechniquesand validate
theeffectivenesf theapproachon anumberof large open-source
benchmarksExperimentalresultscon rm that our mining algo-
rithmsareef cient, andthatthespeci cationsderivedarebothpre-
ciseanduseful- theimplementatiordiscoversseveral critical, yet
previously, undocumentegreconditiondor well-testedibraries.

Categories and Subject Descriptors D.2.7 [Softwae En-

gineering: Distribution, Maintenance, and Enhancement—
Documentation; F.3.1 [Logics and Meaning of Programg:

Specifying and Verifying and Reasoning about Programs;
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1. Intr oduction

Well-de ned speci cationscansigni cantly enhancehe reliabil-
ity and correctnesof complex software systems.When avail-
able, they can be usedto verify correctnesof libraries and de-
vice drivers[4, 7, 21, 36], enablemodularreuse[29], and guide
testingmechanismsoward bugs[13, 18]. Whenspeci cationsare
provided by the user type systems[16, 17, 11], model check-
ing [21, 7], typestatenterpretatiorf24, 20], andotherrelatedstatic
analyse$36] canbeusedto checkwhetherimplementationsatisfy
necessarjnvariants.

Often, speci cationsareeasyto de ne (e.g.,procedurep mustal-
ways be called after datastructured is initialized), or are well-
documentede.g., pthread _-mutex.init mustbe presenton all
programpathsreachingacall to pthread _mutex_ock ). In mary
casesthough,speci cationsare not knowvn, andeven whenavail-
able, are often informal, imprecise,or incomplete.This is espe-
cially truefor complex systensoftwarelibraries.For example,con-
siderthe function BNis _prime in the openssl library, awidely-
usedsecuresoclet layerimplementationThe function's signature
is comple, taking ve agumentsjncludinga callbackprocedure.
It returnstrueif its rst argumentwhich is a pointerto a bignum
object,is prime. Its documentationhovever, makesno assertions
aboutthe expectedstructureof its agumentsfor example,it does
not specify the function's behaior if a null pointervalueis sup-
plied asthe rst argument.Clients mustthereforeeitherexamine
its implementatiorto determinethe appropriateconstrainton ar
guments,or proactvely perform error checksbefore making the
call. Bothapproachebave olviousdravbacks andneitherwork if
theclientis notevenawarethata potentialissueexists.

One way to determinethe appropriateconditions under which
BNis _prime canbe safelycalledis to examinethe collection of
calls madeto the function from otherclients. The underlyinghy-
pothesiss thatthecon denceandspeci city of apropertyinferred
for BNis _prime, isre ectedin its satishctionatvariouscall sites.
However, manuallyidentifying call sitesto BNis _prime over a
large numberof client programs,and examining how the argu-
mentsarede ned andusedprior to thecall, is generallyinfeasible.
Ontheotherhand,automatedechniquedor correlatinginvariants
acrosdifferentcall sitesto the sameproceduremusttake into ac-
countthe possibility that programsmay contain bugs which can
maskrealinvariants.For example,it may bethe casethatin some
callsto BNis _prime, the rst aguments incorrectlynotchecled
prior to the call. Failureto performthis checkmay not necessarily
leadto anerrorif the amgumentvaluesat thesecall sitesserendip-
itously happerto be non-null. Automatedtechniquesnustalsobe
ableto distinguishbetweerinvariantsthataresigni cant enoughto
be includedaspart of the function's speci cationfrom thosethat,
while possiblytrue,areirrelevant. For example,theremay be sev-
eralpropertieghathold ateachcall-siteto BNis _prime relatedto



global or temporaryvariablesthatareinconsequentiato its speci-
cation.

In this paperwe considerthe problemof staticallyinferring speci-
cations transpaently without requiringprogrammeiannotations.
Speci cally, we considerthe problemof generatingspeci cations
thatde ne preconditionsfor procedures- predicateshat mustal-

wayshold whentheprocedures called.We considettwo important
classe®f preconditionscontrol- ow predicateshatde ne prece-
dencepropertiesamongprocedurege.g.,acallto fgets is always

precedecby a call to fopen), anddata- ow predicateghat cap-

ture data ow propertiesassociatedvith variables(e.g.,wheneer

fgets iscalled,pointer fp mustnotbenull).

We de ne an inter-procedural path-sensitie static analysisthat
identi es a collectionof constraintavhosesolutionde nes poten-
tial preconditionsIf procedure hasprecondition , it meanghat
holdson all calls to p. To computepreconditionspur analysis
collectsa predicatesetalongeachdistinctpathto eachcall-site.To
managehe size of this set,intersectionof predicatesetsarecon-
structedat join pointswheredistinct pathsmeige. Predicatesom-
putedwithin a procedureare memoizedand are usedto compute
preconditionghatcaptureinter-proceduratontrolanddata ow in-
formation.To computethe preconditionf aprocedurep, we con-
sidertheintersectiorof the predicatesetsat eachcall-siteto p.

Thereareseveral signi cant designissueshatneedto beresohed

for thederived preconditiongo have ary practicalsigni cance.We

obsenre thatusingsimplesetintersectioron predicatess too frag-

ile to yield interestingspeci cationsin general Thisis because¢he
predicategyeneratedare insufciently abstract(e.g.,“at a call to

procedurep, variable x boundin p is read,andthe contentsof lo-

cations a and b allocatedin p arecompared). The intersection
of ary setS with a setcontainingjust thesepredicatesvould be
non-emptyonly if S containedidentical predicatesre ecting the
sameoperationsn the samevariablesandlocations.To relax this

limitation, we examinetechniqueshatallow usto de ne structusal

similarities amongpredicatesets.Suchsimilaritiesenableprecon-
ditions that specify propertieswhich are abstractedver variable
namesyreferencesandvalues.We arethusableto de ne precon-
ditionsthatde ne moreabstracpropertiesuchas“procedureq is

calledwhen&er someinteger variablev is greaterthanzero,and
the contentsof somepair of locationsl; andl; holdinga valueof

type areequar.

While theuseof intersectiorguaranteesafetyby ensuringhatde-
rived preconditiondor a procedurehold at all call-sites,it is nota
robustmechanismin the presencef errors.An errorthatcauses
predicateto be omittedalongsomepathleadingto a call to proce-
durep wouldresultin thepredicatenotbeingincludedaspartof p's
preconditionsTo addresghis concernwe employ frequentitem-
setandsequencenining on the predicatecomputedat eachcall-
siteto p, andusethe predicateghatare mostfrequentlyoccurring
as the preconditionsfor p. Like other mining-basedapproaches,
we assumehaterrorsviolating invariantsoccurinfrequently thus
makingmining afeasiblestratgy to Iter suchdeviationsfrom the
generatedpeci cations.

It is our approachto theseissues,andthe kinds of speci cations
generatedhsa result, that distinguishour work from previous ef-
forts that have usedmining techniquegboth dynamic[4, 14, 35,
38] andstatic[23, 26, 28, 13]) to extractandvalidateprogramprop-
erties.While dynamicmining techniquesanbe usedto generate
speci cations,the integrity of the speci cation dependsuponthe
comprehensenes®f theinputdata.Ontheotherhand prior static
approachebave not beenwell-integratedwithin a programanaly-
sisframework, andthereforearenot effective in generatinguseful

preconditionsOur primary contrikution is this systematidntegra-
tion of data o w analysiswith scalablemining algorithms.

This papemalesthefollowing additionaltechnicalcontritutions:

1. PreconditionInfer ence:We presenandformalizeanew path-
sensitve inter-proceduraktaticanalysisfor inferring precondi-
tionsfor proceduresranspaentlywith no programmeannota-
tions,pro ling, or instrumentation.

2. Robust Speci cations: We describethe use of mining tech-
niguesto generateorrectspeci cationsevenfor programghat
may have subtlebugs that lead to necessarynvariantsbeing
erroneoushyomitted alongcertainpaths.Mining alsoprovides
away to compensatéor imprecisionintroducedby the static
analysighatwould ordinarily resultin omitting valid predicates
from aprecondition.

3. Experimental Evaluation: We demonstrate¢he practicality of
our techniquego large open-sourc€& programsandprovide a
detailedquantitatve andqualitatve assessmeiff theeffective-
nessof our approachQOur resultsshav thatthe analysisis (a)
selectve — the numberof elementsomprisingderived precon-
ditionstendto be small (lessthan ve on average);(b) precise
—theanalysiderivesapproximately78% of documentedpec-
i cations to library callsmadeby openssh and(c) useful—we
discoreredseveralbugsin thebenchmarkshatexist becausef
failureto adhereo derivedspeci cations.

2. Motivating Example

We motivate our approactusing a real-world example— deriving
a speci cationfor the bind systemcall in the Linux socket li-
brary While the applicationof our approachs in deriving speci-
cations for undocumentegroceduresit is illustrative to demon-
stratethe techniquefor a proceduresuchas bind, which hasa
well-documentednterface.The bind systemcall takesthreepa-
rametersyiz., a soclet descriptor(type: int ), thelocal addresgo
which the soclet needso bind (type: struct sockaddr *), and
the lengthof the addresgtype: socklen _t). For a streamsoclet
to startreceving connectionsit needgo beassignedo anaddress,
which is achiezed by using bind . Summarizingthe documenta-
tion, the necessargonditionsthat musthold before bind canbe
calledare:

1. A socket systemcall musthave occurred.

2. Thereturnvalueof socket musthave beenchecled for valid-
ity.

3. Theaddresgsecondparameteto bind) correspondso a spe-
ci ¢ addresgamily (e.g.,AF_UNIX, AF_INET).

Ideally, our goal is to obtain the above information by tracking
variouscallsto bind in thesourceFigurel shavs codefragments
of two proceduregout of eight,total) thatinvoke the bind system
callin openssh-4.2p1.

Figure 1(a) shavs a codefragmentfrom the le sshd.c where
bind is invoked from main. Before the call to bind, as per
the documentedrequirements,obsere that there is a call to
socket on line 1287. The returnedvalue listen _socket is
checled to ensurethat it is a valid descriptor and the address
is set (lines 1075 and 1272). In fact, in a corvoluted chain,
the procedurdill _default _server _options in main invokes
add_listen _addr, whichin turninvokesadd_one_listen _addr
wheretheaddresshatis eventuallyusedin bind is set.Apartfrom



870 main(...)
883  struct addrinfo *ai;
918 initialize  _server _options(&options);
1075 fill _default _server _options(&options);
1272 for (ai=options.listen _addrs; ai;ai=ai->ai  _next) f
1273 if(@->ai  _family != AFINET &&
ai->ai _family !'= AFINET6)
1274 continue;
1275 if (numlisten _socks >= MAXLISTENSOCKS)

1278 if .(.iret = getnameinfo(...))) f

1287 |iSt€‘.I:1' _sock = socket(ai->ai _family,...);
1289 if (listen _sock < 0) f

991 ssh_control _listener(void)

993  struct sockaddr_un addr;

997 if (options.control  _path == NULL||

998 options.control  _master == SSHCTIMASTERO)

999 return;

1003 memset(&addr, 0, sizeof(addr));

1004 addr.sun _family = AFUNIX;

1005 addr_len = offsetof(...)

1008 if (strlcpy(addr.sun _path, options.control _path,

1009 sizeof(addr.sun _path)) >= sizeof(addr.sun _path))

1010 fatal("ControlPath too long");

1012 if ((control _fd = socket(PF _UNIX,
SOCKSTREAM()) < 0)

1013 fatal(...);

1015 old _umask = umask(0177);

1294 if (set _nonblock(listen _sock) == -1) f 1016 if (bind(control _fd, (struct sockaddr*)&addr,
addr_len) ==-1) f
1302 if (setsockopt(...) ==-1)
1304 error("'setsockopt SQREUSEADDR.");
1309 if (bind(listen _sock, ai->ai _addr,
ai->ai _addrlen) < 0) f
(a) sshd.c (b) ssh.c
Figure 1. Codefragmentsof two differentcall sitesto bind in openssh-4.2p1.
sshd.c ssh.c
Variables Attributes Variables Attributes
(*ai).ai _addrlen | f(arg(3), bind)g addr.sun _family f(= 1)
ai f (:=, options.listen  _addrs),(6, 0)g | addr_len f (:=, reqstrlen )), (arg(3), bind)g
inetd _flag f(= 0)g old _umask f (:=, re{ umasRk)g
listen _sock f (:=reqsocket)), ( , 0), control _fd f (:=, req socket)),
(arg(1), bind), (arg(1), setsockopt )g ( ,0),(arg(1), bind)g
numlisten _socks | f(<, 16)g options.control _master | f(6, 0)g
ret f (:=, req getnameinfo)), (=, 0)g options.control  _path f(6, 0)g

Table 1. A subsebf predicategssociateavith thebind callsshavn in Figurel.

theseknown requirrmentsotheroperationslependenvntheappli-
cationcontet arealsoperformed(e.g.,thefamily of theaddresss
checled in line 1273, the numlisten _socks is checled in line
1275, etc.). By observingjust a singleuseof bind alone,we can
generatesomepropertieson the requiredoperationsbefore bind

is called.

Table 1 shavs the subsetof propertiesgeneratedor the corre-
sponding bind call. For example,we obsere a propertywhere
avariable listen _sock is assignedhe returnvalue of socket,
hasa valuegreaterthanor equalto O andis the rst parametein
callsto setsockopt and bind . As explainedabove, theseproper
tiesform someof thepreconditiondor callsto bind . However, not
all propertieggeneratedeforethis bind call needto hold always
beforeary othercall to bind. For example, ret is assignedhe
returnvalue of getnameinfo andis equalto 0 beforethe bind

call. This propertymay berelevantin the context of callsto bind

in sshd.c, but maynotberelevantin callsmadewithin other les.

Unfortunately simply examiningthis singlecall withoutary a pri-

ori knowledgeof bind's behaior would not permitusto discard
this propertyfrom its speci cation.

To improve precision,we collect propertiesfrom other call sites
to bind. Figure 1(b) presentsone such call site in procedure
ssh_control _listener in ssh.c . For this call, we obtainprop-
ertiesthatincludethe known requirmentgseelines 1004,1005,
1012)andalsoshavn in Table 1. We alsoobtain otherirrelevant
operations(e.g., the control path is checled at line 997, size of

pathchecled in 1008, etc.). Basedon the propertieshereandthe

propertiegpreviously obtainedwith respecto the bind call in Fig-

urel(a),anintersectionof thederived propertiescanbe computed.
By repeatedapplicationof this processto eachcall to bind at

other call-sites,we obtain the necessarpperationsthat mustbe

performedbeforeevery call to bind .

To summarizethe example,obsere that deriving the desiredpre-
conditionsusingintersectionmustaccountfor the factthat (a) the
namef relevantvariablesn thetwo les arenotcomparablée.g.,
listen _sock in sshd.c and control _fd in ssh.c); (b) opera-
tionsrelevantto thebindcall (e.g., listen _sock 0in sshd.c
and ((control _fd = ..) 0) in ssh.c) are interspersed
with irrelevant operationsjc) the typesof correspondingparam-
etersto bind beforecastingaredifferent(struct sockaddr *
in sshd.c and struct sockaddr_un * in ssh.c); (d) thereis
no x edorderof callsto proceduresettingthe addresgamily and
the call to socket in the two les and (e) there can be differ-
ent numberof attributesassociatedvith the correspondingvari-
ablesacrosscall-sites(e.qg., listen _sock is usedasa parameter
in setsockopt whereascontrol _fd doesnothave ary suchat-
tribute.).

3. Speci cation Language

We formalize our informal discussiorabove by de ning asimple,
call-by-value languageequippedwith rst-class proceduresand




referencesSuperscript®n expressionglenotelabelsthatareused
in de ning our analysis.The exact semanticor the languageis
standarcandomittedhere.

Informally, a let -expressionbinds x in e, y:e® constructsa
lexically-scoped rst-class procedurey(z) denotescall-by-value
application,ref (y) constructsa rst-classreferenceell thatholds
thevaluedenotedby y, and deref (y) extractsthevalueof thecell
boundto y. The expression(set x := y'* in e) "’ assignghe
value of y to the cell boundto x, and continueswith e. Bound
andfree variablesare de ned asusual.A programP is a closed
expressionande 2 P istrueif e isasubepressiornf P.

In additionto theusualassumptiorthatboundvariablesaredistinct
from free variablesin different expressionswe also assumehat
all boundvariablesin a programaredistinct. The last variableof
an expressionwhich yields the expressiors value, is de ned as
follows:

last(x ) = x
last((let x =t ine)’) = last(e)
last((set x ==yt ine)) = last(e)

Ouranalysisis de nedin two stepsFirst,we computea o w anal-

ysis for the program,F, that associatesvith every variable and

label, a setof abstiact values An abstractvalueis eithera con-

stant,a label correspondindo the de nition point of a procedure
(abstiactprocedue) or referenceabstiactlocation), or a primitive

operationpairedwith the abstractvaluesof its aguments.Thus,

given variablex, F (x) (or F ("), if givenlabel *) de nes the set
of proceduresgonstantsreferencesand primitive operationghat

x (or the expressionwith label ) candenoteduring executionof

theprogram We do not presentletailsof theanalysishere but ary

monovariant o w analysisin the spirit of [30, 33] sufces for our

purpose.

A judgmentis a three-placeelationon speci cationmaps, o ws,

andexpressionsThus,thejudgment F¢ e isread‘Assuming
a ow analysisF, expressione hasthe preconditionsde ned by

( 7). Givena o w functionF , andprogramP , we areinterested
in theleastspeci cationmap for which thejudgmentholds.

Speci cationinferences de ned by a collectionof inferencerules
(seeFigure 2) that leverageghe resultof the o w analysis.Each
ruleis of theform:

Ci;iiiiCn |

Fre’

wherethe consequentle nes a judgmentwhosevalidity depends
uponthesatis ability of the constraintsde ned by the antecedent.
Theconstraintsmposerestrictionsonthestructureof thespeci ca-
tionmap , amapthatidenti es a setof preconditionswith every
programpoint.

A precondition of anexpressiore de nesanactionor predicate
that musthold prior to €'s execution.Our analysistracksa num-
ber of suchactions;theseactionsare de ned with respectto the
abstractvaluescomputedfor eachexpressionin the programby
the ow analysis.Thus, an action of the form read"; ¢) asserts
that a referencecreatedat label * holding the abstractvalue ¢ is
read;write("; ¥) assertsa similar condition for referenceassign-
ment;and,alloc("; ) holdsif in anexpressionref (z) 2 P and
F(z) = . In the samevein, bind(x; ¢) is true wheneer variable
x is boundto e andF () is ¢, andchind(x; ¢) is usedto express
predicateshatre ect if-splitting of o w valuesacrossconditionals;
nally, call("1 *2) is usedto capturecontrol- ow precedence
relationshipsamongprocedurecalls — it holdswheneer a proce-
durewith label” ; isinvokedafteraninvocationof aproceduravith
label" 1, with no interveninginvocationof ary otherprocedure.

The rulesfor expressionghat bind constantsand primitive oper

ationsare straightforvard. The preconditionsof the expressionin

the let -bodywithin whichthebindingoccursincludesheprecon-
ditionsof the let expressionaswell asa preconditiorthatre ects
the existenceof the new binding. If a variableis boundin a let -

expressiorto theresultof acall to aprimitive operationtheprecon-
ditionsof theexpressiorin the let -body mustincludethis action;
the valuesof the algumentsto the primitive are approximatecy
the abstractvaluesof the operations agumentsas determinedoy
the o w analysis.

A referencebindinginducesa preconditionon the let -body that
includesboth the binding aswell asa predicatethat captureshe
referencereation Sincereferencesare rst-class,avariableoccur
rencemaybeboundto mary differentreferencesluringits lifetime.
In an expressionof the form, (let x = deref (y) ! in €)',
considerthe setof referenceshaty may be boundto (de ned by
F (y)). Eachelementin this setcontainsa label * corresponding
to a referenceexpressionref (z) foundin the program.The pre-
conditionfor e mustthereforeinclude predicateshatre ect the
potentialreadof eachsuchlocation,andpredicateghatre ect the
bindingof x to thecontentf thesdocations Assignmenexpres-
sionsarede ned similarly, with write predicateseplacingreadsas
aconsequencef theoperationThepreconditiongollowing acon-
ditionalincludetheintersectiorof the speci cationsetsof thetwo
brancheswithin thesebranchesanactionthatre ects the valueof
theBooleanguardis includedaspartof thepreconditiorassociated
with therespectie branches.

We now describethe rulesdealingwith procedureabstractiorand
call. The preconditionassociatedvith the procedurebody is de-
ned astheintersectiorof a collectionof sets,eachof which rep-
resentghe speci cationsextantat a speci ¢ (distinct) call pointto
the procedureThus,the speci cationsde ning the entryto a pro-
cedurere ect the commonpreconditionsxtantat every call point
to theprocedureFor example the speci cationassociateavith the
entryto the procedurebody de nesapredicatehatrelatesthe for-
mal parameteto anabstracwvalue.This valueis constructed@sthe
intersectiorof the abstractvalues(setof labels,constantsetc.) of
the actualparameterso the procedure Similarly, the intersection
of the setof preconditionghat exist at eachsuchcall de nesthe
smallestsetof predicateghatis guaranteedo hold whene&er the

proceduras called.

A procedureeall y(z) is de nedsimilarly. Its de nition reliesonan
auxiliary procedure thatgiventhelabelof anexpressiore 2 P
returnsthe label of the closestenclosing , if oneexists, andthe
distinguishedabel " main, otherwiself the setof procedureshaty
may be associatedvith is Py (asdeterminecdy our o w analysis),
thentheintersectiorof thespeci cationsextantuponexit fromeach
procedurg 2 Py de nestheconditionspresentiponexit from the
call guaranteedo hold for all procedurep thatmay beinvoked at
this call. Obsere thattheserulesareslightly differentfrom typical
staticanalyseghatwould considerthe de nition of the procedure
independentlyrom its call-sites Thisis becausg@reconditionghat
hold at the entry to a procedurep dependupon the conditions
extantat all call-sitesto p; similarly, the invariantsthathold upon
completionof acall dependupontheinvariantsextantatthereturn
pointof all procedureshatcouldbeinvokedatthatcall.

As currentlyde ned, the preconditionsassociatedvith eachpro-
gram point are constructedy simple unionsand intersectionf
abstractvaluesetscomputedby aninter-procedurabata ow anal-
ysis. It is straightforvardto seethatthe predicatesomputedepre-
sentaconsenrative summaryof theinformationpresenin the ow
function.



SYNTAX:
e2Exp = X j
N <~ <0
(let x:tf in e)‘oj
(setx :=y?tine)
t2Term == cj xejx(y)]j

(if x then e, else e,) j
ref (x) j deref (x) j

("9 fbind(x;feg)g ()
Er(let x=ctine)

( "9 [ falloc(1;F(y));bind(x;1)g (")

DOMAINS:

F 2 Flow = Var + Labkel! Aval
¢ 2 Aval = P(Lakel + Constant+
Op(Aval Aval))
2 SpecMap= Lalkel! P(Pred)
2 ProcMap= Labkel! Lakel
2 Pred = readLakel; Aval) + write(Lakel; AVal)+

alloc(Lakel; Aval) + bind(Var; Aval)+
cbind(Var; Aval) + call(Lakel Lakel)

( "9 [ fbind(x; op(F (x1);::5;F(xn))g ()

S = freadi;F ('1));bind(x; F('1)) j i 2 F(y)~ ref (2) 2 Pg

(Ofsg ()

e (let x = ref(y)tine)’

S= fwrite(i;F(y)) i 2 F(x);ref (z) ' 2 Pg
o' fsg Yy
Er(setx:=ytine).

iEr (let x = deref(y)*ine)"

( "9 fchind(y;true)g ( 1)
( "9 febind(y;falseg ( 1)
L (CTON (o) [ fbindx FCa)g ()

Er (let x = (if ythene/ elsee, )t ine)

T .
fC)i(let zo= xi(yi)ine)';12F(X)g (1)
fbind(w;9) j (let zi = xi(yi) in &) ;"1 2 F(X);¢=\(F(yi))g ( 'b)
(91 fbind(x;"1)g ()

Fr(let x=( we)tine)"

S=fj i 2F(y)"( we)' 2PF e = last(e)g

([ feall(( ")

)i 2FWN( wite) 2 Pgl f

f ()i 2Sg[ fbindx;S)g ()

Er(let x=y(@2)tine)

Figure2. Speci cationinferencevia o w analysis.

let r =z refiz) :
g1 = c1. let y1 = w. ref(w) 2
y2 =1(c 1)
y3 = yi(y2)
ya = deref(y 3)
ys = deref(y 2)
in ... opiy2, y3)
op2(ya, Y3)
set yo = c¢1 in f(...)

g2 = C2. let x1 =ref(c 2)'3
X2 = W. .. ref(w) 4 ..
x3 = ref(c 3) 5
X4 = X2(C4)
in ... opz2(x1, Xa)
op1(X3, X1)
set x3 = c3 in ... f(..)

Figure 3. A programfragmentillustratingthe needfor structuralmatchingof predicatesSyntacticsugaris usedto simplify the examples.

Therearetwo interestingissuesto noteaboutthe analysis First, a
predicateis recordedas part of a preconditionat a programpoint
only if the predicateoccurson all pathsto that point. Consider
a module whose designerexpects certain preconditionsto hold
whenproceduresle ned within the moduleare called. Our anal-
ysiswould certainlyinfer thesepreconditiongor correctlywritten
programsput fail to identify the desiredspeci cationin the pres-
enceof errorsthatresultin theomissionof someof thesdegitimate
predicatesTheability of theanalysisto derive meaningfulspeci -
cationsin the presencef errorsis consequentlypoor. Thereis an
obvious conundrumhere,giventhatthe inferredspeci cationsare
derived from a programsourcethat potentially containsbugs,and

canthuspotentiallycompromisehe integrity of the speci cations
themseles.

Secondtheintersectiorof preconditionsetsfails to considerstruc-
tural equivalenceamongpredicatesln particular our speci cation
languagedoesnot permit predicatego be abstractedver an ar
bitrary setof locations,namespr constantsTo illustratethis, con-
sidertheprogramfragmentshavn in Figure3. We areinterestedn
the speci cationthatshouldbe inferredfor the entryto procedure
f basedon the preconditionsextantat its two call-sitesin g1 and
g2. Supposeg: and g, arecalledfrom thefollowing expression:

if pred then gi(c) else gz(c)



alloc("3,f cg)

alloc(" 4.f caQ)
alloc("s,f c3Q)
write("s,f c3Q)

2 n op2(f "39,f "4Q)
opz2(f 10, f 20) foaf
opi(f 19, f 20) op(f50150)

() (b)

Figure 4. A subsebf the preconditionghathold prior to the call
to proceduref in procedureg; (a) andprocedureg; (b).

alloc( "1, f cg)
read("1, f c10)
write( "1, f cg)
alloc("2,f 10)
read( "2, f 1Q)

At thecallsto f in proceduresg; and gz, therearea numberof
preconditionghat hold. Ignoring predicateshat describevariable
bindings themostinterestingarethoserelatedto abstractocations
"1 and’, (seeFigure4(a))allocatedandaccessedy procedureg;
andabstraciocations's, 4, and’ s accessetly procedureg, (see
Figure4(b)).

Basedon the structureof the rules, we would concludethat no
interestingpreconditionsexist thatarecommonto both callssince
thesetsof locationsmanipulatedy thetwo proceduresaredisjoint.
Thisis clearlyoverly conserative.

For example,it is the casethat prior to bothcalls (i) two locations
are allocatedand usedin operationop, (1 and " in procedure
g1, and 3 and’4 in proceduregy), and(ii) the contentsof oneof

theselocations("1 in g1 and”3 in g2) holdsthe constantc. By

“unifying” "1 and 3, and ", and 4, we derie the preconditions
for f: “thereexist a pair of locations(call thema andb) suchthat

a andb areusedasargumentsin an operationop,, andhold the

constantc”.

Surprisingly by consideringan alternatve mappingof locationsin
the two calls, we can deduceanotherequally valid speci cation.
Prior to both calls it is also the casethat (i) two locationsare
allocated('1 and 2 in g1, and "3 and “s in gz) and usedin
operationop; ; and(ii) onelocationis written with a constant(" 1
in g1 and’s in @2).

To extract commonalitiessuchasthoseamongsetsof predicates
extantat the two calls requiresus to matchlocations,names and
constantsacrossthesedifferent sets.As the exampleillustrates,
therearepotentiallymary suchmatcheghatcanbeconstructedOf
course somecommonalitiescould be extractedby examiningthe
bodyof f, but this would compromisescalabilityand modularity
Othercommonalitiescan be derived by examining f's signature,
thetypesof valuesstoredin theselocations,etc. We exploit some
of theseheuristicsin ourimplementation.

As we shaw in the next section,simply enumeratinghe setof all
possiblematchesover the predicatesetsusedto de ne precondi-
tions is infeasible.We thereforeconsideran alternatestratgy to
identify matchesamongthepreconditiorsetscomputedat different
call-sitesloramongproceduresalledatthesamecall-site)inspired
by datamining techniquesAs we shall discusstheseapproaches
sacri ce optimality for scalability and ef ciency; our experimen-
tal resultsrevealthatthey yield surprisinglyvaluablespeci cations
evenin thepresencef complec control-anddata- ow, evenin the
presencef bugsthatresultin invariantsbeingomittedalongcer
tain programpaths.

4. Extracting speci cations

We usemining as a tool for deriving commonpropertiesacross
multiple call sitesinsteadof ensuringthat propertieshold across

ead call site. Thereasongor adoptingsucha strateyy aretwo-fold.
First,evenwhenprogramsarewell-testedthey arenotnecessarily
free from errors.Hence,by imposingthe strongrequirementhat
apropertymusthold at eachcall-sitein orderto be a precondition
candidatewe may omit preconditionsthat otherwisemight have
beendetectedSecondby identifying frequentlyoccurringproper
ties, we candetectcall-siteswherethe preconditionsdo not hold.
If the propertyis indeeda valid preconditionjts absencet certain
call-sitesmay point to an error To motivate our problemfurther,
we consideitwo examplestakenfrom our benchmarisuite.

Considerthe codefragmentin Figure 5(a). This fragmentshavs
part of procedure RI_FKeycheck from PostgreSQL, version
8.1.3.0Obserethatthecallto ri _BuildQueryKeyFull atline 303
is precededby callsto ri _DetermineMatchType heap_open,
and ri _CheckTrigger in this order This patternoccursat sev-
eral other locations in the program, which suggeststhat this
might be a feasible control predicateprecondition.However, in
one speci ¢ instanceof the call to ri _BuildQueryKeyFull
at line 250, the rule is not satis ed, since there is no call to
ri _DetermineMatchType precedingit. The absenceof this call
is signi cant; if the match_type is RI_MATCHYPEPARTIAl the
call to ri _BuildQueryKeyFull is erroneousecausehe proce-
duredoesnot handleargumentsof this type.

Figure 5(b) shavs the code fragment of the procedure
add listen _addr found in le  serverconf.c from
openssh 4.2pl. This procedureis called from the procedure
fill  _default _server _options , which in turn precedesa call
to bind. In the body of the procedurethereare several calls to
add_one_listen _addr, whichisresponsibldor settinganaddress
family, eventuallysuppliedasthesecondargumento bind . There
are several ways in which a call to add_one_listen _addr can
take place;notably when port == 0 and options->num _ports
is less than one, the call doesnot happen.It so happensthat
lines 403 and 404 reveal that this situation cannot arise, and
thus the loop must be executedat leastoncewhenaer port is
zero.Unfortunately in the absenceof a theoremprover or model
checler [15] that can assert options->num _ports is always
greaterthanzeroatline 407 becaus®f theoperationgperformedat
lines403and404,we mustconcludethatit is not alwaysthe case
that add_one_listen _addr is called from add.listen _addr,
and thus, the secondamgumentto bind neednot always be set
to a speci ¢ addressfamily. Even if there are no bugs in the
program,limitations of the analysisin determininga preciseset
of feasiblepathscan be overcomeusing mining techniquesBy
mining the set of predicatescomputedalong different pathsto
bind calls, we discover that it is only along one path (namely
the infeasible one describedabore) that the secondamgument
to bind is not setto an addressfamily. By setting con dence
thresholdsappropriately the absenceof this predicatewould not
be consideredh critical omission,andthe predicateassertinghat
the secondargumentto bind is always setwould be recordedas
partof bind's preconditions.

4.1 Mining Strategies

Recallthat our analysiscollectscontrol- ow and data ow predi-
cates.The elementsn a setof data ow predicateave no order
ing relationshipamongoneanotherControl- ow predicatespnthe
otherhand,do re ect a speci c ordering:eachelementrepresents
a procedurecall, andthe orderof calls de nes a precedenceela-
tion. We usefrequentitemsetmining to derive preconditionsfor
data ow predicatesets,andsubsequencmining to derive precon-
ditionsfor control- ow predicates.



181 RI_FKey.check(PG.FUNCTIOMRGS) 399 add_listen _addr(ServerOptions *options,
182 f char *addr, u_short port)
199 ri _CheckTrigger(...); 400 f
210 pk_rel = heap.open(...); 403 if (options->num _ports == 0)
248 if (tgnargs == 4) 404 options->ports[options- >numports++]
249 f = SSHDEFAULPORT;
250 ri _BuildQueryKeyFull(...); 407 if (port ==0)
294 ¢ 408 for (i =0; i < options->num _ports; i++)
296 match_type = ri _DetermineMatchType(...) ; 409 add_one_listen _addr(options,
298 if (match_type == RI_MATCHYPEPARTIAL) addr, options->portsi]);
299 ereport(...); 410 else
303 ri _BuildQueryKeyFull(...) ; 411 add_one_listen _addr(options, addr, port);
437 g 412 g
(a) PostgreSQL-8.1.3 (b) openssh-4.2p1
Figure5. Codefragmentsdllustratingthe applicationof mining techniques.
void cl1() f void c2() f void c3() f void c4() f
if(packets > 0) if(packets > 0) if(packets > 0) if(packets > 0)
pack_flag = true; size = MIN_SIZE; i =0; i =0;
size = MAX_SIZE; buf = allocbuf(size); pack_flag = true; size = MAX_SIZE;

buf = allocbuf(size);
readbuf(buf, size);

if(louf 6 NULL)
while(l = lock(buf));
readbuf(buf, size);

(@ c1 (b) c2

size = MIN_SIZE; buf = allocbuf(size);

buf = allocbuf(size); while(I = lock(buf));
iflouf 6 NULL) readbuf(buf, size);
while(l = lock(buf)); .

readbuf(buf, size);

() c3 (d) c4

Figure6. lllustrative example.

4.1.1 FrequentltemsetMining

To obtaina speci cationon predicatesvhereorderingis not criti-
cal,we usemaximalfrequenttemsetmining [9]. In thistechnique,
thereis assumedo be a setof transactionseachtransactiorcon-
tainsa collectionof elementsThe elementghat occurin at least
n transactionswheren is a con dencethresholdspeci ed by the
user is a frequentitemset.For our application,a transactions a
call-siteandthe setof predicateghathold at the call-siteform the
elementf thetransaction.

We illustrate the mining processusingthe codefragmentsshavn
in Figure 6. We obsenre that thereare four different call-sitesto
function readbuf andeachcall-siteis precededy a numberof
operationsFor easeof understandingwe usethe samenamesfor
the associatedariablesacrosscall-sites.Basedon the operations
precedingeachcall to readbuf , anumberof propertiesaregleaned
andareshawn in Table2. Obsere thattherearefour® transactions,
equalto the numberof call-sitesof readbuf in the example.For
example,obsene thattherearesix itemsfor transactionc3. Each
item is composedf multiple attributes( e.g.,the item associated
with variable!l hastwo attributesviz., | isassignedhereturnvalue
of lock(buf) andisequalto 0 beforethecallto readbuf .). When
the frequentitemsare extractedat con dence 75%, we obtainthe
following speci cation:

packets: f>,0g
size : f (arg(1),allocbuf ), (arg(2),readbuf )g

|: f(=,0), :=reqlock ))g

1 Eachtransactiorencodepropertieson all possiblepathsto the call-site.

buf: f (arg(1),lock ), (arg(1),readbuf ),
(6 ,0), (:=reqallocbuf ))g

Dependingupon on the level of precisionrequiredby the user
the abore mining techniquecanbe easilytranslatednto the more
restrictve intersectiortechniquepy simply xing n to bethetotal
numberof call-sites(con dence= 100%).

4.1.2 SequenceMining

For control- ow predicatesfrequentitemsetmining doesnot suf-
ce sincethe orderof elementsin the transactionis not consid-
ered.For derving precedenceelationg31], we usesequencenin-
ing [2]. A sequencamining algorithmtakes asinput a setof se-
qguencegl), a userde ned con dencethreshold andoutputsa set
(S of sequenceshat occuras subsequenceis a minimum frac-
tion (asspeci ed by the con dencethreshold)of input sequences.
Obsere thatif a subsequencs is frequentlyoccurring,all subse-
quencef s alsooccurat leastasfrequentlyass. Thereforewe
consideronly maximalsubsequencese., it mustbethe casethat
every sequencex) in Sis notasubsequencef ary othersequence
presenin S

For example,if thesetof sequences givenby f(a b ¢

e, (a d ¢ €, (d a c e, (& c d

e f) (e f d ¢ a)g, asequenceninerdetects
(a ¢ e) asafrequentlyoccurringsubsequenc@bserethat,
the sameset of transactionsvithout orderingin frequentitemset
miningwouldgenerat¢hesetfa, c¢, d, eg.Forourapplication,
a transactioncorrespondgo a call site and the sequencewithin
a transactioncorrespondso the sequencef procedurecalls that



(arg(1), allocbuf ),
(arg(2), readbuf)g
buf f (:=, req allocbuf )),
(arg(1), readbuf)g

(arg(1), allocbuf ),
(arg(2), readbuf )g

(arg(1), lock),
(arg(1), readbuf)g
| f (=, 0), (:=reqlock ))g

Variables Transactions
cl c2 c3 c4
packets f(>,0) f(>,0)g f(>,0)g f(>,0)
pack_flag f(:=, true )g f (:=,truey
size f (=, MAXSIZE), f (:=, MINSIZE), f (:=, MINSIZE), f (:=, MAXSIZE),

f (:=,reqallocbuf )), (6, 0),

(arg(1), allocbuf ),
(arg(2), readbuf)g
f (:=,req allocbuf )), (6, 0),
(arg(1), lock),
(arg(1), readbuf )g
f(=,0), (:=,reqlock ))g
f(:=0)g

(arg(1), allocbuf ),
(arg(2), readbuf)g
f (:=, reqallocbuf )), (6, 0),
(arg(1), lock ),
(arg(1), readbuf)g
f (=, 0), (:=, reqlock))g
f(:=0)g

Table 2. Transactiong@ssociateavith callsto readkuf shavn in Figure6.

occurredbeforethecall site. Ourimplementatiorusesthe Apriori-

all algorithmby Agrawal andSrikant[2], whichis known to scale
to overamillion sequenced-or theexampleshawvn in Figure6, we
generatahe speci cation allocbuf lock readbuf .

4.2 The Structural Similarity Problem

In Figure6, thenameof thevariablesarethe sameacrosamultiple
call-siteswhereaghis doesnotholdin realprogramqasnotedear
lier in this section).In otherwords,asdiscussecaarlier predicates
computedalongdifferentpathsmay sharestructural,if not syntac-
tic similarities.In orderto capturesuchsimilarities,atechniqueo
determinethe locations,namesyalues,etc. that canbe abstracted
uniformly amongdifferentsetsis necessary

Consider every predicate expression as being mapped to
a set of locations. Thus, assume a set of location sets,
fLy = fl11;712;001m, 9 L2 = 215722000 2m, 0, o Lk =
f k15 k2; i 1m, 00, Wherel; correspond$o locationsassociated
with predicateghatreachcall-sitei of procedure”. Now, for ev-

eryelemenin L;, wewishto nd acorrespondinglementn every

otherL; suchthatthecumulative matchingof the attribute setsfor

sucha mappingis maximal GiventhreesetsA; B andC, we say
A andB matchmaximally, if andonlyif j A\ B j is greatetthan

jA\ CjorjB\ Cj.

THEOREM 1. The maximalmatding problemas statedabove is
NP-had.

Proof By reductionfrom maximal bipartite (k; )-cliquein a bi-
partitegraph. [37, 19].

Fortunately therearea numberof heuristicsthatcanbe emplo/ed
to map locationsbasedon semanticinformation available within
programsWedescribebelow heuristicghatmatchtheattributesets
acrosamultiple call-sitesthatwe have usedin ourimplementation.

Type: Attribute setscan be divided basedon the type of the
variable.e.g.,two variables,x and y with attributes[ x: f (:=,
true )g] and[y: f (>, 20)g] cannever be matched.

Parameter: If variablesaresuppliedasagumentgo the same
parametefor a given procedureat differentcall-sites their at-
tributescanbe matched Note, however, thatwhile usingposi-
tional parametemformationfor the purpose®f matchingmay
beausefulheuristic,othervariableghatarenotusedasparam-
eters,but neverthelessaresigni cant aspreconditionsneedto
bedetectedaswell (e.g.,matchingattributesetsassociateavith
| in Figure6).

Result: Variableghatareassignedhereturnvaluesof thesame
functioncanhave their attribute setsmatched.

let a= arga. let ptr = ref(...) in p(..)
in ...
let mkptr = z. let ptr = ref(...) in ..
= argp. .. mkptr(...) v p(.)

in ...

let mkptr = z. let ptr = ref(..) in ...
e = arge. .. mkptr(...)
c= argc. .. e(.) .. p(.)
in ..

Figure 7. Exampleshaving the needfor FPA evaluation.

5. Implementation Design

Ourimplementatiortakesasinput the programsourceanda user

de ned con dencelevel for determiningwhena propertyshould
form partof apreconditionWe rst generaté¢hecontrol- ow graph
for eachproceduraisinganef cient programanalysigool [6]. The
directionof all edgesn the control o w grapharereversed since
we needto constructpreconditions.The graphsobtainedare fed

into theintra-procedurabnalysisframavork, which builds the ini-

tial setof predicatesThis datais processedy theinter-procedural
analysisframenork iteratively until a x ed-pointis reached.

Therearetwo catgyoriesof x ed-pointiterationsthatareessential
for generatingpredicateghat crossmultiple function boundaries.
Oneiteration (FPA — Fixed Point Iteration A) correspondgo the
setof tasksaccomplishedvhena procedurds invoked andwhich
are at a lower level of the invocationtree andthe otheriteration
(FPB — FixedPointlterationB) correspond$o the setof operations
performedbeforea call to the procedureWe discussthis issuein
detail.

Figure7 presentanexamplefor FPA. Fromtheexample,it is clear
thatcallsto procedures, b, andc alwaysallocateapointervariable
andthencall procedurep. Furthermoreprocedurenkptr always
allocatesthe pointer variable. To reduceredundantcomputation
of thesepropertieswe maintaina memoizationtable for eachof

theproceduresn thesource andupdatetheinformationiteratively

until x edpointis reached.

Obsere that while the abore x ed point iteration accumulates
factsin onedirection(down the call graphinvocationpathtowards
the leaves), thereis a necessityfor x ed point computationin
the reversedirectionaswell (towardsthe root in the call graph).
Considerthe exampleshawvn in Figure8. It is clearthat beforep
is invoked, apartfrom the pointerbeingallocated,cond is always
true . However, to obtainthis information,a x ed point iteration
(FPB) in thedirectiontowardstheroot of the call graphneedso be
performed.



let x = argx. if cond then a(..) else
in

let y = argy. if cond then b(..) else c(..)
in ..

let call .y = argg. if cond then y(...)

in

Figure 8. Exampleshaving the needfor FPB evaluation.

procedure BUILDPREDICATES
. Input: G(V,E), directedagyclic (reversed)CFG of
Vis topologicallysorted;
. Output: true if dflow or cflow changedrom previous
iterationfor ary nodein V; false otherwise;

. Auxiliary Information:
LCS longestcommonsubsequencef multiple strings;
data _predicates (i): datapredicategeneratedti;
concat (i j ,k): concatenatestringsi; j; k;
CALLSITE(i): true if i isacallsite;
RETURN(i): true if i istheexit nodefrom procedure ;

for eachnodei =1tojVj
for all neighborg of i
in _data flow (i) \ dflow (j)
in _control _flow (i) LCScflow (j))
dflow (i)  in _data_flow (i)[ data _predicates (i)
if CALLSITE(i) is true then
dflow( i) dflow (i) [ data _signature [func (i)]
cflow( i) concat (cflow (i), func (i),
control _signature [func (i)])
10 if RETURN(i) is true then
11 data _signature [ ]
12 control _signature [ ]

©OoO~NOOUAWNPRE

dflow (i)
cflow (i)

Figure 9. Algorithm for building predicates.

Figure 9 presentgpseudo-codalescribingdetailson building the
controlanddata o w predicatesapartfrom computingprocedure
summariegmemoizationtables)usedin FPA. The algorithmfol-
lows closelyfrom theanalysidormalizedin Figure2. At theendof
FPA, a setof predicateg data _precond and control _precond)
for all the proceduresin the program are obtained.Figure 10
presentsthe pseudo-codahat performsthe mining processthat
formspartof FpPB iteration.Therearetwo mining implementations
thatwe usein our approach- afrequentitem-setminer[9] ondata
o w predicateswhereorderingis not necessaryand a sequence
miner [2] for control o w predicatesAt the end of FpPB, the pre-
conditionsfor the proceduresireobtained.

6. Experiments

We validateour ideason selectecbenchmarksourcesyith a view

to demonstratingts scalability and effectivenessWe extract pre-
conditionsfor seven sources:apache, linux , openssh, osip,

postgreSQL, procmail and zebra. Speci c detailsrelatingto

the sourcesare provided in Table 3. The size of selectedbench-
marksvariesfrom 9K to 1.98MLoc. Sincedefault con gurations
areusedto compilethesesourceswe believe that the numberof

control o w nodesrepresents morereliableindicatorof effective

sourcesizethanlines of code.The numberof control o w nodes
rangesfrom 16K to 958K. We alsopresenthe numberof proce-
duresexaminedin thetable.

We implementedour tool in C++ and perform experimentson
a Linux 2.6.11.10(Gentoorelease3.3.4-rl) systemrunning on
an Intel(R) Pentium(R)4 CPU machineoperatingat 3.00GHz,

procedure CONCATPREDICATES
. Input: :aproceduren theprogram;
C=fcy;cy;icn g isthesetof call sitesof
E=fe1;ey; :en gisthesetof enclosingorocedures
for respectie call sites;
. Output: true if dflow _precond or cflow _precond
changedrom previousiteration; false otherwise;
. Auxiliary Information:
in _control _flow (c;): seeFigure9
concat (i j ,k): concatenatestringsi; j; k;

1 for eachnodec;i
2 dflow _t (ci)
3 cflow _t(ci)

dflow (ci)[ dflow _precond[e;]
concat (cflow _precond[e; ],

in _control _flow (ci), -)
Input dflow _t for all ¢; into thefrequentitemsetminer
dflow _precond[ ] resultof Step 4
Input cflow _t for all ¢; into the sequenceniner
cflow precond[ ] resultof Step 6

Figure 10. Mining preconditions.

with 1GB memory The time taken for performingthe analysisis
presentedn Table3.

6.1 Quantitati ve Assessment

We derive two kindsof predicates- data- ow andcontrol- ow. For
data- ow predicatesye derive assignmentso variablesandlogi-
cal relationsbetweenvariableswith othervariablesandconstants.
Control- ow predicatespecifytheprocedureshatarecalledbefore
theassociat@roceduras called.Thetotalnumberof preconditions
generatedor proceduresninedat 70% con denceis presentedn
Table3. Ourchoiceof miningat70%is somevhatarbitrary chosen
to beresilientto latenterrorsin thebenchmarkwithoutcomprising
accuray of theresults.The predicatesizedistribution (the number
of predicatefound within a precondition)for the generatedre-
conditionsis givenin Figurell. For generatediata- ow precondi-
tions, the size of the predicatesetis lessthanthreefor a majority
of the proceduresFor example,obsere that approximately95%
of the proceduresn postgreSQL have fewer thantwo predicates
in their preconditionsIn the caseof control- ow predicatesywe
obsere the predicatesetsizeto belessthan ve for a majority of
the proceduresThus,the outputof thetool is tractablefor further
examinationandanalysisby users.

To further quantify the effect of the con dencethresholdon the
preconditionglerived, we performedexperimentson apache over
differentthresholdsFigure 12 presentghe resultson the change
in the numberof preconditionswith changein con dence. As
expectedwe obsere thatthenumberof predicateslerivedreduces
with increasein the con dence threshold,althoughthe change
is not dramatic.For example,thereare 60 additional procedures
for which no preconditionsare derived whenthe con dencelevel
changedrom 60%to 100%. This is expectedbecauseéncreasen
con dence,leadsto moreaggressie pruningof predicates.

Experimentswe conductedthat did not include the structural
matchingheuristicsresultedin uninteresting(and fewer) precon-
ditions. This is expectedasthe attribute setsacrosscall-sitesare

improperly matched We alsofound that parametematchingwas

by farthemostusefulheuristicto emplg/ sincemostrealprograms
emplg a coding style that encodessigni cant semanticdnforma-

tion throughthe o w of parameterandresultsinto andout of func-

tions.
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Figure 11. Predicatelistributions.

Source Version| LoC CFG | Procedure| Total numberof speci cations | Analysis
nodes count Data- ow Control- ow time(s)

apache 2.2.3 273K | 102K 2079 556 330 157
linux 2.2.26 | 1.98M | 958K 7465 5862 101 1258
openssh 4.2p1 68K 88K 1281 625 202 120
osip 3.0.1 24K 34K 666 213 51 46
postgreSQL | 8.1.3 | 618K | 548K 8568 3348 615 1007
procmail 3.22 9K 16K 298 84 105 26
zebra 0.95a | 183K | 145K 3342 1397 608 162

Table 3. Benchmarknformation.

6.2 Qualitati ve Assessment

To studythe quality of our results,we examinethe effectivenesf
our techniquen discovering protocolsassociateavith library calls
madein openssh. We mine the predicatesat a 100% con dence
thresholdWe correlatetheeffectivenesof theanalysishy compar
ing our resultsmanuallywith the documentatiofioundin the man
pagesof thecorrespondingjbrary functions.

1.

1,200~~~

1,001+
=4 predicat
predicates
predicates
predicates
predicates

Number of functions

Figure 12. Reductionin numberof predicatesn apache with
increasen con dencethreshold

Outof the242library procedureshatareinvokedin openssh, we
derive preconditionscorrectlyfor 199 of them(77.13%accurag).
Moreover, we were ableto derive preconditiongfor an additional
nine procedureghat were not documentedWe obsere 12 false-
positives (our tool derives preconditionsvherenoneexist) and 31
false negatives(our tool did not derive the preconditionshe doc-
umentedspeci cation claims shouldhold). Thesefalse negatives
are potentialsourcesof bugs. False positives occur primarily be-
causethereis an insufcient numberof usecasesfor mining to

effectively pruneaway irrelevant predicatesFor example,in afew
casesapredicatds includedin thepreconditiorto aprocedureall
becausehe procedurewvasinvoked only twice andin both cases,
thecalling context containedsimilarirrelevantinvariants.

Besidesbeing potential sourcesof bugs, false negatives canalso
manifestbecausef limitationsin theimplementationln addition
to the olbvious approximationsntroducedby our heuristics(recall
that a precisesolution to structural matching, the heart of the
preconditioninferenceproblem,is NP-hard),thereare two other
limitationsin our approactaddressedrie y below:

Absenceof theorem proving: A preconditionfor the proce-
dure BNmodword is that the secondparametemust not be
equalto zero.We do not obsere ary explicit sanitycheckon
thesecondparametein theprogramsource Onfurtherinspec-
tion, we noticethat thereis a chainof assignmentseadingto

the secondparameterwherewe may be ableto prove thatthe
seconcparametewill benon-zeraonary invocation Automat-
ically formulatingthis conclusionis possiblewith the aid of a
theoremprover. The integrationof theoremproving to the ex-

istinginfrastructureo handlethesepredicatess partof ouron-
goingresearch.

Closedworld assumptions: Sometimegpreconditionsrefor-
mulatedwith respecto ervironmentvariablesvhosevaluesare
directly manifestin the programsource Sinceourimplementa-
tion analyzeghe programsourcein a closed-vorld setting,it is
unableto accuratelyderive preconditiongor thoseprocedures
whosepredicateslependiponvaluesof ervironmentvariables.

6.2.1 Bug Detection

We discussseveral bugsdetectedn openssh-4.2pl. In thecode
fragment shawvn belan, neither variables p or q are checled



for being non-null. Subsequenuse of thesevaluesin proce-
dure prime_test resultsin a segmentationfault. The computa-
tional compleity of the Miller-Rabinprimality testingperformed
in prime_test malesit dif cult to generatecomprehenske test
suites that would detect this bug. We exercised this fault by
making the systemrun out of buffer spaceand using the test
case(ssh-keygen -T <outfile> -f <infile> ), the program
crashesn thethenlatestreleasepenssh-4.4pl. Basedonourre-
port,thesebugsarenon x edin openssh-4.5p1. Wealsoobsere
asimilarbug associateevith invocationof BNnewandsubsequent
absencef sanitycheckin the proceduregen_candidates .

473 p = BNnew();
474 q = BNnew();
475 ctx = BNCTXnew();

Obsernre that return value of BNCTXnewis also not checled as
being non-null. Even thoughthis doesnot resultin a crash,this
violation potentially leadsto a signi cant degradationin the per
formanceof thelibrary call BNis _prime usedin prime _test , as
documentedh themanpages.

Thereare several otherinstancef similar errorsin the program.
Theexistingdocumentatioffor library procedureinitgroups , for
example,claimsthatthe rst parameteto this proceduremustal-
ways be non-null. However, our analysisdoesnot generatepredi-
catesto this effect becausehis checkis not performed.Similarly,
beforeinvoking procedureRSAsize , the eld n of its parameter
mustbe non-null. Eventhoughthe parameters checled for being
non-null, n itself is not. A similar bug existsin the invocationof
DHsize . Any oneof thesebugscanbe exercisedwith appropriate
inputs,andcouldleadto a sener crash.

7. RelatedWork

Therehasbeensigni cant researchiowardsautomaticallyvalidat-
ing programproperties,and detectingprogramerrorswhen pro-
gramsare annotatedvith partial speci cationsdescribingdesired
invariants [3, 16, 11, 21,7, 24, 20, 36, 8, 22, 15]. Our approach
differs fundamentallyfrom theseother efforts insofar we assume
no inputfrom the programmeipn the speci cationsthatneedto be
validated.

In [4], Ammonset al. perform speci cation mining by summa-
rizing frequentinteractionpatternsas statemachineshat capture
temporaland datadependenciesvhen interactingwith API's or

abstractdatatypes. SubsequentlyAmmonset al. presentan ap-

proach[5] to dehug derived speci cationsusing conceptanalysis.
Ernstetal. [14] presenDaikon,atool for dynamicallydetectingn-

variantsin aprogram.Yangetal. [38] presenscalabledynamicin-

ferencetechniqueshatalsowork effectively with imperfecttraces.
While thesetechniquesanindeedbeusedto derive preconditions,
they critically rely ontestinputproviding comprehense coverage.
In this regard,they differ in obviouswaysfrom ourapproach.

Li andZhoupresenPR-Miner[26], atool thatreliesonmining[1]
to identify frequently occurring programpatterns.Our work dif-
ferssigni cantly from theirsbecauseave integratemining within a
path-sensitie data ow framework. LivshitsandZimmermanr{28]
presenta tool which usesmining to analyzerevision historiesof
programsLi etal. [25] alsousedatamining techniquedo detect
copy-pastebugs in large software systems.Mandelin et al. [29]
presenta techniquefor synthesizingungloid codefragmentsau-
tomatically basedon the input and outputtypesthat describethe
code.Their approachs usefulfor reusingexisting code.Because
noneof thesetechniquesightly integratedata ow andcontrol- ow
informationwith theminingenginejt wouldbedif cult toleverage

themfor deriving usefulpreconditionsilt is preciselythis synthesis
thatis the distinguishingcontrikution of thiswork.

Thereare several otherrelatedapproacheshat addresshe prob-
lem of mining speci cations.An automaticspeci cation mining

techniquethat usesinformation about exceptionsand errors to

identify temporalsafetyrulesis presentedn [34]. Engler et al.

[13] use mining to detectrelations betweenpairs of functions,
and Kremeneket al. [23] signi cantly generalizegheseearlier
ideas.However, [23] is domainspeci ¢, and requireseither ma-
chinelearningor userspeci cationsto generaténitial annotation
probabilities,and emplgys namingcorventionsfor identifying in-

terestingprocedurego improve accurag. As a result, their ap-
proachwould be ineffective in deriving the speci cationsfor the
exampleprogramsn Figuresl, 5, or Section6.2.

To summarize,unlike theseother efforts, our approachrequires
no annotationor guidancefrom programmersleveragesno pre-
sumedsemanticof library or primitive functions,is not restricted
to limited programcontets (e.g., examining only pairs of func-
tions [13], leveragingprogramsemantic§34], or using domain-
speci ¢ knowvledge[23]), andcandetectarbitrarily largeandcom-
plex preconditionge.g.,Figure5).

Apartfrom mining basedapproachesnary otherinterestingtech-
nigueshave beendevisedfor bug detectionin softwaresystemg18,
39, 27]. Rinardetal. [32] presentanapproacton failure oblivious
computingthatenablesenersto runevenin thepresencef mem-
ory errors.Castroetal. [10] presentanapproactwhereadata o w
graphis generatedcaind ensureghat the data o w integrity is pre-
senedatruntime. Becaus@urwork focuseonanentirelynew di-
mensionnamelystaticallyextractingpreconditionsfrom program
sourcetransparentlyit is concevablethatit could be usedin con-
junction with theseotherapproacheso operatewith even greater
precisionandscale.

8. Conclusion

This paperfocuseson the problemof deriving speci cationsus-
ing predicatemining and describesa static inferencemechanism
for detectingthe preconditionghat mustbe valid wheneer a pro-
cedureis invoked. We derive thesepreconditionsusing an inter-
procedurapath-sensitie data ow analysisthat gatherspredicates
at eachprogrampoint. We apply mining techniquedo thesepred-
icatesto make speci cationinferencerobustin the presencef er
rors. We demonstratéhe practicality of our techniquesoy apply-
ing it to largeopen-sourc€ programsQuantitatve andqualitative
analysisof the preconditionggeneratedy our systemvalidateits
effectiveness.
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