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Abstract

The reliability and correctnessof complex software systemscan
be signi�cantly enhancedthroughwell-de�ned speci�cationsthat
dictate the useof variousunits of abstraction(e.g., modules,or
procedures).Oftentimes,however, speci�cationsare either miss-
ing, imprecise,or simply toocomplex to encodewithin asignature,
necessitatingspeci�cationinference.Theprocessof inferringspec-
i�cations from complex softwaresystemsforms the focusof this
paper. Wedescribeastaticinferencemechanismfor identifyingthe
preconditionsthatmustholdwheneveraprocedureis called.These
preconditionsmayre�ect bothdata�ow properties(e.g.,whenever
p is called,variablex must be non-null) as well as control-�ow
properties(e.g.,everycall to p mustbeprecededby acall to q). We
derive thesepreconditionsusinganinter-proceduralpath-sensitive
data�ow analysisthat gatherspredicatesat eachprogrampoint.
We apply mining techniquesto thesepredicatesto make speci�-
cationinferencerobust to errors.This techniquealsoallows us to
derive higher-level speci�cationsthat abstractstructuralsimilari-
tiesamongpredicates(e.g.,procedurep is calledimmediatelyafter
a conditionaltestthatcheckswhethersomevariablev is non-null.)

We describean implementationof thesetechniques,andvalidate
theeffectivenessof theapproachonanumberof largeopen-source
benchmarks.Experimentalresultscon�rm that our mining algo-
rithmsareef�cient, andthatthespeci�cationsderivedarebothpre-
ciseanduseful– theimplementationdiscoversseveralcritical, yet
previously, undocumentedpreconditionsfor well-testedlibraries.

Categories and Subject Descriptors D.2.7 [Software En-
gineering]: Distribution, Maintenance, and Enhancement—
Documentation; F.3.1 [Logics and Meaning of Programs]:
Specifying and Verifying and Reasoning about Programs;
D.2.4 [Software Engineering]: Software/ProgramVeri�cation—
StatisticalMethods

GeneralTerms Algorithms,Documentation,Veri�cation

Keywords speci�cation inference,preconditions,predicatemin-
ing, programanalysis
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1. Intr oduction

Well-de�ned speci�cationscansigni�cantly enhancethe reliabil-
ity and correctnessof complex software systems.When avail-
able, they can be usedto verify correctnessof libraries and de-
vice drivers [4, 7, 21, 36], enablemodularreuse[29], andguide
testingmechanismstowardbugs[13, 18]. Whenspeci�cationsare
provided by the user, type systems[16, 17, 11], model check-
ing [21, 7], typestateinterpretation[24, 20], andotherrelatedstatic
analyses[36] canbeusedto checkwhetherimplementationssatisfy
necessaryinvariants.

Often,speci�cationsareeasyto de�ne (e.g.,procedurep mustal-
ways be called after datastructured is initialized), or are well-
documented(e.g., pthread mutex init must be presenton all
programpathsreachinga call to pthread mutex lock ). In many
cases,though,speci�cationsarenot known, andevenwhenavail-
able, are often informal, imprecise,or incomplete.This is espe-
cially truefor complex systemsoftwarelibraries.Forexample,con-
siderthefunction BNis prime in the openssl library, a widely-
usedsecuresocket layer implementation.Thefunction's signature
is complex, taking� ve arguments,includinga callbackprocedure.
It returnstrue if its �rst argument,which is a pointerto a bignum
object,is prime. Its documentation,however, makesno assertions
abouttheexpectedstructureof its arguments;for example,it does
not specify the function's behavior if a null pointervalue is sup-
plied asthe �rst argument.Clientsmust thereforeeitherexamine
its implementationto determinetheappropriateconstraintson ar-
guments,or proactively perform error checksbeforemaking the
call. Bothapproacheshaveobviousdrawbacks,andneitherwork if
theclient is notevenawarethata potentialissueexists.

One way to determinethe appropriateconditions under which
BNis prime canbe safelycalledis to examinethe collectionof
calls madeto the function from otherclients.The underlyinghy-
pothesisis thatthecon�denceandspeci�city of apropertyinferred
for BNis prime, is re�ectedin its satisfactionatvariouscall sites.
However, manuallyidentifying call sitesto BNis prime over a
large numberof client programs,and examining how the argu-
mentsarede�ned andusedprior to thecall, is generallyinfeasible.
On theotherhand,automatedtechniquesfor correlatinginvariants
acrossdifferentcall sitesto thesameproceduremusttake into ac-
count the possibility that programsmay containbugs which can
maskreal invariants.For example,it maybethecasethat in some
callsto BNis prime, the�rst argumentis incorrectlynotchecked
prior to thecall. Failureto performthis checkmaynot necessarily
leadto anerror if theargumentvaluesat thesecall sitesserendip-
itously happento benon-null.Automatedtechniquesmustalsobe
ableto distinguishbetweeninvariantsthataresigni�cant enoughto
be includedaspartof the function's speci�cationfrom thosethat,
while possiblytrue,areirrelevant.For example,theremaybesev-
eralpropertiesthatholdateachcall-siteto BNis prime relatedto



globalor temporaryvariablesthatareinconsequentialto its speci-
�cation.

In this paper, we considertheproblemof staticallyinferringspeci-
�cations transparentlywithout requiringprogrammerannotations.
Speci�cally, we considertheproblemof generatingspeci�cations
thatde�ne preconditionsfor procedures– predicatesthatmustal-
waysholdwhentheprocedureis called.Weconsidertwo important
classesof preconditions:control-�ow predicatesthatde�ne prece-
dencepropertiesamongprocedures(e.g.,acall to fgets is always
precededby a call to fopen), anddata-�ow predicatesthat cap-
ture data�ow propertiesassociatedwith variables(e.g.,whenever
fgets is called,pointer fp mustnotbenull).

We de�ne an inter-procedural,path-sensitive static analysisthat
identi�es a collectionof constraintswhosesolutionde�nes poten-
tial preconditions.If procedurep hasprecondition� , it meansthat
� holdson all calls to p. To computepreconditions,our analysis
collectsapredicatesetalongeachdistinctpathto eachcall-site.To
managethesizeof this set,intersectionsof predicatesetsarecon-
structedat join pointswheredistinctpathsmerge.Predicatescom-
putedwithin a procedurearememoizedandareusedto compute
preconditionsthatcaptureinter-proceduralcontrolanddata�ow in-
formation.To computethepreconditionsof aprocedurep, wecon-
sidertheintersectionof thepredicatesetsat eachcall-siteto p.

Thereareseveralsigni�cant designissuesthatneedto beresolved
for thederivedpreconditionsto haveany practicalsigni�cance.We
observe thatusingsimplesetintersectionon predicatesis too frag-
ile to yield interestingspeci�cationsin general.This is becausethe
predicatesgeneratedare insuf�ciently abstract(e.g., “at a call to
procedurep, variable x boundin p is read,andthecontentsof lo-
cations a and b allocatedin p arecompared.”). The intersection
of any setS with a setcontainingjust thesepredicateswould be
non-emptyonly if S containedidentical predicates,re�ecting the
sameoperationson thesamevariablesandlocations.To relax this
limitation,weexaminetechniquesthatallow usto de�ne structural
similaritiesamongpredicatesets.Suchsimilaritiesenableprecon-
ditions that specifypropertieswhich areabstractedover variable
names,references,andvalues.We arethusableto de�ne precon-
ditionsthatde�ne moreabstractpropertiessuchas“procedureq is
calledwhenever someinteger variablev is greaterthanzero,and
thecontentsof somepair of locationsl1 andl2 holdinga valueof
type� areequal.”

While theuseof intersectionguaranteessafetyby ensuringthatde-
rivedpreconditionsfor a procedurehold at all call-sites,it is not a
robustmechanismin thepresenceof errors.An error thatcausesa
predicateto beomittedalongsomepathleadingto a call to proce-
durep wouldresultin thepredicatenotbeingincludedaspartof p's
preconditions.To addressthis concern,we employ frequentitem-
setandsequencemining on thepredicatescomputedat eachcall-
site to p, andusethepredicatesthataremostfrequentlyoccurring
as the preconditionsfor p. Like other mining-basedapproaches,
we assumethaterrorsviolating invariantsoccurinfrequently, thus
makingmininga feasiblestrategy to �lter suchdeviationsfrom the
generatedspeci�cations.

It is our approachto theseissues,and the kinds of speci�cations
generatedasa result,that distinguishour work from previous ef-
forts that have usedmining techniques(both dynamic[4, 14, 35,
38] andstatic[23, 26, 28, 13]) to extractandvalidateprogramprop-
erties.While dynamicmining techniquescanbe usedto generate
speci�cations,the integrity of the speci�cationdependsuponthe
comprehensivenessof theinputdata.Ontheotherhand,prior static
approacheshave not beenwell-integratedwithin a programanaly-
sis framework, andthereforearenot effective in generatinguseful

preconditions.Our primarycontribution is this systematicintegra-
tion of data�o w analysiswith scalableminingalgorithms.

Thispapermakesthefollowing additionaltechnicalcontributions:

1. PreconditionInfer ence:Wepresentandformalizeanew path-
sensitive inter-proceduralstaticanalysisfor inferringprecondi-
tionsfor procedurestransparentlywith noprogrammerannota-
tions,pro�ling, or instrumentation.

2. Robust Speci�cations: We describethe useof mining tech-
niquesto generatecorrectspeci�cationsevenfor programsthat
may have subtlebugs that lead to necessaryinvariantsbeing
erroneouslyomittedalongcertainpaths.Mining alsoprovides
a way to compensatefor imprecisionintroducedby the static
analysisthatwouldordinarilyresultin omittingvalid predicates
from aprecondition.

3. Experimental Evaluation: We demonstratethepracticalityof
our techniquesto largeopen-sourceC programs,andprovide a
detailedquantitativeandqualitativeassessmentof theeffective-
nessof our approach.Our resultsshow that the analysisis (a)
selective – thenumberof elementscomprisingderivedprecon-
ditions tendto besmall (lessthan� ve on average);(b) precise
– theanalysisderivesapproximately78%of documentedspec-
i�cations to library callsmadeby openssh; and(c) useful– we
discoveredseveralbugsin thebenchmarksthatexist becauseof
failureto adhereto derivedspeci�cations.

2. Moti vating Example

We motivateour approachusinga real-world example– deriving
a speci�cation for the bind systemcall in the Linux socket li-
brary. While the applicationof our approachis in deriving speci-
�cations for undocumentedprocedures,it is illustrative to demon-
stratethe techniquefor a proceduresuchas bind , which hasa
well-documentedinterface.The bind systemcall takesthreepa-
rameters,viz.,a socket descriptor(type: int ), the local addressto
which thesocket needsto bind (type: struct sockaddr * ), and
the lengthof the address(type: socklen t ). For a streamsocket
to startreceiving connections,it needsto beassignedto anaddress,
which is achieved by using bind . Summarizingthe documenta-
tion, the necessaryconditionsthat musthold before bind canbe
calledare:

1. A socket systemcall musthave occurred.

2. Thereturnvalueof socket musthave beencheckedfor valid-
ity.

3. Theaddress(secondparameterto bind ) correspondsto a spe-
ci�c addressfamily (e.g.,AF UNIX, AF INET).

Ideally, our goal is to obtain the above information by tracking
variouscallsto bind in thesource.Figure1 showscodefragments
of two procedures(outof eight,total) thatinvoke the bind system
call in openssh-4.2p1 .

Figure 1(a) shows a codefragmentfrom the �le sshd.c where
bind is invoked from main. Before the call to bind , as per
the documentedrequirements,observe that there is a call to
socket on line 1287. The returnedvalue listen socket is
checked to ensurethat it is a valid descriptor, and the address
is set (lines 1075 and 1272). In fact, in a convoluted chain,
the procedurefill default server options in main invokes
add listen addr, which in turn invokesadd one listen addr
wheretheaddressthatis eventuallyusedin bind is set.Apart from



870 main(...)
883 struct addrinfo *ai;
918 initialize server options(&options);
1075 fill default server options(&options);
1272 for (ai=options.listen addrs; ai;ai=ai->ai next) f
1273 if(ai->ai family != AF INET &&

ai->ai family != AF INET6)
1274 continue;
1275 if (num listen socks >= MAXLISTENSOCKS)

...
1278 if ((ret = getnameinfo(...))) f

...
1287 listen sock = socket(ai->ai family,...);
1289 if (listen sock < 0) f

...
1294 if (set nonblock(listen sock) == -1) f

...
1302 if (setsockopt(...) == -1)
1304 error(''setsockopt SOREUSEADDR:...'');
1309 if (bind(listen sock, ai->ai addr,

ai->ai addrlen) < 0) f
...

(a) sshd.c

991 ssh control listener(void)
993 struct sockaddr un addr;
997 if (options.control path == NULL||
998 options.control master == SSHCTLMASTERNO)
999 return;
1003 memset(&addr, 0, sizeof(addr));
1004 addr.sun family = AF UNIX;
1005 addr len = offsetof(...)
1008 if (strlcpy(addr.sun path, options.control path,
1009 sizeof(addr.sun path)) >= sizeof(addr.sun path))
1010 fatal(''ControlPath too long'');
1012 if ((control fd = socket(PF UNIX,

SOCKSTREAM,0)) < 0)
1013 fatal(...);
1015 old umask = umask(0177);
1016 if (bind(control fd, (struct sockaddr*)&addr,

addr len) == -1) f
...

(b) ssh.c

Figure1. Codefragmentsof two differentcall sitesto bind in openssh-4.2p1.

sshd.c ssh.c
Variables Attributes Variables Attributes
(*ai).ai addrlen f (arg(3), bind )g addr.sun family f (:=, 1)g
ai f (:=, options.listen addrs),(6= , 0) g addr len f (:=, res( strlen )), (arg(3), bind )g
inetd flag f (=, 0)g old umask f (:=, res( umask))g
listen sock f (:=,res( socket )), (� , 0), control fd f (:=, res( socket )),

(arg(1), bind ), (arg(1), setsockopt )g (� , 0), (arg(1), bind )g
numlisten socks f (< , 16)g options.control master f (6= , 0)g
ret f (:=, res( getnameinfo )), (=, 0)g options.control path f (6= , 0)g

Table 1. A subsetof predicatesassociatedwith thebind callsshown in Figure1.

theseknown requirements, otheroperationsdependentontheappli-
cationcontext arealsoperformed(e.g.,thefamily of theaddressis
checked in line 1273, the numlisten socks is checked in line
1275,etc.).By observingjust a singleuseof bind alone,we can
generatesomepropertieson the requiredoperationsbefore bind
is called.

Table 1 shows the subsetof propertiesgeneratedfor the corre-
sponding bind call. For example,we observe a propertywhere
a variable listen sock is assignedthe returnvalueof socket ,
hasa valuegreaterthanor equalto 0 andis the �rst parameterin
callsto setsockopt and bind . As explainedabove,theseproper-
tiesform someof thepreconditionsfor callsto bind . However, not
all propertiesgeneratedbeforethis bind call needto hold always
beforeany othercall to bind . For example, ret is assignedthe
returnvalueof getnameinfo andis equalto 0 beforethe bind
call. This propertymayberelevant in thecontext of callsto bind
in sshd.c , but maynotberelevantin callsmadewithin other�les.
Unfortunately, simplyexaminingthissinglecall withoutany a pri-
ori knowledgeof bind 's behavior would not permitus to discard
this propertyfrom its speci�cation.

To improve precision,we collect propertiesfrom other call sites
to bind . Figure 1(b) presentsone such call site in procedure
ssh control listener in ssh.c . For this call, we obtainprop-
ertiesthat includethe known requirements(seelines 1004,1005,
1012)andalsoshown in Table1. We alsoobtainother irrelevant
operations(e.g., the control path is checked at line 997, size of

pathchecked in 1008,etc.).Basedon the propertieshereandthe
propertiespreviouslyobtainedwith respectto the bind call in Fig-
ure1(a),anintersectionof thederivedpropertiescanbecomputed.
By repeatedapplicationof this processto eachcall to bind at
other call-sites,we obtain the necessaryoperationsthat mustbe
performedbeforeevery call to bind .

To summarizetheexample,observe that deriving thedesiredpre-
conditionsusingintersectionmustaccountfor the fact that (a) the
namesof relevantvariablesin thetwo �les arenotcomparable(e.g.,
listen sock in sshd.c and control fd in ssh.c ); (b) opera-
tionsrelevantto thebindcall (e.g., listen sock � 0 in sshd.c
and ((control fd = ...) � 0) in ssh.c ) are interspersed
with irrelevant operations;(c) the typesof correspondingparam-
etersto bind beforecastingaredifferent( struct sockaddr *
in sshd.c and struct sockaddr un * in ssh.c ); (d) thereis
no �x edorderof callsto proceduressettingtheaddressfamily and
the call to socket in the two �les and (e) therecan be differ-
ent numberof attributesassociatedwith the correspondingvari-
ablesacrosscall-sites(e.g., listen sock is usedasa parameter
in setsockopt whereascontrol fd doesnot have any suchat-
tribute.).

3. Speci�cation Language

We formalizeour informal discussionabove by de�ning a simple,
call-by-value languageequippedwith �rst-class proceduresand



references.Superscriptson expressionsdenotelabelsthatareused
in de�ning our analysis.The exact semanticsfor the languageis
standardandomittedhere.

Informally, a let -expressionbinds x in e, � y:e0 constructsa
lexically-scoped�rst-class procedure,y(z) denotescall-by-value
application,ref (y) constructsa�rst-classreferencecell thatholds
thevaluedenotedby y, and deref (y) extractsthevalueof thecell
boundto y. The expression( set x := y` 1 in e` ) ` 0

assignsthe
value of y to the cell boundto x, and continueswith e. Bound
andfree variablesarede�ned asusual.A programP is a closed
expression,ande` 2 P is trueif e` is a subexpressionof P .

In additionto theusualassumptionthatboundvariablesaredistinct
from free variablesin differentexpressions,we alsoassumethat
all boundvariablesin a programaredistinct.The last variableof
an expression,which yields the expression's value, is de�ned as
follows:

last(x ` ) = x `

last(( let x = t ` 1 in e` ) ` 0
) = last(e` )

last(( set x := y` 1 in e` ) ` 0
) = last(e` )

Ouranalysisis de�ned in two steps.First,wecomputea �o w anal-
ysis for the program,F , that associateswith every variableand
label, a setof abstract values. An abstractvalue is eithera con-
stant,a label correspondingto the de�nition point of a procedure
(abstractprocedure) or reference(abstract location), or aprimitive
operationpairedwith the abstractvaluesof its arguments.Thus,
given variablex, F (x) (or F (`), if given label `) de�nes the set
of procedures,constants,references,andprimitive operationsthat
x (or the expressionwith label `) candenoteduring executionof
theprogram.Wedonotpresentdetailsof theanalysishere,but any
monovariant�o w analysisin thespirit of [30, 33] suf�ces for our
purpose.

A judgmentis a three-placerelationon speci�cationmaps,�o ws,
andexpressions.Thus,thejudgment� j= F e` is read“Assuming
a �o w analysisF , expressione` hasthe preconditionsde�ned by
�( `).” Givena �o w functionF , andprogramP, we areinterested
in theleastspeci�cationmap� for which thejudgmentholds.

Speci�cationinferenceis de�ned by a collectionof inferencerules
(seeFigure2) that leveragesthe resultof the �o w analysis.Each
rule is of theform:

c1 ; : : : ; cn

� j= F e
;

wherethe consequentde�nes a judgmentwhosevalidity depends
uponthesatis�ability of theconstraintsde�ned by theantecedent.
Theconstraintsimposerestrictionsonthestructureof thespeci�ca-
tion map� , a mapthat identi�es a setof preconditionswith every
programpoint.

A precondition� of anexpressione de�nes anactionor predicate
that musthold prior to e's execution.Our analysistracksa num-
ber of suchactions;theseactionsarede�ned with respectto the
abstractvaluescomputedfor eachexpressionin the programby
the �o w analysis.Thus,an action of the form read(`; v̂) asserts
that a referencecreatedat label ` holding the abstractvalue v̂ is
read;write(`; v̂) assertsa similar condition for referenceassign-
ment;and,alloc(`; v̂) holdsif in anexpressionref (z) ` 2 P and
F (z) = v̂. In thesamevein, bind(x; v̂) is truewhenever variable
x is boundto e` andF (`) is v̂, andcbind(x; v̂) is usedto express
predicatesthatre�ect if-splitting of �o w valuesacrossconditionals;
�nally , call(`1  `2) is usedto capturecontrol-�ow precedence
relationshipsamongprocedurecalls – it holdswhenever a proce-
durewith label`2 is invokedafteraninvocationof aprocedurewith
label`1 , with no interveninginvocationof any otherprocedure.

The rules for expressionsthat bind constantsandprimitive oper-
ationsarestraightforward.The preconditionsof the expressionin
the let -bodywithin whichthebindingoccursincludestheprecon-
ditionsof the let expression,aswell asapreconditionthatre�ects
theexistenceof thenew binding. If a variableis boundin a let -
expressionto theresultof acall toaprimitiveoperation,theprecon-
ditionsof theexpressionin the let -bodymustincludethis action;
the valuesof the argumentsto the primitive areapproximatedby
the abstractvaluesof theoperation's argumentsasdeterminedby
the�o w analysis.

A referencebinding inducesa preconditionon the let -body that
includesboth the binding aswell asa predicatethat capturesthe
referencecreation.Sincereferencesare�rst-class,avariableoccur-
rencemaybeboundtomany differentreferencesduringits lifetime.
In an expressionof the form, ( let x = deref (y) ` 1 in e` ) ` 0

,
considerthe setof referencesthat y may be boundto (de�ned by
F (y)). Eachelementin this set containsa label ` corresponding
to a referenceexpressionref (z) found in the program.The pre-
condition for e` must thereforeincludepredicatesthat re�ect the
potentialreadof eachsuchlocation,andpredicatesthat re�ect the
bindingof x to thecontentsof theselocations.Assignmentexpres-
sionsarede�ned similarly, with write predicatesreplacingreadsas
aconsequenceof theoperation.Thepreconditionsfollowing acon-
ditional includetheintersectionof thespeci�cationsetsof thetwo
branches;within thesebranches,anactionthatre�ects thevalueof
theBooleanguardis includedaspartof thepreconditionassociated
with therespective branches.

We now describetherulesdealingwith procedureabstractionand
call. The preconditionassociatedwith the procedurebody is de-
�ned asthe intersectionof a collectionof sets,eachof which rep-
resentsthespeci�cationsextantat a speci�c (distinct)call point to
theprocedure.Thus,thespeci�cationsde�ning theentry to a pro-
cedurere�ect thecommonpreconditionsextantat every call point
to theprocedure.For example,thespeci�cationassociatedwith the
entryto theprocedurebodyde�nesa predicatethatrelatesthefor-
malparameterto anabstractvalue.Thisvalueis constructedasthe
intersectionof theabstractvalues(setof labels,constants,etc.)of
the actualparametersto the procedure.Similarly, the intersection
of the setof preconditionsthat exist at eachsuchcall de�nes the
smallestsetof predicatesthat is guaranteedto hold whenever the
procedureis called.

A procedurecall y(z) is de�nedsimilarly. Its de�nition reliesonan
auxiliary procedure� thatgiventhelabelof anexpressione` 2 P
returnsthe label of the closestenclosing� , if oneexists, andthe
distinguishedlabel `main, otherwise.If thesetof proceduresthaty
maybeassociatedwith is Py (asdeterminedby our �o w analysis),
thentheintersectionof thespeci�cationsextantuponexit fromeach
procedurep 2 Py de�nestheconditionspresentuponexit from the
call guaranteedto hold for all proceduresp thatmaybeinvokedat
thiscall. Observe thattheserulesareslightly differentfrom typical
staticanalysesthatwould considerthede�nition of theprocedure
independentlyfrom its call-sites.This is becausepreconditionsthat
hold at the entry to a procedurep dependupon the conditions
extantat all call-sitesto p; similarly, the invariantsthathold upon
completionof acall dependupontheinvariantsextantat thereturn
pointof all proceduresthatcouldbeinvokedat thatcall.

As currentlyde�ned, the preconditionsassociatedwith eachpro-
grampoint areconstructedby simpleunionsandintersectionsof
abstractvaluesetscomputedby aninter-proceduraldata�ow anal-
ysis.It is straightforwardto seethatthepredicatescomputedrepre-
sentaconservative summaryof theinformationpresentin the�o w
function.



SYNTAX :

e 2 Exp ::= x ` j
( let x = t ` 1 in e` ) ` 0

j
( set x := y` 1 in e` ) ` 0

t 2 Term ::= c j � x:e j x(y) j
( if x then e` t

1 else e
` f
2 ) j

ref (x) j deref (x) j
op(x1 ; : : : ; xn )

DOMAINS:

F 2 Flow = Var + Label ! AVal
v̂ 2 AVal = P(Label + Constant+

Op(AVal � : : : � AVal ))
� 2 SpecMap = Label ! P (Pred)
� 2 ProcMap= Label ! Label
� 2 Pred = read(Label; AVal ) + write(Label; AVal )+

alloc(Label; AVal ) + bind(Var ; AVal )+
cbind(Var ; AVal ) + call(Label  Label)

�( `0) [ f bind(x; f cg)g � �( `)

� j= F ( let x = c` 1 in e` ) ` 0

�( `0) [ f alloc(`1 ; F (y)) ; bind(x; `1)g � �( `)

� j= F ( let x = ref (y) ` 1 in e` ) ` 0

S = f write(` i ; F (y)) j ` i 2 F (x); ref (z) ` i 2 Pg
�( `0) [ f Sg � �( `)

� j= F ( set x := y` 1 in e` ) ` 0

�( `0) [ f bind(x; op(F (x1); : : : ; F (xn ))) g � �( `)

� j= F ( let x = op(x1 ; : : : ; xn ) ` 1 in e` ) ` 0

S = f read(` i ; F (` i )) ; bind(x; F (` i )) j ` i 2 F (y) ^ ref (z) ` i 2 Pg
�( `0) [ f Sg � �( `)

� j= F ( let x = deref (y) ` 1 in e` ) ` 0

�( `0) [ f cbind(y; true)g � �( ` t )
�( `0) [ f cbind(y; false)g � �( ` f )

� `0 [ (�( ` t ) \ �( ` f )) [ f bind(x; F (`1)) g � �( `)

� j= F ( let x = ( if y then e` t
1 else e

` f
2 ) ` 1 in e` ) ` 0

T
f �( ` i ) j ( let zi = x i (yi ) in ei ) ` i ; `1 2 F (x)g � �( `1)

f bind(w; v̂) j ( let zi = x i (yi ) in ei ) ` i ; `1 2 F (x); v̂ = \ (F (yi )) g � �( `b)
�( `0) [ f bind(x; `1)g � �( `)

� j= F ( let x = (� w:e` b
b ) ` 1 in e` ) ` 0

S = f ` j j ` i 2 F (y) ^ (� wi :ei ) ` i 2 P ^ e
` j
j = last(ei )g

�( `0) [ f call(�( `1)  ` i ) j ` i 2 F (y) ^ (� wi :ei ) ` i 2 Pg [ f
T

f �( ` j ) j ` j 2 Sg [ f bind(x; S)g � �( `)

� j= F ( let x = y(z) ` 1 in e` ) ` 0

Figure2. Speci�cationinferencevia �o w analysis.

let r = � z. ref(z) ` 1

...
g1 = � c1 . let y1 = � w. ref(w) ` 2

y2 = r(c 1 )
y3 = y1 (y 2 )
y4 = deref(y 3 )
y5 = deref(y 2 )

in ... op1 (y 2 , y3 )
... op2 (y 4 , y3 )
... set y2 := c1 in f(...)

g2 = � c2 . let x1 = ref(c 2 ) ` 3

x2 = � w'. ... ref(w') ` 4 ...
x3 = ref(c 3 ) ` 5

x4 = x2 (c 4 )
in ... op2 (x 1 , x4 )

... op1 (x 3 , x1 )

... set x3 := c3 in ... f(...)

Figure3. A programfragmentillustratingtheneedfor structuralmatchingof predicates.Syntacticsugaris usedto simplify theexamples.

Therearetwo interestingissuesto noteabouttheanalysis.First, a
predicateis recordedaspart of a preconditionat a programpoint
only if the predicateoccurson all pathsto that point. Consider
a module whosedesignerexpectscertain preconditionsto hold
whenproceduresde�ned within the modulearecalled.Our anal-
ysiswould certainlyinfer thesepreconditionsfor correctlywritten
programs,but fail to identify thedesiredspeci�cationin thepres-
enceof errorsthatresultin theomissionof someof theselegitimate
predicates.Theability of theanalysisto derive meaningfulspeci�-
cationsin thepresenceof errorsis consequentlypoor. Thereis an
obviousconundrumhere,giventhat theinferredspeci�cationsare
derived from a programsourcethatpotentiallycontainsbugs,and

canthuspotentiallycompromisethe integrity of thespeci�cations
themselves.

Second,theintersectionof preconditionsetsfails to considerstruc-
tural equivalenceamongpredicates.In particular, our speci�cation
languagedoesnot permit predicatesto be abstractedover an ar-
bitrarysetof locations,names,or constants.To illustratethis,con-
sidertheprogramfragmentsshown in Figure3.Weareinterestedin
thespeci�cationthatshouldbe inferredfor theentry to procedure
f basedon thepreconditionsextantat its two call-sitesin g1 and
g2 . Supposeg1 and g2 arecalledfrom thefollowing expression:

if pred then g1(c) else g2(c)



alloc( `1 , f cg)
read( `1 , f c1g)
write( `1 , f cg)
alloc( `2 , f `1g)
read( `2 , f `1g)
op2( f `1g, f `2g)
op1( f `1g, f `2g)

alloc(`3 ,f cg)
alloc(`4 ,f c4g)
alloc(`5 ,f c3g)
write(`5 ,f c3g)
op2(f `3g,f `4g)
op1(f `3g,f `5g)

(a) (b)

Figure 4. A subsetof thepreconditionsthathold prior to thecall
to proceduref in procedureg1 (a)andprocedureg2 (b).

At the calls to f in proceduresg1 and g2 , therearea numberof
preconditionsthathold. Ignoringpredicatesthat describevariable
bindings,themostinterestingarethoserelatedto abstractlocations
`1 and`2 (seeFigure4(a))allocatedandaccessedby procedureg1

andabstractlocations̀ 3 ,`4 , and`5 accessedby procedureg2 (see
Figure4(b)).

Basedon the structureof the rules, we would concludethat no
interestingpreconditionsexist thatarecommonto bothcallssince
thesetsof locationsmanipulatedby thetwo proceduresaredisjoint.
This is clearlyoverly conservative.

For example,it is thecasethatprior to bothcalls (i) two locations
areallocatedandusedin operationop2 (`1 and `2 in procedure
g1 , and`3 and`4 in procedureg2), and(ii) thecontentsof oneof
theselocations(`1 in g1 and`3 in g2) holdsthe constantc. By
“unifying” `1 and`3 , and`2 and`4 , we derive the preconditions
for f : “thereexist a pair of locations(call thema andb) suchthat
a andb areusedasargumentsin an operationop2 , andhold the
constantc”.

Surprisingly, by consideringanalternative mappingof locationsin
the two calls, we can deduceanotherequally valid speci�cation.
Prior to both calls it is also the casethat (i) two locationsare
allocated(`1 and `2 in g1 , and `3 and `5 in g2) and usedin
operationop1 ; and(ii) onelocationis written with a constant(`1

in g1 and`5 in g2).

To extract commonalitiessuchas thoseamongsetsof predicates
extant at the two calls requiresus to matchlocations,names,and
constantsacrossthesedifferent sets.As the example illustrates,
therearepotentiallymany suchmatchesthatcanbeconstructed.Of
course,somecommonalitiescould be extractedby examiningthe
bodyof f , but this would compromisescalabilityandmodularity.
Othercommonalitiescanbe derived by examining f 's signature,
the typesof valuesstoredin theselocations,etc.We exploit some
of theseheuristicsin our implementation.

As we show in thenext section,simply enumeratingthesetof all
possiblematchesover the predicatesetsusedto de�ne precondi-
tions is infeasible.We thereforeconsideran alternatestrategy to
identify matchesamongthepreconditionsetscomputedatdifferent
call-sites(oramongprocedurescalledatthesamecall-site)inspired
by datamining techniques.As we shall discuss,theseapproaches
sacri�ce optimality for scalabilityandef�ciency; our experimen-
tal resultsrevealthatthey yield surprisinglyvaluablespeci�cations
evenin thepresenceof complex control-anddata-�ow, evenin the
presenceof bugsthat resultin invariantsbeingomittedalongcer-
tain programpaths.

4. Extracting speci�cations

We usemining as a tool for deriving commonpropertiesacross
multiple call sitesinsteadof ensuringthat propertieshold across

each call site.Thereasonsfor adoptingsuchastrategyaretwo-fold.
First,evenwhenprogramsarewell-tested,they arenotnecessarily
free from errors.Hence,by imposingthe strongrequirementthat
a propertymusthold at eachcall-sitein orderto bea precondition
candidate,we may omit preconditionsthat otherwisemight have
beendetected.Second,by identifying frequentlyoccurringproper-
ties,we candetectcall-siteswherethe preconditionsdo not hold.
If thepropertyis indeeda valid precondition,its absenceat certain
call-sitesmaypoint to an error. To motivateour problemfurther,
we considertwo examplestakenfrom ourbenchmarksuite.

Considerthe codefragmentin Figure5(a). This fragmentshows
part of procedure RI FKeycheck from PostgreSQL, version
8.1.3.Observethatthecall to ri BuildQueryKeyFull at line 303
is precededby calls to ri DetermineMatchType, heap open,
and ri CheckTrigger in this order. This patternoccursat sev-
eral other locations in the program, which suggeststhat this
might be a feasiblecontrol predicateprecondition.However, in
one speci�c instance of the call to ri BuildQueryKeyFull
at line 250, the rule is not satis�ed, since there is no call to
ri DetermineMatchType precedingit. The absenceof this call
is signi�cant; if the match type is RI MATCHTYPEPARTIAL, the
call to ri BuildQueryKeyFull is erroneousbecausethe proce-
duredoesnothandleargumentsof this type.

Figure 5(b) shows the code fragment of the procedure
add listen addr found in �le serverconf.c from
openssh 4.2p1. This procedureis called from the procedure
fill default server options , which in turn precedesa call
to bind . In the body of the procedure,thereare several calls to
add one listen addr, whichis responsiblefor settinganaddress
family, eventuallysuppliedasthesecondargumentto bind . There
are several ways in which a call to add one listen addr can
take place;notably, when port == 0 and options->num ports
is less than one, the call does not happen.It so happensthat
lines 403 and 404 reveal that this situation cannot arise, and
thus the loop must be executedat leastoncewhenever port is
zero.Unfortunately, in the absenceof a theoremprover or model
checker [15] that can assert options->num ports is always
greaterthanzeroat line 407becauseof theoperationsperformedat
lines403and404,we mustconcludethat it is not alwaysthecase
that add one listen addr is called from add listen addr,
and thus, the secondargumentto bind neednot always be set
to a speci�c addressfamily. Even if there are no bugs in the
program,limitations of the analysisin determininga preciseset
of feasiblepathscan be overcomeusing mining techniques.By
mining the set of predicatescomputedalong different paths to
bind calls, we discover that it is only along one path (namely
the infeasible one describedabove) that the secondargument
to bind is not set to an addressfamily. By setting con�dence
thresholdsappropriately, the absenceof this predicatewould not
be considereda critical omission,andthe predicateassertingthat
the secondargumentto bind is always set would be recordedas
partof bind 's preconditions.

4.1 Mining Strategies

Recall that our analysiscollectscontrol-�ow anddata�ow predi-
cates.Theelementsin a setof data�ow predicateshave no order-
ing relationshipamongoneanother. Control-�ow predicates,onthe
otherhand,do re�ect a speci�c ordering:eachelementrepresents
a procedurecall, andthe orderof calls de�nes a precedencerela-
tion. We usefrequentitemsetmining to derive preconditionsfor
data�ow predicatesets,andsubsequencemining to derive precon-
ditionsfor control-�ow predicates.



181 RI FKey check(PG FUNCTIONARGS)
182 f
199 ri CheckTrigger(...);
210 pk rel = heap open(...);
248 if (tgnargs == 4)
249 f
250 ri BuildQueryKeyFull(...);
294 g
296 match type = ri DetermineMatchType(...) ;
298 if (match type == RI MATCHTYPEPARTIAL)
299 ereport(...);
303 ri BuildQueryKeyFull(...) ;
437 g

(a) PostgreSQL-8.1.3

399 add listen addr(ServerOptions *options,
char *addr, u short port)

400 f
403 if (options->num ports == 0)
404 options->ports[options- >num ports++]

= SSHDEFAULTPORT;
407 if (port == 0)
408 for (i = 0; i < options->num ports; i++)
409 add one listen addr(options,

addr, options->ports[i]);
410 else
411 add one listen addr(options, addr, port);
412 g

(b) openssh-4.2p1

Figure5. Codefragmentsillustratingtheapplicationof mining techniques.

void c1() f
if(packets > 0)

pack flag = true;
size = MAX SIZE;
buf = allocbuf(size);
readbuf(buf, size);
...
...
...
...

g

(a) c1

void c2() f
if(packets > 0)

size = MIN SIZE;
buf = allocbuf(size);
if(buf 6= NULL)

while(l = lock(buf));
readbuf(buf, size);

...

...

...
g

(b) c2

void c3() f
if(packets > 0)

i = 0;
pack flag = true;
size = MIN SIZE;
buf = allocbuf(size);
if(buf 6= NULL)

while(l = lock(buf));
readbuf(buf, size);

...
g

(c) c3

void c4() f
if(packets > 0)

i = 0;
size = MAX SIZE;
buf = allocbuf(size);
while(l = lock(buf));
readbuf(buf, size);
...
...
...

g

(d) c4

Figure6. Illustrative example.

4.1.1 FrequentItemsetMining

To obtaina speci�cationon predicateswhereorderingis not criti-
cal,weusemaximalfrequentitemsetmining [9]. In this technique,
thereis assumedto bea setof transactions; eachtransactioncon-
tainsa collectionof elements.The elementsthat occur in at least
n transactions,wheren is a con�dencethresholdspeci�ed by the
user, is a frequentitemset.For our application,a transactionis a
call-siteandthesetof predicatesthathold at thecall-siteform the
elementsof thetransaction.

We illustratethe mining processusingthe codefragmentsshown
in Figure6. We observe that thereare four different call-sitesto
function readbuf andeachcall-site is precededby a numberof
operations.For easeof understanding,we usethesamenamesfor
the associatedvariablesacrosscall-sites.Basedon the operations
precedingeachcall to readbuf , anumberof propertiesaregleaned
andareshown in Table2. Observe thattherearefour1 transactions,
equalto thenumberof call-sitesof readbuf in theexample.For
example,observe that therearesix itemsfor transactionc3. Each
item is composedof multiple attributes( e.g.,the item associated
with variablel hastwoattributesviz., l isassignedthereturnvalue
of lock(buf) andisequalto0 beforethecall to readbuf .). When
the frequentitemsareextractedat con�dence75%,we obtainthe
following speci�cation:

packets : f > ,0g
size : f (arg(1),allocbuf ), (arg(2),readbuf )g
l : f (=,0), (:=,res( lock ))g

1 Eachtransactionencodespropertiesonall possiblepathsto thecall-site.

buf : f (arg(1), lock ), (arg(1),readbuf ),
(6= ,0), (:=,res( allocbuf ))g

Dependingupon on the level of precisionrequiredby the user,
theabove mining techniquecanbeeasilytranslatedinto themore
restrictive intersectiontechnique,by simply �xing n to bethetotal
numberof call-sites(con�dence= 100%).

4.1.2 SequenceMining

For control-�ow predicates,frequentitemsetmining doesnot suf-
�ce sincethe order of elementsin the transactionis not consid-
ered.For deriving precedencerelations[31], weusesequencemin-
ing [2]. A sequencemining algorithm takes as input a set of se-
quences(I), a user-de�ned con�dencethreshold,andoutputsa set
(S) of sequencesthat occuras subsequencesin a minimum frac-
tion (asspeci�ed by thecon�dencethreshold)of input sequences.
Observe that if a subsequences is frequentlyoccurring,all subse-
quencesof s alsooccurat leastasfrequentlyass. Therefore,we
consideronly maximalsubsequences,i.e., it mustbethecasethat
everysequence(si ) in Sis notasubsequenceof any othersequence
presentin S.

For example,if thesetof sequencesis givenby f ( a  b  c  
e), ( a  d  c  e), ( d  a  c  e), ( a  c  d  
e  f ), ( e  f  d  c  a) g, a sequenceminer detects
( a  c  e) asafrequentlyoccurringsubsequence.Observethat,
the samesetof transactionswithout orderingin frequentitemset
miningwouldgeneratetheset f a, c, d, eg. Forourapplication,
a transactioncorrespondsto a call site and the sequencewithin
a transactioncorrespondsto the sequenceof procedurecalls that



Variables Transactions
c1 c2 c3 c4

packets f (> , 0)g f (> , 0)g f (> , 0)g f (> , 0)g
pack flag f (:=, true )g f (:=,true)g
size f (:=, MAXSIZE), f (:=, MINSIZE), f (:=, MINSIZE), f (:=, MAXSIZE),

(arg(1), allocbuf ), (arg(1), allocbuf ), (arg(1), allocbuf ), (arg(1), allocbuf ),
(arg(2), readbuf )g (arg(2), readbuf )g (arg(2), readbuf )g (arg(2), readbuf )g

buf f (:=, res( allocbuf )), f (:=,res( allocbuf )), (6= , 0), f (:=,res( allocbuf )), (6= , 0), f (:=, res( allocbuf )), (6= , 0),
(arg(1), readbuf )g (arg(1), lock ), (arg(1), lock ), (arg(1), lock ),

(arg(1), readbuf )g (arg(1), readbuf )g (arg(1), readbuf )g
l f (=, 0), (:=,res( lock ))g f (=, 0), (:=, res( lock ))g f (=, 0), (:=, res(lock))g
i f (:= 0)g f (:= 0)g

Table2. Transactionsassociatedwith callsto readbuf shown in Figure6.

occurredbeforethecall site.Our implementationusestheApriori-
all algorithmby Agrawal andSrikant[2], which is known to scale
to overamillion sequences.For theexampleshown in Figure6,we
generatethespeci�cation allocbuf  lock  readbuf .

4.2 The Structural Similarity Problem

In Figure6, thenamesof thevariablesarethesameacrossmultiple
call-siteswhereasthisdoesnothold in realprograms(asnotedear-
lier in this section).In otherwords,asdiscussedearlier, predicates
computedalongdifferentpathsmaysharestructural,if not syntac-
tic similarities.In orderto capturesuchsimilarities,a techniqueto
determinethe locations,names,values,etc. that canbeabstracted
uniformly amongdifferentsetsis necessary.

Consider every predicate expression as being mapped to
a set of locations. Thus, assume a set of location sets,
f L 1 = f `11 ; `12 ; :::`1m 1 g, L 2 = f `21 ; `22 ; :::`2m 2 g, ... L k =
f `k 1 ; `k 2 ; :::`1m k gg, whereL i correspondsto locationsassociated
with predicatesthat reachcall-sitei of procedureP . Now, for ev-
eryelementin L i , wewishto �nd acorrespondingelementin every
otherL j suchthatthecumulative matchingof theattributesetsfor
sucha mappingis maximal. Given threesetsA; B andC, we say
A andB matchmaximally, if andonly if j A \ B j is greaterthan
j A \ C j or j B \ C j.

THEOREM 1. The maximalmatching problemas statedabove is
NP-hard.

Proof By reductionfrom maximalbipartite(k; � )-clique in a bi-
partitegraph. [37, 19].

Fortunately, therearea numberof heuristicsthatcanbeemployed
to map locationsbasedon semanticinformationavailable within
programs.Wedescribebelow heuristicsthatmatchtheattributesets
acrossmultiple call-sitesthatwe have usedin our implementation.

� Type: Attribute setscan be divided basedon the type of the
variable.e.g.,two variables,x and y with attributes[ x: f (:=,
true )g] and[ y: f (> , 20)g] cannever bematched.

� Parameter: If variablesaresuppliedasargumentsto thesame
parameterfor a givenprocedureat differentcall-sites,their at-
tributescanbematched.Note,however, thatwhile usingposi-
tionalparameterinformationfor thepurposesof matchingmay
beausefulheuristic,othervariablesthatarenotusedasparam-
eters,but neverthelessaresigni�cant aspreconditions,needto
bedetectedaswell (e.g.,matchingattributesetsassociatedwith
l in Figure6).

� Result:Variablesthatareassignedthereturnvaluesof thesame
functioncanhave their attributesetsmatched.

let a = � arg a . let ptr = ref(...) in p(...)
in ...

let mkptr = � z. let ptr = ref(...) in ...
b = � arg b. ... mkptr(...) ... p(...)
in ...

let mkptr = � z. let ptr = ref(...) in ...
e = � arg e . ... mkptr(...)
c = � arg c . ... e (...) ... p (...)
in ...

Figure7. Exampleshowing theneedfor FPA evaluation.

5. Implementation Design

Our implementationtakesasinput theprogramsourceanda user-
de�ned con�dencelevel for determiningwhena propertyshould
formpartof aprecondition.We�rst generatethecontrol-�ow graph
for eachprocedureusinganef�cient programanalysistool [6]. The
directionof all edgesin thecontrol �o w grapharereversed,since
we needto constructpreconditions.The graphsobtainedare fed
into theintra-proceduralanalysisframework, which builds theini-
tial setof predicates.Thisdatais processedby theinter-procedural
analysisframework iteratively until a �x ed-pointis reached.

Therearetwo categoriesof �x ed-pointiterationsthatareessential
for generatingpredicatesthat crossmultiple function boundaries.
One iteration (FPA – Fixed Point IterationA) correspondsto the
setof tasksaccomplishedwhena procedureis invokedandwhich
areat a lower level of the invocationtreeand the other iteration
(FPB – FixedPointIterationB) correspondsto thesetof operations
performedbeforea call to the procedure.We discussthis issuein
detail.

Figure7 presentsanexamplefor FPA. Fromtheexample,it is clear
thatcallstoproceduresa, b, andc alwaysallocateapointervariable
andthencall procedurep. Furthermore,proceduremkptr always
allocatesthe pointer variable.To reduceredundantcomputation
of theseproperties,we maintaina memoizationtable for eachof
theproceduresin thesource,andupdatetheinformationiteratively
until �x edpoint is reached.

Observe that while the above �x ed point iteration accumulates
factsin onedirection(down thecall graphinvocationpathtowards
the leaves), there is a necessityfor �x ed point computationin
the reversedirectionaswell (towardsthe root in the call graph).
Considerthe exampleshown in Figure8. It is clear that beforep
is invoked,apartfrom thepointerbeingallocated,cond is always
true . However, to obtainthis information,a �x ed point iteration
(FPB) in thedirectiontowardstherootof thecall graphneedsto be
performed.



let x = � arg x . if cond then a(...) else ...
in ...

let y = � arg y . if cond then b(...) else c(...)
in ...

let call y = � arg k . if cond then y(...)
in ...

Figure8. Exampleshowing theneedfor FPB evaluation.

procedure BUILDPREDICATES
. Input : G(V,E) , directed,acyclic (reversed)CFGof � ;

V is topologicallysorted;
. Output: true if dflow or cflow changesfrom previous

iterationfor any nodein V; false otherwise;
. Auxiliary Inf ormation:

LCS: longestcommonsubsequenceof multiplestrings;
data predicates (i ): datapredicatesgeneratedat i ;
concat (i ,j ,k ): concatenatesstringsi; j; k ;
CALLSITE(i ): true if i is acallsite;
RETURN(i ): true if i is theexit nodefrom procedure� ;

1 for eachnodei = 1 to jVj
2 for all neighborsj of i
3 in data flow (i )  \ dflow (j )
4 in control flow (i )  LCS( cflow (j ))
5 dflow (i )  in data flow (i ) [ data predicates (i )
6 if CALLSITE(i ) is true then
7 dflow( i )  dflow (i ) [ data signature [ func (i )]
8 cflow( i )  concat ( cflow (i ), func (i ),
9 control signature [ func (i )])
10 if RETURN(i ) is true then
11 data signature [ � ]  dflow (i )
12 control signature [ � ]  cflow (i )

Figure9. Algorithm for building predicates.

Figure9 presentspseudo-codedescribingdetailson building the
control anddata�o w predicates,apartfrom computingprocedure
summaries(memoizationtables)usedin FPA. The algorithmfol-
lowscloselyfrom theanalysisformalizedin Figure2. At theendof
FPA, a setof predicates( data precond and control precond)
for all the proceduresin the program are obtained.Figure 10
presentsthe pseudo-codethat performsthe mining processthat
formspartof FPB iteration.Therearetwo mining implementations
thatweusein ourapproach– a frequentitem-setminer[9] ondata
�o w predicates,whereorderingis not necessary, anda sequence
miner [2] for control �o w predicates.At the endof FPB, the pre-
conditionsfor theproceduresareobtained.

6. Experiments

We validateour ideason selectedbenchmarksources,with a view
to demonstratingits scalabilityandeffectiveness.We extract pre-
conditionsfor seven sources:apache, linux , openssh, osip ,
postgreSQL, procmail and zebra. Speci�c detailsrelating to
the sourcesare provided in Table3. The size of selectedbench-
marksvariesfrom 9K to 1.98MLoc.Sincedefault con�gurations
areusedto compile thesesources,we believe that the numberof
control�o w nodesrepresentsa morereliableindicatorof effective
sourcesizethanlines of code.The numberof control �o w nodes
rangesfrom 16K to 958K. We alsopresentthe numberof proce-
duresexaminedin thetable.

We implementedour tool in C++ and perform experimentson
a Linux 2.6.11.10(Gentoorelease3.3.4-r1) systemrunning on
an Intel(R) Pentium(R)4 CPU machineoperatingat 3.00GHz,

procedure CONCATPREDICATES
. Input : � : aprocedurein theprogram;

C= f c1 ; c2 ; :::c n g is thesetof call sitesof � ;
E= f e1 ; e2 ; :::e n g is thesetof enclosingprocedures
for respectivecall sites;

. Output: true if dflow precond or cflow precond
changesfrom previousiteration; false otherwise;

. Auxiliary Inf ormation:
in control flow (ci ): seeFigure9
concat (i ,j ,k ): concatenatesstringsi; j; k ;

1 for eachnodeci
2 dflow t (ci )  dflow (ci ) [ dflow precond[ei ]
3 cflow t (ci )  concat ( cflow precond[ei ],

in control flow (ci ), -)
4 Input dflow t for all ci into thefrequentitemsetminer
5 dflow precond[� ]  resultof Step 4
6 Input cflow t for all ci into thesequenceminer
7 cflow precond[� ]  resultof Step 6

Figure10. Mining preconditions.

with 1GB memory. The time taken for performingthe analysisis
presentedin Table3.

6.1 Quantitati ve Assessment

Wederivetwo kindsof predicates– data-�ow andcontrol-�ow. For
data-�ow predicates,we derive assignmentsto variablesandlogi-
cal relationsbetweenvariableswith othervariablesandconstants.
Control-�ow predicatespecifytheproceduresthatarecalledbefore
theassociateprocedureis called.Thetotalnumberof preconditions
generatedfor proceduresminedat 70%con�denceis presentedin
Table3.Ourchoiceof miningat70%is somewhatarbitrary, chosen
to beresilientto latenterrorsin thebenchmark,withoutcomprising
accuracy of theresults.Thepredicatesizedistribution(thenumber
of predicatesfound within a precondition)for the generatedpre-
conditionsis givenin Figure11.For generateddata-�ow precondi-
tions, thesizeof thepredicatesetis lessthanthreefor a majority
of the procedures.For example,observe that approximately95%
of the proceduresin postgreSQL have fewer thantwo predicates
in their preconditions.In the caseof control-�ow predicates,we
observe thepredicatesetsizeto be lessthan� ve for a majority of
theprocedures.Thus,theoutputof the tool is tractablefor further
examinationandanalysisby users.

To further quantify the effect of the con�dencethresholdon the
preconditionsderived,weperformedexperimentson apacheover
different thresholds.Figure12 presentsthe resultson the change
in the numberof preconditionswith changein con�dence. As
expected,weobserve thatthenumberof predicatesderivedreduces
with increasein the con�dence threshold,althoughthe change
is not dramatic.For example,thereare 60 additionalprocedures
for which no preconditionsarederived whenthe con�dencelevel
changesfrom 60% to 100%.This is expectedbecauseincreasein
con�dence,leadsto moreaggressive pruningof predicates.

Experimentswe conductedthat did not include the structural
matchingheuristicsresultedin uninteresting(and fewer) precon-
ditions. This is expectedas the attribute setsacrosscall-sitesare
improperlymatched.We alsofound that parametermatchingwas
by far themostusefulheuristicto employ sincemostrealprograms
employ a codingstyle that encodessigni�cant semanticinforma-
tion throughthe�o w of parametersandresultsinto andoutof func-
tions.
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Figure 11. Predicatedistributions.

Source Version LoC CFG Procedure Totalnumberof speci�cations Analysis
nodes count Data-�ow Control-�ow time(s)

apache 2.2.3 273K 102K 2079 556 330 157
linux 2.2.26 1.98M 958K 7465 5862 101 1258
openssh 4.2p1 68K 88K 1281 625 202 120
osip 3.0.1 24K 34K 666 213 51 46
postgreSQL 8.1.3 618K 548K 8568 3348 615 1007
procmail 3.22 9K 16K 298 84 105 26
zebra 0.95a 183K 145K 3342 1397 608 162

Table3. BenchmarkInformation.

6.2 Qualitati ve Assessment

To studythequalityof our results,we examinetheeffectivenessof
our techniquein discoveringprotocolsassociatedwith library calls
madein openssh. We mine the predicatesat a 100%con�dence
threshold.Wecorrelatetheeffectivenessof theanalysisby compar-
ing our resultsmanuallywith thedocumentationfoundin the man
pagesof thecorrespondinglibrary functions.
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Figure 12. Reductionin numberof predicatesin apache with
increasein con�dencethreshold

Outof the242library proceduresthatareinvokedin openssh, we
derive preconditionscorrectlyfor 199of them(77.13%accuracy).
Moreover, we wereableto derive preconditionsfor an additional
nine proceduresthat werenot documented.We observe 12 false-
positives(our tool derivespreconditionswherenoneexist) and31
falsenegatives(our tool did not derive the preconditionsthe doc-
umentedspeci�cation claims shouldhold). Thesefalsenegatives
arepotentialsourcesof bugs.Falsepositivesoccurprimarily be-
causethereis an insuf�cient numberof usecasesfor mining to

effectively pruneaway irrelevantpredicates.For example,in a few
cases,apredicateis includedin thepreconditionto aprocedurecall
becausethe procedurewasinvoked only twice andin both cases,
thecallingcontext containedsimilar irrelevantinvariants.

Besidesbeingpotentialsourcesof bugs, falsenegatives can also
manifestbecauseof limitations in the implementation.In addition
to theobviousapproximationsintroducedby our heuristics(recall
that a precisesolution to structural matching, the heart of the
preconditioninferenceproblem,is NP-hard),thereare two other
limitationsin ourapproachaddressedbrie�y below:

� Absenceof theorem proving: A preconditionfor the proce-
dure BNmodword is that the secondparametermust not be
equalto zero.We do not observe any explicit sanitycheckon
thesecondparameterin theprogramsource.Onfurtherinspec-
tion, we noticethat thereis a chainof assignmentsleadingto
thesecondparameter, wherewe maybeableto prove that the
secondparameterwill benon-zeroonany invocation.Automat-
ically formulatingthis conclusionis possiblewith theaid of a
theoremprover. The integrationof theoremproving to the ex-
isting infrastructureto handlethesepredicatesis partof ouron-
goingresearch.

� Closedworld assumptions: Sometimespreconditionsarefor-
mulatedwith respectto environmentvariableswhosevaluesare
directlymanifestin theprogramsource.Sinceour implementa-
tion analyzestheprogramsourcein aclosed-world setting,it is
unableto accuratelyderive preconditionsfor thoseprocedures
whosepredicatesdependuponvaluesof environmentvariables.

6.2.1 Bug Detection

We discussseveral bugsdetectedin openssh-4.2p1 . In thecode
fragment shown below, neither variables p or q are checked



for being non-null. Subsequentuse of these values in proce-
dure prime test resultsin a segmentationfault. The computa-
tional complexity of the Miller-Rabinprimality testingperformed
in prime test makes it dif�cult to generatecomprehensive test
suites that would detect this bug. We exercised this fault by
making the systemrun out of buffer spaceand using the test
case(ssh-keygen -T <outfile> -f <infile> ), the program
crashesin thethenlatestreleaseopenssh-4.4p1 . Basedonourre-
port,thesebugsarenow �x edin openssh-4.5p1 . Wealsoobserve
asimilarbugassociatedwith invocationof BNnewandsubsequent
absenceof sanitycheckin theproceduregen candidates .

473 p = BNnew();
474 q = BNnew();
475 ctx = BNCTXnew();

Observe that return value of BNCTXnewis also not checked as
being non-null. Even thoughthis doesnot result in a crash,this
violation potentially leadsto a signi�cant degradationin the per-
formanceof thelibrary call BNis prime usedin prime test , as
documentedin themanpages.

Thereareseveral otherinstancesof similar errorsin theprogram.
Theexistingdocumentationfor libraryprocedureinitgroups , for
example,claimsthat the �rst parameterto this proceduremustal-
waysbe non-null.However, our analysisdoesnot generatepredi-
catesto this effect becausethis checkis not performed.Similarly,
beforeinvoking procedureRSAsize , the �eld n of its parameter
mustbenon-null.Eventhoughtheparameteris checked for being
non-null, n itself is not. A similar bug exists in the invocationof
DHsize . Any oneof thesebugscanbeexercisedwith appropriate
inputs,andcouldleadto a server crash.

7. RelatedWork

Therehasbeensigni�cant researchtowardsautomaticallyvalidat-
ing programproperties,and detectingprogramerrorswhen pro-
gramsareannotatedwith partial speci�cationsdescribingdesired
invariants [3, 16, 11, 21, 7, 24, 20, 36, 8, 22, 15]. Our approach
differs fundamentallyfrom theseotherefforts insofar we assume
no input from theprogrammeron thespeci�cationsthatneedto be
validated.

In [4], Ammonset al. performspeci�cation mining by summa-
rizing frequentinteractionpatternsasstatemachinesthat capture
temporaland datadependencieswhen interactingwith API's or
abstractdatatypes.Subsequently, Ammonset al. presentan ap-
proach[5] to debug derived speci�cationsusingconceptanalysis.
Ernstetal. [14] presentDaikon,atool for dynamicallydetectingin-
variantsin aprogram.Yangetal. [38] presentscalabledynamicin-
ferencetechniquesthatalsowork effectively with imperfecttraces.
While thesetechniquescanindeedbeusedto derivepreconditions,
they critically rely ontestinputproviding comprehensivecoverage.
In this regard,they differ in obviouswaysfrom ourapproach.

Li andZhoupresentPR-Miner[26], a tool thatreliesonmining[1]
to identify frequentlyoccurringprogrampatterns.Our work dif-
ferssigni�cantly from theirsbecausewe integratemining within a
path-sensitivedata�ow framework. LivshitsandZimmermann[28]
presenta tool which usesmining to analyzerevision historiesof
programs.Li et al. [25] alsousedatamining techniquesto detect
copy-pastebugs in large software systems.Mandelin et al. [29]
presenta techniquefor synthesizingjungloid codefragmentsau-
tomaticallybasedon the input andoutput typesthat describethe
code.Their approachis usefulfor reusingexisting code.Because
noneof thesetechniquestightly integratedata�ow andcontrol-�ow
informationwith theminingengine,it wouldbedif�cult to leverage

themfor deriving usefulpreconditions.It is preciselythissynthesis
thatis thedistinguishingcontribution of thiswork.

Thereareseveral other relatedapproachesthat addressthe prob-
lem of mining speci�cations.An automaticspeci�cation mining
techniquethat usesinformation about exceptionsand errors to
identify temporalsafetyrules is presentedin [34]. Engler et al.
[13] use mining to detect relationsbetweenpairs of functions,
and Kremeneket al. [23] signi�cantly generalizestheseearlier
ideas.However, [23] is domainspeci�c, and requireseither ma-
chinelearningor userspeci�cationsto generateinitial annotation
probabilities,andemploys namingconventionsfor identifying in-
terestingproceduresto improve accuracy. As a result, their ap-
proachwould be ineffective in deriving the speci�cationsfor the
exampleprogramsin Figures1, 5, or Section6.2.

To summarize,unlike theseother efforts, our approachrequires
no annotationsor guidancefrom programmers,leveragesno pre-
sumedsemanticsof library or primitive functions,is not restricted
to limited programcontexts (e.g.,examining only pairs of func-
tions [13], leveragingprogramsemantics[34], or using domain-
speci�c knowledge[23]), andcandetectarbitrarily largeandcom-
plex preconditions(e.g.,Figure5).

Apart from mining basedapproaches,many otherinterestingtech-
niqueshavebeendevisedfor bugdetectionin softwaresystems[18,
39, 27]. Rinardet al. [32] presentanapproachon failureoblivious
computingthatenablesserversto runevenin thepresenceof mem-
ory errors.Castroetal. [10] presentanapproachwherea data�o w
graphis generatedandensuresthat the data�o w integrity is pre-
servedatruntime.Becauseourwork focusesonanentirelynew di-
mension,namelystaticallyextractingpreconditionsfrom program
sourcetransparently, it is conceivablethat it couldbeusedin con-
junction with theseotherapproachesto operatewith even greater
precisionandscale.

8. Conclusion

This paperfocuseson the problemof deriving speci�cationsus-
ing predicatemining anddescribesa static inferencemechanism
for detectingthepreconditionsthatmustbevalid whenever a pro-
cedureis invoked. We derive thesepreconditionsusing an inter-
proceduralpath-sensitive data�ow analysisthatgatherspredicates
at eachprogrampoint. We applymining techniquesto thesepred-
icatesto make speci�cationinferencerobust in thepresenceof er-
rors.We demonstratethe practicalityof our techniquesby apply-
ing it to largeopen-sourceC programs.Quantitativeandqualitative
analysisof the preconditionsgeneratedby our systemvalidateits
effectiveness.
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