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What Is a Distributed System?

A distributed computing system Is a set of com|
programs executing on one ore more computer
coordinating actions by exchanging messages.
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Leslie LamportOs definition:

OE You know you have one when the crash of a con
you never heard of stops you from getting any worl
done...O




Examples of Distributed Systems

Air Traffic Control
Space Shuttle
Banking Systems
Grid Power Systems
Modern Data Centers

N




Informal Requirements

I Reliability: provide continuous service despite
failures

I Availability: ready to use
I Safety: systems behave according to specifica

I Security: withstands passive/active attacks fror
outsiders or insiders

| Efficiency: timeliness




Showstoppers

| Latency

— Communication
— Processors

I (Partial) failures
— Network

— Hosts

I Note

— In an asynchronous system (e.g., Internet) failures can not |
distinguished from latency

I Fundamental impossibilities

— Guarantees
— Complexity




Why Do Computer Systems Fail?

| 1985, Fault-tolerant system (Tandem D [GrayC

— System administration (operator actions, system configurati
and maintenance)

— Software faults, environmental failures

— Hardware failures (disks and communication controllers)

— Power outages

| 2004, Where are we now?! The Internet Age

— Operator error (particularly configuration errors) is the leadil
cause of failures

— Falilures in custom-written front-end software
— Not enough on-line testing




EHow do Computer Systems FailE

I Halting failures: crash (recovery)
I Send-omission failures

I Receive-omission failures

I Network transmission failures

I Network partitioning failures

I Timing failures: temporal property of the syster
violated

I Byzantine failures: arbitrary failures, include bc
benign and malicious failures




Air Traffic Control: A Case Study

I Prepared with slides courtesy of Prof. Ken Birn
and used in a similar course at Cornell Universi




ATC and Its Role

| Assists planes In taking-off, landing and en route (d
flying)

I Assigns trajectories making sure that planes fly at a
distance

| Each ATC has a certain space assigned to it

I As planes move they enter the space controlled by
different ATCs

I Planes are also equipped with a collision avoidance
system TCAS




More Detalls on ATC

I Alr space divided In sectors
| Each sector has a control center

I Centers may have few or many (50) controllers

— In USA, controller works alone
— In France, a OcontrollerO is a team of 3-5 people

I Data comes from a radar system that broadcasts upd
every 10 seconds

I Database keeps other flight data
I Controllers OownO smaller sub-sectors

I Controllers make very quick decision(s) based on av:
data




THE SYSTEM MUST BE AVAILABLE ALL TIME and
MAINTAIN CONSISTENCY OF THE INFORMATION




What Can Go Wrong?

Overloaded computers can often crash
Il Systems may get slow as volume of air traffic r

I Inconsistent displaying
— phantom planes

— missing planes
— stale information

I Scheduled maintenance going wrong

I Some major outages (and some near-miss sto
assoclated with them), some very unfortunate
events e.g. in 2003




Concept of IBMOs 1994 System

I Replace video terminals with workstations

I Build a highly available real-time system guaranteein
more than 3 seconds downtime per year

I Offer much better user interface to ATC controllers, w
intelligent course recommendations and warnings abo

future course changes that will be needed
I IBM approach was basedlock-stepreplication

— Replace every major component of the system with a fault-tolerant com
set

— Replicate entire progranstgte machinapproach)
— Explicit agreement, and locking in between




Independent consoles... backed
by ultra-reliable components

Radar processing
system is redundant

ATC
database

ATC database is really a
high-availability cluster




French ATC Project Concept

I French project used replication selectively

! Some specific and critical data was replicated,
example Olist of planes currently in sector A.17

— E.g. controller interface programs could maintain replicas o1
certain data structures or variables with system-wide value

— Programs did computing on their own helped by databases
— Program OhostsO a data replica but isnOt itself replicated




French ATC System Architecture

Multiple

consoles... but in é
some ways they % Ny
function like one |

Radar updates
sent with hardware
broadcasts

ATC database only
sees one connection




Other Technologies Used

| Both used standard off-the-shelf workstations

(easier to maintain, upgrade, manage)

— IBM proposed their own software for fault-tolerance and
consistent system implementation

— French used Isis software developed at Cornell

I Both developed fancy graphical user interface
much like the Web, pop-up menus for control
decisions, etc.




IBM Project Was a Flasco!!

| IBM was unable to implement their fault-tolerant softw

architecture! Problem was much harder than they ex[

— Even a non-distributed interface turned out to be very hard, major delay
scaled back goals

— And performance of the replication scheme turned out to be terrible for
reasons they didnOt anticipate

I The French project was a success and never even mi
deadlineE In use today




Where Did IBM Go Wrong?

| Their software OworkedO correctly

— The replication mechanism wasnOt flawed, although it was much slowe
expected

I Inherent tradeoffs between reliability and efficiency
I But somehow it didnOt fit into a comfortable developn
methodology

— Developers need to find a good match between their goals and the tool
use

— IBM never reached this point

I The French approach matched a more standard way
developing applications




| Eventually ConsisteritVerner Vogels,
Communications of the ACM 52(1):40N44, Jan




