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Abstiact— Ar chitecting networks capable of providing scalable,ef -
cient, and fair sewicesto userswith diverse QoSrequirementsis a chal-
lenging problem. The differentiated sewicesframework hasadvanceda
setof building blocks comprised of per-hop and accesspoint behaviors
with the aim of facilitating scalablesewicesthrough aggregate- ow con-
trol inside the network and per- ow traf ¢ control at the edge. In spite
of recentefforts, little is known about how to select“good” per-hop and
edgecontrols, in part, dueto a lack of cohesve criteria with respectto
which the choicescan be effectively reasonedgvaluated, and justi ed.

In this paper, we provide a theoretical framework for reasoningabout
differentiated sewices networks, constrainedto be implementablein IP
networks. The control framework incorporatesassumptionsalbeit weak,
about sel sh user behavior and sewice provider behavior. This is ne-
cessitatedby the essentialrole they play in in uencing end-to-endQoS,
without which an effective evaluation of Diff-Serv architecturesremains
incomplete. We show that there is an intimate relationship betweenthe
propertiesexported by per-hop and edgecontrol, and the “goodness” of
the resource allocation and QoS attained in a noncooperative network
ervironment.

Our control framework—Scalar QoS Control—generalizesper-hop
and edgecontrol achievable by setting a scalar value in packet headers,
e.g, the TOS eld of IP. We develop a theory of optimal classi ers and
the propertiesthey exhibit which facilitate end-to-endQoS via the joint
action of aggregate- ow control per-hop and per- o w control at the edge.
We shaw the stability and ef ciency propertiesof the overall network sys-
temwhenusersare allowed to in uence the choiceof scalarvaluesin the
DS eld atthe edge,and sewice providers export coststo userscommen-
surate with the QoSreceved.

I. INTRODUCTION
A. Motivation

Architecting networks capableof providing scalable ef -
cient,andfair servicedo userswith diverseQoSrequirements
is a challengingproblem. The traditionalapproachusesre-
sourcaesenationandadmissiorcontrolto providebothguar-
anteesand graded servicesto applicationtrafc ows. An-
alytical tools for computingand provisioning QoS guaran-
tees[1], [2], [3], [4] rely on overprovisioning coupledwith
traf c shaping/policingo presere well-behaednesgproper
tiesacrosswitcheghatimplementa form of generalizegbro-
cessorsharingpaclet scheduling. For applicationsneeding
guaranteedervicesthe unconditionalprotectionaffordedby
per o w resourceresenation and admissioncontrolis a ne-
cessity For the populationof elasticapplicationghatrequire
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QoS-sensitie servicedut notguaranteest would beoverkill
to provision QoS usingthe mechanism®f per o w resena-
tion and admissioncontrol. In additionto the servicemis-
match overheadhssociatedvith administeringesourceeser
vation and admissioncontrol which requireper o w stateat
routersimpedesscalability Onthe otherhand,relyingon ho-
mogenousest-efort service,characteristiof today's Inter
net,would be equallyunsatiséctory

Recently efforts have beendirectedat designingnetwork
architecturesvith theaimof deliveringQoS-sensitie services
by introducingwealer forms of protectionor assuranceo
achieve scalability [5], [6], [7], [8], [9]. The differentiated
servicesframework [10], [6], [11], [9] hasadwvanceda setof
building blocks comprisedof perhop and accesspoint be-
haviors with the aim of facilitating scalableserviceshrough
aggreyate- ow resourcecontrol inside the network and per
ow trafc control at the edge. By performinga mary-to-
onemappingas o ws enterthe network, from thelargespace
of individual o ws to the much smallerspaceof aggrejate
o w labels,scalabilityof perhopcontrolis achievedwhile at
the sametime introducinguncertaintyandvolatility by o w-
aggreationandaggreate- ow paclket switchingperhop.

B. Key Issues

A numberof workshave studiedthe behaioral characteris-
tics of speci ¢ instancef differentiatedservicesnetworks.
In previous work [5], [12], [13], we introducedaggreyate-
o w perhopcontrolmechanismmotivatedby gametheoretic
considerations—eouterperformsclass-basethbelswitching
which emulatesuseroptimal serviceclassselectionwith re-
spectto sel sh users—withoutconsideringthe spaceof all
aggreate- ow perhop controlswhich is carriedout in this
paper In [14] simpli ed modelsof AssuredService[11] and
Premium(or Expedited)Service[15] are presentedind ana-
lyzed with respecto their performancavhencomparedvith
simulations.In [16], anadaptve 1-bit markingschemas de-
scribed andtheresultingbandwidthsharingbehaior demon-
stratedvia simulationswhen the priority level is controlled
end-to-end.In [7], the authorsdescribethe proportionaldif-
ferentiatiormodelwhich seekgo achiezerobust,con gurable
serviceclassseparation—i.e.QoS differentiation—withthe
supportof two candidatepaclet schedulers.They usesimu-
lation to studythe behaioral properties.Otherrelatedworks



include[5], [6], [8], [17].

In spiteof theseefforts, a comprehensie understandingf
the power and limitation of differentiatedservicesnetworks
is still in its infangy. Little is known abouthow to select
“good” aggreate- ow perhop controls—includingoptimal
ones—pero w end-to-endor edge)controls,and what cri-
teriato apply when designingthesecomponents.Following
thedivide-and-conqueapproacho network designwe would
like to reducethe scalableQoS provisioning problemto sub-
problemsandsolve themindividually withoutworrying about
the detailsof other subsystemsxceptthroughwell-de ned
interfacesand“black box” functionde nitions. Althoughthe
sameapproachis undertalenin this work, we nd thatthere
areintimaterelationshipdetweertheselectiorof perhopand
end-to-enctontrols,on the one hand,andthe dynamicsof a
differentiatedservicesnetwork when driven by sel sh users
and serviceproviders, on the other The efciency and sta-
bility of noncooperatie network systemss in uencedby the
propertiesof the perhop and edgecontrols,andthis depen-
dencenecessitatethe joint consideratiorof network mecha-
nism selectionand userbehaior in an expandedframeavork
within which the relevanceof perhopandedgecontrol prop-
ertiescanbeevaluated.Thetwo key focuspointsof this paper
are: (1) formulationandsolutionof optimalperhopandedge
controlsfor differentiatedservicemetworks, rst, withoutre-
gardto userbehaior issuesand(2) relatingthe network con-
trol propertiesto the dynamicsof the systemwhenengaged
in anoncooperatie network ervironmentwith respecto ef -
cieng/ andstability.

C. New Contributions

Our contritutions are twofold. First, we give a general
frameavork of differentiatedservicesnetworks where paclet
labelscanbesetfrom a nite labelsetandroutersprovidedif-
ferentiatedreatmenbf pacletsbasednthelabelsenscribed.
We de ne the meaningof optimalperhop controlwithin this
context and nd the optimal solutionfor aggreyate- ow con-
trol. We shaw thattheoptimalperhopcontrolsatis escertain
properties—denoteghl), (A2), and(B), andde nedin Sec-
tion 1I-C—which relatehow labelvaluesimpactthe servicea
0 w recevesatarouter We augmenthegeneratesultby pre-
sentingoptimal solutionswhenrestrictingthe paclet schedul-
ing disciplinesto variantsof GPS,and the consequencesn
thecoreproperties.

Second,we expand the frameavork by introducing self-
ish userswho can in uence QoS provisioning behaior by
regulating the label valuesassignedo their trafc streams.
Basedon the propertiesexported by the network control—
(A1), (A2), and (B)—we shonv how a populationof sel sh
userswith diverseQoS requirementsettingtheir paclet la-
belscanarrive ata globalallocationof resourceshatis stable
(Nashequilibrium) and efcient (systemoptimal). We shav
thatevenin situationsvhennetwork resourcesrescarcesuch
that no resourceallocation—diferentiatedservice, per o w

resenation, or otherwise—carsatisfyall users'QoSrequire-
ments,the systemis stableandreachesa Nashequilibrium.
We shawv that the optimal perhop control is also “optimal”

in the noncooperatie gamecontet in the sensethat when
network resourcesare con gurable suchthat all users'QoS
requirementan be satis ed, thenthereexists a Nashequi-
librium that is systemoptimal. We augmentthe usercon-
trol resultsby introducinga sel sh serviceprovider who is

ableto export speci ¢ costs—i.e. prices—touserscommen-
suratewith the generalrequirementhata superiorQoS (and
thusgreateresourceconsumptionjncursa highercostthana

lower QoS (andthussmallerrelative resourcausage).

Il. ARCHITECTURE AND MODELING ASSUMPTIONS
A. Ovenll Systengtructue

The network system is comprised of four principal
components—per-hopcontrol, edge control, usercontol, and
serviceprovider contiol—wherethe rst two make upthenet-
work systemproper and the latter two are incorporatedto
evaluatethe “goodness”of the rst two components. Fig-
urell.1 depictsthe overall systemstructure. A users trafc
o w, upon enteringthe network, is assigneda label from a
setof values,e.g.,enscribedn the TOS eld of IPv4. The
routersprovide differentiatedtreatmentof paclets basedon
their enscribedabels,and end-to-endQoSis determinecdby
thetreatmenbf anusers o w onall hopsalonga givenpath.
Thelabelvaluesaresetattheedgeonaper o w basis—either
once-and-fosall (open-loop)or dynamicallyasa function of
network state(closed-loop)—écilitatingend-to-enatontrolas
partof edgecontrol. A secondcomponenbf edgecontrolis
accesscontol which preventsusersfrom arbitrarily assign-
ing labelsto their packet o wswithoutconsequence#ccess
controlmaybeachievedby policing,traf c shapingandpric-
ing. We assumehatthenetwork (in generalserviceprovider)
exportsa costto eachuserwhich increasesvith servicequal-
ity, or equivalently with the resourceseceved. The system
is completedby incorporatingsel sh userswho canregulate
the label valueson their paclet streamgo satisfy their QoS
requirementst leastcost,anda sel sh serviceprovider who
setsprices—whichdeterminesisercost—tomaximizepro t.

Thejob of thenetwork systemproper—perhopcontroland
edge-control—igo provide sufcient and efcient network
mechanismsuchthat for a setof usersor trafc 0 ws with
diverseQoS requirementspy suitablesetting of the paclet
labels, userspeci ed servicesin the form of target end-to-
end QoS can be provided. The setting of the label value,
whetherit is doneby accessontrolon behalfof a useror by
a userdirectly, shouldbe powerful enoughso thatthe users'
QoS requirementcan be satis ed without necessitatinghe
engagemenof othertrafc controlsto the extent possiblé.

We omit the serviceprovider resultsdue to spaceconstraints. The full
papeyincludingthe proofs,is availableasatechnicalreport[18].

If anend-to-endlelayof 30msis desiredout therouteassignedhasaprop-
agationateny of 50ms thenclearlynoamounbf class-baselthbelswitching
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The network control substrateshouldalso promotestability
in a noncooperatie network habitedby sel sh usersandser
vice providers, and facilitate ef cient allocationof network
resourcessanoutcomeof sel sh interactions.

B. BasicDe nitions

Assumethereare o wsor users.A user sends
atrafc streamat averagerate (bps). In the follow-
ing, we will assume is givenand x ed (“ x ed bandwidth
demand”).Thecasewhen is variable(“variablebandwidth
demand”)is considerecdeparatelylet
denotethe vectorof end-to-endQoSrenderedo user . For
example, mayrepresenmeandelay paclketlossrate,
delayjitter (e.g.,asmeasuredhy somesecond-ordestatistic),
andsoforth. We assumehatall QoSmeasurearerepresented
suchthatasmallermagnitudemeangetterQoS.A pacletbe-
longingto user is enscribedvith ascalar

takingon distinctvalues. Unlessotherwisespeci ed, we
will use , for , to denotethe setof integersbetween

and . Typically, the numberof usersis very large vis-a-
vis the rangeof , i.e,, , and per o w identity—as
corveyed by —is lost assoonas a paclet entersthe net-
work. Thusby the mary-to-onemappingimplied by ,
aggregate- ow QoScontmwl is imposedon perhop behaior
andexecutedperhopat routerson anend-to-endpath. In our
implementatiordesign19], we useanumberof bitsin theDS
eld of IPv4 (andIPv6)to carrythe value(i.e.,DSCP).

C. Per-hopContol
C.1 PerhopControlComponents

Perhop control consistsof a classi er anda padket sched-
uler. We assumea GPS paclet schedulerwith  service

canachieve thetametQoS.

classesand serviceweights , , for an
outputport whoselink bandwidth is sharedin accordance
with the serviceweights. It is not necessaryo have GPS
asthe underlyingpaclet schedulingdiscipline—e.g. priority
queuesmultiple copiesof RED with differentthresholdsare
alternatves—Hhut we will shaov thatGPShascertaindesirable
propertiesvhenconsideringhe problemof selectingan opti-
malaggreyate- ow perhopcontrolfor differentiatedservices.
An importantcomponenis the classi er which is given by
amap . Thatis, o ws—efectively
(or less) o ws from the router's perspectie sincepacletsare
scheduledy their labelvaluesonly—routedto the sameout-
put port on a switch are mappedto  serviceclasses. For
aggregate- ow control, and . Thus

andif , this leadsto a furtheraggreyationperhopin
additionto themary-to-onemappingexercisedattheedgedue
to . For somechoiceof classi er andpaclet scheduler
theQoSrecevedby ow ataswitchis determined—
explicitly or implicitty—by a performancdunction

, Where and .
More precisely ow 's performancejn the aggreate- ow
case,is determinedby the performancdunction
associateavith serviceclass where

and

Thatis, theswitchseenly (upto) “superusers”(or aggre-
gate o ws). With aslightaluseof notation,we will denotean
aggreate o w ataswitchby theindex ,and , by |,
withoutthe superscriptThedistinctionwill beclearfrom the
context.

C.2 PerhopControlProperties

Therearethreepropertiesof the perhopcontrol, listedbe-
low, which areof interestanddeemediesirablefrom a QoS
control perspectie. Let denote
the unit vectorwhose 'th ( ) components 1, andO,
otherwise.In the following, refersto theenduser
and denoteghe individual users performancdunction
inducedby the performancdunction of the serviceclassthat
theuseris mappedo by . Thepropertiesare:

(A1) for eachow andcon guration

and ;
(A2) forarytwo ows andcon guration ,
and ;
(B) fortwo ows and con guration ,
implies

In thede nitions, therangeof is suchthatthe perturbations
remainin the -dimensionallattice, i.e.,
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in DS eld of IP datagrams usedby theclassi er to selectserviceclassin GPSpaclet scheduler

. Property(Al) stateghat,otherthingsbeingequal,in-
creasinghe labelvalueof ow improvesthe QoSreceved
by ow (recallthat“small” means'better” QoSin our rep-
resentation).Property(A2) statesthatincreasing will not
increasehe QoSreceved by ary other ow . Property(B)
stateghatif ow hasahigher valuethan ow , thenthe
QosSit recevesis superiorto thatof ow . We call property
(B) the differentiatedserviceproperty Note that(B) hasthe
immediateconsequence . Thus
thereis no absolutea priori QoSlevel attachedo the  val-
ues. It is the magnitudeof —relativeto other ows' la-
bel values—thawill determinethe QoSrecevedby a ow
. We will shav thatthe threepropertiescollectively, facili-
tate effective QoSdifferentiationandcontrolvia control—
i.e., scalarQoScontrol—andurthermore allow sel sh users
to shareresourceef ciently whensettingtheir valuescom-

mensuratavith their QoSrequirements.

D. Edge Contol
D.1 AccessControl

The propertiesexportedby perhop control—if satis ed—
are not sufcient by themseles to renderend-to-endQoS
commensuratevith userrequirements End-to-endor edge)
control complementperhop control by settingthe value of

per o w in accordancavith userneeds. We assumethat
the network exercisesaccesscontiol at the edgesuch that
usersare not permittedto assign valuesto their pacletsat
will—if every userassignghe maximum value to their
o ws, thenQoScontrolvia losesits meaning(degenerates
to FIFO-basedest-efort serviceby property(B)). This can
be doneby performingper o w policing, traf c shaping,or
assigningcostsvia pricing. Open-loopcontrolis usedin the
AssuredServiceand ExpeditedServiceinstantiationf dif-
ferentiatedservices—alsaalled absolutedifferentiatedser
vices [7]—and is generallysuited for short-lved o ws for
whichfeedbackcontrol,whensubjectto long round-triptimes
(RTT), is ineffective. Figurell.3 depictsthe overall structure
of theend-to-enctontrolframework.

D.2 End-to-endControl

Our framework (alsoreferredto as relative differentiated
servicedn [7]) allows end-to-enctontrolto dynamicallyad-

justthe valuein accordancevith a users QoSneeds.Prop-
erties(Al), (A2), and(B) admitto composabilityin a WAN
ervironmentwherea users trafc o w goesthroughseveral
hopsalonganend-to-engyath. Thatis, if apropertyholdsfor
ary singleperhopcontrol,it alsoholdsfor asequencef per
hop controlsin a network of switcheswhenviewedasimple-
mentinga compositeperformancedunctior®. An end-to-end
controlof theform

if ,
if ,
otherwise,

(I1.1)

where representsser 'sQoSrequirementvector—i.e.,ex-

presseasathresholdwith delaylessthan , pacletlossrate
lessthan —and representthenext updatejs asymp-
totically stablewith respecto a singleusef'. PropertiegA2)

and(B) re ect theresouce-boundednegsopertyof arouter

and comeinto play when consideringa collection of sel sh

usersengagedn end-to-endscalarQoS control, andthe dy-

namicsthisinducesasaresultof interaction.

E. UserContmol
E.1 UserUtility andSel shness

User 's QoS requirementcan be representedby a utility
function  which hastheform where isthe
trafc rate, theend-to-endQoSreceved,and the unit
price chagedby the serviceprovider. Thetotal costto user
is givenby . Weassume¢hat satis esthemonotonicity
properties

and

(I.2)

Other things being equal, an increasein the trafc rateis
favourablyreceved by a user sois animprovementin QoS,
butanincreasén thepricechagedby theserviceproviderhas
a detrimentaleffect on usersatishction. Theseare minimal,

In generalunder o w conseration for (A1) and(A2), or certainpaclet
lossdominanceconditions.
This assumes total orderon the union of reachableand requiredQoS
vectors.See[20] for adiscussiorof QoSordering.
neednot bedifferentiable nor even be continuous We usecontinuous
notationherefor notationaklarity; monotonicityis theonly propertyrequired.
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weak requirement®n the qualitatve form of userutility. If
controlis allowedto be exercisedby the user thena sel sh
user canbede nedasperformingthe self-optimization

(11.3)

in uencesuser 'sutility  viaits effectonthe QoS
receved . We assume is a monotone(nonincreas-
ing) functionof  which correspondso the price function
exportedby theserviceprovider. A slightly differentformula-
tion of sel sh, “cost-conscioususerbehaior is obtainedby
theconstraineaptimizationformulation

where

(I1.4)

subjectto

where  is user 's QoS requirementvector Thus the

userwantsto minimize cost—i.e.,achieve ef cient resource
allocation—whilesatisfyinghis QoS requirements.Thresh-
old utilities expressedas boundson the QoS receved is a

useful meansof representingand corveying a users QoS
requirement—delalessthan33ms pacletlossrateless ,

jitter lessthan3ms,andsoforth. Theuseris askedto corvey

her QoSpreferenceasa quanti able thresholdwheninteract-
ing with the network system(e.g.,througha Web browserin-

terface)whichis employedin somepracticalsystemg21].

E.2 Noncooperatie Game

User 'sQoSisin uencedbytheactiony values)f other
users via as capturedby properties(A2)
and(B). If all usersengagen self-optimizationthis leadsto
anoncoopeativegame The rst point-of-interests stability.
In a noncooperatie game,a con guration
whichdeterminesheglobalQoSallocationis stablef nouser
under(unilateral)sel sh actions,canimprove her utility from
thatachievedat . More precisely is astablecon guration
or Nashequilibriumif for all users ,

(I1.5)

for all suchthat . Sinceall usersare
stuckat with respecto sel sh moves,thesystemnds itself
atanimpassei.e.,restpoint. A similar characterizatioholds
for (11.4). Existenceof Nashequilibria and their ef ciency
propertiesareof importsincethey characterizéhebehaioral
aspecbf a differentiatedservicesnetwork when putinto ac-
tionin anoncooperatie ervironmentsuchasthelInternet.We
will shawv that the global resourceallocationpropertiesin a
noncooperatie network ervironmentareintimately tied with
thepropertiessxportedby the perhopcontrol.

F. ServiceProvider Contol

For asingleroutershaedby ows and , theonly pricing
constraintwe imposeis

(11.6)

Thatis, the betterthe QoSreceved at a sharedesourcd(i.e.,
router), the higherthe per unit o w costchagedto the user
receving superiorQoS. Since if, andonly if, the
relative resourcegin the presentframework, bandwidth)al-
locatedto ow is greaterthanthatof ow , relation(l1.6)
just saysthat the moreresources 0 w consumes—thuge-
cewving superiorQoS—thehigherthe costit incursvis-a-vis
a ow thatconsumegomparatiely lessresources.Relation
(11.6), dueto its generalityleavesopenthe degreeof freedom
of settingthe magnitudeof the priceswhich we assumes un-
derthecontrolof aserviceprovider. Theserviceprovidercan
betreatedasyetanothemplayerin the game—assigneithe in-
dex zero—andjf sel sh, will try to maximizehis individual
utility is assumedo have the form of revenueminus
cost(i.e.,pro t) givenby

where is thetotal costincurredby the serviceprovider
in deliveringtheservicesTheserviceproviderexportsaprice
function where is monotonedecreasingn
Thusa sel sh serviceprovider performsthe self-optimization

(I1.7)



assumingx ed . “Closing” thesystenby incorporating
theactionsof asel sh ISPleadsto a -playernoncoop-
eratve game.

I1l. OPTIMAL CLASSIFIERS AND PER-HOP CONTROL

We take a reductionistapproacto optimal aggreate- ow
perhopcontrolby rst de ning whatoptimalper ow control
is when pacletsare enscribedwith a valuefrom  possible
choices.Aggregate- ow controlcanthenbeviewedasanap-
proximationto the QoSachievedby per o w controlin awell-
de nedsenseComparabilitypbetweeraggreate- ow andper
o w controlis facilitatedby the factthat, evenin aggreate-
o w control,anendusers QoSremainswell-de ned, andthe
lossin power dueto coarsi cationaffectedby o w aggrea-
tion canbe exactly quanti ed.

A. OptimalPer- ow Classi cation

Considerthe per o w control or classi er problemfor

userswho choosepaclet labelsfrom . Technically per
o w classi cationmeans (each o w's servicecanbe
individually con gured), and is either greateror smaller
than . Therange may be nite or unboundedandthe
variable discreteor continuous.Thein uence of
boundednesanddiscretenessanbe subtle,andits effect is
shavnin SectionlV with respecto systenoptimality of Nash
equilibriawherewe quantifythe negative performancempact
of boundednesgnddiscretenesaffectedby lossof resolution.
When usersmarktheir o wswith avalue dravn
from the metric space with property (Al) satis ed—
larger values,otherthingsbeingequal,resultin a greater
apportionmenbf resourcesandthus betterQoS— canbe
viewed as codifying a users QoS or resourcedemandwith
respecto somemeasuremeninit. For example, mayrep-
resentbandwidthdemandin units of Mbps. If network re-
sourcesarein nite, thena o w'srequestanbesatis edbased
onthe valuespeci ed, without consideratiorof the needs
speci ed by other o ws (except,possibly for pricing issues).
Thatis, independencer decouplingholds. If, on the other
hand, resourcesare nite—an OC-12link is sharedamong
bandwidthintensitive users—thenin generalthe users'col-
lective resourcalemandmay exceedthe availablebandwidth.
In the presenc®f suchresouce contentionacon ict resolu-
tion schemés neededincludingthecriteriaby whichresource
allocationis decided.

Assumeavailable bandwidthis normalizedsuchthat total
available bandwidthis . First, assume is a
continuousvariableover the real unit interval , eXxpress-
ing user 's normalizedbandwidthdemandber unit ow. Let

with , , representhe

fraction of resourcespportionedy the per o w classi er to
, andlet denotethefractionof resources

allocatedto perunit o w. Underthe abore semanticsgiven

(and ), theoptimization
(11.1)

measureshe “goodness’of aresourceallocation  with re-
spectto users'codi ed needs in the mean-squarsensé.

Since(lll.1) penalizesdy thedifferenceerror, therelative im-

portanceof higher valuesis presered, andresourcesre
apportionedaccordingly For general , includingthe
discreteandboundectase whichis of special
interestde ne thenormalization

min If max

max  min mins (|”2)
otherwise,
where min, max arethe minimum and maximumyvaluesof
, respectrely. Note that , andun-
lessall  valuesareequal, min and max . Let

denotethe normalizationof  via (111.2). Given , the opti-
mizationcorrespondingo (111.1) is

(111.3)

(111.3) realizesthe samesemanticas(lll.1), however, gener
alizedby thefunctionor “code” (it is not 1-1) givenby (111.2)
to valuesnotrestrictedto the real unit interval f

is boundedthenthe 1-1 function achievesa simi-
lar purpose (I11.3) possessethe samedesirablepropertiesas
(111.2), which arecharacterizety the following two results.

Propositionlll.4 (Optimal Per- o w Classier) Given
, thesolutionto (111.3) is

(111.5)

for all whee is a parameterwhich
de nesa continuougamily of solutions.

The parameter , which stemsfrom the dimensionreduc-
tion associatedvith (111.2), hasan appealinginterpretation.
The secondterm in (Ill.5) correspondgo the proportional
shareachieved by FIFO scheduling,whereasthe rst term
correspondso proportionakhareof the correspondingirtual

ows , which aretheoriginal o w ratesweightedby their
relevang/ variable derivedfrom . Thus,if , then
theperhopcontroleffectively ignoresthelabelvaluesandbe-
havesasa FIFO queue. If , thenthe routeractslike
a GPSschedulemwith serviceweightsgivenby the rst term.
For ary othervalueof , (1l1.5) represents cornvex combina-
tion of thetwo behaioral modes.

Propositionlll.6 (Per- o w Classi er Properties) The op-
timal per ow classi er givenin (11l.5) satis es properties
(A1), (A2), and(B).

Thegeneralizatiorto othernormsis treatedseparately



B. Optimal Aggregate- ow Classi cation

With the semanticset-upof optimalper o w classi cation,
let us considerthe aggr@ate- ow classi er problemwhere

. Theoriginal aggreyate- ow classi er problem,

, Is subsumedby the moregeneraket-upwhere can
take on ary value. Froma QoSprovisioning perspectie, the
ultimate goal of a differentiatedservicesnetwork comprised
of aggreyate- ow perhopcontrolsis the provisioningof end-
to-endQoScommensurateith eachusers needs Aggregate-

o w control,whetheiit hasmary or few labelsmustservice
owsusing serviceclassesvhich resultsin areduced
ability to effectively shapesnd-to-endloSwith respecto the
performanceriterion (l11.3) whencomparedo per o w con-
trol. Thatis, theminimumvalueof (111.3) achiezedby optimal
perhop controlis smallerthanthatof optimalaggreate- ow
control. Thisis a consequencef a moregenerakesultgiven
by Propositionll.9.
We give a formal de nition of aggreate- ow perhop
control. An aggregate- ow per-hop control with parameter
is afunction

(I11.7)

where is the classi er and

is the vectorof serviceweightsassignedo the
serviceclassesWith respecto endusers, induces—

explicitly or implicitly—a performancefunction for

eachuser
(111.8)

where isuser 'sshareof thebandwidth
allocatedby . With a slightabuseof notation,we use
to denoteboth user 's ( ) apportionedesourceas
well asthe serviceweightallocatedby to serviceclass
( ). In the per o w case they coincide. Sincethe
trafc rate is x ed,wewill omitit from the agumentlist.
Thetwo-stagenterpretatiorof aggrejate- ow perhopcontrol
is depictedn Figurell.2.

Propositionlll.9 (Sewice ClassMonotonicity) Let
be an aggregate- ow per-hop contmol, and let
forsome . Then(lll.3) achievesa smaller

valuewith more serviceclassesi.e., implies

Considera specialtype of aggreate- ow perhop control

—calledReductiorClassi e—whosebehaior is com-
pletely determinedy its classi er ,in the
following senselLet

bethe partitionof inducedby . Oninput ,
behaesas
1. Compute for each
2. Compute for asfollows,
if : ;
if : ;
otherwise.

3. Use per o w optimal solution (Propositionlil.4)
with new input ,

, to solve thereducedper o w classi er
problemconsistingof ~ superusers.

A reductionclassi er reducesthe label (or user)prob-
lemtoan userper ow classi cationproblemby aggreya-
tion of componento wsandcentroidcomputationthensolves
thereducedproblemby applyingthe optimal per o w classi-
cation solution. The resourcesharereceved by individual
o ws canbe computedas follows. Let , be
the solutionreturnedby Step3. For , set  suchthat

, and constant This is the share
recevedby user

Theoremlll.10 (ReductionClassier) Let be a re-
ductionclassi er representedy its classi er . Then is
anoptimalaggreate- ow perhopcontrol i.e., satis es(l11.3)
if, andonlyif, isa solutionto

(I1.11)

whele theminimumrangesover all reductionclassi ers

Theoremll.10 shavsthatanoptimalaggreate- ow classi er
mustbe a reductionclassi er, and furthermore,it mustef -
ciently cover—in the mean-squarsense—thsetof labelval-
ues using centroids . Thus
optimalaggrejate- ow perhopcontrolis aclusteringor clas-
si cation problemin thestatisticaklassi cationsenseThisis
mademorepreciseby the next result.

A classi er is well-formed(alsocalleda grouping) if the
threeconditions , , and
jointly imply . Thusif two differentlabel val-

uesare mappedto the sameserviceclass,thenall values
“sandwiched”in-betweenmust be mappedto the sameser
vice class. canberepresentety well-formedparentheses
onthetotally orderedset , Whereadjacent
valuesaregroupednto the samepartitionexcept,possibly at
boundaries.

Theoremlll.12 (Grouping) Anoptimalaggregate- owclas-
si er is well-formed.



Thus aggreyate- ow perhop control is, mathematically an
optimal clustering problem. Unlike its mary brethren
in higher dimensionsthat are, with few exceptions, NP-
completd22], theclusteringproblemgivenby (111.11) in The-
oremlll.10 hasapoly-timealgorithm;e.g.,it canbesolvedby
dynamicprogramming.When —the practicallyrele-
vantcasewherethereareasmary labelsasserviceclasses—
optimal aggreyate- ow classi cation hasa linear time algo-
rithm.

C. Propertiesof Optimal Aggregate- ow Classi ers

Although optimal per ow classi ers satisfy properties
(A1), (A2), and(B), the sameis not necessarilytrue of op-
timal aggreyate- ow classi ers.

Theoremlll.13 (Aggregate- ow Classi er Properties) An
optimalaggregate- ow per-hopcontml satis esproperty(B),
but neednot satisfyproperties(A1) and (A2).

Property(A2) is moresubtlethan(A1) and(B), but of import
in in uencing the stability anddynamicalstructureof nonco-
operatve networksbuilt ontop of adifferentiatedserviceset-
work substrate.

Theoremlll.14 (Classi er Propertieswith ) Anop-
timal aggregate- ow per-hop contiol with parametes
satis esproperties(Al), (A2), and(B).

The constraintadvancedby Theoremlll.14 coin-
cideswith practical considerationghat derive from an im-
plementationperspectie. For example, assumingfour bits
from the TOS eld in IPv4 are usedto encodethe label set
for some , thenwe may con g-
ure 16 serviceclassest routers,onefor eachof the 16 possi-
ble labelvalues.Theclassi er resultsandpropertiesor x ed
serviceweightsaretreatedseparately

IV. GAME THEORETIC STRUCTURE

The roadmapof the gametheoreticresultsis as follows.
First, we derive stability properties—ristenceof Nashequi-
libria andtheirstructure—andynamicsf thenoncooperatie
QoSprovisiongamewhenusersareallowedto settheir val-
uesend-to-end.Secondwe shawv ef ciency propertieswith
respecto systenoptimality, in particulay whenNashequilib-
ria aresystemoptimal.

A. BasicDe nitions

To satisfy user 's QoS requirement , the perhop
control—whateer its speci ¢ form—mustapportiona frac-
tion of the availablebandwidth. Let  denotethe
minimal suchbandwidth. We will nd it morecornvenientto
work in the serviceweightspace and

. We will use to denotethe performancédunctioncor-
repondingo which allocates—=plicitly or implicitly—
aserviceweightto user for agiveninput

Wewill callthepair of controlvectorsasel shmove

of user with respecto  if , andthe
following two conditionsaresatis ed:

0] implies and ;

(ii) implies and

Thusan“unhappy” usertriesto improve his happines$y in-
creasing , while an“overly” satis edusertriesto reducethe
satishctionlevel to matchhis actualneedsWe will call apair
of controlvectors aconcurentsel shmove(in theneg-
ative direction)if for some , ,and
isasel shmavefor all . An analogousle ni-

tionsholdsfor concurrensel sh movesin the positivedirec-
tion. We will sometimegeferto sel sh movesassequential
sel sh movesto distinguishfrom concurrentones. The de -
nition of sel sh move describesinef cient or costconscious
userwho only consumegust enoughresourcego satisfyher
QoSneeds.

For user , let . Thus repre-
sentsthe setof con gurationwhereuser 's QoSrequirement
is satis ed. Let

Thus all users' QoS requirementsare satis ed at
A con guration is systemoptimal if , andfor all
doesnot hold. In asystemoptlmal
con guratlon theusers'QoSrequirementare metwhile ex-
pendingthe minimal amountof resources.In an overloaded
systemj.e., , by de nition, therecannotexist a
way of allocatingnetwork resourcesuchthatall users'QoS
requirementsiresatis ed. isacornerpointof  if
thesetof sel sh movesfrom is empty

B. NashEquilibria and Stability Properties
B.1 Dynamicsinside

First, we will presenthe dynamicalpropertiesof the non-
cooperatie QoS provision game when exists (i.e., is
nonemptyjand

Proposition|V.1 (Projection) For user andcon guration
, let and for
Then

PropositionV.1is aconsequencef property(A2) of the per
hopcontrol. We canusePropositionV.1 andproperty(Al) to
shav a closurepropertyof

is closedunder sel sh moves,
andanysubset
is a sel sh movefor

LemmalV.2 (Closure)
sequentiandconcurient. Thatis, for
of uses sud that

all ,



Thus sel sh users,even when making simutaneoussel sh
changegotheir valuescannotescapdéromtheset where
their QoSrequirementareall satis ed, somemorethannec-
essary A concurrentsel sh move, with respectto usersin
andintersectionset , canberepresented
by a subsetof that shaws the usersmakinga move
since sel sh moves within can only occurin the
downwarddirection(a consequencef themoregeneratesult
LemmalV.6).

Theorem1V.3 (Monotone Convergence) Any initial con-
gur ation corvergesto a corner point of under
sel shmoves,sequentiabr concurent.

Thusacornerpointof  isa x edpointunderthe dynamics
of sel sh moveswithin , from which userscannotescape
by sel sh actiondueto closure.TheorenlV.3 alsoshavsthat

alwayspossessescornerpoint, notnecessarilynique.A
cornerpoint representsn efcient allocationof resources
for all usersin thesensehateachuser 's QoSrequirements
satis edby ,i.e., . Furthermoreary incre-
mentalactionby will eitherviolate his QoSrequiremenbr
increasethe apportionedesourceveyondwhatis neededo
satisfythe users QoSrequirementWe will showv thata non-
incrementakctionby user will have the sameconsequences
(TheoremlV.4). If then isefcient in anabso-
lute sense.

Theorem1V.4 (Corner Point and Nash) Let
pointof . Then isaNashequilibrium.

We remarkthat a cornerpoint of mustbe Nashequilib-
rium, butthecorverseneednotbetrue. IndeedthereareNash
equilibriathatneednotbein  , evenwhenit is nonempty

bea corner

TheoremIV.5 (Nashand SystemOptimality) A con gu-
ration is Nashand systemoptimal if, and only if, isa
cornerpoint of

B.2 Dynamicsoutside

WhenprovingLemmalV.2,it turnsoutto beinessentiathat
theintersectiorsetbe . For , thesameargument
goesthroughwhensel sh movesarerestrictedto usersin
In fact,LemmalV.2 is a specialcaseof the following more
generalesult.

LemmallV.6 (Closure with UserRestriction) For
, is closedundersequentiandconcurentself-
ish moveswhenrestrictedto usesin

Thuskeepingthe valuesof someusersx ed,therearesub-
spacesn lower dimensionsvhereclosurewith respecto the
remainingusers'sel sh moves canhold for a more relaxed
intersectiorset.For ary con guration , de ne

asthesetof all sel sh moveswhere is thesetof moves
in thepositivedirectionand representthesetof sel sh

maovesin the negative direction. By the de nition of sel sh
move, it followsthat , form a partition,and
implies ,and implies

Theorem|V.7 (Cycles) Theke exist network systemswith

suh that for some ~ and

nite sequence of concurent sel sh moves,

. Thatis, con gurationsoutside

can exist from which concurent sel sh movesleadto a
cycle

Cyclesturn out to have limited impactwith respecto insta-
bility in thatthey cannotariseundersequentiatel sh moves,
andthey aretransien@asshavn by the next result.

Theorem1V.8 (Transienceof Cycles) Cycles, when they
exist, are transientin the sensehat fromany con guration
onthecycle there existsequentiabr concurientsel shmoves
thatleadto a Nashequilibrium.

Corollary IV.9 (NashExistence) Thee always exist Nash
equilibria.

We have presentedheresultssuchthatexistenceof Nashis an
immediateconsequencef TheoremlV.4 and TheoremlV.8.
A Nashequilibrium hasa speci ¢ monotonicform;
we omit thedetailedcharacterizatiodueto spaceconstraints.

C. SystenOptimalityand Structual Properties

We turn our focusto characterizingvhen  is nonempty
Thenext resultis theonly generakesultthatholdsfrom (Al),
(A2), and(B) without exploiting further propertiesof the op-
timal aggreyate- ow classi er solutionfor

PropositionlV.10(DiagonalInclusion) Let
for all Cf
, then

for all
uses

Note that for all implies that
. Next, we nd wealer conditionsfor

, andcharacterizehe lossof power resultingfrom having a
boundeddiscreteabelset . To achiere this, we
utilize the propertiesof the optimal aggreyate- ow classi er
solutionfor . First, considerthe casewhen
for all ,and . Thecaseof interest,
in theaggreyate- ow casecanbeanalyzedy relatingit to the

unrestrictedcase.

Theorem|V.11 (Unrestricted Intersection) Assume

for all . Let ,andlet betheoptimal
per- ow classi er. Then if, andonlyif,
@) sud that ,and
(b)
Here is the solutionparametepf the optimal per o w

classi erwhich determinesiow muchproportionalsharingto
injectin the serviceweightallocation( degenerateper
hopcontrolto FIFO).TheorenlV.11isatightcharacterization
of 'snonemptinesm theunrestricteatasenvhereproperties



(a) and(b) stemfrom the particularform of the optimal per

o w classi er solutiongiven by Propositionlll.4. Note that
as , (b) becomes
possibleconditionfor nonemptinessf . Thenext resultis
animmediateconsequencef TheoremV.11.

which is the wealest

Corollary IV.12 (Empty Restricted Intersection) If
in the unrestrictedcase then

whee

for all

in therestrictedcase
,and

The aggreate- ow and perow caseswith respectto
canbe relatedby the next resultwhich
is aconsequencef Theoremlll.14.

nonemptinesef

PropositionIV.13 (Per- o w and Aggregate- ow Relation)

Let

for all

in the per ow case i.e.,
theaggregate- ow casewith

, and
if, and only if, in

Giventherelationshipf nonemptinessf ~ betweertheper

0 w andaggreate- ow caseunder , what
remaings a quantitatve characterizationf thelossof power
dueto discretenesandboundednessf the label set in
theaggreyate- ow case.
Theorem1V.14 (Lossof Power dueto Restriction) Let
If there exists with
min y max ) , sudh that
(IvV.15)
for all , then

The left-hand-sideof inequality (IV.15) just denotesa valid
serviceweight vectorwith respecto the optimal aggreyate-
The secondterm in the right-hand-sideof
(IV.15) of TheoremlV.14 quanti esthelossof power dueto

, thenthe loss-of-paver termdrops
is asmall nite value(e.g.,using4 bitsin
the precedenceeld of IP,
that —the raisond'etre of aggreate- ow control—

ow classier.

coarsi cation. If
out. In practice,

facilitatestightnesf thebound.

). Thenext resultshavs

Corollary IV.16 (Nonempty DiscreteIntersection) Under
the sameconditionsas TheoremlV.14, let ,

. Then,

if for all

(IV.17)

For

, We canexpect —— , and

(IV.15) givesa tight boundon the existenceconditionof sys-
temoptimalNashequilibria.
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