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Abstract— Architecting networks capableof providing scalable,ef�-
cient, and fair servicesto userswith diverseQoSrequirementsis a chal-
lenging problem. The differentiated servicesframework hasadvanceda
set of building blocks comprised of per-hop and accesspoint behaviors
with the aim of facilitating scalableservicesthrough aggregate-�ow con-
tr ol inside the network and per-�o w traf�c control at the edge. In spite
of recentefforts, little is known about how to select“good” per-hop and
edgecontrols, in part, due to a lack of cohesive criteria with respectto
which the choicescanbeeffectively reasoned,evaluated,and justi�ed.

In this paper, weprovide a theoretical framework for reasoningabout
differentiated servicesnetworks, constrained to be implementable in IP
networks. Thecontrol framework incorporatesassumptions,albeit weak,
about sel�sh user behavior and service provider behavior. This is ne-
cessitatedby the essentialrole they play in in�uencing end-to-endQoS,
without which an effective evaluation of Diff-Serv architecturesremains
incomplete. We show that there is an intimate relationship betweenthe
propertiesexported by per-hop and edgecontrol, and the “goodness”of
the resource allocation and QoS attained in a noncooperative network
environment.

Our control framework—Scalar QoS Control—generalizesper-hop
and edgecontrol achievable by setting a scalar value in packet headers,
e.g., the TOS �eld of IP. We develop a theory of optimal classi�ers and
the properties they exhibit which facilitate end-to-endQoS via the joint
action of aggregate-�ow control per-hop and per-�o w control at the edge.
Weshow the stability and ef�ciency propertiesof the overall network sys-
tem whenusersare allowed to in�uence the choiceof scalarvaluesin the
DS�eld at the edge,and service providers export coststo userscommen-
suratewith the QoSreceived.

I . INTRODUCTION

A. Motivation

Architectingnetworks capableof providing scalable,ef�-
cient,andfair servicesto userswith diverseQoSrequirements
is a challengingproblem. The traditionalapproachusesre-
sourcereservationandadmissioncontroltoprovidebothguar-
anteesandgradedservicesto applicationtraf�c �o ws. An-
alytical tools for computingand provisioning QoS guaran-
tees[1], [2], [3], [4] rely on overprovisioningcoupledwith
traf�c shaping/policingto preserve well-behavednessproper-
tiesacrossswitchesthatimplementa form of generalizedpro-
cessorsharingpacket scheduling. For applicationsneeding
guaranteedservices,theunconditionalprotectionaffordedby
per-�o w resourcereservation andadmissioncontrol is a ne-
cessity. For thepopulationof elasticapplicationsthatrequire
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QoS-sensitiveservicesbut notguarantees,it wouldbeoverkill
to provision QoSusingthe mechanismsof per-�o w reserva-
tion and admissioncontrol. In addition to the servicemis-
match,overheadassociatedwith administeringresourcereser-
vation andadmissioncontrol which requireper-�o w stateat
routersimpedesscalability. On theotherhand,relyingonho-
mogenousbest-effort service,characteristicof today's Inter-
net,wouldbeequallyunsatisfactory.

Recently, efforts have beendirectedat designingnetwork
architectureswith theaimof deliveringQoS-sensitiveservices
by introducingweaker forms of protectionor assuranceto
achieve scalability [5], [6], [7], [8], [9]. The differentiated
servicesframework [10], [6], [11], [9] hasadvanceda setof
building blocks comprisedof per-hop and accesspoint be-
haviors with the aim of facilitatingscalableservicesthrough
aggregate-�ow resourcecontrol inside the network and per-
�o w traf�c control at the edge. By performinga many-to-
onemapping,as�o wsenterthenetwork, from thelargespace
of individual �o ws to the much smallerspaceof aggregate
�o w labels,scalabilityof per-hopcontrolis achievedwhile at
thesametime introducinguncertaintyandvolatility by �o w-
aggregationandaggregate-�ow packetswitchingper-hop.

B. Key Issues

A numberof workshavestudiedthebehavioral characteris-
tics of speci�c instancesof differentiatedservicesnetworks.
In previous work [5], [12], [13], we introducedaggregate-
�o w per-hopcontrolmechanismsmotivatedby gametheoretic
considerations—arouterperformsclass-basedlabelswitching
which emulatesuseroptimal serviceclassselectionwith re-
spectto sel�sh users—withoutconsideringthe spaceof all
aggregate-�ow per-hop controlswhich is carriedout in this
paper. In [14] simpli�ed modelsof AssuredService[11] and
Premium(or Expedited)Service[15] arepresentedandana-
lyzedwith respectto their performancewhencomparedwith
simulations.In [16], anadaptive 1-bit markingschemeis de-
scribed,andtheresultingbandwidthsharingbehavior demon-
stratedvia simulationswhen the priority level is controlled
end-to-end.In [7], the authorsdescribethe proportionaldif-
ferentiationmodelwhichseeksto achieverobust,con�gurable
serviceclassseparation—i.e.,QoSdifferentiation—withthe
supportof two candidatepacket schedulers.They usesimu-
lation to studythebehavioral properties.Otherrelatedworks



include[5], [6], [8], [17].
In spiteof theseefforts,a comprehensiveunderstandingof

the power and limitation of differentiatedservicesnetworks
is still in its infancy. Little is known abouthow to select
“good” aggregate-�ow per-hop controls—includingoptimal
ones—per-�o w end-to-end(or edge)controls,andwhat cri-
teria to apply whendesigningthesecomponents.Following
thedivide-and-conquerapproachto network design,wewould
like to reducethescalableQoSprovisioningproblemto sub-
problemsandsolvethemindividually withoutworryingabout
the detailsof other subsystemsexcept throughwell-de�ned
interfacesand“black box” functionde�nitions. Althoughthe
sameapproachis undertakenin this work, we �nd that there
areintimaterelationshipsbetweentheselectionof per-hopand
end-to-endcontrols,on the onehand,andthe dynamicsof a
differentiatedservicesnetwork whendriven by sel�sh users
andserviceproviders,on the other. The ef�ciency andsta-
bility of noncooperativenetwork systemsis in�uencedby the
propertiesof the per-hop andedgecontrols,andthis depen-
dencenecessitatesthe joint considerationof network mecha-
nism selectionanduserbehavior in an expandedframework
within which therelevanceof per-hopandedgecontrolprop-
ertiescanbeevaluated.Thetwo key focuspointsof thispaper
are:(1) formulationandsolutionof optimalper-hopandedge
controlsfor differentiatedservicesnetworks,�rst, withoutre-
gardto userbehavior issues,and(2) relatingthenetwork con-
trol propertiesto the dynamicsof the systemwhenengaged
in a noncooperativenetwork environmentwith respectto ef�-
ciency andstability.

C. New Contributions

Our contributions are twofold. First, we give a general
framework of differentiatedservicesnetworks wherepacket
labelscanbesetfrom a�nite labelsetandroutersprovidedif-
ferentiatedtreatmentof packetsbasedonthelabelsenscribed.
We de�ne themeaningof optimalper-hopcontrolwithin this
context and�nd theoptimalsolutionfor aggregate-�ow con-
trol. Weshow thattheoptimalper-hopcontrolsatis�escertain
properties—denoted(A1), (A2), and(B), andde�ned in Sec-
tion II-C—which relatehow labelvaluesimpacttheservicea
�o w receivesatarouter. Weaugmentthegeneralresultbypre-
sentingoptimalsolutionswhenrestrictingthepacketschedul-
ing disciplinesto variantsof GPS,andthe consequenceson
thecoreproperties.

Second,we expand the framework by introducing self-
ish userswho can in�uence QoS provisioning behavior by
regulating the label valuesassignedto their traf�c streams.
Basedon the propertiesexportedby the network control—
(A1), (A2), and (B)—we show how a populationof sel�sh
userswith diverseQoSrequirementssettingtheir packet la-
belscanarriveataglobalallocationof resourcesthatis stable
(Nashequilibrium)andef�cient (systemoptimal). We show
thatevenin situationswhennetwork resourcesarescarcesuch
that no resourceallocation—differentiatedservice,per-�o w

reservation,or otherwise—cansatisfyall users'QoSrequire-
ments,the systemis stableandreachesa Nashequilibrium.
We show that the optimal per-hop control is also “optimal”
in the noncooperative gamecontext in the sensethat when
network resourcesarecon�gurable suchthat all users'QoS
requirementscanbe satis�ed, thenthereexists a Nashequi-
librium that is systemoptimal. We augmentthe usercon-
trol resultsby introducinga sel�sh serviceprovider who is
ableto export speci�c costs—i.e.,prices—touserscommen-
suratewith thegeneralrequirementthata superiorQoS(and
thusgreaterresourceconsumption)incursahighercostthana
lowerQoS(andthussmallerrelative resourceusage)1.

I I . ARCHITECTURE AND MODELING ASSUMPTIONS

A. Overall SystemStructure

The network system is comprised of four principal
components—per-hopcontrol, edgecontrol, usercontrol, and
serviceprovidercontrol—wherethe�rst two makeupthenet-
work systemproper, and the latter two are incorporatedto
evaluatethe “goodness”of the �rst two components. Fig-
ure II.1 depictsthe overall systemstructure.A user's traf�c
�o w, uponenteringthe network, is assigneda label from a
setof

�

values,e.g.,enscribedin theTOS�eld of IPv4. The
routersprovide differentiatedtreatmentof packets basedon
their enscribedlabels,andend-to-endQoSis determinedby
thetreatmentof anuser's �o w onall hopsalonga givenpath.
Thelabelvaluesaresetat theedgeonaper-�o w basis—either
once-and-for-all (open-loop),or dynamicallyasa functionof
networkstate(closed-loop)—facilitatingend-to-endcontrolas
partof edgecontrol. A secondcomponentof edgecontrol is
accesscontrol which preventsusersfrom arbitrarily assign-
ing labelsto theirpacket �o wswithoutconsequences.Access
controlmaybeachievedby policing,traf�c shaping,andpric-
ing. Weassumethatthenetwork (in general,serviceprovider)
exportsa costto eachuserwhich increaseswith servicequal-
ity, or equivalently, with the resourcesreceived. The system
is completedby incorporatingsel�sh userswho canregulate
the label valueson their packet streamsto satisfy their QoS
requirementsat leastcost,anda sel�sh serviceprovider who
setsprices—whichdeterminesusercost—tomaximizepro�t.

Thejob of thenetwork systemproper—per-hopcontroland
edge-control—isto provide suf�cient and ef�cient network
mechanismssuchthat for a setof usersor traf�c �o ws with
diverseQoS requirements,by suitablesettingof the packet
labels,user-speci�ed servicesin the form of target end-to-
end QoS can be provided. The setting of the label value,
whetherit is doneby accesscontrolon behalfof a useror by
a userdirectly, shouldbe powerful enoughso that the users'
QoS requirementscanbe satis�ed without necessitatingthe
engagementof other traf�c controlsto the extent possible2.

�

We omit the serviceprovider resultsdue to spaceconstraints.The full
paper, includingtheproofs,is availableasa technicalreport[18].

�

If anend-to-enddelayof 30msis desiredbut therouteassignedhasaprop-
agationlatency of 50ms,thenclearlynoamountof class-basedlabelswitching
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The network control substrateshouldalso promotestability
in a noncooperativenetwork habitedby sel�sh usersandser-
vice providers, and facilitate ef�cient allocationof network
resourcesasanoutcomeof sel�sh interactions.

B. BasicDe�nitions

Assumethereare � �o ws or users.A user
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ing, we will assume
�� is given and�x ed (“�x ed bandwidth
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. Typically, the numberof usersis very large vis-�a-
vis the rangeof &

� , i.e., �0/
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, and per-�o w identity—as
conveyed by &

� —is lost as soonas a packet entersthe net-
work. Thusby themany-to-onemappingimplied by ��1

�

,
aggregate-�ow QoScontrol is imposedon per-hop behavior
andexecutedper-hopat routerson anend-to-endpath.In our
implementationdesign[19], weuseanumberof bitsin theDS
�eld of IPv4 (andIPv6) to carrythe & value(i.e.,DSCP).

C. Per-hopControl

C.1 Per-hopControlComponents

Per-hopcontrolconsistsof a classi�er anda packet sched-
uler. We assumea GPS packet schedulerwith 2 service

canachieve thetargetQoS.

classesandserviceweights 3546�7� , 8:9

4$;
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3<4
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�

, for an
outputport whoselink bandwidth= is sharedin accordance
with the serviceweights. It is not necessaryto have GPS
astheunderlyingpacket schedulingdiscipline—e.g.,priority
queues,multiple copiesof RED with differentthresholdsare
alternatives—but wewill show thatGPShascertaindesirable
propertieswhenconsideringtheproblemof selectinganopti-
malaggregate-�ow per-hopcontrolfor differentiatedservices.
An importantcomponentis the classi�er which is given by
a map >6?
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Thatis, theswitchseesonly (upto)
�

“superusers”(or aggre-
gate�o ws). With aslightabuseof notation,wewill denotean
aggregate�o w at a switchby theindex

�

, and MHU ,
N

U

by M ,
N

without thesuperscript.Thedistinctionwill beclearfrom the
context.

C.2 Per-hopControlProperties

Therearethreepropertiesof theper-hopcontrol,listedbe-
low, which areof interestanddeemeddesirablefrom a QoS
control perspective. Let b
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In thede�nitions, therangeof M is suchthattheperturbations
remainin the � -dimensionallattice, i.e., M6i
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. Property(A1) statesthat,otherthingsbeingequal,in-
creasingthe labelvalueof �o w

�

improvestheQoSreceived
by �o w

�

(recall that “small” means“better” QoSin our rep-
resentation).Property(A2) statesthat increasing&

� will not
increasethe QoSreceivedby any other�o w o . Property(B)
statesthat if �o w

�

hasa higher & valuethan�o w o , thenthe
QoSit receivesis superiorto thatof �o w o . We call property
(B) the differentiatedserviceproperty. Note that (B) hasthe
immediateconsequence���(�jM5#-� �

^

��MV#

�

&

�

�

&

^ . Thus
thereis no absolute,a priori QoSlevel attachedto the &

� val-
ues. It is the magnitudeof &

� —relative to other �o ws' la-
bel values—thatwill determinethe QoSreceived by a �o w

�

. We will show that the threeproperties,collectively, facili-
tateeffective QoSdifferentiationandcontrolvia & control—
i.e., scalarQoScontrol—andfurthermore,allow sel�sh users
to shareresourcesef�ciently whensettingtheir & valuescom-
mensuratewith theirQoSrequirements.

D. EdgeControl

D.1 AccessControl

Thepropertiesexportedby per-hopcontrol—if satis�ed—
are not suf�cient by themselves to renderend-to-endQoS
commensuratewith userrequirements.End-to-end(or edge)
control complementsper-hop control by settingthe valueof

& per-�o w in accordancewith userneeds. We assumethat
the network exercisesaccesscontrol at the edgesuch that
usersarenot permittedto assign& valuesto their packetsat
will—if every userassignsthe maximum & value

�

to their
�o ws, thenQoScontrolvia & losesits meaning(degenerates
to FIFO-basedbest-effort serviceby property(B)). This can
be doneby performingper-�o w policing, traf�c shaping,or
assigningcostsvia pricing. Open-loopcontrol is usedin the
AssuredServiceandExpeditedServiceinstantiationsof dif-
ferentiatedservices—alsocalled absolutedifferentiatedser-
vices [7]—and is generallysuited for short-lived �o ws for
whichfeedbackcontrol,whensubjectto longround-triptimes
(RTT), is ineffective. FigureII.3 depictstheoverall structure
of theend-to-endcontrolframework.

D.2 End-to-endControl

Our framework (also referredto as relative differentiated
servicesin [7]) allows end-to-endcontrol to dynamicallyad-

just the & valuein accordancewith a user's QoSneeds.Prop-
erties(A1), (A2), and(B) admit to composabilityin a WAN
environmentwherea user's traf�c �o w goesthroughseveral
hopsalonganend-to-endpath.Thatis, if apropertyholdsfor
any singleper-hopcontrol,it alsoholdsfor asequenceof per-
hopcontrolsin a network of switcheswhenviewedasimple-
mentinga compositeperformancefunction3. An end-to-end
controlof theform
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where	

�

representsuser
�

'sQoSrequirementvector—i.e.,ex-
pressedasa thresholdwith delaylessthan 


�
� , packet lossrate

lessthan 


�� —and �

1 � representsthenext update,is asymp-
totically stablewith respectto a singleuser4. Properties(A2)
and(B) re�ect theresource-boundednesspropertyof a router,
andcomeinto play whenconsideringa collectionof sel�sh
usersengagedin end-to-endscalarQoScontrol, andthe dy-
namicsthis inducesasaresultof interaction.

E. UserControl

E.1 UserUtility andSel�shness

User
�

's QoS requirementcan be representedby a utility
function � � which hastheform � �
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# where 
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traf�c rate, �

� the end-to-endQoSreceived, and
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� the unit
pricechargedby theserviceprovider. Thetotal costto user
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is givenby
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�� . We assumethat �q� satis�esthemonotonicity
properties5
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(II.2)

Other things being equal, an increasein the traf�c rate is
favourablyreceivedby a user, so is an improvementin QoS,
but anincreasein thepricechargedby theserviceproviderhas
a detrimentaleffect on usersatisfaction. Theseareminimal,

�

In general,under�o w conservation for (A1) and(A2), or certainpacket
lossdominanceconditions.

�

This assumesa total orderon the union of reachableand requiredQoS
vectors.See[20] for adiscussionof QoSordering.

�����

neednot bedifferentiable,nor evenbecontinuous.Weusecontinuous
notationherefor notationalclarity; monotonicityis theonlypropertyrequired.
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weakrequirementson the qualitative form of userutility. If
& control is allowedto beexercisedby theuser, thena sel�sh
user

�

canbede�ned asperformingtheself-optimization
�����
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where&

� in�uencesuser
�

'sutility �H� via its effecton theQoS
received �

� . We assume
�

�

�

�

� # is a monotone(nonincreas-
ing) function of �

� which correspondsto the price function
exportedby theserviceprovider. A slightly differentformula-
tion of sel�sh, “cost-conscious”userbehavior is obtainedby
theconstrainedoptimizationformulation
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subjectto �
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where 	

�

is user
�

's QoS requirementvector. Thus the
userwantsto minimize cost—i.e.,achieve ef�cient resource
allocation—whilesatisfyinghis QoSrequirements.Thresh-
old utilities expressedas boundson the QoS received is a
useful meansof representingand conveying a user's QoS
requirement—delaylessthan33ms,packetlossrateless

�

����� ,
jitter lessthan3ms,andsoforth. Theuseris askedto convey
herQoSpreferenceasa quanti�ablethresholdwheninteract-
ing with thenetwork system(e.g.,througha Webbrowserin-
terface)which is employedin somepracticalsystems[21].

E.2 NoncooperativeGame

User
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'sQoSis in�uencedby theactions( &

^ values)of other
userso
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via �

� � ���(�jMq# ascapturedby properties(A2)
and(B). If all usersengagein self-optimization,this leadsto
a noncooperativegame. The�rst point-of-interestis stability.
In a noncooperativegame,a con�guration M:� �
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whichdeterminestheglobalQoSallocationis stableif nouser,
under(unilateral)sel�sh actions,canimproveherutility from
thatachievedat M . More precisely, M is a stablecon�guration
or Nashequilibriumif for all users
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for all �
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suchthat &

�

i��
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�:�J�K	

�

� . Sinceall usersare
stuckat M with respectto sel�sh moves,thesystem�nds itself
atanimpasse,i.e., restpoint. A similarcharacterizationholds
for (II.4). Existenceof Nashequilibria and their ef�ciency
propertiesareof importsincethey characterizethebehavioral
aspectof a differentiatedservicesnetwork whenput into ac-
tion in anoncooperativeenvironmentsuchastheInternet.We
will show that the global resourceallocationpropertiesin a
noncooperativenetwork environmentareintimatelytied with
thepropertiesexportedby theper-hopcontrol.

F. ServiceProviderControl

For asingleroutersharedby �o ws
�

ando , theonly pricing
constraintwe imposeis

�

�

,

�

^��

�

�5�

�

^

�

(II.6)

That is, thebettertheQoSreceivedat a sharedresource(i.e.,
router),the higher the per unit �o w costchargedto the user
receiving superiorQoS.Since �

�

,

�

^

if, and only if, the
relative resources(in the presentframework, bandwidth)al-
locatedto �o w

�

is greaterthanthat of �o w o , relation(II.6)
just saysthat the moreresourcesa �o w consumes—thusre-
ceiving superiorQoS—thehigherthe cost it incursvis-�a-vis
a �o w that consumescomparatively lessresources.Relation
(II.6), dueto its generality, leavesopenthedegreeof freedom
of settingthemagnitudeof thepriceswhichweassumeis un-
derthecontrolof a serviceprovider. Theserviceprovidercan
betreatedasyetanotherplayerin thegame—assignedthein-
dex zero—and,if sel�sh, will try to maximizehis individual
utility ��� . ��� is assumedto have the form of revenueminus
cost(i.e.,pro�t) givenby � �

��M
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# �

8

S

� ;

�


��

�

�

�

�

� # k"!�#�$�%'&

where !�#�$�%
& is thetotal costincurredby theserviceprovider

in deliveringtheservices.Theserviceproviderexportsaprice
function

�

�

�

�

�

# where
�

�gfh# is monotonedecreasingin � .
Thusa sel�sh serviceproviderperformstheself-optimization

�����

(�)+* ,

S

\

� ;

�


��

�

�

�

�

�

# (II.7)



assuming�x ed ! # $�%'& . “Closing” thesystemby incorporating
theactionsof asel�sh ISPleadsto a �

�

i

�

# -playernoncoop-
erativegame.

I I I . OPTIMAL CLASSIFIERS AND PER-HOP CONTROL

We take a reductionistapproachto optimalaggregate-�ow
per-hopcontrolby �rst de�ning whatoptimalper-�ow control
is whenpacketsareenscribedwith a valuefrom

�

possible
choices.Aggregate-�ow controlcanthenbeviewedasanap-
proximationto theQoSachievedby per-�o w controlin awell-
de�nedsense.Comparabilitybetweenaggregate-�ow andper-
�o w control is facilitatedby the fact that,even in aggregate-
�o w control,anenduser'sQoSremainswell-de�ned,andthe
lossin power dueto coarsi�cationaffectedby �o w aggrega-
tion canbeexactlyquanti�ed.

A. OptimalPer-�ow Classi�cation

Considerthe per-�o w control or classi�er problemfor �

userswho choosepacket labelsfrom
���
	

�

� . Technically, per-
�o w classi�cationmeans�

�

2 (each�o w's servicecanbe
individually con�gured), and

�

is either greateror smaller
than � . The range

�

may be �nite or unbounded,and the
variable &

�

� ���
	

�

� discreteor continuous.The in�uence of
boundednessanddiscretenesscanbe subtle,andits effect is
shown in SectionIV with respectto systemoptimalityof Nash
equilibriawherewequantifythenegativeperformanceimpact
of boundednessanddiscretenessaffectedby lossof resolution.
When � usersmarktheir �o wswith a value &

�

�G�J�K	

�

� drawn
from the metric space

�J�K	

�

� with property(A1) satis�ed—
larger &

� values,other thingsbeingequal,result in a greater
apportionmentof resourcesand thusbetterQoS—&

� canbe
viewed as codifying a user's QoS or resourcedemandwith
respectto somemeasurementunit. For example,&

� mayrep-
resentbandwidthdemandin units of Mbps. If network re-
sourcesarein�nite , thena�o w'srequestcanbesatis�edbased
on the &

� valuespeci�ed, without considerationof the needs
speci�edby other�o ws (except,possibly, for pricing issues).
That is, independenceor decouplingholds. If, on the other
hand, resourcesare �nite—an OC-12 link is sharedamong
bandwidthintensitive users—then,in general,the users'col-
lective resourcedemandmayexceedtheavailablebandwidth.
In thepresenceof suchresourcecontention, a con�ict resolu-
tionschemeis needed,includingthecriteriabywhichresource
allocationis decided.

Assumeavailablebandwidthis normalizedsuchthat total
availablebandwidthis =

�

�

. First, assume&

�

�

���

is a
continuousvariableover the realunit interval

�

�

	��

� , express-
ing user

�

's normalizedbandwidthdemandper unit �ow . Let
�

�F�

3

�

	�� ���R	

3

S

# with 3<� �.� ,
8

S

4$;

�

3V4

�

�

, representthe
fractionof resourcesapportionedby theper-�o w classi�er to

�H�s���
	

��� , andlet �
�

�

3
�

�K

� denotethefractionof resources

allocatedto
�

perunit �o w. Undertheabovesemantics, given

M (and
N

), theoptimization

� ���

�

S

\

�J;

�

�

&

�

k

� �

#

�

(III.1)

measuresthe “goodness”of a resourceallocation � with re-
spectto users'codi�ed needsM in the mean-squaresense6.
Since(III.1) penalizesby thedifferenceerror, therelative im-
portanceof higher &

� valuesis preserved, andresourcesare
apportionedaccordingly. For general&

�

�

� �

, includingthe
discreteandboundedcase&

�

�

�

�K	�� ���R	

�

� whichis of special
interest,de�ne thenormalization

�

&

�

�

�

`��

�

`

min
`

max
�

`

min

	

if &

max
m

�

&

min,
�K	

otherwise,
(III.2)

where &

min, &

max are the minimum and maximumvaluesof
�

&

�

	

&

�

	 �����R	

& S

� , respectively. Note that
�

&

�

�e�

�

	��

� , andun-
lessall &

� valuesareequal, &

min
�

� and &

max
�

�

. Let
�

�V�

denotethenormalizationof �
� via (III.2). Given M , theopti-

mizationcorrespondingto (III.1) is

�����
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�J;

�

�

�

&

�

k

�

�<�

#

�

�

(III.3)

(III.3) realizesthesamesemanticsas(III.1), however, gener-
alizedby thefunctionor “code” (it is not 1-1)givenby (III.2)
to &

� valuesnot restrictedto the realunit interval
�

�

	 �

� . If
�

is bounded,thenthe1-1 function
�

&

�

�

&

� �

�

achievesa simi-
lar purpose.(III.3) possessesthesamedesirablepropertiesas
(III.1), whicharecharacterizedby thefollowing two results.

PropositionIII.4 (Optimal Per-�o w Classi�er) Given M ,
NE�

�
	

�

, thesolutionto (III.3) is
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(III.5)

for all
�D�7�J�K	

��� where �

,

�

, �

is a parameterwhich
de�nesa continuousfamilyof solutions.

The parameter� , which stemsfrom the dimensionreduc-
tion associatedwith (III.2), hasan appealinginterpretation.
The secondterm in (III.5) correspondsto the proportional
shareachieved by FIFO scheduling,whereasthe �rst term
correspondsto proportionalshareof thecorrespondingvirtual
�o ws 


�

�

&

� , whicharetheoriginal �o w ratesweightedby their
relevancy variable

�

&

� derived from &

� . Thus, if � �

�

, then
theper-hopcontroleffectively ignoresthelabelvaluesandbe-
havesasa FIFO queue. If �:�

� , then the routeractslike
a GPSschedulerwith serviceweightsgivenby the�rst term.
For any othervalueof � , (III.5) representsa convex combina-
tion of thetwo behavioral modes.

PropositionIII.6 (Per-�o w Classi�er Properties) The op-
timal per-�ow classi�er given in (III.5) satis�es properties
(A1), (A2), and(B).

�

Thegeneralizationto othernormsis treatedseparately.



B. OptimalAggregate-�owClassi�cation

With thesemanticset-upof optimalper-�o w classi�cation,
let us considerthe aggregate-�ow classi�er problemwhere

�:1Y2 . Theoriginal aggregate-�ow classi�er problem, ��1

�

�

2 , is subsumedby themoregeneralset-upwhere
�

can
take on any value. Froma QoSprovisioningperspective, the
ultimategoal of a differentiatedservicesnetwork comprised
of aggregate-�ow per-hopcontrolsis theprovisioningof end-
to-endQoScommensuratewith eachuser'sneeds.Aggregate-
�o w control,whetherit hasmany or few labels,mustservice�

�o ws using 2

�

� serviceclasseswhich resultsin a reduced
ability to effectively shapeend-to-endQoSwith respectto the
performancecriterion(III.3) whencomparedto per-�o w con-
trol. Thatis, theminimumvalueof (III.3) achievedby optimal
per-hopcontrolis smallerthanthatof optimalaggregate-�ow
control. This is a consequenceof a moregeneralresultgiven
by PropositionIII.9.

We give a formal de�nition of aggregate-�ow per-hop
control. An aggregate-�ow per-hop control with parameter

�
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# is a function
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�

>
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# (III.7)

where > ?

�J�K	

�

� @

�J�K	

2-� is the classi�er and �

�

�

3

�

	�� ���R	

3

9

# is thevectorof serviceweightsassignedto the
2 serviceclasses.With respectto endusers,

�

9

�

Z induces—
explicitly or implicitly—a performancefunction �

�

9

�

Z for
eachuser

�H�I�J�K	
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(III.8)

where3
�

�

�

�

9

�

Z

��M

	ON

#

� � is user
�

'sshareof thebandwidth
allocatedby

�

9

�

Z . With a slightabuseof notation,weuse3
�

to denoteboth user
�

's (
�-�0�J�K	

��� ) apportionedresource,as
well astheserviceweightallocatedby

�

9

�

Z to serviceclass
�

(
�d�e�J�K	

2-� ). In theper-�o w case,they coincide. Sincethe
traf�c rate

N

is �x ed,we will omit it from theargumentlist.
Thetwo-stageinterpretationof aggregate-�ow per-hopcontrol
is depictedin FigureII.2.

PropositionIII.9 (ServiceClassMonotonicity) Let
�

9

�

Z

be an aggregate-�ow per-hop control, and let �

9

�

�

�

?

�

9

�

Z

�jM5# �

� for someM

� . Then(III.3) achievesa smaller
valuewith moreserviceclasses,i.e., 2��!�62 implies
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�

Considera special type of aggregate-�ow per-hop control
�

9

�

Z —calledReductionClassi�er—whosebehavior is com-
pletelydeterminedby its classi�er > ?

�J�K	

�

�V@

���
	

2B� , in the
following sense.Let

�q4

�

�

�q� �J�K	

�

�!? >

�

�

# �

W �

	

W

� �J�K	

2B�

	

bethepartitionof
�J�K	

�

� inducedby > . On input ��M
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# ,
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�

Z

behavesas
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2B� .
2. Compute

�
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4 for W
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2B� asfollows,
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if �
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� 4 ,
�
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�

�

�

;
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�����

�
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� ��� � 4 �

	

otherwise.

3. Use per-�o w optimal solution (PropositionIII.4)
with new input �

M � �

�

&
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# , �
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9

# , to solve thereducedper-�o w classi�er
problemconsistingof 2 superusers.

A reductionclassi�er reducesthe
�

label (or � user)prob-
lem to an 2 userper-�o w classi�cationproblemby aggrega-
tionof component�o wsandcentroidcomputation,thensolves
thereducedproblemby applyingtheoptimalper-�o w classi-
�cation solution. The resourcesharereceived by individual
�o ws canbe computedas follows. Let 3

4 , W

�P�J�K	

2-� , be
thesolutionreturnedby Step3. For

� �

�
4 , set 3

� suchthat
8

�

�����

3<�

�

3

4 , and 3<� � 
��

� constant. This is the share
receivedby user

�H�I�J�K	

��� .

TheoremIII.10 (ReductionClassi�er) Let
�

9

�

Z be a re-
ductionclassi�er representedby its classi�er > . Then

�

9

�

Z is
anoptimalaggregate-�ow per-hopcontrol, i.e., satis�es(III.3)
if, andonly if, > is a solutionto
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(III.11)

where theminimumrangesoverall reductionclassi�ers >
�
.

TheoremIII.10 showsthatanoptimalaggregate-�ow classi�er
mustbe a reductionclassi�er, andfurthermore,it mustef�-
cientlycover—in themean-squaresense—thesetof labelval-
ues

�

�

&

�

	

�

&

�

	 ��� �R	

�

&
S

� using 2 centroids
�

�

&

�

	�� ���!	

�

&

9

� . Thus
optimalaggregate-�ow per-hopcontrolis aclusteringor clas-
si�cation problemin thestatisticalclassi�cationsense.Thisis
mademorepreciseby thenext result.

A classi�er > is well-formed(alsocalleda grouping) if the
threeconditions &

�

�

&

^ , >

�

�

#B�

>

�Jol# , and &

�

,

&

4

,

&

^

jointly imply >

�

W

#r�

>

�

�

# . Thus if two different label val-
uesaremappedto the sameserviceclass,thenall & values
“sandwiched”in-betweenmust be mappedto the sameser-
vice class. > canbe representedby well-formedparentheses
onthetotally orderedset &

�

,

&

�

,e��� �T,

&KS , whereadjacent
valuesaregroupedinto thesamepartitionexcept,possibly, at
boundaries.

TheoremIII.12 (Grouping) Anoptimalaggregate-�owclas-
si�er is well-formed.



Thus aggregate-�ow per-hop control is, mathematically, an
optimal clustering problem. Unlike its many brethren
in higher dimensionsthat are, with few exceptions, NP-
complete[22], theclusteringproblemgivenby (III.11) in The-
oremIII.10 hasapoly-timealgorithm;e.g.,it canbesolvedby
dynamicprogramming.When

�

�

2 —thepracticallyrele-
vantcasewherethereareasmany labelsasserviceclasses—
optimal aggregate-�ow classi�cation hasa linear time algo-
rithm.

C. Propertiesof OptimalAggregate-�owClassi�ers

Although optimal per-�o w classi�ers satisfy properties
(A1), (A2), and(B), the sameis not necessarilytrue of op-
timal aggregate-�ow classi�ers.

TheoremIII.13 (Aggregate-�ow Classi�er Properties) An
optimalaggregate-�ow per-hopcontrol satis�esproperty(B),
but neednotsatisfyproperties(A1) and(A2).

Property(A2) is moresubtlethan(A1) and(B), but of import
in in�uencing thestability anddynamicalstructureof nonco-
operativenetworksbuilt ontopof adifferentiatedservicesnet-
work substrate.

TheoremIII.14 (Classi�er Propertieswith
�

�

2 ) Anop-
timal aggregate-�owper-hopcontrol with parameters

�

�

2

satis�esproperties(A1), (A2), and(B).

The
�

�

2 constraintadvancedby TheoremIII.14 coin-
cideswith practical considerationsthat derive from an im-
plementationperspective. For example,assumingfour bits
from the TOS �eld in IPv4 areusedto encodethe label set

�

*�	L*

i

�
	�� ���R	L*

i

���

� for some
*

�:� , thenwe maycon�g-
ure16 serviceclassesat routers,onefor eachof the16 possi-
ble labelvalues.Theclassi�er resultsandpropertiesfor �x ed
serviceweightsaretreatedseparately.

IV. GAME THEORETIC STRUCTURE

The roadmapof the gametheoreticresultsis as follows.
First, we derive stability properties—existenceof Nashequi-
libria andtheirstructure—anddynamicsof thenoncooperative
QoSprovisiongamewhenusersareallowedto settheir & val-
uesend-to-end.Second,we show ef�ciency propertieswith
respectto systemoptimality, in particular, whenNashequilib-
ria aresystemoptimal.

A. BasicDe�nitions

To satisfy user
�

's QoS requirement 	

�

, the per-hop
control—whatever its speci�c form—mustapportiona frac-
tion 3��

�

� � of the availablebandwidth. Let 3��

�

denotethe
minimal suchbandwidth.We will �nd it moreconvenientto
work in theserviceweightspace

�

�

?

�

�6� and
8

S

� ;

�

3<�

,

�

� . We will use�

�(�gfh# to denotetheperformancefunctioncor-
repondingto ���(�gfh# whichallocates—explicitly or implicitly—
a serviceweightto user

�

for agiveninput M .

Wewill call thepair ��M

	

M

�

# of controlvectorsasel�shmove
of user

�d�e���
	

��� with respectto 3 �

�

if M

�

�FM��

b � , andthe
following two conditionsaresatis�ed:
(i) �

� ��Mq# �

3��

�

implies M

�

�.M i

bl� and �

� �jM

�

#

1 �

� �jM5# ;
(ii) �

� �jMq#

1P3 �

�

implies M

�

� MEk

b � and 3 �

�

,

�

�(�jM

�

# �

�

�(�jM5# .
Thusan“unhappy” usertriesto improvehis happinessby in-
creasing&

� , while an“overly” satis�edusertriesto reducethe
satisfactionlevel to matchhisactualneeds.Wewill call apair
of controlvectors�jM

	

M

�

# aconcurrentsel�shmove(in theneg-
ativedirection)if for some�	�

�J�K	

��� , M ��M k

8

�

��


bl� , and
��M

	

M k

b �

# is asel�sh movefor all
� �

� . An analogousde�ni-
tionsholdsfor concurrentsel�sh movesin thepositivedirec-
tion. We will sometimesrefer to sel�sh movesassequential
sel�sh movesto distinguishfrom concurrentones.Thede�-
nition of sel�sh move describesanef�cient or costconscious
userwho only consumesjust enoughresourcesto satisfyher
QoSneeds.

For user
�

, let � �

�

�

M

? �

�(�jM5#

�P3
�

�

� . Thus � � repre-
sentsthesetof con�gurationwhereuser

�

's QoSrequirement
is satis�ed.Let

�

�

�

S




� ;

�

�
�

�

Thus all users'QoS requirementsare satis�ed at M

�

�
�
.

A con�guration M is systemoptimal if M

�

�
�
, andfor all

M

�

m

�PM , �

�jM

�

#

1��

��M5# doesnot hold. In a systemoptimal
con�guration,theusers'QoSrequirementsaremetwhile ex-
pendingthe minimal amountof resources.In an overloaded
system,i.e.,

8

S

� ;

�

3
�

�

1

�

, by de�nition, therecannotexist a
way of allocatingnetwork resourcessuchthatall users'QoS
requirementsaresatis�ed. M

�

��� is a cornerpoint of ��� if
thesetof sel�sh movesfrom M is empty.

B. NashEquilibria andStabilityProperties

B.1 Dynamicsinside �
�

First, we will presentthedynamicalpropertiesof thenon-
cooperative QoS provision game when �

�
exists (i.e., is

nonempty)and M

�

�
� .

PropositionIV.1 (Projection) For user
�

andcon�guration
M

�

�n� , let �7�

��MV# �

�

M

�
?

&

�

�

�

&

�

	

and &

�

^

,

&

^ for o

m

�

�

� .
Then�7�

�jM5#

���n� .

PropositionIV.1 is aconsequenceof property(A2) of theper-
hopcontrol.WecanusePropositionIV.1andproperty(A1) to
show aclosurepropertyof �

�
.

Lemma IV.2 (Closure) �
� is closedunder sel�sh moves,

sequentialandconcurrent.Thatis, for M

�

�
�

andanysubset
of users ���

���
	

��� such that �jM

	

MIk

bT�

# is a sel�sh movefor
all

�H�

� ,

MDkG\

�

��


bl�

�

�

�

�



Thus sel�sh users,even when making simutaneoussel�sh
changesto their & values,cannotescapefrom theset � � where
their QoSrequirementsareall satis�ed,somemorethannec-
essary. A concurrentsel�sh move, with respectto usersin

� �

���
	

��� andintersectionset
�

�

��


� � , canbe represented
by a subsetof � � � � that shows the usersmakinga move
since sel�sh moves within

�

�

��


�n� can only occur in the
downwarddirection(aconsequenceof themoregeneralresult
LemmaIV.6).

TheoremIV.3 (MonotoneConvergence) Any initial con-
�gur ation M

�

� � convergesto a corner point of � � under
sel�sh moves,sequentialor concurrent.

Thusa cornerpointof � �
is a �x edpointunderthedynamics

of sel�sh moveswithin � � , from which userscannotescape
by sel�sh actionsduetoclosure.TheoremIV.3alsoshowsthat

� �
alwayspossessesacornerpoint,notnecessarilyunique.A

cornerpoint M representsan ef�cient allocationof resources
for all usersin thesensethateachuser

�

'sQoSrequirementis
satis�edby M , i.e., 3

�

�

�

�

�L��MV#

� 3
�

�

. Furthermore,any incre-
mentalactionby

�

will eitherviolatehis QoSrequirementor
increasethe apportionedresourcesbeyondwhat is neededto
satisfytheuser's QoSrequirement.We will show thata non-
incrementalactionby user

�

will have thesameconsequences
(TheoremIV.4). If �

�(�jM5# �

3
�

�

then M is ef�cient in anabso-
lutesense.

TheoremIV.4 (Corner Point and Nash) Let M bea corner
pointof �

� . ThenM is a Nashequilibrium.

We remarkthat a cornerpoint of �
�

mustbe Nashequilib-
rium,but theconverseneednotbetrue.Indeed,thereareNash
equilibriathatneednotbein �

� , evenwhenit is nonempty.

TheoremIV.5 (Nashand SystemOptimality) A con�gu-
ration M is Nashand systemoptimal if, and only if, M is a
cornerpointof � � .

B.2 Dynamicsoutside�
�

WhenprovingLemmaIV.2,it turnsouttobeinessentialthat
theintersectionsetbe ��� . For � �

�J�K	

��� , thesameargument
goesthroughwhensel�sh movesarerestrictedto usersin � .
In fact, LemmaIV.2 is a specialcaseof the following more
generalresult.

Lemma IV.6 (Closurewith UserRestriction) For � �

�J�K	

��� ,
�

�

��


� � is closedundersequentialandconcurrentself-
ishmoveswhenrestrictedto users in � .

Thuskeepingthe & valuesof someusers�x ed,therearesub-
spacesin lower dimensionswhereclosurewith respectto the
remainingusers'sel�sh movescanhold for a more relaxed
intersectionset.For any con�guration M , de�ne

�

�jM5#q�

�

�

�jM5#��

�

�

�jM5#

asthesetof all sel�sh moveswhere �

�

�jMq# is thesetof moves
in thepositivedirectionand � �

�jM5# representsthesetof sel�sh

movesin the negative direction. By the de�nition of sel�sh
move, it follows that �

�

�jMq# , � �

��MV# form a partition,and
� �

�

�

�jM5# implies M

�

� � , and
� �

���

�jM5# implies M

�

� � .

TheoremIV.7 (Cycles) There exist network systemswith
� �

m

� � such that for some M

�

�

�

and �-
nite sequence�

�

	

�

�

	�� ���!	

��� of concurrent sel�sh moves,
���

�

���

�

�

�gf�f f

�

�

�jM5#�f f�f(#L# � M . Thatis, con�gurationsoutside
� �

can exist from which concurrent sel�sh moveslead to a
cycle.

Cyclesturn out to have limited impactwith respectto insta-
bility in thatthey cannotariseundersequentialsel�sh moves,
andthey aretransientasshown by thenext result.

TheoremIV.8 (Transienceof Cycles) Cycles, when they
exist, are transientin thesensethat fromanycon�guration M

onthecycle, thereexistsequentialor concurrentsel�shmoves
that leadto a Nashequilibrium.

Corollary IV.9 (NashExistence) There alwaysexist Nash
equilibria.

Wehavepresentedtheresultssuchthatexistenceof Nashis an
immediateconsequenceof TheoremIV.4 andTheoremIV.8.
A Nashequilibrium M

�

�

�
�

hasa speci�c monotonicform;
weomit thedetailedcharacterizationdueto spaceconstraints.

C. SystemOptimalityandStructural Properties

We turn our focusto characterizingwhen �
� is nonempty.

Thenext resultis theonly generalresultthatholdsfrom (A1),
(A2), and(B) without exploiting furtherpropertiesof theop-
timal aggregate-�ow classi�er solutionfor

�

�

2 .

PropositionIV.10(Diagonal Inclusion) Let �

�

�

M

?

&
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�
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^ for all
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�0���
	

��� � . If 3
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^ for all
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��� , then ��� �
�
.

Note that 3
�
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,


�� �

8

S

^

;
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^ for all
�B� �J�K	

��� implies that
8

�

�
	

���

S




3
�

�

, �

. Next, we �nd weaker conditionsfor �
�

m

�

� , andcharacterizethe lossof power resultingfrom having a
bounded,discretelabelset

�

�K	O')	�� ����	

�

� . To achieve this,we
utilize the propertiesof the optimal aggregate-�ow classi�er
solutionfor

�

�

2 . First, considerthecasewhen &

�

�

���

for all
�H�I�J�K	

��� , and �

�

2 . Thecaseof interest,M

� �J�K	

�

�

S

in theaggregate-�ow casecanbeanalyzedby relatingit to the
unrestrictedcase.

TheoremIV.11(UnrestrictedIntersection) Assume&

�

�

�
�

for all
� �F���
	

��� . Let �

�

2 , and let > be the optimal
per-�ow classi�er. Then�

�

m

��� if, andonly if,
(a) �

� � ���
	

��� such that 3
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Here �

�Y� is thesolutionparameterof theoptimalper-�o w
classi�erwhichdetermineshow muchproportionalsharingto
inject in theserviceweightallocation( � �

�

degeneratesper-
hopcontroltoFIFO).TheoremIV.11isatightcharacterization
of �

�
'snonemptinessin theunrestrictedcasewhereproperties



(a) and(b) stemfrom theparticularform of the optimalper-
�o w classi�er solutiongiven by PropositionIII.4. Note that
as �

@ � , (b) becomes
8

S

^

;

�

3 �

�

, �

which is the weakest
possibleconditionfor nonemptinessof � �

. Thenext resultis
animmediateconsequenceof TheoremIV.11.

Corollary IV.12(Empty RestrictedIntersection) If � �

�

� in theunrestrictedcase, then � �

� � in therestrictedcase
where &

�

�

�

�K	O')	 ������	

�

� for all
�q�G�J�K	

��� , and
�

�

� .

The aggregate-�ow and per-�o w cases with respect to
nonemptinessof � � canbe relatedby the next resultwhich
is a consequenceof TheoremIII.14.

PropositionIV.13(Per-�o w and Aggregate-�ow Relation)
Let &

�

�

�

�
	('T	���� ��	

�

� for all
� � ���
	

��� , and
�

�

� . � �

m

� �

in theper-�ow case � i.e., �

�

2

# if, andonly if, � �

m

� � in
theaggregate-�owcasewith 2

�

�

.

Giventherelationshipof nonemptinessof � �
betweentheper-

�o w andaggregate-�ow caseunder &

�

�

�

�
	('T	���� ��	

�

� , what
remainsis a quantitativecharacterizationof thelossof power
dueto discretenessandboundednessof the labelset

�J�K	

�

� in
theaggregate-�ow case.

TheoremIV.14(Lossof Power due to Restriction) Let
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� . If there exists �

� �

3

�

	

3

�

	�� ���R	

3

S

# with
3 min

�

� , 3 max
�

�

, �

,

3<�

,p�

, such that

�

�

k �T#



�

3
�

8

S

^

;

�




^

3

^

i �



�

8

S

^

;

�




^

�

3

�

�

i

�

k �

�

k

�


��

8

S

^

;

�




^

3

^

(IV.15)

for all
� � �J�K	

��� , then �
�

m

� � .

The left-hand-sideof inequality (IV.15) just denotesa valid
serviceweight vectorwith respectto the optimal aggregate-
�o w classi�er. The secondterm in the right-hand-sideof
(IV.15) of TheoremIV.14 quanti�es the lossof power dueto
coarsi�cation. If

�

@

� , thenthe loss-of-power termdrops
out. In practice,

�

is a small �nite value(e.g.,using4 bits in
the precedence�eld of IP,

�

�

���

). The next resultshows
that � /

�

—the raisond'etre of aggregate-�ow control—
facilitatestightnessof thebound.

Corollary IV.16(NonemptyDiscreteIntersection) Under
thesameconditionsasTheoremIV.14, let �)�

���g�

�

k

�

#

3<��� ,
�H�I�J�K	
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For � /

�

, we can expect 	

�


���
��

���

�

4




a�� �

a

���

	

a��

�

, and

(IV.15)givesa tight boundon theexistenceconditionof sys-
temoptimalNashequilibria.
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