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ABSIRACT

Everyone who has seen the movie Wall Street will
have seen a commercial security policy in action.
The recent work of Clark and Wilson and the
WIPCIS initiative (the Workshop on Integrity Policy
for Computer Information Systems) has drawn
attention to the existence of a wide range of com-
mercial security policies which are both signifi-
cantly different from each other and quite alien to
current "military"” thinking as implemented in
products for the security market place.

This paper presents a basic mathematical theory
which implements one such policy, the Chinese Wall,
and shows that it cannot be correctly represented
by a Bell-LaPadula model.

The Chinese Wall policy combines commercial dis-
cretion with legally enforceable mandatory controls.
It is required in the operation of many financial
services organizations and is, therefore, perhaps as
significant to the financial world as Bell-LaPadula’s
policies are to the military.

INTRORUCTION

Until recently, military security policy thinking has
dominated the direction of computer security re-
search both in the US and the UK. Clark and
Wilson’s seminal paper [1] has, however, drawn
attention to the fact that commercial security needs
are just as important as those of the defence com-
munity and, through the WIPCIS initiative [2], that
the problems of the commercial community are at
least as diverse and relevant to the computer sci-
entist.

There are many well defined commercial security
policies covering all aspects of Clark and Wilson’s
mode! [3]. One of these, the Chinese Wall security
policy is perhaps as significant to some parts of
the commercial world as Bell and LaPadula’s policies
[4, 8] are to the military. It can be most easily
visualized as the code of practice that must be
followed by a market analyst working for a finan-
cial institution providing corporate business ser-
vices. Such an analyst must uphcld the confi-
dentiality of information provided to him by his
firm’s clients; this means he cannot advise cor-
porations where he has insider knowledge of the
plans, status or standing of a competitor.
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However, the analyst is free to advise corporations
which are not in competition with each other, and
also to draw on general market information. Many
other instances of Chinese Walls are found in the
financial world.

Unlike Bell and LaPadula, access to data is not
constrained by attributes of the data in question
but by what data the subject already holds access
rights to. Essentially, datasets are grouped into
"conflict of interest classes” and by mandatory
ruling all subjects are allowed access to at most
one dataset belonging to each such conflict of in-
terest class; the actual choice of dataset is totally
unrestrained provided that this mandatory rule is
satisfied. We assert that such policies cannot be
correctly modelled by Bell-LaPadula.

It should be noted that in the United Kingdom the
Chinese Wall requirements of the UK Stock Ex-
change [6] have the authority of law [7] and thus
represent a mandatory security policy whether
implemented by manual or automated means.

Furthermore, correct implementation of this policy
is important to English Financial Institutions since
it provides a legitimate defence against certain pe-
nal classes of offence under their law.

CHINESE WALLS
A Model

It is useful to devise a model of the Chinese Wall
policy, not only to facilitate sound reasoning of its
properties but also to permit comparison with mod-
els of other policies.

Since, in particular, we wish to compare it with the
Bell-LaPadula (BLP) mode! we will adopt the latter’s
concepts of subjects, objects and security labels.
Our model is then developed by first defining what
we mean by a Chinese Wall and then, by devising a
set of rules such that no person (subject) can
ever access data (objects) on the wrong side of
that wall.



Database organization

We start by informally defining the concept of a
Chinese Wall and, in particular, what is meant by
being on the wrong side of it. A formal specifica-
tion will be found in Annex A.

All corporate information is stored in a hierarchi-
cally arranged filing system such as that shown in
figure 1. There are three levels of significance:

at the lowest level, we consider individual
items of information, each concerning a single
corporation. In keeping with BLP, we will
refer to the files inh which such information
is stored as objects;

a)

b) at the intermediate level, we group all ob~-
jects which concern the same corporation to-
gether into what we will call a company
dataset,;

c) at the highest level, we group together ali

company datasets whose corporations are in
competition. We will refer to each such
group as a conflict of interest class.

Associated with each object is the name of the
company dataset to which it belongs and the name
of the conflict of interest class to which that com-
pany dataset belongs. For example, the conflict of
interest class names could be the business sector
headings found in stock exchange listings
(Petrochemical, Financial Services, etc.); the com-
pany dataset names could be the names of compa-
nies listed under those headings. For convenience
let us call the r-th object or and refer to its com-
pany dataset as yr and its conflict of interest
class as xr.

Thus, if our system maintained information say on
Bank-A, Cil Company-A and Oil Company-B:

a) all objects would belong to one of three com-
pany datasets (i.e. yr would be "Bank-A",
"Qil Company-A" or "Oil Company-B") and

b) there would be two conflict of interest

classes, one for banks (containing Bank-A’s
dataset) and one for petroleum companies
(containing Oil Company-A’s and Qil Company-
B’s datasets), i.e. xr would be "banks"” or
"petroleum companies”

This structure is of great importance to the model
and is represented in the annex as an axiom (A1).

Simple security

The basis of the Chinese Wall policy is that people
are only allowed access to information which is not
held to conflict with any other information that
they already possess. As far as the computer
system is concerned the only information already
possessed by a user must be information that:
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a) is held on the computer, and

b) that user has previcusly accessed.

Thus, in consideration of the Bank~A, Oil Company-
A and Oil Company-B datasets mentioned previ-
ously, a new user may freely choose to access
whatever datasets he likes; as far as the computer
is concerned a new user does hot possess any
information and therefore no conflict can exist.
Sometime later, however, such a conflict may exist.

Suppose our user accesses the Oil Company-A
dataset first; we say that our user now possesses
information concerning the Oil Company-A dataset.
Sometime later he requests access to the Bank-A
dataset. This is quite permissible since the Bank-A
and Oil Company-A datasets belong to different
conflict of interest classes and therefore no con-
flict exists. However, if he requests access to the
Oil Company-B dataset the request must be denied
since a conflict does exist between the requested
dataset (Oil Company-B) and one already possessed
(Oil Company-A).
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We note that it does not matter whether the Oil
Company-A dataset was accessed before or after
the Bank-A dataset. However, were Oil Company-B
to be accessed before the request to access the Oil
Company-A dataset, the restrictions would be quite
different., In this case access to the Oil Company-
A dataset would be denied and our user would
possess {"Oil Company-B", "Bank-A"} (as opposed
tc the reguest to access the Oil Company-B dataset

being denied and the user possessing {"0il
Company-A", "Bank-A"}).
What we have just described is a Chinese Wall. We

note, in the first instance, that our user has com-
plete freedom to access anything he cares to
choose. Once that initial choice has been made,
however, a Chinese Wall is created for that user
around that dataset and we can think of "the
wrong side of this Wwall" as being any dataset
within the same conflict of interest class as that
dataset within the Wall. Nevertheless, the user
still has freedom to access any other dataset which



is in a different conflict of interest class, but as
soon as that choice is made, the Wall changes
shape to include the new dataset. Thus we see
that the Chinese Wall policy is a subtle combination
of free choice and mandatory control.

More formally, we can introduce BLP’s concept of a
subject to represent a user, and Indeed any pro-
gram that might act on his behalf. Again, it is
onvenient to be able to identify any particular
subject, let us call it su for the w-th subject.
However, we conclude that it is necessary for the
computer to remember who has accessed what. An-
nex A introduces a formalized device (D1), N, to do
this. Essentially N is a matrix with a column for
every object in the system and a row for every
subject; any particular cell therefore corresponds
to a particular (subject, object) pair. N simply
records who has accessed what, in other words
who possesses what. For example if a subject, su,
has accessed some object or then N{u, r) would be
set true, otherwise it would be set false. Once
some request by, say, su, 1o access some new ob-
ject, say o, is granted then N, of course, must be

updated; in particular N must be replaced by some
new N’ in which N(u, t) takes the value true.
Given this we can then define a security rule
(axiom A2 inh Annex A). This rule means that:
Access is only granted if the object
requested:
a) is in the same company dataset
as an object already accessed by
that subject, i.e. within the Wall,
or
b) belongs to an entirely different
conflict of interest class.
{A2).
This rule is, however, insufficient in itself; it Is

necessary to ensure that initially, i.e. before any
subject has requested access to any object, that N
has been correctly initialized (everywhere false).
Moreover it is necessary to formally define the no-
tion that, given such an initial state, then the first
ever access will be granted. These two require-
ments are stated as axioms A3 and A4
(respectively) in Annex A.

This rule is analogous to the simple security rule
defined in the BLP mode!l and since these two rules
will be compared with each other, we will call our
rule (A2) the simple security rule as well. {(Not
surprisingly, we will define a *-property rule as
well, see later.)

Accessibllity

The basic formulation of the Chinese Wall policy is
expressed. in Annex A as axioms A1-A4. Given
these, we can prove some useful theorems about
the policy. Annex A does this. The first two the-
orems merely confirm that our informal concepts of
a Chinese Wall are indeed implied by these rules,
in particular:
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T1) Once a subject has accessed an
object the only other objects
accessible by that subject lie
within the same company dataset
or within a different conflict of
interest class.

T2) A subject can at most have ac-
cess to one company dataset in
each conflict of interest class.

A third theorem concerns a most pragmatic conse-
quence of a Chinese Wall policy, and that is how
many people do you need to operate one?

T3) If for some conflict of interest
class X there are Xy company
datasets then the minimum num-
ber of subjects which will allow
every object to be accessed by
at least one subject is Xv.

This tells us that it is the conflict of interest class
with the largest number of member company
datasets (L, say) which will give us the answer.
However, because of the free choice nature of the
policy, should two or more users choose to access
the same dataset then this number must be in-
creased. Moreover, if we had an Automobile class
with 5 motor companies (Ly = 5) and five users
each with access to different motor companies, but
all choose to access the same petroleum company,
Oil Company-A, then who can access Oil Company-
B?

Hence, in practice, it is not necessarily the largest
conflict of interest class that gives us an accessi-
bility problem. Ly is nevertheless the minimum
number of subjects ever required and thus the
minimum number of analysts the finance house must
employ.

Sanitized information

It is usual in the application of the Chinese Wwall
policy for company datasets to contain sensitive
data relating to individual corporations, the conflict
of interest classes being in general business sec~
tors. However it is considered important to be
able to generally compare such information with
that relating to other corporations. Clearly a
problem arises if access to any corporation is pro-
hibited by the simple security rule due to some
previous access {(a user can never compare Oil
Company-A’s data with Cil Company B’s data, nor
can he compare Bank-A’s data with Oil Company-A’s
data if he has had previous access to Oil Company-
B's data). This restriction can, however, be re-
moved if we use a sanitized form of the information
required.

Sanitization takes the form of disguising a corpo-
ration’s information, in particular to prevent the
discovery of that ccrporation’s identity. Obviously,
effective sanitization cannot work unless there is
sufficient data to prevent backward inference of
origin. Since it is not the objective of this paper
to discuss the problem of inference we will assume



that sanitization is possible. In practice, this has

been found to be the case [3].

It seems sensible, therefore, to regard all company
datasets, bar one, as containing sensitive in-
formation belonging to some particular corporation.
We reserve the remaining dataset, yo (say), for
sanitized information relating to all corporations
(D2 in Annex A).

It Is unnecessary to restrict access to such sani-
tized information. This can be accomplished with-
out need to rework any of the preceding theory by
asserting that this distinguished company dataset,
yo, is the sole member of some distinguished con-
flict of interest class, xe (A5). In other words, if
ah object bears the security label yo then it must
also bear the label xo and vice versa. T2 tells us
that all subjects can access this company dataset.

*~Property

Suppose two subjects, User-A and User-B, have
between them access to the three datasets, Oil
Company-A, Oil Company-B and Bank-A, in particu-
lar User-A has access to Oil Company-A and Bank-
A and User-B has access to Oil Company-B and
Bank-A. If User-A reads information from Oil Com-
pany~-A and writes it to Bank~-A then User-B can
read Oil Company-A information. This should not
be permitted, however, because of the conflict of
interest between Oil Company-A and Oil Company-E.
Thus indirect violations of the Chinese Wall policy
are possible.

We can prevent such violations by insisting that:

Write access is only permitted if

a) access is permitted by the simple
security rule, and
b) no object can be read which is

in a different company dataset to
the one for which write access is
requested and contains unsani-
tized information.
(A6).

Given this rule we can prove that:

The flow of unsanitized in-
formation is confined to its own
company dataset; sanitized in-
formation may however flow
freely throughout the system.

T4)

The rule is analogous to the *-property security
rule defined in the BLP model; we will therefore
call our rule (A8) the *-property security rule as
well.
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BELL-LARADYULA

It is instructive to compare the Chinese Wall policy
with that of the Bell-LaPadula model [4, 5]. Both
policies are described In similar terms: the compo-
sition and security attributes of the objects con-
cerned and the rules for access, both in respect of
simple-security and *-property.

We take ecach of these topics in turn and identify a
transformation which permits the Bell-LaPadula
model (BLP) to describe that aspect of the Chinese
Wall policy as faithfully as possible.

Object composition

The BLP model places no constraints upon the
interrelationships between objects, in particular it
does not require them to be hierarchically ar-
ranged into company datasets and conflict of inter-
est classes. Instead it imposes a structure upon
the security attributes themselves.

Each object within the BLP model [4] has a secu-
rity labet of the form (class, {cat}) where

a) class is the classification of the information
(e.g. unclassified, confidential, secret)
b) cat is the formal category of the information

(e.g. NOFOR).

Unlike the Chinese Wall policy, BLP attaches secu-
rity attributes to subjects as well. They are com-
plementary to object labels and have the form
(clear, NTK) where:

a) clear is the subject’s clearance, i.e. the
maximum classification to which he is permit-
ted access

b) NTK is the subject’s need-to-know, i.e. the

sum total of all categories to which he is

permitted access.

Although this labelling scheme is seemingly quite
different from that of figure 1, the two object
compositions can be brought together quite simply
by:

a) reserving one BLP classification for sanitized
information and another for unsanitized in-
formation

b) assigning each Chinese Wall (x, y) label to a
unique BLP category

c) labelling each object containing unsanitized

information with the BLP category
corresponding to its (x, y) label and the
BLP category of the sanitized dataset (Xo,

Yol.

The result of applying this transformation to the
cbject composition of figure 1 is shown in figure 2.
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Eigure 2 Composition..of objects into BlL.P-categories

BLP also has a simple-security rule and a *-prop-
erty rule:

a) Simple.security: access is granted only if the
subject’s clearance is greater than the ob-
ject’s classification and the subject’s need-
to-know /ncludes the object’s category(ies)

b) *-property: write access is granted only if
the output object’s classification is greater
than the classification of all input objects,
and its category includes the category(ies) of
all input objects.

We note that, in contrast to the Chinese Wall pol-
icy, these rules do not constrain access by the
objects already possessed by a subject, but by the
security attributes of the objects in question.
Even so, a transformation does exist:

a) give all subjects access to both sanitized and
unsanitized objects

b) define a need-to-know category for all possi-
ble combinations of object category which
satisfy T2

c) assign one such need-to-know category to
each subject at the outset.

Referring to figure 2, for example, we would have
27 combinations:

{o, 1, 2, 3},
o, 1, 2, 6},
{0, 1, 2, 9},
{6, 1, 5, 3} ...

wesi0, 7, 8, 8}

We then assigh cne of thaese to each subject, e.g. If
we had three subjects, User-A, User-B and User-C,
we could assign them:

User-A has {0, 1, 2, 3}
User-B has {0, 4, 8, 6}
User-C has {0, 7, 5, 9}

Now, the BLP simple security rule will work as we
have granted subjects need-to-know combinations
of company datasets for which no conflict of inter-
ost exists. BLP *-property also works. The cate-
gory of the input objects must be included in the
category of the output objects; input objects must
therefore either contain sanitized information or be
of the same company dataset as the output object.
Moreover, unsanitized information dominates san-
itized information.

Conclusion

These transformations give good account of BLP’s
ability to model to Chinese Wall security policy;
they are not, however, entirely satisfactory.

For example, suppose in the real world management
suddenly required User-A to have access to com-
pany dataset-8 because User-B was taken sick;
what then? We cannot just change User-A’s need-
to-know to {0, 1, &, 3} unless we know for certain
that he has not yet accessed company dataset-2;
otherwise we would violate the Chinese Wall., The
BLP model does not provide the necessary informa-
tion to answer this question.

Secondly, BLP only works if subjects are not given
the freedom to choose which company datasets they
wish to access. In other words, these trans-
formations totally ignore the free choice nature of
the Chinese Wall policy. This freedom of choice
can be restored (e.g. by extending subject need-
to-know to cover all company datasets) but only at
the expense of failing to express the mandatory
controls.

Thus, we can use BLP to model @ither the manda-
tory part or the free choice part of the Chinese
wall policy but not both at the same time. This is
a somewhat fundamental restriction as the Chinese
Wall policy requires both! The Chinese Wall model
must therefore be regarded as distinct from BLP
and important in its own right.

CLABK _AND. WILSON

It is interesting to consider the Chiness Wall policy
in the light of Clark and Wilson’s work. The
Clark-Wilson mode! [1] defines a set of rules, based
on commercial data processing practices, which to-
gether have the objective of maintaining data in-
tegrity. One such rule (E2), cbserved in many
commercial systems [3], describes a finer degree of
access control than that required by BLP.
Compatibility of the Chinese Wall model with E2 is
important because of the practical significance of
that rule; it would not be useful if in order to
satisfy E2 a system could not also satisfy the
Chinese Wal! policy.



Rule E2 requires access to be controlled on the ba-
sis of a set of relations of the form (user, pro-
gram, object) which relates a user, a program, and
the objects that program may reference on behalf
of that user. Of greatest interest is the observa-
tion that if all users are permitted access to a
given process, which in turn is allowed to access
any object, then it does not follow that all users
are permitted access to all objects. This may ap-
ply in the case of a Chinese Wall policy where, for
example, some users may have access to a spread-
sheet package but may not be permitted to use it
on all company datasets to which they are per-
mitted access.

A refined exposition..of.the. Chinese Wall policy

The Chinese Wall policy as described so far refers
to the users of the system. Thus we may interpret
the use of the word subject in the varicus axioms,
definitions and theorems as users. To be more ex-
plicit we define wuser as a human being who causes
or attempts to cause a transaction in a system. In
particular it is incorrect to associate subject with
a (user, process) pair since, A2 for example, would
imply that any particular user could gain access to
two datasets within the same conflict of interest
class simply by accessing them via different pro-
cesses.

We may then accommodate Clark and Wilson’s ob-
servaticn by simply requiring that:

a) users may only execute certain named
processes (A7)
b) those processes may only access certain

objects (A8).

Axiom A8 is defined in such a way as to maintain
independence between what a user is allowed to do
and what a process is allowed toc do. This allows
Clark and: Wilson’s observation to be incorporated
into ocur model:

a) without change to any of the foregoing the-
ory (in particular we simply restate all ax-
ioms, definitions and theorems by replacing
subject with user)

b) redefining the overall simple and *-property

security rules to be the logical conjunction
of all user-object, user-process and process-
object permissions.

Thus a process is allowed to access an cbject if
the user reguesting it is allowed to execute it and
that user, by the Chinese Wall policy, is allowed to
access that object and that process is also allowed
to access that object; write access is then per-
mitted only if the *-property rule (A8) is satisfied.

Thus we conclude that the Chinese Wall mode! is
not at variance with the cbservations of Clark and
Wilson.

211

QVERALL. CONCLUSIONS

In this paper we have explored a commercial secu-
rity policy which represents the behaviour re-
quired of those persons who perform corporate
analysis for financial institutions. It can be dis-
tinguished from Bell-LaPadula-like policies by the
way that a user’s permitted accesses are con-
strained by the history of his previous accesses.

We have shown that the formal representation of
the policy correctly permits a market analyst to
talk to any corporation which does not create a
conflict of interest with previous assighments.
Fallure to obey this policy would be considered, at
best, unprofessional and potentially criminally
fraudulent. In some countries, showing that the
policy has been enforced is sufficient to provide
legal protection against charges of insider dealing.

Thus this is a real commercial policy which can be
formally modelled, but not using a Bell-LaPadula
based approach. However, the Clark and Wilson’s
access control observations are not at variance
with either the policy or its model as developed
within this paper.
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ANNEX A
FORMAL MODEL.

RASIC MODEL

Let S be a set of subjects, O be a set of objects
and L a set of security labels (x, y). One such
label is associated with each object. We introduce
functions X{c) and Y(o) which determine re-
gpectively the x and y components of this security
label for a given object o.

We will refer to the x as conflict of interest
classes, the y as company datasets and introduce
the notation x3 ¥; to mean X(o;) and Y(o;)
respectively. Thus for some object o0; x; is its
conflict of interest class and y; is its company
dataset.

Axiom..1:

Yt = Y2 ~==> X1 = X2

in other words, if any two objects o1 and oz be-
long to the same company dataset then they also
belong to the same conflict of interest class.

Carollary.. 1:
X1 <> X2 ~==> y1 <> y2

in other words, if any two objects o1 and o2 be-
long to different conflict of interest classes then
they must belong to different company datasets.

Proof:

Y1 = yz =--=> x1 = xz2 (A1)

not (¥1 = y2) or (x1 = x2)

(y1 <& y2) or not (x1 > xz2)

X1 <> X2 ~—> y1 <> Yz

Pefinition. 1:

N, a boolean matrix with elements N(v, ¢) corre-
sponding to the members of SxO which take the
value true if subject sv has, or has had, access to
object oc or the value false If sv has not had ac-
cess to object ce. Once some request R(u, r) by
subject su to access some new object or has been
granted then N{u, r) must be set true to reflect
the fact that access has now been granted. Thus,
without loss of generality, any request R(u, r)
causes a state transition whereby N is replaced by
some new N, N

Axiom 2:

Access 10 any object or by any subject su is
granted if and only if for all N(u, ¢} = true (i.e.
by D1 su has had access to og)

({xc <> Xxr) or (¥e = yr))
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Axiom. 3:

N(v, c) = false, for all (v, ¢) represents an initially
secure state.

Axiom 4:

If N(u, c) is everywhere false for some su then

any request R(u, r) is granted.

Theorem .1:

Once a subject has accessed an object the only
other objects accessible by that subject lie within
the same company dataset or within a different
conflict of interest class.

Proof:

If this proposition is untrue then it is possible for
some subject su to have access to two objects, ©a
and ob, which belong to the same conflict of inter~
est class but different company datasets, i.e.

N(u, a) = true and N(u, b) = true and
xa = xo and ya < yo

Let us assume without loss of generality that ac-
cess to ca was granted first. Then, when access
to ob was granted N(u, a) was already trues and
thus by A2 (xa <> Xxp) or {(ya = yo). Then for
our two objects ca and op to axist:

(xa <> xo or ya = yo) and
(xa = xo and ya < yb)
(xa <> xb angd xa = xo and ya <> yb) or
(ya = yb and xa = xb and ya <& yb)

which is always false.
Theorem 2:

A subject can at most have access to one company
dataset in each conflict of interest class.

Proof:

A subject need not have access to any dataset
since by A3, N is initially everywhere false. Sup-
pose su then requests access to op. This request
succeeds by A4 and our subject has access to one
object within one company dataset.

By T1 the only chjects then accessible to su lie
within the same company dataset or within a dif-
ferent conflict of interest class, xq Xp. Hence
at most only one company dataset within any par-
ticular conflict of interest class is accessible to a
single subject.

<>

Theorem 3:

If for some conflict of interest class X there are
Xy company datasets then the minimum number of
subjects which will allow every object to be ac-
cessed by at least one subject is Xv.



Proof:

Suppose there are N subjects and for some conflict
of interest class, X, there are Xy company datasets.
Let all of these subjects have access to the same
company dataset, i.e. N subjects have access to
company dataset (X, 1); and, by T2, no subject
has access to company datasets (X, 2)...(X, Xv).

We can access one of these, say (X, 2), by reallo-
cating one of the subjects with access to (X, 1) to
(X, 2), l.e. N - 1 subjects with access to (X, 1), one
with access to (X, 2) and Xy - 2 inaccessible
datasets.

By induction, after n similar reallocations we have
N - n subjects with access to (X, 1), che each for
(X, 2)a(X, n + 1) and Xy - (n + 1) inaccessible
datasets. In order that all data sets are accessible
we require Xy = (n + 1) provided, of course, that
the number of subjects with access to (X, 1) is at
least one, i.e. N - n > 0. Hence we require the
smallest value of N such that:

Xy = (n + 1) and

s
O

N - Xy + 1
which has a minimum when

N - Xy + 1

1]
-

i.e. when N = Xy.

SANITIZED INFORMATION
Pefinition. 2:

For any object os,

Y8 = Yo implies that cs contains sanitized
informaticn

ys8 <> Yo implies that cs contains unsanitized
information

Axiom 5:

Yo (=== Xo

In other words, if an object bears the security la-
bel yo then it must also bear the label xo and vice
versa. T2 tells us that all subjects can access this
company dataset.

Axiom..6:

Write access to any object ob by any subject su
is permitted if and only if N{(u, b) = true and
there does not oxist any object ca (N’(u, a) = true)
which can be read by su for which:

<

ya <> yo and ya

Yo.

213

Theorem 4:

The flow of unsanitized information is confined to
its own company dataset; sanitized information may
however flow freely throughout the system.

Proof:

Let T = {(a, b)IN(u, a) = true and N'(u, b) = true
for some su in S}. We will interpret (a, b) as
meaning that information may flow from oca to oo
The reflexive transitive closure T then deflnes all
possible information flows.

Let B = {(a, b)i(a, b) in OxO and ya <> yb and va
<> yo}. This is the set of all object pairs excluded
by AS.

Thus the only possible information flows remaining
after the introduction of A6 are given by ¢ = T*
minus B8:

{(a, blinot (¥a <> yo and ya < yo)}

{(a, BYinot (ya <> yu) or not (¥a < yo)}

{(a, bYi(ya = yb) or (ya = yo)}

Hence information may only flow between objects
which belong to the same company dataset or
originate from the sanitized dataset.

EXTENSION. FOR.CLARK AND. WIL.SON

We now formally introduce the set P, the set of
processes which we may interpret as those pro-
grams or sub-programs which a user may use to
access whatever objects that the Chinese Wwall pol-
icy grants him access to. We let A be a relation of
SxP, representing those processes which a user is
allowed to execute. Thus:

Axiom 7:

A user, sy, may execute a process, ps, if and only

if (u, f) is a member of A.

We augment L to include a third attribute, z (i.e.
L = {(x, ¥, 2)}, where z is a member of some set
Z. Z{co;) is the function which determines the z-
component of the security label of a given object
0; (z;3 for short) and introduce PZ to represent
the power set of Z. We then associate with each
and every process, ps, a member of PZ, determined
by the function PZ(pe), or pze for short. We
assert that processes can only access objects
whose z-attribute is included in those of the
process, i.e.

Axiom 8:
A process pr may only access an object or if

zr subset of pzr



The access rules are how governed by A2-A4 and
A6-A8. In particular an initially secure state exists
when no user has ever accessed any object (A3)
and the first ever access by any user to any ob-
ject is entirely unrestrained (A4).

Users may, however, only access that object (say
su and or respectively) via some process ps where
(u, f) in A and for which zr subset of pze (A7,
A8).

Users may then access some other object or via pr
if and only if for all N(u, ¢) = true:

((u, ) in A) and
(zr subset of pzr) and
((xc <> xr) or (¥e = yr))
(A2, A7, A8)

and, finally users may only write information to an
object ob provided that access is not prohibited
by any of the above rules and that there does not
exist any object oa which can be read for which:

ya <> yo and ya <> Yo
(AS).
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