CS555: Cryptography Spring 2004
Assignment #5
Due: Tuesday, April 27, 2004.

Problem 1 (25 pts) PartiesAy, - - - , A,, and B wish to generate a secret conference key. All parties should
know the conference key, but an eavesdropper should not be aliieio any information about the
key. They decide to use the following variant of Diffie-Hellman: there islaipyprimep and a public
elementg € Z, of orderq for some large primg dividing p — 1. User B picks a secret random
y € [1,q — 1] and computes = (¢¥ mod p). Each partyA; picks a secret randomy; € [1,q — 1]
and computes;; = (¢** mod p). UserA; sendse; to B. User B responds to party by sending
Bi = (o mod p).

a. (5 pts) Show that partygiven 5; (anda;) can determine.

b. (5 pts) Explain why (a hash of) can be securely used as the conference key. Namely, give a brief
informal explanation why an eavesdropper cannot determine

c. (15 pts) Formally prove part b. Namely, show that if there exists an effieilgorithm A that
given the public values in the above protocol, outpytthen there also exists an efficient algo-
rithm B to break the Diffie Hellman protocol (usingandg as the public values). Note th&t
takes(g® mod p) and(g® mod p) as input and should outp(®® mod p).

Problem 2 (30 pts) Let N = pq be an RSA composite. Lete [0, N?] be an integer satisfying= (aN+1
mod N) for somea € Z3,. Consider the following encryption scheme. The public keyNsg). The
private key is(p,q,a). To encrypt a message < Zy do: (1) pick a randonmh € Z},,, and (2)
computeC' = ¢™ - b mod N2. Our goal is to develop a decryption algorithm.

a. (10 pts) Show that the discrete log problemod N2 baseg is easy when knowing the private
key. That is, show that givemandB = g® mod N? there is an efficient algorithm to recover
z mod N. Use the fact thag = a/V + 1 for some integet € Z},.

b. (10 pts) Show that given the public key and the private key, decrygting ¢” - hY mod N?
can be done efficiently.

Hint: considerC?®) mod N2. Use the fact that by Euler's theorerfi™*) = 1 mod N2 for
anyx € Z}“VQ.

c. (10 pts) Show that this encryption scheme enables limited computation on ckibelteta, b, ¢
be integers ifl, N]. Show that givenV andc, and the encryption of andb it is possible to
construct the encryption ef+ b and the encryption aof - a. More precisely, show that giveN
and an integee, and ciphertext€’; = E[a], C2 = E[b], it is possible to construct the cipher-
textsCs = Efa + bl andCy = Elc - a].



Problem 3 (25 pts) An earlier version of the ISO Public Key Three-Pass Mutual Authentica&iatocol
is as follows:

1. Alice — Bob: Ny
2. Alice — Bob: Cerly, N4 || N || B||siga(Na || Ng|| B);
3. Alice — Bob: Cerg, N || Na || A||siga(Ng || Nall A);

In the protocol, Cert is Alice’s certificate, Cegt is Bob's certificate /N4 and Np are nounces gen-
erated by Alice and Bob respectivedyg 4 (1) denotes Alice’s digital signature ¥, andsigz (M)
denotes Bob’s signature av.

a. (20 pts) Describe an attack on this protocol that enables a Malicious pdrtifiabe a communi-
cation with Alice and convince that it is Bob who initiated the communication.

Hint: in the attack, the Malicious party also needs to communicate &ith
b. (5 pts) Describe a fix of the problem.

Problem 4 (20 pts) The Woo-Lam Protocol is an authentication protocol using symmetric etianyand
trusted third party Trent.

Alice and Trent share a symmetric kér;
Bob and Trent share a symmetric k&ys .
The protocol is as follows:

Alice — Bob: Alice;

Alice +— Bob: Np;

Alice — Bob: Ex . [NB];

Trent— Bob: Bob, Ex . [Alice, Ex ,,.[NB])];
Trent— Bob: Ex,,.[NB];

Bob decrypts what he receives in step 5 usifig;, and accepts if the encryption returns his
nounce sent in step 2 correctly; he rejects otherwise.

S T o

Assume that Carl and Trent also share a symmetrickey.

Describe a parallel-session attack in which Carl starts two sessions witljoBebas Carl and one
faking as Alice) and can eventually make the faking session with Bob stgdes, Bob believes that
he is talking with Alice in that session. Describe the message sequences itatie a

Hint: Assume that the communication between Trent and Bob is connectiofelgsshrough UDP);
in other words, when Bob sends two messages in two sessions to Tremicanas two replies, Bob
cannot link a reply with a particular session; he can only try to decryptsardvhether the reply is
meaningful for that session. In this case, Bob will accept in a sessien wihe of the replies is correct
for that session.



