Security of Symmetric Ciphers
Notes for CS555: Fall 2004

1 PRF and PRP

Readings: Sections 3.1-3.5 of Bellare&Rogaway

1.1 Function Families

1.2

A function family is a mapF' : K x D — R. K is thekeyspace, D the
domain, and R the range of-".

The functionf'x : D — R is defined byFx (X) = F(K, X). We call Fx
aninstance of F.

Usually, K = {0,1}*, D = {0,1}%, andR = {0, 1}*, wherek is thekey
length, ¢ the input length, and, the output length.

K <2~ K means thaf is uniformly randomly chosen froik. That f S
F means thaf is uniformly randomly chosen from'.

A permutation is a bijection (i.e., a one-to-one onto map) whose domain
and range are the same set.

A block cipher is a family of permutations, e.g., DE®, 1}5¢ x {0, 1}%* —
{0, 1}%%,

Random functions and per mutations

Func(D, R) is the family of all functions mappin@ to R. Perm(D) is the
family of all permutations orD.



1.3

Func(¢, L) is the family of all functions mapping0, 1}* to {0, 1}*; Func(¢)
is the family of all functions mappingo, 1}¢ to {0, 1}¢; andPerm(¢) is the
family of all permutations od0, 1}*.

The keyspace fofunc(/, L) is:
Keys(Func(¢,L)) = {(Y1,...,Yae) : Y1, -+, Yo € {0,1}"}

The size of this keyspace 22, and the key length i&2¢.

A random functiong mapping{0, 1}¢ to {0, 1}* is a random instance of
Func(¢, L), i.e.,g S Func(¢, L). How to implement such a function?

A random function means that the function is chosen randoffrthe func-
tion itself is deterministic.

Look at Example 3.3.
The keyspace foPerm(?), Keys(Perm(¢)), is:

{(Y1,...,Yee) : Vi, Yo € {0,1} andYy, - - - , Yy are distinct}
The keyspace has si2é.

How to implement a random permutation fih 1}¢, i.e., a random instance
of Perm ().

Look at example 3.5.

Pseudor andom functions

A pseudorandom function is a familyF' of functions with the property that
the input-output behavior of a random instance of the famifcomputa-
tionally indistinguishable” from that of a random function

Consider the following scenario of distinguishing the faling two worlds:

one with a random function (i.eg,<i Func(D, R), the other with a func-
tion drawn at random fron#’, a function family mapping to R.

Consider an adversary with oracle access to a functign An adversary
is a probabilistic algorithm (Turing Machine).



e Theprf-advantage of an adversary.

AdvP'(A) = PriExp?'(4) = 1] — Pr[Exp2' %(4) = 1]

¢ An alternative way of defining the advantage: a game betw&sdradienger

1.4

1.5

and an adversary:

1. The Challenger choosés«— {0,1}, and letg S Func(D, R) if
b=0,andlety —— Fif b= 1.

2. The Challenger then interacts with the adverséryt evaluates; for
the adversary at each point the adversary queries.

3. The adversaryl outputst’ € {0, 1} and wins ift’ = b.
The advantage is defined to pRr[A wins| — 0.5].

We say that a function family’ is a “secure” PRF if, under certain resource
restrictions, no adversary has a “significant” advantage.

Pseudorandom per mutations

PRP under CPA: Given a famil§' of permutations orD, consider an ad-

versary that is given oracle access to a functipwhich is either an random
permutation onD or a random instance df, the adversary is asked to tell
whetherg is taken fromF'.

Models chosen-plaintext attack against a cipher; howekierpbjective of
the attack is to tell whether it is random.

PFP under CCA: Similar to the CPA case, but the adversary hassatwe
two oraclesyy andg—!.

Models chosen-ciphertext (and chosen-plaintext) attgekst a cipher.

PRP-CCA implies PRP-CPA

Modeling block ciphers
Security against key recovery attack is insufficient.

Conjecture DES and AES are PRP with some parameters.



