
CS555: Cryptography Fall 2004

Assignment #5
Due: Tuesday, November 16th, 2004.

Problem 1 (10 pts) Alice uses the “double RSA” cipher. She makes public a modulusn, which is the
product of two secret primes, and two public encryption exponentse1 ande2. She tells people to
encipher messagesM in 0 < M < n to her by computingC1 = M e1 mod n and thenC =
Ce2

1 mod n and sending justC to her.

a. Tell how Alice deciphersC, using her knowledge of the secret prime factors ofn.

b. Is there an easy way to factorn, givene1 ande2.

c. Is the “double RSA” cipher more secure, less secure or just as secureas the regular RSA cipher
with the same modulusn but only one encryption exponent?

d. Chunk got Alice’s instructions confused, and enciphered a messageM for Alice usinge1 ande2

in the reverse order. What would happen when Alice, unaware of Chunk’s error, try to decipher
the ciphertext using her usual procedure? Did she getM or nonsense? If nonsense, could she
recoverM anyway?

Problem 2 (15 pts) Let n = pq with p andq being distinct large primes.

a. Prove that−1 ∈ QRn if and only if p ≡ q ≡ 1(mod 4).

b. Prove that
(

−1
n

)

= −1 if and only if p 6≡ q(mod 4).

Problem 3 (10 pts) Consider the groupZ∗

p, let q be the order ofg ∈ Z
∗

p. Is the following problem hard?
Knowingp, q, andg, givengc, find ga andgb such thatab ≡ c(mod q), that is, to construct a Diffie-
Hellman tuple(g, ga, gb, gc) from (g, gc). If you think that the problem is not hard, give an efficient
algorithm for solving it. If you think that the problem is hard, explain why.

Problem 4 (10 pts) Malleability of El Gamal Encryption

An encryption scheme is malleable if an attacker can modify a ciphertext of a messageM in a way
such that the modified ciphertext can be decrypted into a plaintext related toM . Give an example that
shows that the El Gamal encryption scheme is Malleable.

Problem 5 (25 pts) PartiesA1, · · · , An andB wish to generate a secret conference key. All parties should
know the conference key, but an eavesdropper should not be able toobtain any information about the
key. They decide to use the following variant of Diffie-Hellman: there is a public primep and a public
elementg ∈ Z

∗

p of orderq for some large primeq dividing p − 1. UserB picks a secret random
y ∈ [1, q − 1] and computesγ = (gy mod p). Each partyAi picks a secret randomxi ∈ [1, q − 1]
and computesαi = (gxi mod p). UserAi sendsαi to B. UserB responds to partyi by sending
βi = (αy

i mod p).
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a. (5 pts) Show that partyi givenβi (andxi) can determineγ.

b. (5 pts) Explain why (a hash of)γ can be securely used as the conference key. Namely, give a brief
informal explanation why an eavesdropper cannot determineγ.

c. (15 pts) Formally prove part b. Namely, show that if there exists an efficient algorithmA that
given the public values in the above protocol, outputsγ, then there also exists an efficient algo-
rithm B to break the Diffie Hellman protocol (usingp andg as the public values). Note thatB
takes(ga mod p) and(gb mod p) as input and should output(gab mod p).

Problem 6 (30 pts) LetN = pq be an RSA composite. Letg ∈ [0, N2] be an integer satisfyingg = (aN+1
mod N2) for somea ∈ Z

∗

N . Consider the following encryption scheme. The public key is〈N, g〉.
The private key is〈p, q, a〉. To encrypt a messagem ∈ ZN do: (1) pick a randomh ∈ Z

∗

N2 , and (2)
computeC = gm · hN mod N2. Our goal is to develop a decryption algorithm.

a. (10 pts) Show that the discrete log problemmod N2 baseg is easy when knowing the private
key. That is, show that giveng andB = gx mod N2 there is an efficient algorithm to recover
x mod N . Use the fact thatg = aN + 1 for some integera ∈ Z

∗

N .

b. (10 pts) Show that given the public key and the private key, decryptingC = gm · hN mod N2

can be done efficiently.

Hint: considerCφ(N) mod N2. Use the fact that by Euler’s theoremxφ(N2) = 1 mod N2 for
anyx ∈ Z

∗

N2 .

c. (10 pts) Show that this encryption scheme enables limited computation on ciphertexts. Leta, b, c

be integers in[1, N ]. Show that givenN andc, and the encryption ofa andb it is possible to
construct the encryption ofa + b and the encryption ofc · a. More precisely, show that givenN
and an integerc, and ciphertextsC1 = E[a], C2 = E[b], it is possible to construct the cipher-
textsC3 = E[a + b] andC4 = E[c · a].
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