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Some Background on Type Enforcement
[BSS™ 95] de nes Domain and Type Enforcement for UNIX (DTE)

Principle :
each object has a type
processes are con ned in domains, which are task-speci c

Domain
object access rignts
3 read, write, and create les, execute binaries, ...
subject acces rights
3 execute programs from another domain, IPCS with programs in
another domain, ...
entry points : programs that must be invoked in order to enter the
domain
é cf trusted procedures in Clark-Wilson [CW87]

For the system to be compatible with existing programs, domain transi-
tion must be transparent.
é automatic domain transitions upon entry point execution
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SELinux : TE + RBAC + MLS

The main feature of SELinux is Type Enforcement.

It also supports :

Role Based Access Control
3 A role de nes a set of accessible domains.

3

é very natural, since domains are task-oriented
Supports role dominance : a role that dominates another inhe-
rits all its priviledges

Multi Level Security

3
3
3

Not compiled in by default

Objects are grouped by categories : NATO, NORAD, ...

Each object has a sensitivity : unclassi ed, secret, ...
Sensitivities are in a totally ordered set

Each level de nes which (class,sensitivity) labeled objects are
accesible

We won't discuss it further in this presentation
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TE vs. DTE?

SELinux does Type Enforcement instead of Domain and
Type Enforcement.

Domains are actually implemented as types with the
domain attribute.

Why this grouping ?
Implementation reasons probably.

Problem : it doesn't help with readability, as we will see.

Purdue Univer sity, Computer Sciences Dept jthomas@cs.purdue.edu 4



How to craft a policy, from the base
declarations to the elaborate rules ?
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SELinux Policy Langua ge : Flask declarations

Object Security Classes
3 syntax:class <classname>
3 examples:
+ le related classes class filesystem (a lesystem )
class file (a le)
class dir (adirectory)
+ network related classes class tcp _socket (a TCP socket)
class node (a network node)
+ System V IPC related classes class shm ()
class sem()class passwd ()

Supposed e xibility is not 100% real : all the classes have
equivalent declarations in the kernel. Modifying classes requires
changes in the kernel
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SELinux Policy Langua ge : Flask declarations

Permissions
3 common set of permission (reusable de nitions)

+ Syntax : common <identifier> <list of permissions>

+ example :
common file
f
ioctl
read
write
create
getattr
setattr
lock
relabelfrom (change the security label )
relabelto (change the security label )
append
unlink
link
rename
execute
swapon
guotaon
mounton

g

Purdue Univer sity, Computer Sciences Dept

jthomas@cs.purdue.edu

7



SELinux Policy Langua ge : Flask declarations

Permissions( contin ued)
3 permissions on a class of objects
+ SyntaX . class  <identifier> [inherits <common set>] <list of permissions>

+ example :
class dir
inherits file
f
add _name
remove _name
reparent
search
rmdir

g

Supposed e xibility is not 100% real : as for object classes,
permissions have equivalent declarations in the kernel. Modifying the
permissions requires changes in the kernel
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SELinux Policy Language : TE Rules

Now we can declare the e xible part of the con gur ation. Still declaring
from base statements to elaborate statements.

Attrib utes
3 syntax : attribute <identifier> ;
3 examples:
attribute domain ; (attached to a type to mark it as a domain)
attribute privuser ; (privileged user)
attribute privrole  ; (privileged role)
Types
3 syntax :type <typename> [aliases] [attributes]
3 examples:
type sshd _t, domain, privuser, privrole, priviog, privowner

(sshd_t is a domain where only priviledged users can enter, ... )
type sshd _exec _t, file _type, exec _type, sysadmfile
(the type of the sshd executable le)

type sshd _tmp_t, file _type, sysadmfile, tmpfile

(temporary les used by sshd )
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SELinux Policy Language : TE Rules

NB : users and roles are (almost) the topmost elements of the
language ; we will get there ©

Type Transitions
3 syntax

type _transition <source _types> <target _types> :<classes> <new_type>
3 examples : two types of usage of type transition rules

+ labeling of new objects :

type _transition <creating _domain> <parent _object _type> :<operations>
<new_object _type>

type _transition sshd .t tmp_t :dir sshd _tmp_t ;

(new directories created by sshd will have the sshd _tmp _t type)

type _transition sshd .t tmp_t : file Ink _file sock _file fifo _file
sshd _tmp _t ;

(new directories les created by sshd will have the sshd _tmp _t type)
+ domain transitions :

type _transition <current _domain> <type _of _program> :process
<new_domain>
type _transition sshd _t shell _exec _t :process user _t ;

(a exec()ution of a shell will trigger a transition the user _t domain)
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SELinux Policy Language : TE Rules

Type Change
Used by security-aware (and trusted) applications, to change types
of objects or execute in another domain
3 syntax : <current _domain> <type _of _program> :process
<new_domain>
(same as type_transition)

3 example :
type _change user _t sshd _devpts _t :chr _file user _devpts _t ;
(after transition to the user domain, sshd changes the type of the terminal)
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SELinux Policy Language : TE Rules

We have just de ned type transition, but they are still not enabled.
(Access denied by default)

Access Vectors
Determine possible accesses from a domain to an object.

3

syntax : <av _kind> <source _types>
<target _types> :<classes> <permissions>
where <av _kind> can be one of :
+ allow :access is audited only if denied
+ auditallow . access Is always audited
+ dontaudit : access is never audited
used to reduce logs pollution by known misbehaving programs

example :
allow initrc _t sshd _exec _t :file read execute entrypoint

(the rc scripts can execute the program sshd, which is a valid entrypoint)

It is tedious to rst declare transitions, then authorise them.
Macros : domain _trans domain _auto _trans to ease the process.
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SELinux Policy Language : TE Rules

TE Access Vector Asser tions
Declares access vectors that should never be allowed ; since macros
tend to allow generous rights, this is a nice safeguard.
3 syntax : (not really de ned in the of cial documentation)
neverallow  <source name> <target name> :<classes> <permissions>
where name is the name of a type or an attribute. (same format
than acces vector rules)

3 example :
domain domain : process transition
(never allow a type that doesn't have the attribute domain to do a
transition)

Checked by the policy compiler, not at runtime. These assertions
can be wrong after updating a running policy.
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SELinux Policy Language : Roles and Users

Finally user and role declaration : who can do what ?

Roles
roles ' set of domains

3
3

syntax : role <rolename> allow <domain(s)>
examples :

role user _r types user _t ;

(users are allowed in the user _t domain)

role user _r types user _crontab _t ;

(user access to crontab)

Role Dominance

3
3

syntax : role <rolename> allow <domain(s)>
examples :
not used in the example policy
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SELinux Policy Language : Roles and Users

Users

3
3

syntax : user <username> roles <role(s)>
example :

user system _u roles system _r ;
(system processes have the system _r role)
user root roles staff _r sysadm_r
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Final touch for hardening the con gur ation : declare constraints on

SELinux Policy Language : Constraints

permissions use.

Constraints
3 syntax:

constrain

<classes> <permissions> <expression>

where expression is a term satisfying the following grammar :
. ( expression )
not expression

expression

expression
expression

ul
rl
t1
ul
u2
rl
r2
t1
t2

op

u2

role _op r2

op
op
op
op
op
op
op

t2

names
names
names
names
names
names

and expression
or expression

| eq | dom | domby | incomp
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SELinux Policy Language : Constraints

Constraints (continued)

3 examples:
constrain process transition ( ul == u2 ot tl == privuser
or (t1 == crond _t and t2 == user _crond _domain))

(user identity change unpon domain transition is only possible for
a privileged domain or when entering the crond _t domain)

constrain f dir file Ink _file sock _file fifo _fle chr _fle blk _file ¢

f create relabelto relabelfrom g ( ul == u2 or tl == privowner )
(Only a privileged domain can change the ownership of les)

Constraints are enforced (veri ed) at runtime by the Security Server.
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SELinux Con guration Language . Conclusion

The policy is very detailed, it is like programming in assembly

Example policy with apache and netscape domains :
55 attributes
5 users
5 roles
294 types
30 classes
15564 rules
as reported by the policy compiler, checkpolicy

Supposed e xibility is not 100% real : all the permissions and
classes are tightly bound to kernel permissions.

TE instead of DTE makes the policy con gur ation le harder to
read.
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Intr oduction to model-c hecking
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Intr oduction to model-c hecking

Model-checking is a validation technique
Operates on a model of the system
Checks properties on the model

Model of the system : stateful automata
de ne the statespace
de ne the state transitions
list initial (and terminal) states

Express properties (to be checked) of the model

Run the model-checker :
Feed model + expected (to be checked) properties to the
model-checker
Goal of the model-checker : nd a counter-example
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Intr oduction to model-c hecking : CTL*

CTL stands for Computation Tree Logic
CTL : Temporal logic. Time is captured by combinators of the logic

3

Next Time : X P

Property P holds in the second state of the path

Eventually : F P

Property P will hold at some state on the path (in the fututre)
Always : GP

Property P holds at every state on the path (globally)

Until : P UQ

Property Q holds at some state on the path, and property P holds
at all preceding states

Release : P R Q

Property Q holds along the path up to and including the rst state
at which P holds (if it does at all)

All Executions (Universal quanti er on paths) : A P

Property P holds for all the paths

At Least One Execution (Existential quanti er on paths) : E P
There exist on path that satis es property P.
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Policy Analysis and Validation
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SELinux Policy Analysis

Existing approaches
Interactive human-driven analysis (computer assisted)
3 setools from Tresys, part of SELinux release
Theorem prooving
3 [ALPO3]
Model-checking information- o w goals
3 slat from Mitre, part of SELinux release
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setools : apol - Policy Summary
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setools : apol - Direct Flow Analysis
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setools : apol - Transitive Flow Analysis
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slat : Model-Chec king Information-Flo w Goals

Model
States :
SELinux Security Contexts < type;role;user >
Transitions :
Transitions from one security context to another one, using a pair
< class;permission >. A transition is therefore modeled as :
<tr;u;c;p;t®rlu®>
Properties to check :
Order assertions :
3 State i will be reached before state |
3 Application : compartmented processing ; e-business cited :

socket process directory process directory process
. —— —— —— L —— o
enquiry esales new order accounts paid orders shipping

receivale

Events Assertions
3 State i is reached from state | in at most n steps
3 Application : max number of tries for login

Purdue Univer sity, Computer Sciences Dept jthomas@cs.purdue.edu 27



Another approach : Attac k Graphs

The approach of attack graphs, described in [SHJ" 02], might be
applicable to SELinux.

This model represents the progress of an attacker inside a system of
networked hosts.

Model
States :

3 services running on hosts

3 network connectivity

3 attacker's priviledges on hosts

Transitions :

3 attacks, that are considered atomics and result in a strict privilege
Increase.

Property to check
the attacker can not successfully complete his attack. That is, the
stateful automata can't reach a state where the attacker is, says, root

on some host.
Can this be applied to SELIinux ?
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Conclusion

SELinux policy con gur ation is complex, and the language doesn't
have simple semantics.

For which of the 6 “critical security objectives” can we evaluate the
success ?
Limiting raw access to data : veri ab le, although unprecise de nition
Protecting kernel integrity : veri ab le with Gokyo described in
[JSZ03], which tries to determine a minimum Trusted Computing
Base for SELinux
Protecting system le integrity : veri ab le with Gokyo also
Con ning privileged processes : veri ab le, although unprecise
de nition
Separating processes : veri ab le, but seems to be only set for
system daemons yet ; instant messenging applications also ?
Protecting the administrator domain : veri ab le, clear de nition
Higher-level language ?
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