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Insider threat z introduction & exploration
Modeling insider threat behavior
Bestpractices

Insider threat detection in database systems
Discussion



Who isan "Insider"?
31 A CASSE Rl A VE RIS G | O /
O!' 1T ET AE béa&sspdcfal knowledbe or acceds
confidential informationo
O! DAOOI inside Bfbrmdiidh@bout an
organizationo
O Ilcompany'sofficers, directors and any beneficial
ownersof more than ten percent of a class of the B
company's equityOAAOOEOEAOS6 | AA EAE]
for insider trading frauds)
O!'l EIT AEOEAOAI nonpublicEAO AA/
Information o



Who is an “Insider’?

) b E | CER G AREIE S AR O O U
An individual currently or at one time authorized to
accesAl | OC AT irddovatdk sydtednOdata, or
network

mplies a degree oftrust in the individual

S it possible to design a system without trusted
people?

Can we replace trusted people with machines?

A



Who is a "Malicious Insider"?
Trusted-insider-turned-malicious

CERT Definition:
A current or former employee, contractor, or business
partner who
has or hadauthorized accesOT AT | OCAIl EUA
network, system, or data and

Intentionally exceeded or misusedhat access in a
manner that negatively affectedthe confidentiality,
EOAC OO ISR GRS AEGUE A AE] EOU
or information systems

(Image credit: CERT)



Malicious Insiders

Have a significant advantage oveoutsiders who might
want to harm an organization

Canbypassphysical and technical security measures
designed to prevent unauthorized access

Aware of the policies, procedures, and technology
used in their organizations, and also oftentheir
vulnerabllities, such as loosely enforced policies and
procedures or exploitable technical flaws in networks

or systems

Where do we draw the line for the organizational
boundary?



Expanding Scope of Insiders/Insider
threats [1/2]

Collusion with outsiders

(MHalf of the insiders who stole or modified information
for financial gain were actuallyrecruited by outsiders
Including organized crime and foreign organizations or
governmentsO

Business partners
O) 1 AOAAOAA E EknpbykdsoOftrdsteE | AO .
business partnersvho have been given authorized access
Of OEAEO Al EAl OOBAAQ@KB* [JOEO!
2 2003,
- 2009)

IT Outsourcing is a $23 billion industry in 2007


http://www.cbc.ca/money/story/2003/01/30/cooperators030130.html
http://www.cbc.ca/money/story/2003/01/30/cooperators030130.html
http://www.cbc.ca/money/story/2003/01/30/cooperators030130.html
http://www.cbc.ca/money/story/2003/01/30/cooperators030130.html
http://www.cbc.ca/money/story/2003/01/30/cooperators030130.html
http://www.theregister.co.uk/2009/03/20/call_centre_credit_card_fraud/
http://www.theregister.co.uk/2009/03/20/call_centre_credit_card_fraud/
http://www.theregister.co.uk/2009/03/20/call_centre_credit_card_fraud/
http://www.theregister.co.uk/2009/03/20/call_centre_credit_card_fraud/
http://www.theregister.co.uk/2009/03/20/call_centre_credit_card_fraud/

Expanding Scope of Insiders/Insider
threats [2/2]

Mergers andacquisitions
O) 1 A OrSklo6idsiller threat both within the acquiring
organization, and in theorganization being acquired as
employees endure stress and an uncertain organizational
climate O

Cloud computing?

One-stop access to multiple organizational data

No physical boundaries (different countries have
different policy/legal frameworks)
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2007 e-Crime Watch Survey

Percentage of ParticipantsWho Experiencedan
Insider Incident (671 respondents)

2004 2005 2006 2007




Consequences of Insider Incidents

Financial losses

Operational impact

Damage to reputation

Harm to individuals

Risks to public safety and national security



Major research efforts
CERT

|I3P (The Institute for Information Infrastructure
Protection)

PERSEREC (The Defense Personnel Security Research
Center)

http://www.dhra.mil/perserec/


http://www.cert.org/insider_threat/
http://www.cert.org/insider_threat/
http://www.thei3p.org/research/insider_threat.html
http://www.thei3p.org/research/insider_threat.html

Types of Insider Threats
IT Sabotage
Theft or modification for financial gain
Theft or modification for business advantage

Insider Espionage (see Appendix)
Miscellaneous

Discussion is mainly based on incidents collected by
CERT as follows

About 100 cases during 2003 2007

About 90 cases during 1996 2002



Insider Threat: I'T Sabotage

Current or former employees, contractors, or business
partners intentionally exceeded or misused an
authorized level of access to networks, systems, or data
with the intention of harming a specific individual, the

| OCAT EUAOEIT T h T O OEA 1 OCAI
and/or daily business operations

AMostly former employees

AHeld highly technical positions
ADisgruntled due to unmet expectations
AOut side of working hours

(Image credlt CERT)



Case: I'T Sabotage

RajendrasinnMakwanawasa UNIX contractor for Fannie
Mae. On October 24, he was fired. Before he left, he
slipped a logic bombinto the organization's network. The
bomb would have "detonated" on January 31lt was
programmed to disable access to the server on which it was
running, block any network monitoring software,
systematically and irretrievably erase everything-- and
then replicate itself on all 4,000 Fannie Mae servers Court
papers claim the damage would have been in the millions
of dollars, a number that seems low. Fannie Maewould
have been shut down for at least aveek (but fortunately
detected before detonation)

http://www.wired.com/threatlevel/2009/01/fannie/



Insider Threat: Theft or modification for
financial gain

Current or former employees, contractors, or business
partners intentionally exceeded or misused an
authorized level of access to networks, systems, or data
with the intention of stealing or modifying

confidential or proprietary information from the
organization for financial gain

AMostly current employees
AHeld non-technical positions
Al OOET OEUAA AA
Alnside working hours

ALong term attacks «
AO) ) 00 Al A #)0C (Image credit: CERT)




General Cases: Theft or modification for
financial gain

An outsider recruiting an insider in a low-paying, non-
technical position who has access td°ersonally
Identifiable Information or Customer Information .
The insider steals the information; the outsider then
pays the insider and uses the information tocommit
fraud or identity theft .

Some insiders were paid tanodify data, for example
credit histories. In some cases they wer@aid by
people with poor credit histories, and in others by
someone (like acar dealer) who would benefit from

23 ~ 7z Ve N\ 4



Insider Threat: Theft or modification for
business advantage

Current or former employees, contractors, or business
partners intentionally exceeded or misused an
authorized level of access to networks, systems, or data
with the intention of stealing confidential or

proprietary information from the organization with

the intent to use It for a business advantage

Longer term ambition than financial gain:

To geta new job, to use in a new job with a competing
business, or to start acompetlngbusmess etc

AEng|neers/SaIes/TechnlcaI
AAuthorized access

Alnside working hours

A) 06O AT A #)60
AHad job offer/started new biz. (Image credit: CERT)




Case: Theft or modification for business
advantage

"Joe" started asi subcontracto8 80* | A6 xAO A OAOU
gentleman.7 EOEET A UAAO @ftimdandx AO E
worked on some projects...As work would ebb and flow, he tried
to get onto a few projects but apparently he had worn out his
welcome becausesome projects preferred to work shorthanded
rather than take him on...About the time the Requestfor
Proposals (RFPas released by the governmentD* | A6 OAC
and went to work for another company in the next
county. Surprisingly enough, this same company bid againshis
previous company on the RFP although they hadho previous
experiencedoing that sort of work or working for this
government agency. Apparently they had the right answers
because they were able tguccessfully win the RFP with a slightly
lower bid. While O* | Ao xAOI 60 1 Al Fedponsd, ¢
he ended up havinga senior position on that account...


http://www.ascensionriskmanagement.com/BlogOne/2008/07/22/insiders%E2%80%A6-part-one/
http://www.ascensionriskmanagement.com/BlogOne/2008/07/22/insiders%E2%80%A6-part-one/
http://www.ascensionriskmanagement.com/BlogOne/2008/07/22/insiders%E2%80%A6-part-one/
http://www.ascensionriskmanagement.com/BlogOne/2008/07/22/insiders%E2%80%A6-part-one/
http://www.ascensionriskmanagement.com/BlogOne/2008/07/22/insiders%E2%80%A6-part-one/

What can we do about it?
How can they be
prevented/mitigated/detected?
How can we respond to insider
incidents?



People-Process-Control

Insiders havelegitimate access monitoring and
controlling accessalone cannot solve the insider
problem

Peoplez understand the behavior of those using the
Information system

Processz follow best practices

Control z have technical controls in place to
prevent/mitigate/detect/indentify insider threats and
respond to insider threats






Preliminary System Dynamics Maps of the Insider
Cyber-threat Problem, CERT, 2005

25 researchers from 8 different institutions and
representing different disciplines

Modeled trusted-insider-turned-malicious behavior
The study is old but the findings are still valid



Why behavioral modeling?

Understanding the behavior allows

To develop best practices to mitigate risks associated
with insider threat

To continue to have sufficient control in place
To maintain a balance between trust and monitor



Simplified systems dynamics model

Probability of
Artack




The detection trap

Explains why organizations are historically under-
Invested on accepted security practices at the time of
Insider attack

Desred Investment in

Secunty Measures Rl

+ .
Detection Irap . Precursors
Drganizaﬁm’sq-""j’
Perceived Bask




The trust trap
Explains howwell intentioned organizational activities
canerodeAT | OC Al defehsed te indidér@hreats
Is having a high level of managerial trust a good thing?
Yes and no




The Unobserved Emboldening

Explainshow attackersovercome their personallevel
of perceived risk, holding off on final attack behaviors

until perceivedrisks fall to a level the attacker is
willing to accept

Fraction Undetected or
* Ienored Precursors



How can this modeling actually help
mitigate insider threats?

Understand the level of trust and empowerment
Maintain security at an acceptable level

Increase the level of risk awareness within the
organization

Need for better reporting systems (B.Schneier2000)

Bottom Line:

Increased trust and increased perception of risk may
lead to a better working place with minimal insider
threat






Six common sense security best practices
[1/2]

Limit the number of trusted people
Fewer trusted people, fewer threats
E.g.: fewer people have access to all the labs in the CS
building, know the combination to the safe in a bank
Ensure that the trusted people are alsdrustworthy
E.g.: background checks, limiting the jobs to citizens,
bonding employees, prohibiting convicted felons
Limit the amount of trust each person has

Limits the damage caused by an individual if he/she
turns out to be not trustworthy

E.g.: My key is programmed to open only 2161 lab

http://online.wsj.com/article/SB123447990459779609.html



Six common sense security best practices
2/2]

Give peopleoverlapping spheres oftrust

Makesit much harder for one employee to defraud the
system
E.g.:. wo signatures on corporate checks over a certain
value, two people with two separate keys to launch
nuclear missiles
Detect breaches of trust after the fact andprosecute
the guilty (audit is so vital)
Punishing perpetrators in public increase the deterrence
effect (increase in perceived risk by insiders)

Keep employeeshappy J

http://online.wsj.com/article/SB123447990459779609.html






Papers

The discussion is mainly based on the following two
papers

A Data-Centric Approach to Insider Attack Detection
In Database SystemsSunu Mathew, Michalis
Petropoulos, Hung Ngo, ShambuUpddhyaya, TR 2009

Detecting Anomalous Access Patterns in Relational
Databases Ashish Kamra, Evimaria Terzi, Elisa
Bertino, VLDB Journal2008 (An extended version of
ACSAC 2005k not specifically for insider attacks,
anomaly detection in general




Intrusion Detection (I1D)

An IDS detectsunwanted attempts at accessing,
manipulating, and/or disabling a target
Unauthorized access (mainly from outside)

An outsider masquerades/impersonates as a legitimate
user

Three main types
Network
Host

Application (our focus)



Misusedetection
Keeps profiles of intrusive patterns
|dentifies behavior patterns characteristic ofintrusions

Anomaly detection
Keeps/builds profiles of normal patterns

|dentifies anomalous behavior patterns (deviations
from the normal behavior)



Anomaly detection
Many statistical approaches available
Why does it work?
| SO O A A B OO0 | AT Ol
They can access what the victim is authorized to use

But they are unllkely to perform actions consistent with
O E AR SRR GG arE @RS AR A E A O

Behavior is not something that can be easily stolen!

Can we use the same techniques to detect insider
attacks?



Intrusions vs. Insider attacks

Outsider
Masquerade

Unauthorized

security

May not be aware of the policies,
procedures, and technology used
organizations, and also often their
vulnerabilities

Mostly technical
Mostly anomalous

Malicious insider

Masquerade/traitor (same as the
malicious insider)

Authorized
Insidel O
perimeter security

| OCA

Usually aware of the policies,
procedures, and technology used
organizations, and also often their
vulnerabilities

Technical or non-technical
May or may not be anomalous




[nsider attack detection (IAD) [1/2]

How are they currently detected by organizations?
Notification of a problem by acustomer

Law enforcement officer, coworker, informant, auditor,
or other external person who becamesuspicious

Sudden appearance of a competing business
Unable to perform daily operations
Accidental discovery during system/configuration
upgrades

How the insider identified after detection?
Mostly through various logs

Can organizations do better?



[nsider attack detection (IAD) [2/2]

Two class of individuals

Masqueraders (using the stolen credentials of a
coworker)

Traitor (using own credentials)
A disgruntled may act as either of them

What technigues exist in the literature to detect
Insider attacks?
User profiling for anomaly detection

Trap-based defensamechanisms (honeypots) to attract
malicious insiders



[AD in RDBMS - Two approaches

A good IAD should be

Useful z able to correctly detect a large class of insider
attacks

Practical z able to perform effectivelyin a real RDBMS

Syntaxcentric approach [Kamraet. al. 2008]
Profile SQL queriesand detect deviations

Data-centric approach [Mathew et. al. 2009]
Profile query resultsand detect deviations
Both are only effective for masqueraders and traitors

who deviates significantly from the normal profiled
behaviors



Syntax-centric approach

Key idea
Extract access patterns from SQL queries
Build profiles at different granularity levels
Build profiles per role

Train a classifier with role as theclass

Declare a request as anomalous ilassifier predicted role
does not match the actual role

Note: The paper talks about an unsupervised learning approach as well.



Example: coarse-grained profile [1/4]

Schema T1:{a,bi,c1} T2:{az2,bz,c2} T3:{a3,b3,c3}
Q SELECT Tiai, Tia, Tz2.c2 FROM Ti, T2, T3
uery WHERE T1.a1 = T2.a2 AND Tr.a1 =T3.a3

Field Value

Command

Num Projection Tables

Num Projection Columns

Num Selection Tables

Num Selection Columns




Example: medium-grained profile [2/4]

Schema Ti:{a1,bi,ca} Tz:{az,bz,c2} T3:{a3,b3,c3}

SELECT Ti.ai, Ti.ai, T2.c2 FROM T1, T2, 13
Query WHERE T1.a1 = T2.a2 AND Tra1 -T3.a3
Field Value

Command SELECT

Projection Tables 1 1 o]

Projection Columns 2 1

Selection Tables

Selection Columns






