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Abstract—Wireless networks based on 802.11a/b/g protocols (e.g., [1], [2], [3], [4], [5], [6]) with protocols and tecliques
have gained wide-spread acceptance in both enterprise as lve to arbitrate channel access among competing nodes. However
as home networks. However, these devices lack native suppor st of these solutions suggest modifications to the de facto

for many advanced features such as service differentiatigretc., . .
that are required in specific application domains. In this paer, 802.11 protocol in order to perform the required form of

we propose Covenant, a software based cooperative scheaigi Scheduling. For example, the 802.11e standard offers Quali
framework to provide a rich set of features for applicationsthat  of-Service (QoS) features by allowing higher priority petsk
require nodes to cooperate with each other to satisfy systenvide  to have lower congestion window as opposed to the lower
objectives. We propose a noveb;-stage pipeline architecture priority packets. The downside to this, however, is the fact

as an efficient mechanism to implement cooperative scheduty L .
among multiple nodes. We demonstrate how Covenant can be that existing installed base of 802.11abg based devicesotan

easily implemented in software, thus requiring absolutelyno directly be used in these settings.
hardware or firmware changes to the already widely installed While protocols to arbitrate the channel access among
base of 802.11a/b/g based wireless devices. We also e\’a*“atcompeting wireless nodes can be designed efficiently, inis a

using a real Linux based test-bed with Covenant drivers, the . s .
efficacy of the approach on two different scheduling disciphes: equally challenging problem to provide incentives for rotie

proportional priority and strict priority. We demonstrate that follow th? protocc_)l. Of course, the_ proble_m disappears when
these scheduling disciplines are effective in providing seice we consider a single administrative entity that controls al

guarantees to multimedia applications even in the presencef the participating nodes. In general, there are many saes)ari
other competing traffic. where nodes are required to cooperate among each other
Index Terms—scheduling, wireless, cooperative, video, QoS  using a global scheduling discipline. For example, in home
networks, media applications and the user's personal web
browsing and email applications can cooperate in such a way
o _ ~as to satisfy simultaneously all the applications. In trapgr,
IRELESS networks are becoming increasingly ubiquiye concentrate on such scenarios where we assume that there
tous, in large measure, due to the popularity of thg 5 single administrative domain such as a personal uset or a
802.11 based MAC layer protocols. While there are Materprise. In our previous position paper [7], we outlized
protocols in the 802.11 suite and more protocols are cotigtaramework to performcooperative schedulingvhere nodes

being added, 802.11b and g constitute the most popularcooperate with each other to share the limited bandwidth
among them and hence the de facto standards in commogifiiciently.

wireless networks. These three protocols provide the sam§, his paper, our main contribution is the design of a

mechanism fqr medium access and differ only in the _SUpportggftware architecture callgdovenanthat enables easy imple-
set of transmit rates, and frequency band of operation.  \anation of the cooperative scheduling framework whereby
Commaodity wireless networks based on 802.11 can be u es schedule amongst themselves idistributed fashion

In a.broad range of scenarios. leen the limited ba,”dW'O!H? order to achieve a global objective. The key features of
in wireless channels, scheduling is often a key considetati~ v anant are as follows.

in many of these scenarios, more so than in wired local ) ] .
area networks where bandwidth is plenty. For example, ins Software based. Covenant is completely implemented in
wireless home networks, providing quality-of-service jsoi softyvare and wqus with any 802.11 card including legacy
is critical to delivering services like audio on demand,edd devices to provide new features.

on demand, voice over IP and high-speed Internet accese Pipelined architecture. Covenant uses a naupistage

to homes. Throughputguarantees are required by multiple ~ Stage pipeline architecture to coordinate among nodes.
competing high bandwidth multimedia streams delivered to* Backward Compatible. In the presence of conforming and
wireless networked consumer electronic devices. Therefis, non-conforming nodes, Coven_ant degrades to the regular
course, a large body of research in the wireless community 802.11 thus the performance is no worse than 802.11.

S We implemented Covenant by modifying an open source
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a rich area of research both in single-hop as well as mufii-hm our architecture) using packet timelines. In paralleithb
scenarios; the novelty of Covenant is not in the schedulimpde 1 and 2 can observe the set of packets that need to
algorithmsper se but in the ability to achieve global schedulbe transmitted in the next round of scheduling. They then
ing objectives in a decentralized fashion without req@ramy exchange the information using load exchange packets that
firmware changes. allows them to compute how many packets they would like to
The rest of the paper is organized as follows. In Section tkansmit during that round of scheduling. The schedulingseh
we present the architecture of Covenant including ﬁ%e will then use DCF to transmit the exact number of packets
stage pipeline architecture briefly. We then, present odatt from nodes 1 and 2 to transmit the packets.
experiments to study the feasibility of Covenant in Sectibn The estimationstage in each node allows the to understand
In Section IV, we present evaluation results of schedulinghat the traffic demands are for a given round of scheduling.
disciplines we have implemented using Covenant. Finallfhe stage itself is implemented through explicit buffering
we discuss related work in Section VI and conclusions in the MAC layer; thus our design requires no special API
Section VII. between the MAC layer and the applications. Applications
running on the node typically generate packets that pass
Il. ARCHITECTURE OFCOVENANT through the MAC layer (in the device driver corresponding to
In this section, we describe the design and architecture 1B wireless card) where the packets are intercepted aretisto
Covenant. We also discuss the pipelined implementatiomnof " @ small buffer. The number of packets collected in a small
design and implementation details on 802.11-based waeldterval of time gives an estimate of the traffic requirensent
networks. The main assumption in our system design is tHgf that particular node. Thus, applications themselvesiaio
nodes are willing to cooperate amongst themselves. Weveeli@€ed to explicitly state what their requirements are and can
this is a reasonable assumption in many scenarios wh@Rerate without modification.
the nodes are controlled by a single authority. For example,At the end of the estimation stage, the node knows how
in home wireless networks, the owner controls the wirele§3ny packets it needs to send within the scheduling round.
nodes that are competing for the same channel (e.g., wéreld§lis estimate of the node’s demand is then communicated in
speakers, laptop nodes). In provider wireless networks, tiieload exchangetage explicitly by injecting a “broadcast’
service providers may potentially control the software op@cket (called the load exchange packet) into the transattit p
the wireless nodes, in which case nodes can be madeTfys broadcast packet consists of information about the sta
cooperate with each other. In such scenarios, the goal of i that particular node including details about queue occu-
system is to provide a way to arbitrate channel access amdfficy: transmission rate and other such parameters, degend
competing nodes in such a way that some global performar the particular scheduling discipline. This information
objective could be satisfied. An example of such objecti®Me cases, can be obtained by observing the transmissions
in a home network scenario is that, wireless speakers getBgmselves so that explicit communication is not requiFed.
the bandwidth they need to sustain while the laptop no§&ample, in [8], the authors propose a distributed mechanis

obtains whatever remaining bandwidth unused by the wisele§nere the load can be deciphered from the rate of packet
transmissions on the medium if every node follows the same

speakers. .
protocol. However, for many other parameters of interbstie
. might be no implicit mechanism to convey the information and
A. Design L o
) ) ) one would have to depend on explicit messages to transmuit thi
The basic design of Covenant involves three stages: information.
« Estimation Each node independently and periodically Finally, in the schedulingstage, each node computes a
identifies its own medium access requirements. schedule based on a globally consistent scheduling policy

« Load exchangeThis local knowledge is then propagatedsing the knowledge obtained through the load exchange
to every other node so that each node obtains knowledgigckets. Using this scheduling policy, the nodes determine
of the global demand on the channel. whether to transmit the packets or to hold them back until

« Scheduling Finally, in this stage, each node indepeni is their turn to transmit the packets. It is in this stage
dently computes a schedule based on this global demangt conformance to the protocol is important, as malicious
and transmits packets accordingly. or non-conformant nodes that do not follow the protocol can

In Covenant, each of the three above stages operates ihuat the overall system objectives. However, in the codpeara

pipelined fashion (as shown in Figure 1) across all the nodaesheduling framework, we can expect all the nodes to be
Therefore, in every time interval each node directly cdstroconformant to the protocol. The scheduling policy itself is
what packets to send in that particular interval based on theenario-dependent; in Section 1V, we will describe a case
global demands on the channel. The pipeline design is akitistudy of a real deployment of Covenant including the paldicu
since it ensures that the scheduler itself is work-conagrvischeduling policies that we used in that scenario.

and does not remain idle unless the node has no packets tti is important to realize that the system relies on accurate
send as can be seen from the figure where the schedulsigring of load information to arrive at a global scheduling
phase of the cycle 2 immediately follows the one in cyclpolicy. Clearly, this is not feasible on a per-packet basis (
1. In the Figure 1, we also show how two nodes interact imicro-scheduling), as the control channel overhead woeld b
our Covenant architecture (note that APs can also be nodes high. Thus, Covenant performs macro-scheduling at the
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Fig. 1. 2%-stage pipeline architecture. Each pipeline stage is eiquéliration, but estimation stage and load exchange stage diven cycle overlap with
each other.

granularity of intervals (equal to the pipeline stages)u§,h  Earlier, we mentioned that we implement load estimation
each node determines what set of packets to transmit in a gigage in Covenant through active buffering of packets that
interval and schedules these packets for transmission.- Hawrive during this stage. This gives an accurate estimate of
ever, individual packets across nodes contend using negutee number of packets that need to be scheduled during the
802.11 DCF for channel access while the number of packstsheduling stage of a given cycle. Buffering however, inses
and the type of packets scheduled are dictated by the glotied latency experienced by individual packets as packeits wa
scheduling discipline. in the buffer awaiting their turn to be transmitted on the
wireless medium. This increase in the latency can poténtial
o affect both TCP and UDP traffic. We note that the maximum
B. Pipeline delay experienced by a packet that arrives at the beginning

We now discuss the pipeline implementation in more detaflf the estimation stage id; epoch and given constant
As shown in Figure 1, each of the stages in the pipelidtival rate, the average delay would bec epoch. This
is for one epoch and they all have the same epoch tirfiffect can be alleviated by using passive estimation tegtes
period. While all pipeline stages are typically non-ovpping, that avoid buffering such as exponentially weighted moving
the load estimation and load exchange stages overlap paferage (EWMA). In such a mechanism, packets are no longer
tially because of the following reason. The load exchand!ffered. If the EWMA prediction is right, then the expected
packets are transmitted immediately after the load esiimat Set of packets directly arrive in the scheduling stage aed ar
stage. Ideally, each node should receive the load exchaf§beduled. Of course, buffering some packets might still be
packets from other nodes exactly after their correspondifgfuired if the appropriate scheduling discipline graetser
load estimation stage or slightly later if we factor in thdandwidth than the requirement of the node. The downside to
channel propagation delays. However, due to inexact tir{éiS approach is that it may lead to inaccurate representati
synchronization of the pipelines of transmitting and reicgj ©f system load if the traffic is not easily predictable. These
nodes, load exchange packets can potentially arrive earfigsues are analyzed in detail in Section IlI.
than the expiry of the corresponding load estimation stageNext important stage is the load exchange stage. In this
of the receiver. To accommodate this, we designed the lostége, local knowledge is exchanged via explicit messages
exchange stage to overlap in part with the load estimati@mnong participating nodes to obtain global knowledge. In
stage, so that any load exchange packet received slightigrea order to obtain accurate global knowledge, the load exahang
than the expiry of the load estimation stage would still beackets from all participating nodes have to be receiveahgur
considered. This overlap, however, contributes onljhadf this stage. Time synchronization therefore, plays a ctucia
stage to the overall latency of the pipeline; hence the narf@e in the accuracy of this stage. We solve this problem by
23-stage pipeline. borrowing from 802.11 design which faces a similar problem

Note that all stages, particularly the estimation and sehedof synchronization for DCF. This is achieved by using the
ing stages are of equal sizes. This is important since We@acon packets which are generated by the access points
want the pipeline to be such that the same stage in twériodically. Lack of external clocks like access points ca
different cycles should have no overlap and also that tké& made up by using the load exchange packets from one of
scheduling stage is work-conserving (i.e., there shouidtexthe participating nodes to synchronize similar to [9].
no gap between two scheduling stages in consecutive cycles)inally, in the scheduling stage, packets are scheduled
Both these conditions are met by allocating equal time parioaccording to the global knowledge obtained via explicitdoa
to all the stages in the pipeline. exchange messages and a pre-configured globally consistent
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Network Layer exchange packets are constructed using a 802.3 packettforma
with an unused protocol value. The payload of this packet
contains basic information like node id, packet sequenoe-nu

petn;kqnanczket stop wake ber, node transmission rate along with information pertine
gqueusieue to the scheduling policy. We also provide some feedback on

s the results of policy in previous epoch. This packet is itgdc

802.11 Extension Layer into the transmit path of the driver with an appropriate 802.

1 header with broadcast destination address. On the recailie p
Firmware load exchange packet is intercepted by the core event randle

Configuratign . . .

so that it can update its global state for that particuladecyc

V Similarly, upon receipt of a beacon or any other synchraogjzi

802.11 MAC Layer packet, the core event handler intercepts the packet,dscor
the internal timestamp so that it can synchronize with other
nodes.

CARD FIRMWARE

I1l. EVALUATION

Fig. 2. Implementation of thel-stage stage pipeline architecture within . . I
eX?Sﬁng 802?11 based wireless gards‘?’ ge pp In this section, we evaluate the feasibility and perfornganc

of Covenant. The accuracy and performance of Covenant
is dependent on many things such as the frequency of the
scheduling policy. In this stage, there could be packets thgbntrol packets (load exchange packets) are transmitbed, t
could not get transmitted either because the channel dgpagarameters of the system such as epoch values, the number
decreased or due to other reasons. Packets that are not sfi¢todes in the system and so on. So, in this section, we use
cessfully transmitted in the scheduling stage are re-fadt targeted experiments to evaluate the feasibility of Conéna
the next cycle. our test-bed.

The main benefits of this design are efficiency and ro-
bustness. Since we implement the mechanism in a pipelig\e,
for every estimation and load exchange state there is ‘an
overlapping scheduling stage transmitting packets. Trdeno The load exchange packets are the control packets of the
is never in an estimation stage without simultaneously isgnd mechanism and hence it is important for these control packet
any packets, except of course, when the pipeline begins. R®-
bustness is achieved due to the predominantly stateleseenat o be transmitted on time by the hardware on the node; and
of the pipeline. Each cycle operates with fresh dissenonati . be received by other nodes in their load exchange stage.
of individual load estimates and global knowledge computedryg first requirement can fail since both control and data

through these messages. Since the amount of persisteat §iabyets (either from this node or other nodes) share the
in each of the nodes is minimal, it prevents inaccuraciesfroye 4iym. Moreover, due to our pipelined design there is adway
bwldl_ng up over time. Thus, the design is tolerant to ocwaai | overlapping scheduling phase where data packets arg bein
loss in load exchange messages or other control packets. ansmitted. Due to this competition, the load exchangécpac
ets can suffer delays. One way to alleviate this is to ingert t
C. Implementation packet into the highest priority queue among multiple ptyor
Architecturally, Covenant is implemented as an extensispeues that typically are supported by many wireless cards.
within the 802.11 MAC layer [7] as shown in Figure 2. Thdf there is only one priority queue, we can insert the load
packet transmit and receive calls from the upper layersdo thxchange packets at the head of the transmit queue directly,
MAC layer pass through the 802.11 extension layer where aphich again ensures that the load exchange packets are given
propriate cooperative scheduling protocol can be implaaten higher priority than the rest of the packets in the schedulin
In order to perform scheduling, the 802.11 extension lager cstage of the pipeline. Finally, if the 802.11 DCF is fair &s0
optionally inject new control packets into the transmitrpand nodes, the load exchange packets get transmitted within the
receive control packets from other nodes through the receilocated budget of time.
path. On the other hand, even if a given node transmits the
For our implementation, we chose to modify the open sourtad exchange packets on time, it might still be the case
madwifi driver for Atheros chip-set based Netgear 802.11aliiat the packet is not received in the corresponding load
cards. We implemented thz%—stage pipeline in this driver exchange stage of the receiver, perhaps due to imperfeet tim
using kernel timers. The accuracy of the pipeline is depenhdeynchronization between the transmitter and receivellipge
on the granularity of the clock. We set the parameter jiffieslence, time synchronization is extremely important to easu
HZ = 1000, so that the clock has an accuracy of 1ms. Thbat load exchanges happen between nodes perfectly.
implementation consists of an event handler that processe3o study the effect of background traffic on load exchange
various events (both transmit and receive) and schedules rmeackets we performed an experiment where a Covenant node
events using kernel timers to drive the pipeline. The loahares the channel with two other wireless nodes. To saturat

Load exchange packets
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Fig. 3. This plot shows the deviation of the load exchangekgtacfrom Fig. 4. Timeline of load exchange packets and beacons. Trerghree
expected arrival time in the presence of two full-blast rifeeeng nodes. In different snapshots (S1, S2 and S3) each showing the beadwval #mes,
spite of two other interfering nodes, almost all the loadhexge packets node 1 load exchange packet arrival times and node 2 loachegehpacket
arrived at an independent sniffer well within the allocaféims budget for arrival times. The top two snapshots use a different scakinwdline.

the stage.

Moreover another constraint is that all the epoch interraist

the channel the two 802.11 nodes continuously generate Ub#e the same time period. We solve this problem by using
traffic as fast as possible without performing any flow cointrovarying epoch times that averages to the beacon intervale wh

Figure 3 shows the effect of this background traffic okeeping the variations small and bounded. The epoch time
the arrival times of the load exchange packets. This dataPgriod is calculated as
obtained by a passive sniffer (an 802.11 node in monitor mode , beacon,_int
operating in the same channel as the nodes. The graph plots¢xt_epoch_int = |
difference between expected arrival time of the load exghan o , ) o
packets and the actual arrival time. In ideal conditions, tVNerénext_epoch_int is the time period for the next pipeline
load exchange packets should arrive every epoch time perfjgd8:beacon_int is the beacon intervahum_cpochs is a
(20ms) and hence the difference should-eeo. As the first constant decides how many epochs are there between any two

10 seconds of the graph shows, this is the case when thBF@CONS andpoch_val decides which epoch the pipeline is in

is no background traffic. Between 10 and 50 seconds t\pgtween two beacons. This mechanism makes bootstrapping
new node very simple. When a new node wants to join

competing wireless nodes start transmitting packets as fds . he | ived b hich is al
as they can. This affects thitter experienced by the load 1€ SyStem it uses the last received beacon (which is always

exchange packets due to increased contention in the Mre@@n_talneg by all the nc&(_jesl) to figure out which epoch it has
medium. As the figure shows, the worst case jitter, when tﬁ%l‘?'” an _starts accordingly. . .

channel is saturated, does not excéaﬂhe epoch time shown F|gl_1re 4 illustrates the performance of this tech_nlque_hlst

by the straight line at 0.01 sec. Thus for an epoch time gxperiment, two Covenant nodes try to synchronize with each

20ms all the load exchange packets are sent within the |O§[g1er. We use a sniffer to monitor the traffic and try to see the

exchange stage ect of saturating the channel using UDP background traffi
Since each load exchange packet is essentially a broadgé@t”ar to the previous case. The graph depicts three eifiter

packet there are no explicit acknowledgments. This leads raapshots of the system. The bottom snapshot representing a

packet lossesluring channel congestion. In the experime imeline of 300 ms, shows Node 1 joining the system. Node

above, we observed a packet loss of 2%. The loss of Io ds clearly synchronized with the beacon and Node 1 uses

) e last seen beacon at 4.5s to bootstrap. The snapshot 2
exchange packets can lead to incomplete knowledge of the T .
system load. To avoid this problem, we can maintain a sh retpresents a timeline of 1.5sec (different scale) and shows
. ’ ' ?ﬁde\t synchrony is maintained in longer timescales alsoo Als
termhistory of load exchange packets and extrapolate deman
: notF that the beacon packet got lost near 15 sec but the nodes
estimate on a load exchange packet loss, although we have

yet deployed this optimization yet. Both the packet losseb asqu synchronize_d. The third snaps_hot s f(_)r 1.5 sec but with
2 . background traffic. Due to competing traffic there are more
jitter are smaller when the channel is not fully saturated or S .
when TCP traffic is used<( 1% packet loss). packet losses in this case but the nodes stay synchronized.
The second requirement needs some way of synchronizing
the pipeline stages at all the participating nodes. As éxpth B Number of nodes
in design section, we propose to use beacons to achieve thi$he number of nodes participating in the scheduling disci-
synchronization. Beacon interval values are commonly @et filine is another significant factor affecting performaridere
102.4 ms and they use microsecond granularity while masbdes imply more load exchange packets which can consume
kernel timers use millisecond granularity or higher. Thasild bandwidth and capacity. One approach to solving this proble
be a problem since we can't precisely sync with the beacoiisto increase the epoch time periods, which in turn frequenc

————— X epoch_val]
num_epochs



IEEE TRANSACTIONS ON WIRELESS COMMUNICATIONS, VOL. X, NO. Y2009 6

of load exchange. But, this would cause packets to experienc Effect of Covenant epoch values on TCP up/download over LAN/WAN
larger del_ays. The complete _size of the load exchange packet & p— 2 ‘ ™ WAN download
we have implemented including 802.11 headers is 208 bytes. 08 g LANAN upioad

R . K 5| * o ownload x|
If we include the time for other 802.11 actions (e.g. DIFS, _ LAN upload e

PLCP, etc.), the airtime consumed by this packet for 802.11b
card operating at 11 Mbps 870us and for 802.11a at 36
Mbps it is 148us. The bandwidth consumed by the control
channel is12.8 Kbps (approximately.1% for 802.11b at 11
Mbps) per node when operating 2ms epoch periods. As
the number of nodes increase the saturation capacity adqs dr
[10] and hence this value may become more significant. For
ten nodes, the control channel will occupyOus + 4§ (J is 0
the contention backoff time) for each node. Our solution is
to increase the epoch time of the pipeline stages as a tunable
parameter to offset this effect.

TCP throughput (Mbps
w

2t ‘\\\\“\,

B e SRR x

0 20 40 60 80 100 120 140
RTT (ms)
. 5. TCP throughput

C. Epoch time period fashion (e.g., 20ms inter arrival time for VoIP packets)tHis,

The main parameter of the mechanism is the time peri6@S€ We can use passive estimation as suggested in the design
of the pipeline stages. This becomes more critical when tRgCtion.
estimation stage uses buffering. This would contribute to The effect of Covenant on TCP traffic is a direct increase
packet delay and jitter which can affect both UDP and TCih the RTT as perceived from Covenant nodes. We performed
traffic. The choice of this parameter also reflects a trade@kperiments to study the extent of these effects while varyi
in the system. A smaller value would make Covenant motiee epoch times. We evaluate TCP performance by measuring
transparent to other layers but decreases schedulingeeffici throughput in two different settings — LAN and WAN. In
and increases control overhead (more load exchange packéfe LAN setting, a Covenant node transmitted packets to a
A bigger value would have the opposite effect. In this segtiowired desktop sharing the same access point. In the WAN
we analyze the effect of the time period on UDP and TCsetting, we used the planet-lab node in Cornell Universily a
traffic. the Covenant node in San Diego. Although Covenant has an

UDP traffic is the most common means of transport fasymmetric effect on traffic (only outgoing traffic is affedy,
multimedia applications. To study the effect of Covenarg, wit can still impact both directions of closed loop protocols
use evalvid [11] to trace the packet flow of a real multimediguich as TCP. Hence, we tested the effect on both upload and
stream. For this experiment, a node running Covenant sgea@wnload TCP traffic (shown in Figure 5). As expected, in-
the multimedia file (MPEG-4 video) over the access point togieasing RTT increases as the epoch time increases. Sice th
networked machine. Traces are collected at both ends ty st@ffect of epoch time on RTT is apparent, we plot throughput
the delay and jitter caused by Covenant. This setup is regeafmedian amongst five measurements) versus RTT instead of
using a regular 802.11 node to compare performance. Téoch times. As the graph shows, the effect of Covenant is
mean delay increases with the epoch time since packets @ere significant in the LAN than the WAN traffic since the
buffered longer in the estimation stage (not shown in a figuvéreless link is the bottleneck link in the former. The sreatl
due for brevity). Compared to the regular node at 0 who&J T value is the base case when the node is running on regular
mean delay is agms, the delay is slightly more than doubled802.11. For the LAN setting at 20ms, the drop in throughput
to 18ms for a 20ms epoch. For non-real time multimediés very marginal — around 0.3 Mbps for upload and download.
streaming this delay will be easily captured by a playbad#owever, as we increase the epoch period from 20ms to 60ms,
buffer at the receiving side. For interactive multimedeific, we observed significant throughput loss (about 2.5 Mbps)
adding a 10ms delay may affect the performance if tieéiggesting that smaller epoch values are preferable for TCP
cumulative delay (Covenant + network) becomes larger th#iroughput intensive connections when the base RTT is small
that the codec can handle. For example, the VoIP can hanbife the WAN setting, there is no effect for the upload traffic,
a delay of upto 250ms in the network. while download traffic suffers by 0.1 Mbps. We consider

Packet jitter was also not affected by the epoch time. THRIS epoch value to be a sufficient tradeoff between affgctin
is because multimedia streaming from a media source witl¢P performance and Covenant performance. Another effect
playout buffer (like playing from stored media) will genta is that buffering ACKs affects TCP more in both WAN and
packets at fast rates. Since buffering in Covenant can oh\N settings. The reason is that ACKs control the congestion
shorten the gap between the packets, it does not affect ggackesponse in TCP, and therefore delayed ACKs can be much
that are anyway very close to each other. Further becauke offnore harmful to TCP throughput than that of the data packets.
pipelined design, packets separated by an estimation atege In our analysis of the Covenant extension layer, we noticed
don’t have any jitter in them. Hence, Covenant does not affabat a 20ms epoch value is a good choice for tradeoff between
the inter-packet delay in this case. But this may not be falid delay and overhead. We use this value for implementing
real time interactive traffic that generates packets in ége&r Covenant in our case studies. But Covenant provides the ben-
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efit of being tunable to meet different demands. For example, is easier to decide on QoS policy at the link layer for
if the number of participating nodes go up, the epoch values higher layer traffic.

can be set higher. This translates into smaller controlteees « Cooperative allocationSince nodes belong to the same
and more time in the load exchange state to receive other load domain, they can cooperate to enforce globally optimal
exchange packets (to overcome high contention delays). For policy.

delay sensitive traffic, making this value smaller will redu « Full duplex packet flowUnlike conventional data net-
the delay experienced. works where traffic is predominantly download, home
network scenarios involve an equal share of upload and
download traffic. Typically, laptop clients which generate
web traffic tend to be download intensive, while video-

In the last two sections, we introduced the design of streaming server tends to be upload intensive. Of course,
Covenant, its evaluation and performance. The successof th  gevices such as \oIP phones are both upload and down-

framework hinges on realizing its benefits in a real world |55 intensive.
scenario. Therefore, we use the home networking scenario NErom the points above, it is clear that there are many

order to demonstrate the benefit of this framework. challenges that need to be addressed for making 802.1%viabl

Wireless home networking is a new frontier for 802.1%, g scenario and the architecture of the system is fétera
networking [12] [13]. 802.11 networks’ initial growth was¢,. covenant deployment.

supported by widespread adoption of wireless data netwgrki
in the home environment. But for 802.11 to grow into %\
complete networking solution for homes, certain challenge”™

have to be addressed. Some of the typical characteristics ofVe performed most of our experiments on two Dell Inspiron
wireless home networks are as follows. laptops running on linux-2.4.28 kernel with the Covenant

tdrivers. In order to emulate a realistic setting, we chosgs®

l?econventional access point and all the destination nodes we

mﬁchines on the wired network connected over a 100BaseT
t

DVD players, VoIP phones are also data sources a i . .
pay P ernet interface. This way, we ensured that all the traffic

destinations in the network. Broadly, media deviceﬁ,) in the wirel h Li trolled by C Al
communication devices and computing devices are part W In Ihe wireless channel IS controfied by L.ovenant.

the home network. Each group has its own set of featurii@ces were collected at source, destination and a passive

and requirements for the traffic flow. Conventional 802.ﬁnhcfer opergting in the same channel. The experiments were
9 nducted in both 11a and 11b network depending on the

devices are not designed to handle this variety, sin 8

the 802.11a/b/g protocols only provide fair packet bas @seline capacity required. It is important for the nodes to
sharing among all participants estimate the channel capacity to calculate their sharedbase

. QoS requirementsMultimedia traffic needs some band-the scheduling policy. \_Ne_ use common e_zstimation techniques
width guarantees for successful transmission. InteractieaseOI on the fransmission rate, physical and MAC layer

voice traffic require higher priority and are sensitive tgverhead [16].
jitter, while TCP occupies any unused bandwidth for _ _
transmission. 802.11 a/b/g cannot handle any of these Be- Rate and packet diversity
quirements since they operate for providing basic packet802.11 provides fairness on a per-node basis without any
delivery in the wireless network and do not providdlexibility for different policies. Suppose there are twodes,
mechanisms to support service differentiation. one with a lower transmit rate and the other with a higher
« Rate diversity It is common to have different nodes inrate. Since 802.11 provides equal number of transmissions
a home environment operating at different rates becauseboth the nodes, that means the aggregate throughput of
of their relative positions to the APs or to each other. Iboth the nodes considerably reduces. This is referred theas t
such situations the aggregate throughput of the syst@&®2.11 performance anomaly and has been studied before in
is brought down due to packet based sharing of 802.literature [17], [6]. We show how we can alleviate this using
[14]. This may not be a favorable policy for other trafficCovenant.
flows. In our experimental setup, we used two nodes with regular
« Packet diversityPacket sizes also vary greatly in such 802.11 drivers using the 802.11a protocol. The nodes were
network. For example, voice packets are 300 bytes in sinenning an UDP packet generator (at full rate) to a desti-
[15], UDP streaming packets about 1300 bytes and TCftion over the wired network in the LAN. The throughput
packets are 1500 bytes. This could also lead to unfairnéssrecorded at the destination. As Figure 6(b) shows, the
in sharing since 802.11 does not account for packet siteoughput of node 1 which is operated at 36Mbps is brought
but just the number of packets in allocating the share [Gown by the throughput of node 2 whose transmission rates
« Qo0S-node associativitfEach node has a distinct requirevaries (6,12,18,24 and 36Mbps). All the plotted values are
ment for its traffic flow. Since most nodes are monolithiaveraged over 10 runs. The aggregate throughput of thensyste
in terms of the traffic they generate. For example, DVBuffers because this property. We resolve this problem by
players generate high bandwidth UDP packets, Volsharing load and the transmission rate in the load exchange
phones generate high priority real-time traffic. Hence fiackets. Thus each node is aware of the number of nodes

IV. CASE STUDY

Experimental setup

« Diverse traffic Networking in home environment is no
restricted to PCs and laptops anymore. Devices li
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Fig. 6. \Variation of aggregate bandwidth of two nodes witlequmal transmit rates. In the subfigure (a), node 2 is configtoeoperate at 36 Mbps, while
node 1 varies from 6 to 36 Mbps. Without Covenant, we can saenibde 1 operating at lower rates affects the aggregateghput achieved significantly.
In the subfigure (b), we use Covenant to ensure that we splibimdwidth using air-time instead of channel access férpeovided by regular 802.11.

participating in the following scheduling stage, theirdaand is calculated as

the rates their operating. From this information, a simpte a &

. ) : . W'

time based sharing of the scheduling stage can be estimated,qre; — w; x 7 x r; + —2 E (wi X T X1 —by)
If any airtime slice is under-subscribed, the free time is n-—

j=1
redistributed among oversubscribed nodes. ’

Figure 6(c) shows the result of using this technique faghere n is the total number of nodes in the system and k is
improving aggregate throughput. The expected throughgrut the number of under-subscribed nodes.is the proportional
node 2 should be same as when it is sharing with another nagigight among the remaining n-k nodes.
at the same rate. This is consistent with the figure when noderhe experiments for studying this feature is performedaisin
2 is at 36Mbps. The aggregate throughput has also improvg@opular media server (videolan [18]) playing a high qgyalit
compared to Figure 6(b). A similar approach is used for paickgariable bit rate MPEG-4 file at one of the nodes (running
diversity. Since each node is aware of the load (bytes fggular 802.11) while the receiver is a wired desktop in the
transmit) at other nodes, byte based fairness is achieveddayne LAN. We used 802.11a network for this experiment
allocating equal number of bytes at all nodes during eagl that the available channel capacity of 802.11a (which is
scheduling stage. The effect observed is similar to theippev much larger than 802.11b) can sustain the video clip we
case. experimented with.

Figure 7(a) shows the instantaneous bandwidth measured
at the receiver when only the videolan node is transmitting.
Figure 7(b) shows the same graph with a background UDP
C. Bandwidth reservation traffic generated by another node. As soon as the videolan
starts at 8 seconds, 802.11 fair sharing makes the two node

The notion of bandwidth reservation is not available ishare the channel equally. Compared to the single node case,
802.11. To achieve this with Covenant, we assign a prioritiie videolan traffic is affected by the UDP flow and its average
mode and level to each node indicative of its requirementsandwidth drops to 11Mbps from 13.8Mbps in the previous
These two values give a greater degree of freedom in implgaph. Figure 7(c) shows the same experiment but with the
menting different QoS policies. This enables the systemtméeo nodes running Covenant with air-time as the resource. Th
unique requirements of each traffic. For example, an adaptwideolan node is assigned a weight of 3 while the UDP node is
video traffic may just need a larger share of the capacity assigned a weight of 1. As the figure shows the videolan node
much as possible. On the other hand, a high quality videow achieves the same bandwidth as the node in Figure 7(a).
traffic would need a guaranteed throughput. To meet theSsother interesting observation is that the UDP traffic fifls
varied demands, the priority mode helps decide the kind afy under-subscribed airtime (due to variable bit rateh vig
QoS required. There are two kinds of scheduling disciplinésffic. This represents the advantage of using Covenantevhe
we have experimented with: proportional priority and strigt lets the high bandwidth traffic to perform unchanged while
priority. at the same time make optimal use of the resource.

Proportional priority . In the first case, we implemented Strict Priority . The next policy we use istrict priority,
proportional priority, in which each node is assigned a weighf! Which the priority level decides who get first share of the
to decide its share of the resource. The resource could "§gource. Therefore, the highest priority node gets fuirsh
air time or the size of data to send and the weights deci@é the channel depending on its load, while the remaining
the proportion of the resource each node gets. Similar f@source is allocated to the next higher priority and so am. F
the previous experiment, any unused resource is redigtdbuthis experiment, we used a similar setup to the previous ex-
among oversubscribed nodes thus not wasting any availaBfiment. This experiment, however, differs from the poesi
bandwidth. Letw;, r; andb; denote the weight, operating rate®ne in the following aspects.
and load in bytes at each node i, then the share for the node First, this experiment is run over 802.11b wireless net-
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Fig. 7. In this experiment, we study the effect of Covenantaomedia stream with and without contention from other UDFitrgenerators. The media
node is configured to obtain at least 3 times the bandwidtkived by another node.

work instead of 802.11a, which has considerably lesssaturation capacities depending on location, interfexeartd
available channel capacity. movement. The channel capacity is also based on the assump-
« Second, the video stream (shown in Figure 8(a)) tfon that all the participating nodes use Covenant. This may
different from that of previous experiment (shown imot be the case if some legacy nodes are also being used in
Figure 7(a)). The video stream in this experiment habke neighborhood. In both these cases, the estimated Satura
a peak bandwidth usage of 4.5 Mbps in comparison wittapacity using theoretical approach can be inaccurateesut] |
about 15 Mbps of the previous experiment. to an attrition of Covenant benefits. One approach would be
« Third, we experimented with a different scheduling discuse rate estimation techniques for measuring channel itgapac
pline, strict priority instead of the proportional schadgl similar to [20]. This estimation technique can also benefit
in the previous experiment. from information sharing using Covenant. For example, € th
In Figure 8(b) when the UDP traffic shares the capacity wighannel gets noisy due to interfering signals for non-802.1
the stream, we can observe that the bandwidth received by gle¥ices, this effect will be noticed in all the other nodéshé
media stream drops from 4.5 Mbps (in Figure 8(a)) to 3 Mbgstimation technique used the information from other npdes
that leads to a significant loss in quality. Moreover the medit can converge to the new rate faster.
stream takes 12 seconds which is |Onger time to Comp|eteSince nodes in Covenant share information about their load,
compared to 10 seconds in Figure 8(a). In Figure 8(c), theey can estimate their share of the capacity. This knoveedg
media stream traffic is given higher priority to complete it§an be used to indicate status regarding the network conditi
throughput every scheduling stage. The UDP traffic only uststhe upper layers. This up-call can be useful in applicetio
up any remaining resource left in the stage. As the grafht can adapt to network traffic [21]. One way of avoiding
shows, the throughput of the UDP traffic remains the sanfi#ier is to replay the traffic as it comes to the extensioretay
while the UDP traffic throughput drops down to 1 Mbps. Thughus maintaining inter-packet distance (over time). Theent
using this scheduling discipline, we can ensure nodesweceyersion of Covenant schedules all the packets at the bemjnni
bandwidth in the order of their priority, highest priority the ©f the scheduling stage leading to jitter. This solutiondsee
lowest priority, very easily with the Covenant architeetur ~ careful implementation to avoid timing issue in the schidyl
stage leading to under-subscribing.
V. DISCUSSION Note. that .duripg the load exchange phase, each node
) _ ) _ ~sends its estimation result by a broadcast packet. However,
Covenant is a solution with a wide range of applicationgtentially this broadcast packet may not be received by all
The ability to control packet scheduling and its transmissi recejvers in the interference range. We avoid this probiem i
parameters along with global knowledge can be used to gfl¢astructure wireless LANS since the load exchange packe
novel and valuable features to 802.11, in addition to thge typically forwarded to the access point which then re-
scheduling disciplines outlined in this paper. For examplgyoadcasts it to the rest of the nodes (unless each nodesspoof
Covenant can be used to improve the performance of g g02.11 frame as though it is actually broadcast by the
SPARTA protocol [8] for energy conservation. SPARTA US€&p). This re-broadcasting will typically ensure all the ueed

information about load on other nodes to schedule packet &{g4es hear the load exchange messageadrhoc wireless
slower rate to save power. By using Covenant, this inforamati hetworks where there exists no such access point, we can only
is readily available and can lead to accurate selection tef '@plve the problem by introducing a forwarding process. This

among each nodes. Covenant can potentially be appliedpiyplem is outside the scope of this paper; we consider it as
many other situations. For example, we can use Covenantigrt of our future work,

reduce interference in mesh networks [19]. We will examine
such applications in our future work.
Our implementation of Covenant assumes a standard chan- VI. RELATED WORK
nel capacity based on theoretical calculations. 802.14tspa The idea of using software approach in wireless networks
being a highly noisy and variable channel can result in vayyi is a popular one [22]. But with regards to 802.11, limitation
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Fig. 8. In this experiment, we study the effect of Covenantaamedia stream both in the presence of contention and wittantention from other nodes
in the system. For these experiments, we provisioned tleahdde that transmits the media stream has the highesttyriori

of firmware APIls and support makes it difficult to implementproblems at high loads and cannot make strict guarantees.
To our knowledge, our solution is one of the few practicdh these situations, Covenant can provide a convenient and
implementations of this approach in 802.11. Our work isasy alternative for various priority schemes and also leand
similar to the Overlay MAC [23] approach which is designethe problem of rate diversity. To this extent, Covenant can
to implement a TDMA mechanism over the underlying 802.14e used in compliment with 802.11e devices to provide more
hardware. Our solution differs in the fact that we use explidunability and performance. Covenant can also benefit from
information sharing that can consume more resource (&02.11e by making load exchange packets high priority for
allow for highly optimal scheduling (dynamic knowledge obest effort delivery.
estimate). The pipeline mechanism and varying epoch iaterv Because Covenant inherently provides “macro” scheduling
are also unique to our solution and our demands on clotdcheduling in sets of packets) as opposed to the existing
synchronization are more relaxed. schemes, Covenant provides only coarse-granularity QoS as
Using explicit broadcast mechanisms for providing a cdntr@pposed to the other DIFS-based approaches that can imple-
channel to add functionality is a common approach in margent per-packet priority (or micro-scheduling). Many tydi
scenarios. Catch [24] performs information sharing usirggenarios, however, do not require per-packet schedufidg a
broadcasts packets to solve the free-rider problem in méd¥nce can be sustained using our mechanism.
networks. In most of these solutions the tradeoff is betwtken ~ Covenant requires cooperation across nodes, which inciden
overhead and the benefits. Similarly Covenant can be paéctitally, other schemes also require. If all nodes in the wezle
only in scenarios where the advantage of having control ov@tannel use the same low value of DIFS, then the QoS
packet scheduling outweighs the capacity overhead of loftnctionality in 802.11e will not be effective. Thus, in shi
exchange packets: like our case study. regard, we believe the assumption of coordination is not new

The main alternatives for QoS and service guarantees that VIl. CONCLUSIONS
exist today involve using priority based channel accestatt | K b q alb) hnol h
physical layer (eg. [25], [4], [26] and the references tijre  VVIreless networks based on 802.11a/b/g technology have
For example, 802.11e standard involves providing fasteess e”JF’Yed trem_endous Success In terms of thelr penetration in
to the channel by modifying the DIFS (Distributed Inter FeamVarous appllcatloq d(_)malns — Some Of Wh'Ch_ are unfore-
Spacing) for higher priority packets thus providing stite seen. T_hese_ appllcgtl_on domain specific _requwements such
guarantees. We outline the advantages and disadvantage@of€rvice differentiation are currently being addressgd b
Covenant in comparison with these approaches. new MAC protocol standards. In this paper, we evaluated in

Advantages and disadvantages of CovenanCovenant depth Covenant, a cooperative scheduling layer that allows

fundamentally does not require any hardware upgrades atHS implementation of f_lexible scheduling policies \.Nith min_
thus can operate with a wide install base of 802.11 a/b')'nal changes to the widespread 802.11a/b/g devices. Using

: -.experiments, we have shown that Covenant can be adjusted
wireless cards. In contrast, the DIFS-based schemes esguir . . , . -
nd tuned to a flexible mix of traffic types with minimal

change in the standard forcing firmware or hardware upgradaes

which can be difficult to achieve. Covenant also provides'rarl]paCt on the applications. Moreover, such flexibility can

. . : 0
flexible platform for implementing alternate approacheshsu be achieved with only a small fraction<Q.1% per node)

as the time-based regulator (TBR) suggested in [6] that pr%f- the available channel for cqntrol packets. We also §how
) I . . real deployments of Covenant in home gateway scenarios to
vides air-time usage fairness across nodes. It is not clear h.

such schemes can be implemented using the DIFS appro |(I:IH§trate the applicability of Covenant in practice. Véhive
c t | the other alt i ¢ verforminagh ave only began to scratch the surface, it appears that our
ovenant explores the other aternative ol performingenes, ,iio v can be very useful in other application dosain

in goftwa_re with some tradeoff_s_. Another critical feat“_r'?nat require some form of cooperation.
available in Covenant, is the ability to tune parameters lik
epoch times, priority mode and value. This degree of free- REFERENCES
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