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Abstract

Automated,rapid, and effective fault managemenis
a centralgoal of large operationalP networks. Today's
networks suffer from a wide and volatile set of failure
modeswherethe underlyingfault provesdif cult to de-
tect and localize, therebydelayingrepair One of the
main challengestemsfrom operationateality: IP rout-
ing andthe underlyingoptical ber plant are typically
describedby disparatedatamodelsand housedin dis-
tinct network managemergystems.

We introducea fault-localizationmethodologybased
ontheuseof risk modelsandanassociatettoubleshoot-
ing system SCORE(SpatialCorrelationEngine),which
automaticallyidenti es likely root causesacrosslay-
ers. In particular we apply SCOREto the problem
of localizing link failuresin IP and optical networks.
In experimentsconductedon a tier-1 ISP backbone,
SCOREproved remarkablyeffective at localizing opti-
cal link failuresusingonly IP-layer eventlogs. More-
over, SCOREwas often able to automaticallyuncover
inconsistenciem thedatabasethatmaintainthecritical
associationdetweerthe IP andopticalnetworks.

1 Intr oduction

OperationallP networks are intrinsically exposedto a
wide variety of faults and impairments. These net-
works are large, geographicallydistributed and con-
stantly evolving, with complex hardware and software
artifacts. A typical tier-1 network consistsof about
1,000routersfrom differentvendorswith differentfea-
tures, and acting in differentroles in the network ar-
chitecture. Sucha network is supportedoy accessand
coretransportnetworks, which typically involve at least
two ordersof magnitudemore network elements(op-
tical ampli ers, DenseWavelengthDivision Multiplex-
ing (DWDM) systems ATM/MPLS/Ethernetswitches,
and so forth). Thesenetwork elementsand associated
telemetrygeneratalargenumberof managemergvents
relatingto performancendpotentialfailure conditions.
The essentialproblem of IP fault managemenis to
monitorthe eventstreanto detectJocalize,mitigateand
ultimately correctary conditionthat degradesnetwork
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behaior. Unfortunately operationalP networks today
lack intrinsic robustnessseriousfaultsand outagesare
not infrequent. While existing fault managemensys-
tems(e.g.,[11, 19, 7]) provide greatvaluein automat-
ing routinefault managementseriousproblemscan y
“under the raday’ or, oncedetected,cannotbe rapidly
localizedanddiagnosedTo appreciatavhy thisis so, it
may help to imaginea network operatorfacedwith the
taskof IP faultmanagementAfter mucheffort, network
hardware hasbeendesignedandimplementedthe pro-
tocolscontrollingthe network have beendesignedoften
in compliancewith publishedstandards)andtheassoci-
atedsoftwareimplemented.In accordancavith the net-
work architecturethe network elementshave beende-
ployed, connectedand con gured. Yet, all thesecom-
plex ende&orsarecarriedout by multiple teamsatrapid
pace,involving a large anddistributed software compo-
nent,thusproducingoperationahrtifactsfarricherin be-
havior thancaneverbeapproximatedh alab. Errorswill
beintroducedat eachstageof network de nition andgo
undetectedlespitebestpracticesn designmplementa-
tion, andtesting. Externalfactors,including bugsof all
types(memoryleaks,nadequat@erformanceeparation
betweerprocessestc.) in routersoftwareandenviron-
mentalfactorssuchasDoSattacksandBGP-relatedraf-
¢ eventsoriginatingin peernetworkssigni cantly raise
the level of dif culty . It is the taskof IP fault manage-
mentto copewith the result, continually learningand
dealingwith new failuremodesin the eld.

In this paperwe introducea risk modelingmethodol-
ogythatallows for faster moreaccurateautomatidocal-
ization of IP faultsto supportbothreal-timeandof ine
analysis By designwe:

split our solution into genericalgorithmic compo-
nents (Section 4.2) and problem domain speci c

componentg¢Section 4.5),and

createrisk modelsthatre ect fundamentahrchitec-
tural elementf the problemdomain,but not neces-
sarilyimplementatiordetails.

As aresult,our systemis robustto churnin operational
networksandis morelik ely to be extensibleto additional
systemcomponents.



We apply our methodologyto the speci ¢ problemof
fault localizationacrosslP and optical network layers,
a dif cult problemfacedby network operatorstoday
Currently when IP operationsreceves routerinterface
alarms,the systemsandstaf areoftenfacedwith time-
intensive manualinvestigationof whatlayerthe problem
occurredin, where,andwhy. This taskis hamperedy
thearchitectureof theunderlyingnetwork: IP usesptics
for transporand(in somecasesjor self-healingservices
(e.g.,.SONETring restorationjn anoverlayfashion.The
taskof managingeachof the two network layersis natu-
rally separateéhto independensoftwaresystems.

Joiningdynamicfault dataacrossP andoptical sys-
temsis highly challenging—thenetwork elementssup-
portingstandardsindinformationmodelsaretotally dif-
ferent. Thoughthereare elds, suchascircuitIDs, which
canbeusedto join databaseacrosshesesystemsauto-
matedmechanismso assureghe accuray of thesejoins
are often limited. Unfortunately the network elements
andprotocolsprovide little help. Path-tracecapabilities
(counterpartsf IP tracerouteprenotavailablein theop-
tical layer, or, if available,do notwork in a multi-vendor
ervironment(e.g., wherethe DWDM systemsare pro-
vided by multiple vendors). In optical systemssuchas
SONET, thereis no counterparto IP utilization statis-
tics, which might be usedto correlatetrafc at the IP
layer with the optical layer Both IP and optical net-
work topologiesare rapidly changingas equipmentis
upgradednetwork reachis extended,andcapacitiesare
re-engineeretb managechangingdemands.

Our key contribution is the novel and successfubp-
plication of risk modelingto localize faults acrossthe
IP andoptical layersin operationahetworks. Roughly
speakinga physicalobjectsuchasa ber spanor anop-
tical ampli er representa shaledrisk for agroupof log-
ical entities(suchas|P links) atthe IP layer. Thatis, if
the optical device fails or degradesall of the IP compo-
nentsthathadrelied uponthatobjectfail or degrade.In
theliterature theseassociationarereferredto asShaed
RiskLink Groupsor SRLGs[21]. Usingonly eventdata
gatheredat the IP layer, and topology datagatheredat
both IP and optical layers,we bridge the gap between
whattheoperationalnformationnetwork managersieed
and what is actually reportedat IP layer. Our system,
SCORE(SpatialCorrelationEngine),relievesoperators
of theburdenof cross-correlatingynamicfaultinforma-
tion from two disparatenetwork layers. Oncethe layer
andthe locationof the fault hasbeendeterminedpther
systemsandtoolsattheappropriatdayercanbetargeted
towardsidentifyingtheprecisecharacteristicg¢for exam-
ple, rule-basedr statisticaimethodq11, 19)).

2 Troubleshootingusing shared risks

Monitoring alarmsassociatedvith IP network compo-
nentfailuresaretypically generate@n anindividuallink
basis—forexample,arouterfailurewill appeamlsa fail-
ureof all of thelinks terminatingatthatrouter Bestcur-
rentpracticerequiresamanualcorrelationof theindivid-
uallink failurenoti cationsto determinghatthey areall
a resultof acommonnetwork element(e.g.,router). In
more complicatedfailure scenarioshowever, it is sub-
stantially more challengingto group individual alarms
into commongroups,andoftendif cult to evenidentify
in which layer the fault occurred(e.g., in the transport
network interconnectingouters,or in the routersthem-
selwes). By identifying the setof possiblecomponents
that could have causedthe obsened symptoms,shared
risk analysiscansene asthe rst stepof diagnosinga
network problem.For eventsbeinginvestigatedy oper
ationspersonneln realtime, reducingthetime required
for troubleshootinglirectly decreasedown time.

2.1 Sharedrisk in IP networks

Our challengeis to constructa model of risks that rep-
resentthe setof IP links thatwould likely be impacted
by the failure of eachcomponentwithin the network.
The tremendousompleity of the hardware and soft-
wareuponwhich anlP network is built impliesthatcon-
structinga modelthat accountsfor every possiblefail-
ure modeis impractical. Instead,we identify the key
component®f the risk modelthat representhe preva-
lent network failure modesandthosethatdo not require
deepknowledgeof eachvendorsequipmenusedwithin
the network. We hasterto addthatthe betterthe SRLG
modelingof thenetwork, themoreprecisethefaultdiag-
nosiscanbe. However, aswe shaw later, a solid SRLG
model combinedwith a e xible spatial correlational-
gorithm can ensurethat fault isolation can be robust to
missingdetailsin therisk modeldeveloped.

The basiclP network topology canbe representecs
asetof nodedgnterconnectedia links. Interdomainand
intra-domainrouting protocolssuchas OSPFand BGP
operatewith a basicabstractiorof a point-to-pointlink
betweenrouters. Of course,OSPF permits other ab-
stractionssuch as multi-accessand non-broadcastbut
a backbonenetwork typically only consistsof point-to-
point links betweenrouters. Figure 1 illustratesa very
simplisticIP network consistingof ve nodesconnected
via six optical links (circuits). Eachinter-of ce IP link
is carriedon an optical circuit (typically using SONET
framing). This optical circuit in turns consistsof a se-
ries of one or more bers, optical ampli ers, SONET
rings, intelligent optical meshnetworks and/orDWDM
systemg16]. Thesesystemsonsistof network elements
thatprovide O-E-O(opticalto electrical)conversionand,
in the caseof SONET rings or meshoptical networks,
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Figurel: Exampleillustratingthe concepiof SRLGs.

protection/restoratioto recover from optical layer fail-

ures. Multiple optical bers arethen carriedin a sin-

gle conduit,commonlyknown asa ber span Typically,

eachopticalcomponenmaycarrymultiple IP links—the
failure of thesecomponentsvould resultin thefailure of

all of thesdP links. Weillustratethis concepin the bot-

tom half of Figure 1, wherewe shav the optical layer
topologyoverwhichthelP links arerouted.In Figurel,

thesesharedrisks are denotedas FIBER SFAN 1 to 6,

andDWDM 1 and2. CKT3 andCKT5 areboth routed
over FIBER SFAN 4 andthuswould both fail with the
failure of FIBER SFAN 4. Similarly DWDM 1 is shared
betweenCKT 1, 3, 4 and5, while CKT 6 and CKT 7

shareDWDM 2.

In essencegachnetwork elementrepresents shared
risk amongall the links that traversethroughthis ele-
ment. Hence this setof links representsvhatis known
asthe SharedRisk Link Group (SRLG), asde ned in
[21]. This conceptis well understoodn the context of
network planningwherebackuppathsare chosensuch
thatthey donothave ary SRLGin commonwith the pri-
mary path,andsufcient capacityis plannedto survive
SRLG failures. However, the applicationof risk group
modelgoreal-timeandof ine faultanalysishasnotbeen
well explored.

2.2 Network SRLGs

We now presentthe sharedrisk group model that we
constructto representa typical IP network. We divide
themodelinto hardware-relatedisks andsoftwarerisks.
Note that this modelis not exhaustve, and can be ex-

pandedto incorporate for example,additionalsoftware
protocols.

2.2.1 Hardware-relatedSRLGs

Fiber: At the lowestlevel, a single optical ber car

riesmultiple wavelengthsisingDWDM. Oneor morelP

links arecarriedon a givenwavelength.All wavelengths
that propagatehrougha ber form an SRLG with the
ber beingtherisk element. A single ber cut cansi-

multaneouslynducefaultson all of theP links thatride

overthat ber.

Fiber span: In practice,a setof bers arecarriedto-
getherthrougha cable. A setof cablesarelaid out in
a conduit. A cut (from, e.g.,a backhoe)cansimultane-
ouslyfail all links carriedthroughthe conduit. Theseset
of circuits that ride throughthe conduit form the ber
spanSRLG.

SONET network elements: SONET network ele-
mentssuchasoptical ampli ers, add-dropmultiplexors
etc., are often sharedacrossmultiple wavelengths(that
representhe circuits). For example,an optical ampli-
er ampli es all thewavelengthsimultaneously- hence
a problemin the optical ampli er can potentially dis-
rupt all associatedvavelengths. We collectively group
theseelementstogetherinto the SONET network ele-
mentsgroup.

Router modules: A routeris usuallycomposedf a
setof modulesgachof which canterminateoneor more
IP links. A module-relatedSRLG denotesall of the IP
links terminatingonthegivenmodule,asthesewouldall
be subjectto failure shouldthe moduledie.

Router: A router typically terminatesa signi cant
numberof IP links, all of whichwouldlik ely beimpacted
by arouterfailure (eithersoftwareor hardware).Hence,
all of the IP links terminatingon a given router collec-
tively belongto a givenrouterSRLG.

Ports: An individual link canalsofail dueto thefail-
ureof asingleportontherouter(impactingonly theone
link), or throughotherfailuremodeghatimpactonly the
singlelink. Thus, we alsoinclude Port SRLGsin our
model. Port SRLGshowever are singletonsetsconsist-
ing of only onecircuit. However, we addthemin our risk
modelin orderto beableto explain singlelink failure.

2.2.2 Software-relatedSRLGs
Autonomoussystem: An autonomousystem(AS) is a
logical groupingof routerswithin theInternetor asingle
enterpriseor provider network (typically managedyy a
commonteamandsystems).Theseroutersaretypically
all runninga commoninstanceof anintra-domainrout-
ing protocol. Although extremely rare, a single intra-
domain routing protocol software implementationcan
causeanentireAS to fail.

OSPFareas:Similarto anAS, anOSPFareais alog-
ical groupingof a setof links for intra-domainrouting
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purposeslt is possiblefor a faulty routing protocolim-
plementatiorto causedisruptionsacrosshe entirearea.
Hence,the IP links in a particularareaform an OSPF
AreaSRLG.

Not all SRLGshave correspondindailure diagnosis
tools associatedvith them. For example,a ber span
is a physicalpieceof conduitthatgenerallycannotindi-
cateto the network operatorthatit hasbeencut. Simi-
larly, thereis no monitoringat the OSPFarealevel that
canindicateif thewhole areawasaffected.Ontheother
hand,someSONET opticaldevicescanindicatefailures
in realtime. However, thesefailure indicationsare usu-
ally at wavelengthgranularity (i.e circuit or link level
failures)andhenceare not representatie of that equip-
mentfailure. Diagnosisis thereforebasedon inference
from correlatedfailuresthatcanbeattributedto a partic-
ular SRLG. In the absencef fault noti cations directly
from the equipmentthis becomeghe only approacho
identify thefailedcomponentn the network.

2.3 Sharedrisk in real networks

Spatial correlationis inherentlyenabledby richnessin
sharing of risks betweenlinks. In particular spatial
correlationwill typically be mosteffective in networks
where SRLGsconsistof multiple IP links, and eachlP
link consistof multiple SRLGs.Figure2 depictsthe cu-
mulative distribution of the SRLG cardinality (the num-
berof IP linksin eachSRLG)in asegmentof alargetier-
11P network backbondin particulay customeifacingin-
terfacesarenotincludedhere). The gure givesanidea
of the SRLG cardinality(numberof IP links per SRLG)
in realnetworks. We canobsenefrom this gure that,as
expected,OSPFareastypically consistof a large num-
ber of links (and, hence,are includedin their SRLG),
whereagport SRLGs(by de nition) compriseonly asin-
gle circuit. In betweenwe canseethat ber spangypi-
cally have a signi cant numberof IP links sharingthem,

while SONET network elementstypically have fewer.
The importantobsenation hereis thatthereis a signi -
cantdegreeof sharingof network componentshatcanbe
utilizedin spatialcorrelationin realIP networks. Studies
of the numberof SRLGsalongeachlP link shav simi-
lar results. Thus,sharedisk groupanalysisholdsgreat
promisefor large-scaldP networks.

3 Shared Risk Group analysis

We begin by de ning the notationwe shall usethrough-
outtheremaindeiof the paper De ne anobservatioras
asetof link failuresthatarepotentiallycorrelatedeither
temporallyor otherwise In otherwords,if a givensetof
links fail simultaneouslyr shareasimilar patternor sig-
natureof afailure, theseeventsform an obsenation. A
hypothesiss a candidatesetof circuit failuresthatcould
explain the obsenation. Thatis, a hypothesids a setof
risk groupsthat containthe setof links seento fail in a
givenobsenation.

Thegoal, then,of sharedisk groupanalysisis to ob-
tain a hypothesighat bestexplainsa given obsenation.
Theprincipleof Occamsrazorsuggestshatthesimplest
explanationis the mostlikely; hence,we considerthe
besthypothesigo be the onewith the fewestnumberof
risk groups.We note,however, thattherecouldbe other
formulationsof the problemwherea besthypothesids
optimizingsomeothermetric.

3.1 Problemformulation
We can de ne the problemformally as follows. Let

2 G containsa set of links G; =

C that arelikely to fail simulta-
neously (We usethe terms“links” and“circuits” here
to aid intuition, thoughit will be apparenthat the for-
mulationandthe algorithmto be describedsimply deals
with sets,and can be appliedto arbitrary problemdo-
mains).Notethateachcircuit herecanpotentiallybelong
to mary differentrisk groups. Given aninput obsena-
tion consistingof eventson a subsetof circuits, O =

probablehypothesisH = fGn1;Gh2;:::1;Gkg G
suchthatH explainsO, i.e.,everymemberof O belongs
to at leastone memberof H andall the membersof a
givengroupGy,; belongto O. Thelatterconstrainstems
from thefactthatif acomponentails, all the associated
memberinks fail andhenceshouldbe a partof the ob-
senation.H is asetcoverfor O; nding aminimumset
coveris known to be NP complete.

The problemcan be modeledvisually using a bipar
tite graphas shawn in Figure 3. Eachcircuit, ¢;, and
group, Gj, is representedhy a nodein the graph. The
bottom partition consistsof nodescorrespondingdo the
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Figure 3: A bipartite graphformulation of the Shared
Risk Groupproblem.

risk groups;the top nodescorrespondo circuits. An
edgeexists betweena circuit nodeanda group nodeif
that circuit is a memberof the risk group. Given this
bipartite graphand a subsetof verticesin the top par
tition (correspondindo an obsenation), the problemis
to identify the smallestpossiblesetof groupnodesthat
covertheevents.

Before proceeding,we obsene that if multiple risk
groupshave the samemembership—thas, the sameset
of circuitsmayfail for two or moredifferentreasons—it
is impossibleto distinguishbetweerthe causesWe call
ary suchrisk groupsaliases and collapseall identical
groupsinto onein our setof risk groups. For example,
in Figure3, groupg5 andg6 have the samemembership:
[4. Hence g5 andgb6 arecollapsednto asinglegroupas
apre-processingtep.

3.2 Greedyapproximation
Thereare potentially mary differentwaysto solve the
problemasformulatedabore; we usea greedyapprox-
imationto modelimperfectfault noti cations andother
inconsistenciedueto operationatealities(asdiscussed
in Section3.3). Our greedyapproximatioralsoreduces
the computationcost involved in identifying the most
likely hypothesisamongall hypothesegwhich canpo-
tentially belarge).

Before presentingthe algorithm, however, we must
rst introducetwo metricswe will useto quantify the
utility of arisk group. Let jG;j be the total numberof
links thatbelongto thegroupG; (known asthe cardinal-
ity of G;). Similarly, jG; \ Qj is thenumberof elements
of Gj thatalsobelongto O. We de ne thehit ratio of the
groupG; asjG; \ OjFGij. In otherwords,the hit ratio
of agroupis thefractionof circuitsin thegroupthatare
partof theobsenation. Thecoverageratio of agroupG;
isde nedasjG, \ Oj5Qj. Basically thecoverageratio
is theportionof theobsenationexplainedby a givenrisk
group.

Intuitively, our greedy algorithm attemptsto itera-
tively selectherisk groupthatexplainsthegreateshum-

Algorithm 1 greedyHypothesis(inpuinks,threshold)
explained = fg; ==E mpty Set

L

2: unexplained = input link s;

3: ==All groupsthat contain at leastone link

4: groups = getAllGroups(unexplained);

5. while (unexplained 6 fg) do

6: ==Compute hit and coveragef or all groups
7. hitC overage(groups;explained; unexplained);
8: ==Find acandidate groupf or pruning

9: grp= findC andidateGr oup(gr oups;thr esh);
10:  pruneGrp(grp;explained; unexplained);

11: addGroup(hypothesis; grp);

12: endwhile

[y
w

: return hypothesis;

Algorithm 2 ndCandidateGroup(groumthreshold

1. for all group such that group:hitr atio
thr eshold do

2. maxGr oup = updateM axC overage(group)

3: endfor

Ee

return maxGr oup

ber of faultsin the obsenation with the leasterror: in
otherwords, the highestcoverageand hit ratios. More
concretelyin everyiteration,thealgorithmcomputeghe
hit ratioandcoverageratiofor all thegroupsthatcontain
atleastoneelemenbf theobsenation(i.e.,theneighbor
hoodof the obsenationin the bipartitegraph).It selects
therisk groupwith maximumcoverage(subjectto some
restrictionsonthehit ratiowhichwe shalldescribdater)
andprunesboththe groupandits membercircuits from
thegraph.In thenext iteration,thealgorithmrecomputes
thehit andcoverageratio for theremainingsetof groups
andcircuits. This procesgepeatsaddingthe groupwith
the maximumcoveragein eachiterationto the hypothe-
sis,until nally terminatingwhentherearenocircuitsre-
mainingin theobsenation. Thepseudocodes presented
in Algorithm 1.

The algorithmmaintainstwo separatdists: explained
andunexplainedcircuits. Whena risk groupis selected
for inclusionin the hypothesisall circuitsin the obser
vationthatare explainedby this risk groupareremoved
fromtheunexplainedlist andplacedn theexplainediist.
The hit ratio is computedbasedon the union of the ex-
plainedandunexplainedlist, but coverageratio is com-
putedbasednly onthe unexplainedlist. Thereasorfor
thisis straightforvard: multiple failuresof the samecir-
cuit will resultin only onefailure obsenation. Hence,
the hit ratio of a risk groupshouldnot be reducedsim-
ply becausesomeotherrisk groupalsoaccountdor the
failure obsenation.



3.3 Modeling imperfections

In our discussiorsofar, we have skirtedtheissueof se-
lecting risk groupswith hit ratios lessthan one. What
doesit meanto have a hypothesighatexplainsmorecir-
cuit failuresthanactuallyoccurred?n a straightforvard
model,sucha resultis nonsensicalif the sharedcom-
ponentgeneratingthe risk group failed, all constituent
circuits shouldhave beenaffected. Operationalreality,
however, is seeminglycontradictoryfor anumberof rea-
sonsjncludingincompleteor erroneousnonitoringdata,
andinaccuratanodelingof thesharedisk groups.

Although operationally-criticalalarmsare almostal-
waystransmittedisingreliabledataprotocols somesup-
porting failure-relatedmessagesge.g., syslogs)may be
transmittedusingunreliableprotocolssuchasUDP. This
canresultin partial failure obsenations. In suchsitua-
tions, the accurag of the diagnosisgeneratedisingthe
lossymessagesanbeimpactedif the datais erroneous
or incomplete. For example, considerthe failure of a
particularoptical componentwhich resultsin six links
failing out of which only ve, say messagemale it to
the monitoring system. The hit ratio for the risk group
representinghe sharedcomponents then5/6. Without
expresslyallowing for theselectiorof thisrisk group,the
algorithmwould outputa hypothesisthat, while plausi-
ble,is likely far from reality.

Furthermore while theoreticallyit should be possi-
ble to preciselymodelall risk groups,it is impossible
in practiceto exactly captureall possiblefailure modes.
This dif culty leadsto two interestingcasesof inaccu-
rate modeling. One s failure to model high-level risk
groups(e.g.,all links terminatingin a particularpoint of
presencenay sharea power grid) while the otheris fail-
ure to modellow-level risk groups(for example,some
internalrisk groupwithin arouter).Our algorithmneeds
to berobustagainsimprecisefailure groupsand,if pos-
sible,learnfrom real obsenations. We discussonereal
instanceof learningof new risk groupsfrom actualfail-
ureobsenationsin Sectiond.

We allow for theseoperationalrealitiesby allowing
risk groupswith hit ratiosof lessthanoneto be selected
asour hypothesisSpeci cally, we achiese this by intro-
ducinganerror threshold andthenselecttherisk group
with greatestoverageout of thosewith hit ratiosabove
this threshold.So, evenif a particularcircuit is omitted
(either dueto incorrectmodelingor missingdata), the
errorthresholdallows consideratiorof groupsthat have
mostlinks but not quite all and cover a large numberof
failures.

Note that there could be two different casesonce
we include groupswith hit ratios above a certainerror
threshold. It is possiblethattherearein reality only a
smallnumberof failuresbut, asa resultof messagéoss,
the algorithmidenti es a hypothesiswvith a larger num-
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ber of failureswhenthe error thresholdis not used(or
error threshold= 1.0). Relaxingthe error threshold(j
1.0) would accountfor the messagdoss,therebygener
ating a better(smaller) hypothesis.On the otherhand,
therecould be genuinelybe a larger numberof failures
describingour setof obsenations. In this caserelaxing
the error thresholdcanresultin anincorrecthypothesis
beinggenerated.

It turns out to be extremely dif cult to selecta sin-
gle error thresholdfor all obsenations, as it depends
greatlyon the size of individual risk groupsinvolvedin
the obsenation. In practice,we run the algorithmmul-
tiple times and generatehypothesedor decreasinger-
ror thresholdsuntil a plausiblehypothesiss generated.
More generally we canassigna costfunction to evalu-
atethecon denceof aparticularhypothesidbasednthe
numberof componenfailuresin the hypothesisandthe
thresholdusedandchooseheonewith lowestcost.

4 Systemoverview

We createdSCORE—theprototypeimplementationof
our system—withgeneralityin mind. Accordingly, key
systemsandalgorithmiccomponentsarefactoredout so
thatthey may bereusedn multiple problemdomainsor
in variationsfor a singleproblemdomain.A stand-alone
spatial correlation moduleis drivenby anextensibleset
of problemdomaindependentiagnosigprocessedntel-
ligencefrom the problemdomainis built into the SRLG
databaseandis re ected in the SCOREqueries. Fig-
ure4 depictsthe SCOREsystemarchitectureasit is im-
plementedoday Thefollowing subsectionglescribehe
variousmodulesin moredetail.

4.1 SRLG database

The SRLG databasemanagesrelationshipsbetween
SRLG groupsandcorrespondindinks. For example,in
ourapplicationthe databasatomsusedto form SRLGs
at the SONET layer describeSONET and optical-layer
equipmentDs thatparticularlP links traverse extracted



from databasepopulatedy operationabptical-element
managemensystems.Otherrisk groupssuchasareas,
routersmodulesgetc.,aresimilarly formedfrom the na-
tive databasegxtractedfrom the various network ele-
ments(e.g.,routercon gurations). We notethatthe un-
derlying databasesrack the network and thereforeex-
hibit churn. The SCOREsoftwareis currentlysnapshot
drivenandcopeswith churnby reloadingmultiple times
duringthe courseof theday As mentionedn Section3
onaliasaggreation,we collapserisk groupswith identi-
cal membeilinks prior to performingspatialcorrelation.

4.2 Spatial correlation engine

The SpatialCorrelationEngine(SCORE)formsthecore
of the system. This engineperiodically loadsthe spa-
tial databasédierarchyandrespondgo queriesfor fault
localization. SCOREimplementsthe greedyalgorithm
discussedn Section3. That is, SCORE obtainsthe
minimum set hypothesisusingthe SRLG databasend
a givensetof inputs. Optionally, an errorthresholdcan
bespeci ed,asdescribedn Section3.

4.3 Datasources

The set of obsenationsuponwhich spatial correlation
is appliedis obtainedfrom network fault noti cations
andperformanceeports(including performance-related
alarms). These,in turn, come from a wide range of
data sources. We discussbelov some of the more
popularfault- and performance-relatedatasourceshat
have beenusedwithin the SCOREarchitectureto date.
Though we describe certain optical-layer event data
sources(such as SONET PM data) and have experi-
mentedwith such sourcesin SCORE, only IP event
sourcesvereusedto obtainthe resultsdescribedn this
paper

4.3.1 IP-layer fault noti cations
IP link failures and other faults will be obsered by
routersand reportedto centralizednetwork operations
systemsvia SNMP traps sentfrom the router These
SNMP trapsprovide the key eventnoti cations thatal-
low network operatorgo learnof faultsasthey occut
Router operating systems,much like Unix operat-
ing systems)og importanteventsasthey areobsened.
Theseareknown asrouter sysl@sandprovide a wealth
of usefulinformationregardingnetwork events. These
logs can be usedas additionalinformationto comple-
mentthe SNMP trapsandthe alarmsthatthey generate.
Table1 shavs samplesyslogmessagefor a failure ob-
sened on a Cisco router, and anotherfailure obsened
on anAvici router Thefailuresarereportedat different
layers—illustratedherefor the SONET, PPPandIP lay-
ers(OSPF) Notethatthereis no standardizeformatfor
thesemessageasthey areusuallyoutputfor detugging
purposes.

4.3.2 Performancereports

SNMP performancelatais generatedy the routerson
eitheraperinterfaceor perrouterbasisasapplicable.lt
typically contains ve-minuteaggreyate measurements
of statisticssuchastrafc volumes,router CPU aver-
age utilization, memory utilization of the router num-
ber of paclet errors, paclet discards,and so on. Per
formancemetricsare alsoavailable on a percircuit ba-
sisfrom SONETnetwork elementsalonganoptical path
(as are alarms, althoughtheseare not discussedhere).
Numerousparametersvill be reportedin, for example,
15-minuteaggreyates.Theseincludeparametersuchas
codingviolations,erroredsecondssererelyerroredsec-
onds(indicative of bit-errorratesandoutages)andpro-
tectionswitchingcountson SONETTings.

4.4 Datatranslation/normalization

Monitoring datais usually collectedfrom differentnet-
work elements(routers, SONET DWDM equipment,
etc.) andstreamedo oneor morecentralizedatabases.
This variousdatais usually storedin differentformats
with independantandidatekeys. However, we needto
be able to associateahe network events(e.qg., failures)
with thetopologyinformation(SRLGs)acrosdayers.To
achieve this, we needto usea commonkey acrossour
SRLGandeventnoti cations.!

4.5 Fault localization policies

Fault localizationis performedon various monitoring
datasources(suchas thosementionedin the previous
section)using e xible data-dependergolicies. In Fig-

ure 4, fault isolation policies form the bridge between
thevariousmonitoringdatasourcegtranslatorspndthe

main SCOREengine. Thesepoliciesdictatehow a par

ticulartypeof faultcanbelocalized. Themainfunctions
include:

Event clustering. Clusteringeventsthat represent
either temporally correlatedevents or events with
similar failure signaturege.g.,spatiallycorrelated)
Localization heuristics. Heuristicsthataidein iden-
ting hypotheseshatbestexplain eventclusters.

Event clustering A singlefailure canresultin mul-
tiple obsenations,all closein time, but not necessarily
fully synchronizedThis maybebecausg¢hefailurewas
not detectedat exactly the sametime, the network ele-
mentsreportingthe eventsmay not be all synchronized
preciselyin time, or propagatiordelaysof theassociated
messagesliffer. Thus, datasourcesthat are basedon
discreteasynchronougvents, (e.g., OSPFE syslogmes-
sages)needto be clusteredtogetherso that individual

1we mapall the databasemto link circuit identi®erssincethe net-
work databaséself is organizedbasednlink circuitidenti®ers.How-
ever, ary uni®edformatwould work equallywell.



Syslog Message on Cisco/Avici Routers Layer Router
Aug 16 04:01:29.302 EDT: %LINEPROTO-5-UPDOWNLine protocol on SONET layer Cisco
Interface POS0/0, changed state to down
Aug 16 04:01:29.305 EDT: %LINK-3-UPDOWN: Interface POS0/0, changed PPP Tayer Cisco
state to down
Aug 16 04:01:29.308 EDT: %OSPF-5-ADJCHG: Process 11, Nbr 1.1.1.1 OSPFIP Tayer Cisco
On POS0/0 from FULL to DOWN, Neighbor Down: Interface down or
detached
module0036:SUN SEP 12 17:23:129 2004 [030042FF] MINOR:snmp-traps Sonet Layer Avici
:Sonet  link POS 1/0/0 has new adminStatus up and operStatus  up.
serverO001:SUN  SEP 12 17:25:01 2004 [030042FF] MINOR:snmp-traps PPP Tayer Avici
:PPP link POS 1/0/0 has new adminStatus up and operStatus up.
serverO002:THU  AUG 12 07:21:58 2004 [030042FF] MINOR:snmp-traps:OSPF OSPHIP Tayer Avici
with  routerld 1.1.1.1  had non-virtual neighbor state change with
neighbor 1.1.1.2 (address less 0) (router id 1.1.1.4) to state
Down.

Table1l: Syslogmessagesutputby CiscoandAvici routerswhena link fails at differentlayersof the stack. When

thelink comesbackup, therouterwrites similar message

obsenations(e.qg.,link down events)becomeasingleob-
senation(multiple-link outage).This clusteringcaptures
all theeventsthatareclosetogetherin time andassumes
thatthey arepotentiallyrelatedto oneor moreindividual
failures.

Thereare mary differentwaysto clusterevents. A
naive approacho clusteringis basedn x edtime bins.
For example, we can constructobsenations (sets of
potentially correlatedlinks) by clusteringtogetherall
eventsin a x ed ve-minutebin. The problemwith
this approachhowever, is the fact that eventsrelatedto
a particularfailure can potentially straddlethe time-bin
boundary In this case,the quantizationwill createtwo
differentobsenationsfor correlatedeventsthusaffecting
theaccurag of thediagnosis.

In our systemwe clustereventshasednthelengthof
thegapsbetweerthem.We considethelongestchainof
eventsthat are spacedapartby lessthana setthreshold
(calledthe quiet period)aspotentiallycorrelatedevents.
The intuition hereis that eventsoccuringwithin a time
periodlessthana giventhreshold(say 30 secondspare
potentially correlatedand can be attributedto the same
failure. Note, however, thatthe quiet periodneedso be
tunedfor theparticularproblemdomain.Theseclustered
eventsarethenfed to the SCOREsystemto obtaina hy-
pothesighatrepresentshefailed network components.

Localization heuristics Fault localization often re-
quires heuristicsthat are either derived intuitively or
throughdomainknowledgeto make multiple queriesto
the systemwith differentparametersn orderto obtain
highercon dencehypothesesThe SCOREarchitecture
allows for the straightforvard implementationof such
troubleshootingpolicies dependingon the problemdo-
main. We implementedone suchlocalizationheuristic
for handlinglP link-down events.

We implementeda simple heuristic that queries
SCOREwith multiple error thresholds(reducingfrom
1.0to 0.5) to obtaina numberof differenthypotheses.
We comparethe hypothese®btainedusingtheserelax-

mdicatingthateachof thelayeris backup.

Figure5: SCOREscreershot.

ations(errorthresholds}o accountfor datainconsisten-
ciesor databaseassues. The mostlikely hypothesisis
selectedusinga costfunctionthat dependson the error
threshold,numberof failuresin the hypothesisand, -
nally, the individual typesof groupsin the hypothesis.
Currentlywe usetheratio betweerthe numberof groups
andthethresholdwe would lik e to identify casesvhere
asmallrelaxationin thethreshold'sayerrorthresholdof
0.9) canreducethe numberof groupssigni cantly.

Anotherheuristicis to query SCOREusingclustered
eventsthat have similar signatures. For example, we
canfurther clusterPM data(e.g., paclet loss or bit er
ror rates)usingadditionalsignaturespeci c to the data.
Links canbe groupedtogethemwhich have similar error
countsithesdinks aremorelik ely to be experiencinghe
sameroot causethanlinks thathave very differenterror
counts.This policy is guidedby theintuition thatcorre-
lated eventsin termsof the actualsignaturepotentially
have the sameroot cause.

4.6 Implementation issues

The core enginethatimplementsthe spatialcorrelation
useghe SRLGdatabaseieadin periodically andour al-



gorithm above to identify the mostlikely causeof each
given obsenation. The main data-structureonsistsof
two hashtables:one for the setof circuits and one for
the setof risk groups. Eachgroup consistsof the cir-
cuit identi ers that can be usedto query the circuit's
hashtableThis particularimplementatiorallows for fast
associationandtraversalsto implementthe spatialcor
relationalgorithmoutlinedin Section3. Theenginealso
implementsa sener to which variousdiagnosisagents
(clients) connect. Theseclients query the SCOREen-
ginewith a setof obsenations(clustersof link failures).
The SCOREengine(sener) returnsthe hypothesighat
bestexplainsthe obsenationswith whichit wasqueried.

We choseto implementthe main SCORE engine
in C for efciency reasons. The total implementation
is slightly more than 1000 lines of C code. Obtain-
ing groupsfrom different databaseshat contain ber
level, ber-spanlevel, routerlevel, and other indepen-
dentviews is oneof the functionsof the SRLG database
module.Thismoduleis implementedn Perlandconsists
of approximatelyl000linesof code.The otherfunction
of the SRLG databasénterfaceis groupaliasresolution.
Thegroupaliasresolutionalgorithmis notaperformance
bottleneckasit is refreshedairly infrequently(usually
twice a day). This collapsingof risk groupsitself is
about200linesof Perlcode.The client modulecontains
theintelligencefor the troubleshootingandhandleshe
domain-speci cimplementations.To achieve e xibility
andrapid prototyping,we choseto implementthe client
modulein Perl.

We implementedch Webinterfacefor our SCOREsys-
temto corvenientlydepictthe outputof our systemfor
operationahetwork data. We useda takular format for
displayingour results,as shovn in Figure5. The Web
site displaysboth currentand historicalnetwork events,
andthe correspondindnypothesesutputby our system.
The rst columnof thetabledepictsthe obsenationstart
and end times as identi ed using our clusteringalgo-
rithms. The secondcolumn representshe set of links
that were impactedduring the event (representedere
using circuit identi ers). The third and fourth column
provide descriptionsof the risk groupsand associated
network componentghat form the diagnosisreportfor
that obsenation. The diagnosisreportalso reportsthe
hit ratio, coverageratio andthe error thresholdusedfor
thegroupsinvolvedin the diagnosis.

5 Simulated faults

We evaluatethe performancesf SCOREusingbotharti-
cially generatedaults(this section)andrealfaults(the
following section).Thegoalof ourinitial experimentss
to evaluatethe accuray of thegreedyapproactwithin a
controlledervironmentby usingemulatedaults.We use
an SRLG databaseonstructedrom the network topol-
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Figure6: Percentagef correcthypothesessafunction
of errorprobabilityfor variousalgorithmerrorthresholds
(threesimultaneousailures).

ogy andcon guration dataof a tier-1 serviceprovider's

backbone. In our simulation,we inject differentnum-

bersof simultaneougaultsinto the systemandevaluate
the ability of SCOREto producethe correcthypothesis.
We rst studythe ef cacy of the greedyalgorithmun-

derideal operatingconditions(no lossesin dataandno

databasénconsistenciespeforeconsideringnoisy data
by simulatingerrorsin the SRLG databas@ndeventob-

senations.

5.1 Perfectfault noti cation

To evaluatethe accuray of the SCOREalgorithm, we
simulatedscenarioonsistingof multiple simultaneous
failuresandevaluatedthe accurag in termsof the num-
ber of correcthypothesegfaults correctlylocalizedby
the algorithm) and the numberof incorrecthypotheses
(thosewhich we did not successfullyocalizeto the cor
rect SRLGs). We randomlygenerateda given number
of simultaneousgailuresselectedrom the setof all net-
work risk groups: the setof all SONET components,
ber spans,OSPFareas,routers,and router ports and
modulesn our SRLGdatabaseOncethefaultswerese-
lectedfor a givenscenariowe identi ed theunionof all
the links that belongto thesefailures. Theselink-level
failureswereinputto the SCOREsystemto generatdy-
pothesesTheresultinghypothesesverethencompared
with theactualinjectedfailuresto determinghosewhich
werecorrectlyidenti ed andthosewhichwerenot.
Figure6 depictsthefractionof correctlyidenti ed hy-
pothesessa function of the numberof simultaneously
injectedfaults, whereeachdatapoint representan av-
erageacross100 independensimulations. The gure
illustratesthat the accurag of the algorithm on these
data setsis greaterthan 99% for ports, modulesand
routers,irrespectve of the numberof simultaneoudail-
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errorprobabilityandfor varyingnumberof simultaneous
failures(errorthreshold= 0.6).

ures generated. In general,the accurag of the algo-
rithm decreasesasthe numberof simultaneoudailures
increasesalthoughthe accurag remainsgreaterthan
95%for fewerthan vesimultaneougailures.In reality,
it is unlikely thatmorethanonesimultaneousailurewill
occur(andbe reported)at a singlepoint in time. Thus,
for failuressuchas ber cuts,routerfailures,and mod-
ule outagegcorrespondingo a singlesimultaneousail-
ure),our resultsindicatethatthe accurag of the system
is near100%. However, it is entirely possiblein a large
network that multiple independentomponentswill si-
multaneoushbeexperiencingninor performancelegra-
dations,suchaserror rates,which arereportedandin-
vestigatednalongertime scale.Thus,theresultsrepre-
sentinghighernumberof simultaneousailuresarelik ely
indicative of performanceroubleshootingHowever, we
canstill concludethatfor realisticnetwork SRLGs, the
greedyalgorithmpresentedhereis highly accuratevhen
we have perfectknowledgeof our SRLGsandfailureob-
senations.

5.2 Imperfect fault noti cation

The SRLG modelprovidesa solid, but not perfectrep-
resentatiorof the possiblefailure modeswithin a com-
plex operationainetwork. Thus,we expectto nd sce-
narioswherethe setof obsenationscannotbe perfectly
describedby ary SRLG. Similarly, datalossassociated
with event noti cations and databaseerrors are inher
entoperationatealitiesin managindarge-scaldP back-
bones.In Section3, we discussedhow to adaptthebasic
greedyalgorithmto accountfor theseoperationalreal-
ities. In this section,we evaluatethe accurag of the
SCOREalgorithm when we have loss in our obsena-
tions, which may result, for example, from imperfect
event noti cations (where failuresare not reportedfor
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Figure 8: False hypothesesss error probability (three
failures).

whatever reason) We considerthreeparametersthe er-
ror thresholdusedin the SCOREalgorithm,the number
of simultaneousailures,andtheerrorprobability (which
representshe percentagef IP link-failure noti cations
lostfor a givenfailurescenario).

Figures7 and8 demonstrat¢he accurag of thealgo-
rithm undera rangeof error probabilitiesandalgorithm
error thresholdsfor a varying numberof simultaneous
failures. Speci cally, the gures plot the percentagef
correcthypothesess a function of the error probabil-
ity. In Figure7, the algorithmerror thresholdis varied
from 0.6to 1.0, while the numberof simultaneoudail-
uresis setto 3. In Figure8 thealgorithmerrorthreshold
is x edat 0.6 andthe numberof simultaneoudailures
is variedfrom 1 to 5. As expected,ncreasingthe error
probabilityreducesheaccurag of thealgorithm.Under
threesimultaneousgailureeventsandanerrorprobability
of 0.1, we canobsene from Figure 7 thatan algorithm
errorthresholdof betweer0.7 and0.8 restoreghe accu-
ragy of the SCOREalgorithmto around90%. However,
if we mandateperfectmatchingof failureobsenationsto
SRLGs(i.e., error threshold= 1.0), thenfault-isolation
accurag dropsto around78%. This shavsthe necessity
andeffectivenesf the errorthresholdsntroducedinto
the algorithmfor fault localizationin the faceof noisy
eventobsenationdata.

5.3 Performanceresults

The algorithm's executiontime was also evaluatedun-
derarangeof conditions.In generalthe executiontime
recordedincreasedas the numberof IP links (obsena-
tions)impactedoy thefailuresincreasedThisis because
all of the SRLGsassociateavith eachof thefailedlinks
mustbe includedaspart of the candidatesetof SRLGs
for localization,and thus mustbe evaluated. Thus, the
executiontime increasedwithin increasingnumbersof



IP link failures,but on averagewashbelow 150msfor up
to tenfailures. Similarly, the executiontime for scenar
iosinvolving routerfailureswastypically higherthanfor
otherfailure scenariosasthe routerstypically involved
largernumberof links. Executiontimesof upto 400ms
wererecordedfor eventsinvolving large routers. How-
ever, evenin theseworstcasescenariosthe algorithmis
morethanfastenoughfor real-timeoperationaknviron-
ments.

6 Experiencein atier-1 backbone

The SCOREprototypeimplementatiorwasrecentlyde-
ployedin atier-1 backbonenetwork, andusedin an of-
ine fashionto isolatelP link failuresreportedn thenet-
work. Theimplementedsystemoperatedon a rangeof
fault and performancedata,including IP fault noti ca-
tionsandopticallayerperformanceneasuresHowever,
we limit our discussiorhereto our experiencewith link
failure eventsreportedn routersyslogs.

6.1 Localization accuracy

Determiningwhetheror not the SCOREprototypecor-
rectly localized a given fault requiresidenti cation of
the root causeof the fault via other means. In mary
casesidentifyingthisrootcausanvolvedsifting through
large amountsof dataandreports—atediousprocessat
best.We manuallycon rmed theroot causeof 18 faults;
we presenta comparisorwith the outputreportedby the
SCOREprototype.We note, however, that our method-
ology hasaninherentbias: we cannotexcludethe pos-
sibility thattheremay be a correlation(not necessarily
positive) betweenour ability to diagnosethe fault and
SCORESperformanceWhile it wouldhave beernprefer
ableto selecta subsetof the faultsat random,we were
notableto easilymanuallydiagnosesvery fault, nor did
we have the resourceso considerall faultsexperienced
during SCORES deployment.

Table2 denoteghe resultsof our analysisof eachof
our 18faults.For eachfailure scenariowe report:

thetypeof failurethatoccurred
anameuniquelyidentifying thefailed component
the numberof SRLG groupslocalizedwhenthe al-
gorithmwasrunwith anerrorthresholdof 1.0
thethresholdusedto generatea nal conclusion
the numberof SRLGslocalizedwhenthe algorithm
wasrunwith the nal threshold

thenumberof SRLGscorrectlylocalized
thenumberof SRLGsincorrectlylocalized
descriptionof the reasorwhy we hadto reducethe
threshold pr why we wereunableto identify asingle
SRLGastheroot causedn certainsituations

Overall, we were ableto successfullylocalize all of
the faultsstudiedto the SRLGsin which the failed net-

work elementsvereclassi ed, exceptwherewe encoun-
terederrorsin our SRLG database However, whenwe
usedathresholdf 1.0(i.e.,mandatinghatanSRLG can
beidenti ed if andonly if faultswereobseredonall IP
links), thenwe weretypically unsuccessful—particularly
for routerfailures,andfor the protocolbug reported.In
the majority of the router failures, even though these
eventscorrespondedo routersbeing rebooted,the re-
mote endsof the links terminatingat theseroutersdid
not alwaysreportassociatedink-level events. This may
bedueto anumberof possiblescenariostheeventsmay
never have beenloggedin the syslogs,datamay have
beenlost from the syslogsthe links may have beenop-
erationallyshutdown and,hencedid notfail atthis point
in time, or thelinks werenotimpactedy thereboot.In-
dependentf why thelink noti cations werenot always
obsened, therouterfailureswereall successfullyocal-
izedwhenthethresholdwvasreduced.Thisimprovement
highlightstheimportanceof SCORES relaxedapproach
to localizingfaultsin operationahetworks.

Of courserouterfailuresaretypically easyto identify
throughspatialcorrelation,asall of the links impacted
have a commonend point (the failed router). However,
opticallayerimpairmentsanimpactseeminglylogically
independentinks at the IP layer if theselinks are all
routed througha commonoptical component,making
themmuchmoredif cult to identify.

We studiedfour different SONET network element
failures.The rst—an opticalampli er failure—induced
faultsreportedon 13 IP links. Thus, with a threshold
of 1.0 our algorithmidenti ed 8 differentSRLGsasbe-
ing involved. However, asthe thresholdwasreducedo
0.9, we were able to isolatethe fault to only 2 differ-
entSRLGs. Furtherreductiongn this thresholddid not,
however, furtherreducethe numberof SRLGsto which
thefault waslocalized. Furtherinvestigationuncovered
an SRLG databaseproblem—whereour SONET net-
work elementdatabaselid not containary information
regardingone of the circuits reportingthe fault. Thus,
the SCOREalgorithmwasunableto localizethefaultfor
this particularIP link to the SRLG containingthe failed
opticalampli er, andinsteadincorrectlyconcludedhat
arouterportwasalsoinvolved(thesecondSRLG).How-
ever, the SRLG containingthe failed ampli er wasalso
correctlyidenti ed for the other12 IP links—thelower
thresholdvasrequiredbecaus@éo faultwasobsenedfor
oneof thelP links routedthroughthe opticalampli er.

This optical ampli er example highlights a partic-
ularly important capability of the SCORE system—
the ability to highlight potential SRLG databaserrors.
Links missing from databasesincorrect optical layer
routing information regardingcircuits and other poten-
tial errorsin databaseglay havocwith capacityplanning
andnetwork operationandsomustbeidenti ed. In this



Typeof Component #SRLGS [ FinalThid #SRLGS #Correctly | #Incorrectly | Comment
H problem Name (Thid.=1.0) ‘ ‘ (Thld.=Final) ‘ localized localized H

Router RouterA 27 0.8 1 1 0 No event reportedby
somelinks

Router RouterB 20 0.9 3 3 0 No event reportedby
somelinks

Router RouterC 12 0.7 1 1 0 No event reportedby
somelinks

Router RouterD 1 1 1 T 0 -

Router RouterE 18 0.8 1 1 0 No event reportedby
somelinks

Router RouterF 1 1 1 1 0 -

Router RouterG 4 1 4 4 0

Module Module A 1 1 T T 0

Module ModuleB 1 1 1 1 0

Module ModuleC 1 1 1 1 0 -

Optical SonetA 8 0.9 2 1 1 No obseration re-
portedby onelink and
databas@roblem

Failed SonetB 1 1 1 1 0 -

Transceier

ShorttermFlap SonetC 2 0.7 1 1 No obseration re-
portedby onelink

OpticalAmpli®er SonetD 2 0.6 1 1 No obseration re-
portedby onelink

[[ FiberCut FiberA [ 3 [ 05 [ 1 [ 1 [ 2 [ Databaseroblem I
|| FiberSpan | FiberSpanA | 1 | 1 | 1 | 1 | 0 | - I

ProtocolBug OSPFAreaA 20 0.7 4 4 0 Inl_correctSRLG mod-
eling

ProtocolBug OSPFAreaA 4 1 4 4 0 OSPFArea A MPLS
enablednterfaces

Table2: Summaryof real, tier-1 backbondailuressuccessfullydiagnosedy SCORE.

scenariothe databaserror was highlightedby the fact
thatwe wereunableto identify a single SRLG for a sin-
gle network failure, even after lowering thresholdusing
in the SCOREalgorithm.

TheotherthreeSONETfailureswereall correctlyiso-
latedto the SRLG containingthefailednetwork element;
in two caseswe againhadto lower the thresholdused
within the algorithmto accountfor links for which we
had no failure noti cation (in one of thesecases,the
missinglink wasindeeda resultof the interfacehaving
beenoperationallyshutdown beforethefailure).

We testedour SCOREprototypeon a second previ-
ously identi ed failure scenarioimpactedby a SRLG
databasesrror ( ber A in table?2). Again, the SCORE
systemwas unableto identify a single SRLG as being
the culprit evenasthe thresholdwaslowered;no SRLG
in the databaseontainedall of the circuitsreportingthe
fault. Again, a databaserrorwashighlightedby thein-
ability of thesystento mapthefailureto asingleSRLG.

The nal casethatwe evaluatedwasonein which a
low-level protocolimplementatiorproblem(commonly
known as a software bug) impacteda numberof links
within a commonOSPFarea. This scenariooccurred
over an extendedperiod of time, during which three
otherindependentailuresweresimultaneouslpbsened
in otherareas.Whenathresholdof 1.0 wasusedin the
SCOREalgorithm,the eventin questionwasidenti ed
asbeingthe resultof 20 independenSRLG failures—

a large numbereven for the extendedperiod of time.
As the thresholdwas reducedto a nal value of 0.7,
the eventwasisolatedto four individual SRLGs—three
SRLGsin otherOSPFareaqcorrespondingo theinde-
pendentfailures)andthe OSPFareain question. Thus,
the SCOREalgorithmwascorrectlyableto identify that
the event correspondetbb a commonOSPFarea. How-
ever, furtherinvestigatioruncoveredthatthereasorwhy
not all links in the OSPFareawere impactedwas that
only thoseinterfacesthatwerecurrentlyMPLS-enabled
were affected. Thus,an additional SRLG wasaddedto
our SRLGdatabas¢hatincorporatedhelinks in agiven
areathat were MPLS enabled—applicatiomnf this en-
hancedSRLG databaseuccessfullylocalizedall of the
SRLGsimpactedby the four simultaneougailureswith
athresholdf 1.0. We concludethatthethresholdusedn
the SCOREalgorithmcanallow our resultsto be robust
to incompletemodelingof all of the possibleSRLGs—
ary level of modelingof risk groupscanbe inadequate
astherecouldbe morecomplicatedailure scenarioshat
cannotbe modeledby humansperfectlya priori. How-
ever, SCOREenableperatordo continuallylearnnew
SRLGsthroughfurtheranalysisof new failurescenarios,
therebyenhancinghe SRLG models.

6.2 Localization precision

While the 18 faults we studieddemonstrateSCORES
ability to accuratelylocalizefaults,it doesnot give ary
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Figure 9: CDF of localization precisionout of about
3000realfaultswe have beenableto localize.

indicationof how precisehelocalizationis. EachSRLG
to which we localize a fault actually consistsof one or
more physicalcomponentssoisolatinga faultto a par
ticular SRLG doesnot fully isolatethe fault to anindi-
vidual component.In this section,we evaluatethe pre-
cisionof SCOREusinga metricwe call thelocalization
precision The localizationprecisionof a given obser
vationis de ned asthe ratio of the numberof suspect
componentsifterlocalizationto thatbeforelocalization.
In otherwords, it is the fraction of componentghatare
likely to explain a particularfault (or obsenation) using
our localizationalgorithmout of all thecomponentshat
cancausea givenfault.

In Figure9, thecumulative distribution functionof the
localizationprecisionis shavn. From Figure9, we ob-
sene that SCORElocalizesfaults to lessthan 5% for
morethan40% of the failuresandto lessthan 10% for
morethan80%of thefailures.We concludethatSCORE
identi es likely root causesvery preciselyfrom a large
setof possiblecausedor a givenfailure. We note,how-
ever, thatwe donotknow theroot causeof all 3000faults
shawvn here;we cannotspeculateon SCORES accurag
exceptfor the 18 faultsdiscussedgbreviously.

7 Relatedwork

Network engineerscommonly employ the conceptof
SharedRisk Link Groups to disjoint pathsin opti-
cal networks; SLRGsare key input into mary trafc-
engineeringnechanismandprotocolssuchasGeneral-
ized Multi-Protocol Label Switching(GMPLS). Dueto
theirimportancerecentwork hasattemptedo automat-
ically infer SRLGs[18]. To the bestof our knowledge,
however, we arethe rst to useSRLGsin combination
with IP-layerfault noti cations to isolatefailuresin the
opticalhardwareof anetwork backbonevithouttheneed
for physical-layemonitoring.

Monitoringandmanagemeris a challengingproblem
for ary large network. It is not surprising,then,thata
numberof researctprototypeq3, 5, 9, 14, 15, 22] and
commercialproductshave beendevelopedto diagnose
problemsn IP andtelephonenetworks. Commerciahet-
work fault managemergystemsuchasSMARTS [19],
OpenMew [11], IMPACT [12], EXCpert[15], andNet-
FACT [10] provide powerful, genericframenorks for
handling fault indicators, particularly diverse SNMP-
based[2] measurementand rule-basedcorrelationca-
pabilities. Thesesystemgresenuni ed reportinginter-
facego operatorandotherproductionnetwork manage-
mentsystems.

In general,previous systemscorrelatealarmsfrom a
particularlayerin orderto isolateproblemsat thatsame
layer (e.g.,route apping, circuit failure, etc.). For ex-
ample, Roughanet. al. proposeda correlation-based
approacho detectforwardinganomaliessuchas BGP-
relatedfailures[17]. Theirapproactwasto detectevents
of potentialinterestby correlatingmultiple datasources,
while our approachusesheseevensto diagnoseheroot
cause(s)which mayor maynotbeatthe BGPlayer.

The problemof fault isolationis not limited to net-
working, of course;similar problemsexist in ary com-
plex system.Regardlessof domain,fault detectionsys-
temshave takenthreebasicapproachestule- or model-
basedreasoning[1, 6, 11], codebookapproacheg19,
23], or machinelearning (suchas Bayesianand Belief
Networks [4, 13, 20]). The dif culty with probabilis-
tic or machine-learningpproachess that they are not
prescriptve: it is not clear what setsof scenarioghey
canhandlebesideghe speci c trainingdata.Rule-based
andcodebooksystemgotherwiseknown as“expertsys-
tems”) are often even more speci ¢, only beingableto
diagnoseeventsthatareexplicitly programmedModel-
basedapproachesare moregeneralbut requiredetailed
information aboutthe systemundertest. Dependeng-
basedsystemdike ours, on the otherhand,allow gen-
eral inferencewithout requiring unduespeci city. In-
deedthespeci c useof dependenggraphsfor problem
diagnosishasbeenexplored before[8], but not in this
particulardomain.

Our problemas de ned in Section3.1 falls into the
moregeneralclassof inferenceproblemswhich include
problemsin other domainssuchastraf ¢ matrix esti-
mation,tomographyetc. Hence,techniquesappliedin
thesedomainscould potentially be usedto solve this
problem. For example,in [24], the authorsreducethe
problemof traf c matrix estimationto anill-posedlin-
earinverseproblemandapplyaregularizationtechnique
to estimatethe traf c matrix. Our problemcanalsobe
solved using matrix inversionusing an incidencema-
trix to modelthe risks. While thesemethodscanwork
well with perfectdata, it is unclearhow to adaptthese



techniquego dealwith imperfectlossnoti cations and
SRLG databaseerrors. Our greedyapproximation,on
the other hand, obtains95% accurag for a large class
of failures(seeSection5.1) while remainingrobust to
errorsin the SLRG database.Hence,the accuray im-
provementfrom exacttechniquess likely to belimited.

8 Conclusions

Using our risk modelingmethodology we have devel-
oped a systemthat accuratelylocalizesfailuresin an
IP-over-opticaltier-1 backbone.Given a setof IP-layer
eventsoccurringwithin asmalltime window, our heuris-
tics pinpoint the sharedrisk (groupof IP and/oroptical
devices)thatbestexplainstheseevents. Giventhe harsh
operationalreality of maintainingcomplex associations
betweenobjectsin the two networking layersin sepa-
ratedatabasesye nd thatit is necessaryo go beyond
identifying the single bestexplanation,and, instead,to
generatea setof likely explanationsn orderto berobust
to transientdatabasglitches.

We putforwarda simple,threshold-baseschemehat
suggestpromisingexplanationswvhile admittingincon-
sistenciesn thedatasupportingheseexplanationaup to
a given threshold. We nd that not only doesour ap-
proachincreasethe accurag androbustnes®f fault lo-
calization,butit alsoprovidesawayto identify problems
with the topologydatabaseye are awareof no alterna-
tive automatedneansof detectingsucherrors.Accurate
modelingof sharedisksis critical to IP network design.
For example,a misidenti cation of a sharedrisk might
producea designbelieved to be resilientto ary single
SRLGfailurebut whichin factis not.
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