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Abstract

Automated,rapid, andeffective fault managementis
a centralgoalof largeoperationalIP networks. Today's
networks suffer from a wide andvolatile set of failure
modes,wheretheunderlyingfault provesdif�cult to de-
tect and localize, therebydelayingrepair. One of the
mainchallengesstemsfrom operationalreality: IP rout-
ing and the underlyingoptical �ber plant are typically
describedby disparatedatamodelsand housedin dis-
tinct network managementsystems.

We introducea fault-localizationmethodologybased
ontheuseof risk modelsandanassociatedtroubleshoot-
ing system,SCORE(SpatialCorrelationEngine),which
automatically identi�es likely root causesacrosslay-
ers. In particular, we apply SCORE to the problem
of localizing link failures in IP and optical networks.
In experimentsconductedon a tier-1 ISP backbone,
SCOREproved remarkablyeffective at localizing opti-
cal link failuresusingonly IP-layer event logs. More-
over, SCOREwas often able to automaticallyuncover
inconsistenciesin thedatabasesthatmaintainthecritical
associationsbetweentheIP andopticalnetworks.

1 Intr oduction
OperationalIP networks are intrinsically exposedto a
wide variety of faults and impairments. Thesenet-
works are large, geographicallydistributed and con-
stantly evolving, with complex hardware and software
artifacts. A typical tier-1 network consistsof about
1,000routersfrom differentvendors,with differentfea-
tures, and acting in different roles in the network ar-
chitecture. Sucha network is supportedby accessand
coretransportnetworks,which typically involve at least
two ordersof magnitudemore network elements(op-
tical ampli�ers, DenseWavelengthDivision Multiplex-
ing (DWDM) systems,ATM/MPLS/Ethernetswitches,
and so forth). Thesenetwork elementsand associated
telemetrygeneratealargenumberof managementevents
relatingto performanceandpotentialfailureconditions.

The essentialproblemof IP fault managementis to
monitortheeventstreamto detect,localize,mitigateand
ultimately correctany condition that degradesnetwork

behavior. Unfortunately, operationalIP networks today
lack intrinsic robustness;seriousfaultsandoutagesare
not infrequent. While existing fault managementsys-
tems(e.g., [11, 19, 7]) provide greatvaluein automat-
ing routinefault management,seriousproblemscan�y
“under the radar,” or, oncedetected,cannotbe rapidly
localizedanddiagnosed.To appreciatewhy this is so,it
may help to imaginea network operatorfacedwith the
taskof IP faultmanagement.After mucheffort, network
hardwarehasbeendesignedandimplemented,the pro-
tocolscontrollingthenetwork havebeendesigned(often
in compliancewith publishedstandards),andtheassoci-
atedsoftwareimplemented.In accordancewith thenet-
work architecture,the network elementshave beende-
ployed, connected,andcon�gured. Yet, all thesecom-
plex endeavorsarecarriedoutby multiple teamsat rapid
pace,involving a largeanddistributedsoftwarecompo-
nent,thusproducingoperationalartifactsfarricherin be-
havior thancaneverbeapproximatedin alab. Errorswill
beintroducedat eachstageof network de�nition andgo
undetecteddespitebestpracticesin design,implementa-
tion, andtesting. Externalfactors,includingbugsof all
types(memoryleaks,inadequateperformanceseparation
betweenprocesses,etc.) in routersoftwareandenviron-
mentalfactorssuchasDoSattacksandBGP-relatedtraf-
�c eventsoriginatingin peernetworkssigni�cantly raise
the level of dif�culty . It is the taskof IP fault manage-
ment to copewith the result, continually learningand
dealingwith new failuremodesin the�eld.

In this paper, we introducea risk modelingmethodol-
ogythatallowsfor faster, moreaccurateautomaticlocal-
izationof IP faultsto supportboth real-timeandof�ine
analysis.By design,we:

� split our solution into genericalgorithmic compo-
nents (Section 4.2) and problem domain speci�c
components(Section 4.5),and

� createrisk modelsthat re�ect fundamentalarchitec-
turalelementsof theproblemdomain,but notneces-
sarily implementationdetails.

As a result,our systemis robust to churnin operational
networksandis morelikely to beextensibleto additional
systemcomponents.



We applyour methodologyto thespeci�c problemof
fault localizationacrossIP and optical network layers,
a dif�cult problem facedby network operatorstoday.
Currently, when IP operationsreceives router-interface
alarms,thesystemsandstaff areoften facedwith time-
intensivemanualinvestigationof whatlayertheproblem
occurredin, where,andwhy. This taskis hamperedby
thearchitectureof theunderlyingnetwork: IP usesoptics
for transportand(in somecases)for self-healingservices
(e.g.,SONETring restoration)in anoverlayfashion.The
taskof managingeachof thetwo network layersis natu-
rally separatedinto independentsoftwaresystems.

Joiningdynamicfault dataacrossIP andoptical sys-
temsis highly challenging—thenetwork elements,sup-
portingstandardsandinformationmodelsaretotally dif-
ferent.Thoughthereare�elds, suchascircuit IDs,which
canbeusedto join databasesacrossthesesystems,auto-
matedmechanismsto assuretheaccuracy of thesejoins
areoften limited. Unfortunately, the network elements
andprotocolsprovide little help. Path-tracecapabilities
(counterpartsof IP traceroute)arenotavailablein theop-
tical layer, or, if available,donotwork in amulti-vendor
environment(e.g.,wherethe DWDM systemsare pro-
vided by multiple vendors). In optical systemssuchas
SONET, thereis no counterpartto IP utilization statis-
tics, which might be usedto correlatetraf�c at the IP
layer with the optical layer. Both IP and optical net-
work topologiesare rapidly changingas equipmentis
upgraded,network reachis extended,andcapacitiesare
re-engineeredto managechangingdemands.

Our key contribution is the novel andsuccessfulap-
plication of risk modeling to localize faults acrossthe
IP andoptical layersin operationalnetworks. Roughly
speaking,aphysicalobjectsuchasa �ber spanor anop-
tical ampli�er representsasharedrisk for agroupof log-
ical entities(suchasIP links) at the IP layer. That is, if
theopticaldevice fails or degrades,all of theIP compo-
nentsthathadrelieduponthatobjectfail or degrade.In
theliterature,theseassociationsarereferredto asShared
RiskLink Groupsor SRLGs[21]. Usingonly eventdata
gatheredat the IP layer, and topologydatagatheredat
both IP and optical layers,we bridge the gapbetween
whattheoperationalinformationnetworkmanagersneed
and what is actually reportedat IP layer. Our system,
SCORE(SpatialCorrelationEngine),relievesoperators
of theburdenof cross-correlatingdynamicfault informa-
tion from two disparatenetwork layers. Oncethe layer
andthe locationof the fault hasbeendetermined,other
systemsandtoolsat theappropriatelayercanbetargeted
towardsidentifyingtheprecisecharacteristics(for exam-
ple, rule-basedor statisticalmethods[11, 19]).

2 Troubleshootingusingshared risks
Monitoring alarmsassociatedwith IP network compo-
nentfailuresaretypically generatedonanindividual link
basis—forexample,a routerfailurewill appearasa fail-
ureof all of thelinks terminatingat thatrouter. Bestcur-
rentpracticerequiresamanualcorrelationof theindivid-
ual link failurenoti�cations to determinethatthey areall
a resultof a commonnetwork element(e.g.,router). In
morecomplicatedfailure scenarios,however, it is sub-
stantially more challengingto group individual alarms
into commongroups,andoftendif�cult to evenidentify
in which layer the fault occurred(e.g., in the transport
network interconnectingrouters,or in the routersthem-
selves). By identifying the setof possiblecomponents
that could have causedthe observed symptoms,shared
risk analysiscanserve as the �rst stepof diagnosinga
network problem.For eventsbeinginvestigatedby oper-
ationspersonnelin real time, reducingthetime required
for troubleshootingdirectlydecreasesdown time.

2.1 Shared risk in IP networks
Our challengeis to constructa modelof risks that rep-
resentthe setof IP links that would likely be impacted
by the failure of eachcomponentwithin the network.
The tremendouscomplexity of the hardware and soft-
wareuponwhichanIP network is built impliesthatcon-
structinga model that accountsfor every possiblefail-
ure mode is impractical. Instead,we identify the key
componentsof the risk model that representthe preva-
lent network failuremodesandthosethatdo not require
deepknowledgeof eachvendor'sequipmentusedwithin
thenetwork. We hastento addthat thebettertheSRLG
modelingof thenetwork, themoreprecisethefaultdiag-
nosiscanbe. However, aswe show later, a solid SRLG
model combinedwith a �e xible spatial correlational-
gorithm canensurethat fault isolationcanbe robust to
missingdetailsin therisk modeldeveloped.

The basicIP network topologycanbe representedas
asetof nodesinterconnectedvia links. Inter-domainand
intra-domainrouting protocolssuchasOSPFandBGP
operatewith a basicabstractionof a point-to-pointlink
betweenrouters. Of course,OSPFpermits other ab-
stractionssuchas multi-accessand non-broadcast,but
a backbonenetwork typically only consistsof point-to-
point links betweenrouters. Figure1 illustratesa very
simplisticIP network consistingof � venodesconnected
via six optical links (circuits). Eachinter-of�ce IP link
is carriedon an optical circuit (typically usingSONET
framing). This optical circuit in turnsconsistsof a se-
ries of one or more �bers, optical ampli�ers, SONET
rings, intelligent optical meshnetworks and/orDWDM
systems[16]. Thesesystemsconsistof networkelements
thatprovideO-E-O(opticalto electrical)conversionand,
in the caseof SONETrings or meshoptical networks,
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Figure1: Exampleillustratingtheconceptof SRLGs.

protection/restorationto recover from optical layer fail-
ures. Multiple optical �bers are then carriedin a sin-
gleconduit,commonlyknown asa �ber span. Typically,
eachopticalcomponentmaycarrymultipleIP links—the
failureof thesecomponentswouldresultin thefailureof
all of theseIP links. We illustratethisconceptin thebot-
tom half of Figure1, wherewe show the optical layer
topologyoverwhich theIP links arerouted.In Figure1,
thesesharedrisks aredenotedasFIBER SPAN 1 to 6,
andDWDM 1 and2. CKT3 andCKT5 areboth routed
over FIBER SPAN 4 andthuswould both fail with the
failureof FIBER SPAN 4. Similarly DWDM 1 is shared
betweenCKT 1, 3, 4 and5, while CKT 6 andCKT 7
shareDWDM 2.

In essence,eachnetwork elementrepresentsa shared
risk amongall the links that traversethroughthis ele-
ment. Hence,this setof links representswhat is known
as the SharedRisk Link Group (SRLG), as de�ned in
[21]. This conceptis well understoodin the context of
network planningwherebackuppathsarechosensuch
thatthey donothaveany SRLGin commonwith thepri-
mary path,andsuf�cient capacityis plannedto survive
SRLG failures. However, the applicationof risk group
modelsto real-timeandof�ine faultanalysishasnotbeen
well explored.

2.2 Network SRLGs
We now presentthe sharedrisk group model that we
constructto representa typical IP network. We divide
themodelinto hardware-relatedrisksandsoftwarerisks.
Note that this model is not exhaustive, and can be ex-

pandedto incorporate,for example,additionalsoftware
protocols.

2.2.1 Hardware-relatedSRLGs
Fiber: At the lowest level, a single optical �ber car-
riesmultiplewavelengthsusingDWDM. Oneor moreIP
links arecarriedonagivenwavelength.All wavelengths
that propagatethrougha �ber form an SRLG with the
�ber being the risk element. A single �ber cut cansi-
multaneouslyinducefaultsonall of theIP links thatride
over that�ber.

Fiber span: In practice,a setof �bers arecarriedto-
getherthrougha cable. A setof cablesare laid out in
a conduit. A cut (from, e.g.,a backhoe)cansimultane-
ouslyfail all links carriedthroughtheconduit.Theseset
of circuits that ride throughthe conduit form the �ber
spanSRLG.

SONET network elements: SONET network ele-
mentssuchasoptical ampli�ers, add-dropmultiplexors
etc., areoften sharedacrossmultiple wavelengths(that
representthe circuits). For example,an optical ampli-
�er ampli�es all thewavelengthssimultaneously– hence
a problemin the optical ampli�er can potentially dis-
rupt all associatedwavelengths. We collectively group
theseelementstogetherinto the SONET network ele-
mentsgroup.

Router modules: A router is usuallycomposedof a
setof modules,eachof whichcanterminateoneor more
IP links. A module-relatedSRLG denotesall of the IP
links terminatingonthegivenmodule,asthesewouldall
besubjectto failureshouldthemoduledie.

Router: A router typically terminatesa signi�cant
numberof IP links,all of whichwouldlikely beimpacted
by a routerfailure(eithersoftwareor hardware).Hence,
all of the IP links terminatingon a given routercollec-
tively belongto agivenrouterSRLG.

Ports: An individual link canalsofail dueto thefail-
ureof asingleporton therouter(impactingonly theone
link), or throughotherfailuremodesthatimpactonly the
single link. Thus, we also include Port SRLGsin our
model. Port SRLGshowever aresingletonsetsconsist-
ing of only onecircuit. However, weaddthemin ourrisk
modelin orderto beableto explainsinglelink failure.

2.2.2 Software-relatedSRLGs
Autonomoussystem:An autonomoussystem(AS) is a
logicalgroupingof routerswithin theInternetor asingle
enterpriseor provider network (typically managedby a
commonteamandsystems).Theseroutersaretypically
all runninga commoninstanceof an intra-domainrout-
ing protocol. Although extremely rare, a single intra-
domain routing protocol software implementationcan
causeanentireAS to fail.

OSPFareas:Similar to anAS, anOSPFareais alog-
ical groupingof a setof links for intra-domainrouting
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purposes.It is possiblefor a faulty routingprotocolim-
plementationto causedisruptionsacrosstheentirearea.
Hence,the IP links in a particularareaform an OSPF
AreaSRLG.

Not all SRLGshave correspondingfailure diagnosis
tools associatedwith them. For example,a �ber span
is a physicalpieceof conduitthatgenerallycannotindi-
cateto the network operatorthat it hasbeencut. Simi-
larly, thereis no monitoringat theOSPFarealevel that
canindicateif thewholeareawasaffected.On theother
hand,someSONETopticaldevicescanindicatefailures
in real time. However, thesefailure indicationsareusu-
ally at wavelengthgranularity (i.e circuit or link level
failures)andhencearenot representative of that equip-
mentfailure. Diagnosisis thereforebasedon inference
from correlatedfailuresthatcanbeattributedto apartic-
ular SRLG.In theabsenceof fault noti�cations directly
from the equipment,this becomesthe only approachto
identify thefailedcomponentin thenetwork.

2.3 Shared risk in real networks
Spatialcorrelationis inherentlyenabledby richnessin
sharingof risks betweenlinks. In particular, spatial
correlationwill typically be mosteffective in networks
whereSRLGsconsistof multiple IP links, andeachIP
link consistsof multipleSRLGs.Figure2 depictsthecu-
mulative distribution of theSRLGcardinality(thenum-
berof IP links in eachSRLG)in asegmentof alargetier-
1 IPnetworkbackbone(in particular, customer-facingin-
terfacesarenot includedhere).The�gure givesan idea
of theSRLGcardinality(numberof IP links perSRLG)
in realnetworks.Wecanobservefrom this �gure that,as
expected,OSPFareastypically consistof a large num-
ber of links (and, hence,are includedin their SRLG),
whereasportSRLGs(by de�nition) compriseonly asin-
gle circuit. In between,we canseethat �ber spanstypi-
cally havea signi�cant numberof IP links sharingthem,

while SONET network elementstypically have fewer.
The importantobservationhereis that thereis a signi�-
cantdegreeof sharingof networkcomponentsthatcanbe
utilizedin spatialcorrelationin realIP networks.Studies
of thenumberof SRLGsalongeachIP link show simi-
lar results.Thus,sharedrisk groupanalysisholdsgreat
promisefor large-scaleIP networks.

3 Shared Risk Group analysis
We begin by de�ning thenotationwe shallusethrough-
out theremainderof thepaper. De�ne anobservationas
asetof link failuresthatarepotentiallycorrelated,either
temporallyor otherwise.In otherwords,if a givensetof
links fail simultaneouslyor shareasimilarpatternor sig-
natureof a failure, theseeventsform anobservation. A
hypothesisis acandidatesetof circuit failuresthatcould
explain theobservation. That is, a hypothesisis a setof
risk groupsthat containthesetof links seento fail in a
givenobservation.

Thegoal, then,of sharedrisk groupanalysisis to ob-
tain a hypothesisthatbestexplainsa givenobservation.
Theprincipleof Occam'srazorsuggeststhatthesimplest
explanationis the most likely; hence,we considerthe
besthypothesisto betheonewith thefewestnumberof
risk groups.We note,however, that therecouldbeother
formulationsof the problemwherea besthypothesisis
optimizingsomeothermetric.

3.1 Problem formulation
We can de�ne the problem formally as follows. Let
C = f c1; c2; : : : ; cn g denotea set of links, and G =
f G1; G2; : : : ; Gm g denotea set of risk groups. Each
risk group Gi 2 G containsa set of links Gi =
f ci 1; ci 2; : : : ; cik g � C that are likely to fail simulta-
neously. (We usethe terms“links” and“circuits” here
to aid intuition, thoughit will be apparentthat the for-
mulationandthealgorithmto bedescribedsimply deals
with sets,and can be appliedto arbitrary problemdo-
mains).Notethateachcircuit herecanpotentiallybelong
to many differentrisk groups. Given an input observa-
tion consistingof eventson a subsetof circuits, O =
f ce1; ce2; : : : ; cem g, the problemis to identify the most
probablehypothesis,H = f Gh1; Gh2; : : : ; Ghk g � G
suchthatH explainsO, i.e.,everymemberof O belongs
to at leastonememberof H andall the membersof a
givengroupGhi belongto O. Thelatterconstraintstems
from thefactthatif a componentfails,all theassociated
memberlinks fail andhenceshouldbea partof theob-
servation.H is a setcover for O; �nding a minimumset
cover is known to beNP complete.

The problemcanbe modeledvisually usinga bipar-
tite graphas shown in Figure 3. Eachcircuit, ci , and
group,Gj , is representedby a nodein the graph. The
bottompartition consistsof nodescorrespondingto the
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Figure 3: A bipartite graphformulation of the Shared
RiskGroupproblem.

risk groups; the top nodescorrespondto circuits. An
edgeexists betweena circuit nodeanda groupnodeif
that circuit is a memberof the risk group. Given this
bipartite graphand a subsetof verticesin the top par-
tition (correspondingto an observation), the problemis
to identify thesmallestpossiblesetof groupnodesthat
cover theevents.

Before proceeding,we observe that if multiple risk
groupshavethesamemembership—thatis, thesameset
of circuitsmayfail for two or moredifferentreasons—it
is impossibleto distinguishbetweenthecauses.We call
any suchrisk groupsaliases, andcollapseall identical
groupsinto onein our setof risk groups. For example,
in Figure3, groupg5 andg6 havethesamemembership:
l4. Hence,g5 andg6 arecollapsedinto asinglegroupas
a pre-processingstep.

3.2 Greedyapproximation
Thereare potentially many differentways to solve the
problemasformulatedabove; we usea greedyapprox-
imation to modelimperfectfault noti�cations andother
inconsistenciesdueto operationalrealities(asdiscussed
in Section3.3). Our greedyapproximationalsoreduces
the computationcost involved in identifying the most
likely hypothesisamongall hypotheses(which canpo-
tentiallybelarge).

Before presentingthe algorithm, however, we must
�rst introducetwo metricswe will useto quantify the
utility of a risk group. Let jGi j be the total numberof
links thatbelongto thegroupGi (known asthecardinal-
ity of Gi ). Similarly, jGi \ Oj is thenumberof elements
of Gi thatalsobelongto O. Wede�ne thehit ratio of the
groupGi asjGi \ Oj=jGi j. In otherwords,thehit ratio
of a groupis thefractionof circuitsin thegroupthatare
partof theobservation.Thecoverageratio of agroupGi

is de�ned asjGI \ Oj=jOj. Basically, thecoverageratio
is theportionof theobservationexplainedby agivenrisk
group.

Intuitively, our greedy algorithm attemptsto itera-
tivelyselecttherisk groupthatexplainsthegreatestnum-

Algorithm 1 greedyHypothesis(inputlinks,threshold)
1: explained = fg ; ==EmptySet
2: unexplained = input l ink s;
3: ==Al l groupsthat contain at least one l ink
4: groups = getAl lGr oups(unexplained);
5: while (unexplained 6= fg ) do
6: ==Compute hit and coverage f or all groups
7: hitC overage(groups;explained; unexplained);
8: ==F ind a candidate group f or pruning
9: grp = f indC andidateGr oup(groups;thr esh);

10: pruneGrp(grp;explained; unexplained);
11: addGroup(hypothesis;grp);
12: endwhile
13: r etur n hypothesis;

Algorithm 2 �ndCandidateGroup(groups,threshold)
1: for all group such that group:hitr atio �

thr eshold do
2: maxGr oup = updateM axCoverage(group)
3: end for
4: r etur n maxGr oup

ber of faults in the observation with the leasterror: in
otherwords, the highestcoverageandhit ratios. More
concretely, in everyiteration,thealgorithmcomputesthe
hit ratioandcoverageratio for all thegroupsthatcontain
at leastoneelementof theobservation(i.e.,theneighbor-
hoodof theobservationin thebipartitegraph).It selects
therisk groupwith maximumcoverage(subjectto some
restrictionsonthehit ratiowhichweshalldescribelater)
andprunesboththegroupandits membercircuits from
thegraph.In thenext iteration,thealgorithmrecomputes
thehit andcoverageratio for theremainingsetof groups
andcircuits.Thisprocessrepeats,addingthegroupwith
themaximumcoveragein eachiterationto thehypothe-
sis,until �nally terminatingwhentherearenocircuitsre-
mainingin theobservation.Thepseudocodeis presented
in Algorithm 1.

Thealgorithmmaintainstwo separatelists: explained
andunexplainedcircuits. Whena risk groupis selected
for inclusionin thehypothesis,all circuits in theobser-
vationthatareexplainedby this risk groupareremoved
from theunexplainedlist andplacedin theexplainedlist.
The hit ratio is computedbasedon the union of theex-
plainedandunexplainedlist, but coverageratio is com-
putedbasedonly on theunexplainedlist. Thereasonfor
this is straightforward: multiple failuresof thesamecir-
cuit will result in only onefailure observation. Hence,
the hit ratio of a risk groupshouldnot be reducedsim-
ply becausesomeotherrisk groupalsoaccountsfor the
failureobservation.



3.3 Modeling imperfections
In our discussionsofar, we have skirtedtheissueof se-
lecting risk groupswith hit ratios lessthanone. What
doesit meanto haveahypothesisthatexplainsmorecir-
cuit failuresthanactuallyoccurred?In a straightforward
model,sucha result is nonsensical:if the sharedcom-
ponentgeneratingthe risk group failed, all constituent
circuits shouldhave beenaffected. Operationalreality,
however, is seeminglycontradictoryfor anumberof rea-
sons,includingincompleteor erroneousmonitoringdata,
andinaccuratemodelingof thesharedrisk groups.

Although operationally-criticalalarmsare almostal-
waystransmittedusingreliabledataprotocols,somesup-
porting failure-relatedmessages(e.g., syslogs)may be
transmittedusingunreliableprotocolssuchasUDP. This
canresult in partial failure observations. In suchsitua-
tions, theaccuracy of thediagnosisgeneratedusingthe
lossymessagescanbeimpactedif thedatais erroneous
or incomplete. For example,considerthe failure of a
particularoptical component,which resultsin six links
failing out of which only � ve, say, messagesmake it to
the monitoringsystem. The hit ratio for the risk group
representingthesharedcomponentis then5/6. Without
expresslyallowing for theselectionof thisrisk group,the
algorithmwould outputa hypothesis,that,while plausi-
ble, is likely far from reality.

Furthermore,while theoreticallyit shouldbe possi-
ble to preciselymodel all risk groups,it is impossible
in practiceto exactly captureall possiblefailuremodes.
This dif�culty leadsto two interestingcasesof inaccu-
rate modeling. One is failure to model high-level risk
groups(e.g.,all links terminatingin a particularpoint of
presencemaysharea powergrid) while theotheris fail-
ure to model low-level risk groups(for example,some
internalrisk groupwithin a router).Ouralgorithmneeds
to berobustagainstimprecisefailuregroupsand,if pos-
sible, learnfrom realobservations.We discussonereal
instanceof learningof new risk groupsfrom actualfail-
ureobservationsin Section6.

We allow for theseoperationalrealitiesby allowing
risk groupswith hit ratiosof lessthanoneto beselected
asour hypothesis.Speci�cally, we achieve this by intro-
ducinganerror threshold, andthenselecttherisk group
with greatestcoverageout of thosewith hit ratiosabove
this threshold.So,even if a particularcircuit is omitted
(either due to incorrectmodelingor missingdata), the
error thresholdallows considerationof groupsthathave
mostlinks but not quiteall andcover a largenumberof
failures.

Note that there could be two different casesonce
we includegroupswith hit ratios above a certainerror
threshold. It is possiblethat thereare in reality only a
smallnumberof failuresbut, asa resultof messageloss,
thealgorithmidenti�es a hypothesiswith a largernum-
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Figure4: Systemarchitectureframework of SCORE.

ber of failureswhenthe error thresholdis not used(or
error threshold= 1.0). Relaxingthe error threshold(¡
1.0) would accountfor themessageloss,therebygener-
ating a better(smaller)hypothesis.On the otherhand,
therecould be genuinelybe a larger numberof failures
describingour setof observations.In this case,relaxing
the error thresholdcanresult in an incorrecthypothesis
beinggenerated.

It turns out to be extremely dif�cult to selecta sin-
gle error thresholdfor all observations, as it depends
greatlyon thesizeof individual risk groupsinvolvedin
the observation. In practice,we run thealgorithmmul-
tiple times and generatehypothesesfor decreasinger-
ror thresholdsuntil a plausiblehypothesisis generated.
More generally, we canassigna costfunction to evalu-
atethecon�denceof aparticularhypothesisbasedonthe
numberof componentfailuresin thehypothesisandthe
thresholdusedandchoosetheonewith lowestcost.

4 Systemoverview
We createdSCORE—theprototypeimplementationof
our system—withgeneralityin mind. Accordingly, key
systemsandalgorithmiccomponentsarefactoredout so
thatthey maybereusedin multiple problemdomainsor
in variationsfor asingleproblemdomain.A stand-alone
spatialcorrelationmoduleis drivenby anextensibleset
of problemdomaindependentdiagnosisprocesses.Intel-
ligencefrom theproblemdomainis built into theSRLG
database,and is re�ected in the SCOREqueries. Fig-
ure4 depictstheSCOREsystemarchitectureasit is im-
plementedtoday. Thefollowing subsectionsdescribethe
variousmodulesin moredetail.

4.1 SRLG database
The SRLG databasemanagesrelationshipsbetween
SRLGgroupsandcorrespondinglinks. For example,in
ourapplication,thedatabaseatomsusedto form SRLGs
at the SONETlayer describeSONETandoptical-layer
equipmentIDs thatparticularIP links traverse,extracted



from databasespopulatedby operationaloptical-element
managementsystems.Otherrisk groupssuchasareas,
routers,modules,etc.,aresimilarly formedfrom thena-
tive databasesextractedfrom the variousnetwork ele-
ments(e.g.,routercon�gurations).We notethat theun-
derlying databasestrack the network and thereforeex-
hibit churn. TheSCOREsoftwareis currentlysnapshot
drivenandcopeswith churnby reloadingmultiple times
duringthecourseof theday. As mentionedin Section3
onaliasaggregation,wecollapserisk groupswith identi-
cal memberlinks prior to performingspatialcorrelation.

4.2 Spatial correlation engine
TheSpatialCorrelationEngine(SCORE)formsthecore
of the system. This engineperiodically loadsthe spa-
tial databasehierarchyandrespondsto queriesfor fault
localization. SCOREimplementsthe greedyalgorithm
discussedin Section3. That is, SCOREobtains the
minimum sethypothesisusing the SRLG databaseand
a givensetof inputs. Optionally, anerror thresholdcan
bespeci�ed,asdescribedin Section3.

4.3 Data sources
The set of observationsupon which spatialcorrelation
is applied is obtainedfrom network fault noti�cations
andperformancereports(includingperformance-related
alarms). These,in turn, come from a wide rangeof
data sources. We discussbelow some of the more
popularfault- andperformance-relateddatasourcesthat
have beenusedwithin the SCOREarchitectureto date.
Though we describecertain optical-layer event data
sources(such as SONET PM data) and have experi-
mentedwith such sourcesin SCORE,only IP event
sourceswereusedto obtaintheresultsdescribedin this
paper.

4.3.1 IP-layer fault noti�cations
IP link failures and other faults will be observed by
routersand reportedto centralizednetwork operations
systemsvia SNMP trapssent from the router. These
SNMP trapsprovide the key eventnoti�cations that al-
low network operatorsto learnof faultsasthey occur.

Router operatingsystems,much like Unix operat-
ing systems,log importanteventsasthey areobserved.
Theseareknown asroutersyslogsandprovide a wealth
of useful informationregardingnetwork events. These
logs can be usedas additional information to comple-
menttheSNMPtrapsandthealarmsthat they generate.
Table1 shows samplesyslogmessagesfor a failureob-
served on a Cisco router, and anotherfailure observed
on anAvici router. Thefailuresarereportedat different
layers—illustratedherefor theSONET, PPPandIP lay-
ers(OSPF).Notethatthereis nostandardizedformatfor
thesemessagesasthey areusuallyoutputfor debugging
purposes.

4.3.2 Performancereports
SNMP performancedatais generatedby the routerson
eitheraper-interfaceor per-routerbasis,asapplicable.It
typically contains� ve-minuteaggregatemeasurements
of statisticssuchas traf�c volumes,router CPU aver-
ageutilization, memoryutilization of the router, num-
ber of packet errors,packet discards,and so on. Per-
formancemetricsarealsoavailableon a per-circuit ba-
sisfrom SONETnetwork elementsalonganopticalpath
(as are alarms,althoughtheseare not discussedhere).
Numerousparameterswill be reportedin, for example,
15-minuteaggregates.Theseincludeparameterssuchas
codingviolations,erroredseconds,severelyerroredsec-
onds(indicativeof bit-error ratesandoutages),andpro-
tectionswitchingcountsonSONETrings.

4.4 Data translation/normalization
Monitoring datais usuallycollectedfrom differentnet-
work elements(routers, SONET DWDM equipment,
etc.) andstreamedto oneor morecentralizeddatabases.
This variousdatais usually storedin different formats
with independantcandidatekeys. However, we needto
be able to associatethe network events(e.g., failures)
with thetopologyinformation(SRLGs)acrosslayers.To
achieve this, we needto usea commonkey acrossour
SRLGandeventnoti�cations.1

4.5 Fault localization policies
Fault localization is performedon various monitoring
datasources(suchas thosementionedin the previous
section)using �e xible data-dependentpolicies. In Fig-
ure 4, fault isolation policies form the bridge between
thevariousmonitoringdatasources(translators)andthe
mainSCOREengine.Thesepoliciesdictatehow a par-
ticular typeof faultcanbelocalized.Themainfunctions
include:

� Event clustering. Clusteringeventsthat represent
either temporally correlatedevents or events with
similar failuresignatures(e.g.,spatiallycorrelated)

� Localization heuristics. Heuristicsthataidein iden-
ti�ng hypothesesthatbestexplaineventclusters.

Event clustering: A singlefailure canresult in mul-
tiple observations,all closein time, but not necessarily
fully synchronized.This maybebecausethefailurewas
not detectedat exactly the sametime, the network ele-
mentsreportingtheeventsmay not be all synchronized
preciselyin time,or propagationdelaysof theassociated
messagesdiffer. Thus, datasourcesthat are basedon
discreteasynchronousevents,(e.g.,OSPF, syslogmes-
sages)needto be clusteredtogetherso that individual

1Wemapall thedatabasesinto link circuit identi®erssincethenet-
work databaseitself is organizedbasedonlink circuit identi®ers.How-
ever, any uni®edformatwould work equallywell.



Syslog Message on Cisco/Avici Routers Layer Router
Aug 16 04:01:29.302 EDT: %LINEPROTO-5-UPDOWN:Line protocol on
Interface POS0/0, changed state to down

SONET layer Cisco

Aug 16 04:01:29.305 EDT: %LINK-3-UPDOWN: Interface POS0/0, changed
state to down

PPP layer Cisco

Aug 16 04:01:29.308 EDT: %OSPF-5-ADJCHG: Process 11, Nbr 1.1.1.1
On POS0/0 from FULL to DOWN, Neighbor Down: Interface down or
detached

OSPF/IP layer Cisco

module0036:SUN SEP 12 17:23:29 2004 [030042FF] MINOR:snmp-traps
:Sonet link POS 1/0/0 has new adminStatus up and operStatus up.

Sonet Layer Avici

server0001:SUN SEP 12 17:25:01 2004 [030042FF] MINOR:snmp-traps
:PPP link POS 1/0/0 has new adminStatus up and operStatus up.

PPP layer Avici

server0002:THU AUG 12 07:21:58 2004 [030042FF] MINOR:snmp-traps:OSPF
with routerId 1.1.1.1 had non-virtual neighbor state change with
neighbor 1.1.1.2 (address less 0) (router id 1.1.1.4) to state
Down.

OSPF/IP layer Avici

Table1: Syslogmessagesoutputby CiscoandAvici routerswhena link fails at differentlayersof thestack.When
thelink comesbackup,therouterwritessimilarmessagesindicatingthateachof thelayeris backup.

observations(e.g.,link downevents)becomeasingleob-
servation(multiple-linkoutage).Thisclusteringcaptures
all theeventsthatareclosetogetherin timeandassumes
thatthey arepotentiallyrelatedto oneor moreindividual
failures.

Thereare many different ways to clusterevents. A
naive approachto clusteringis basedon �x edtime bins.
For example, we can constructobservations (sets of
potentially correlatedlinks) by clustering togetherall
events in a �x ed � ve-minutebin. The problem with
this approach,however, is the fact thateventsrelatedto
a particularfailure canpotentiallystraddlethe time-bin
boundary. In this case,the quantizationwill createtwo
differentobservationsfor correlatedeventsthusaffecting
theaccuracy of thediagnosis.

In oursystem,weclustereventsbasedonthelengthof
thegapsbetweenthem.Weconsiderthelongestchainof
eventsthatarespacedapartby lessthana setthreshold
(calledthequietperiod)aspotentiallycorrelatedevents.
The intuition hereis that eventsoccuringwithin a time
periodlessthana given threshold(say30 seconds)are
potentiallycorrelatedandcanbe attributedto the same
failure. Note,however, that thequietperiodneedsto be
tunedfor theparticularproblemdomain.Theseclustered
eventsarethenfed to theSCOREsystemto obtaina hy-
pothesisthatrepresentsthefailednetwork components.

Localization heuristics: Fault localizationoften re-
quires heuristicsthat are either derived intuitively or
throughdomainknowledgeto make multiple queriesto
the systemwith differentparametersin order to obtain
higher-con�dencehypotheses.TheSCOREarchitecture
allows for the straightforward implementationof such
troubleshootingpoliciesdependingon the problemdo-
main. We implementedonesuchlocalizationheuristic
for handlingIP link-down events.

We implemented a simple heuristic that queries
SCOREwith multiple error thresholds(reducingfrom
1.0 to 0.5) to obtaina numberof differenthypotheses.
We comparethehypothesesobtainedusingtheserelax-

Figure5: SCOREscreenshot.

ations(error thresholds)to accountfor datainconsisten-
cies or databaseissues. The most likely hypothesisis
selectedusinga costfunction that dependson the error
threshold,numberof failuresin the hypothesis,and,�-
nally, the individual typesof groupsin the hypothesis.
Currentlyweusetheratiobetweenthenumberof groups
andthethreshold;we would like to identify caseswhere
asmallrelaxationin thethreshold(sayerrorthresholdof
0.9)canreducethenumberof groupssigni�cantly.

Anotherheuristicis to querySCOREusingclustered
events that have similar signatures. For example, we
canfurther clusterPM data(e.g.,packet lossor bit er-
ror rates)usingadditionalsignaturesspeci�c to thedata.
Links canbe groupedtogetherwhich have similar error
counts;theselinks aremorelikely to beexperiencingthe
sameroot causethanlinks thathave very differenterror
counts.This policy is guidedby theintuition thatcorre-
latedeventsin termsof the actualsignaturepotentially
have thesameroot cause.

4.6 Implementation issues
The coreenginethat implementsthe spatialcorrelation
usestheSRLGdatabase,readin periodically, andoural-



gorithm above to identify themostlikely causeof each
given observation. The main data-structureconsistsof
two hashtables:one for the set of circuits and one for
the set of risk groups. Eachgroupconsistsof the cir-
cuit identi�ers that can be usedto query the circuit's
hashtable.Thisparticularimplementationallows for fast
associationsandtraversalsto implementthespatialcor-
relationalgorithmoutlinedin Section3. Theenginealso
implementsa server to which variousdiagnosisagents
(clients) connect. Theseclients query the SCOREen-
ginewith a setof observations(clustersof link failures).
The SCOREengine(server) returnsthe hypothesisthat
bestexplainstheobservationswith which it wasqueried.

We chose to implement the main SCORE engine
in C for ef�ciency reasons. The total implementation
is slightly more than 1000 lines of C code. Obtain-
ing groupsfrom different databasesthat contain �ber
level, �ber -spanlevel, router-level, and other indepen-
dentviews is oneof thefunctionsof theSRLGdatabase
module.Thismoduleis implementedin Perlandconsists
of approximately1000linesof code.Theotherfunction
of theSRLGdatabaseinterfaceis groupaliasresolution.
Thegroupaliasresolutionalgorithmis notaperformance
bottleneckas it is refreshedfairly infrequently(usually
twice a day). This collapsingof risk groupsitself is
about200linesof Perlcode.Theclientmodulecontains
the intelligencefor thetroubleshootingandhandlesthe
domain-speci�cimplementations.To achieve �e xibility
andrapidprototyping,we choseto implementtheclient
modulein Perl.

We implementeda Webinterfacefor ourSCOREsys-
tem to convenientlydepictthe outputof our systemfor
operationalnetwork data. We useda tabular format for
displayingour results,asshown in Figure5. The Web
sitedisplaysbothcurrentandhistoricalnetwork events,
andthecorrespondinghypothesesoutputby our system.
The�rst columnof thetabledepictstheobservationstart
and end times as identi�ed using our clusteringalgo-
rithms. The secondcolumn representsthe set of links
that were impactedduring the event (representedhere
using circuit identi�ers). The third and fourth column
provide descriptionsof the risk groupsand associated
network componentsthat form the diagnosisreport for
that observation. The diagnosisreportalso reportsthe
hit ratio, coverageratio andtheerror thresholdusedfor
thegroupsinvolvedin thediagnosis.

5 Simulated faults
We evaluatetheperformanceof SCOREusingbotharti-
�cially generatedfaults(this section)andrealfaults(the
following section).Thegoalof our initial experimentsis
to evaluatetheaccuracy of thegreedyapproachwithin a
controlledenvironmentby usingemulatedfaults.Weuse
an SRLG databaseconstructedfrom thenetwork topol-
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Figure6: Percentageof correcthypothesesasa function
of errorprobabilityfor variousalgorithmerrorthresholds
(threesimultaneousfailures).

ogy andcon�guration dataof a tier-1 serviceprovider's
backbone. In our simulation,we inject differentnum-
bersof simultaneousfaultsinto thesystemandevaluate
theability of SCOREto producethecorrecthypothesis.
We �rst study the ef�cacy of the greedyalgorithmun-
der idealoperatingconditions(no lossesin dataandno
databaseinconsistencies)beforeconsideringnoisy data
by simulatingerrorsin theSRLGdatabaseandeventob-
servations.

5.1 Perfect fault noti�cation
To evaluatethe accuracy of the SCOREalgorithm,we
simulatedscenariosconsistingof multiple simultaneous
failuresandevaluatedtheaccuracy in termsof thenum-
ber of correcthypotheses(faults correctly localizedby
the algorithm) and the numberof incorrecthypotheses
(thosewhich we did not successfullylocalizeto thecor-
rect SRLGs). We randomlygenerateda given number
of simultaneousfailuresselectedfrom thesetof all net-
work risk groups: the set of all SONET components,
�ber spans,OSPFareas,routers,and router ports and
modulesin ourSRLGdatabase.Oncethefaultswerese-
lectedfor a givenscenario,we identi�ed theunionof all
the links that belongto thesefailures. Theselink-level
failureswereinput to theSCOREsystemto generatehy-
potheses.Theresultinghypotheseswerethencompared
with theactualinjectedfailuresto determinethosewhich
werecorrectlyidenti�ed andthosewhichwerenot.

Figure6 depictsthefractionof correctlyidenti�ed hy-
pothesesasa function of the numberof simultaneously
injectedfaults,whereeachdatapoint representsan av-
erageacross100 independentsimulations. The �gure
illustratesthat the accuracy of the algorithm on these
data sets is greaterthan 99% for ports, modulesand
routers,irrespective of thenumberof simultaneousfail-
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ures generated. In general,the accuracy of the algo-
rithm decreasesas the numberof simultaneousfailures
increases,althoughthe accuracy remainsgreaterthan
95%for fewer than� vesimultaneousfailures.In reality,
it is unlikely thatmorethanonesimultaneousfailurewill
occur(andbe reported)at a singlepoint in time. Thus,
for failuressuchas�ber cuts,routerfailures,andmod-
uleoutages(correspondingto asinglesimultaneousfail-
ure),our resultsindicatethat theaccuracy of thesystem
is near100%. However, it is entirelypossiblein a large
network that multiple independentcomponentswill si-
multaneouslybeexperiencingminorperformancedegra-
dations,suchaserror rates,which arereportedand in-
vestigatedonalongertimescale.Thus,theresultsrepre-
sentinghighernumberof simultaneousfailuresarelikely
indicativeof performancetroubleshooting.However, we
canstill concludethat for realisticnetwork SRLGs,the
greedyalgorithmpresentedhereis highly accuratewhen
wehaveperfectknowledgeof ourSRLGsandfailureob-
servations.

5.2 Imperfect fault noti�cation
The SRLG modelprovidesa solid, but not perfectrep-
resentationof the possiblefailure modeswithin a com-
plex operationalnetwork. Thus,we expectto �nd sce-
narioswherethesetof observationscannotbeperfectly
describedby any SRLG.Similarly, datalossassociated
with event noti�cations and databaseerrorsare inher-
entoperationalrealitiesin managinglarge-scaleIP back-
bones.In Section3, wediscussedhow to adaptthebasic
greedyalgorithmto accountfor theseoperationalreal-
ities. In this section,we evaluatethe accuracy of the
SCOREalgorithm when we have loss in our observa-
tions, which may result, for example, from imperfect
event noti�cations (wherefailuresare not reportedfor
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whatever reason).We considerthreeparameters:theer-
ror thresholdusedin theSCOREalgorithm,thenumber
of simultaneousfailures,andtheerrorprobability(which
representsthepercentageof IP link-failurenoti�cations
lost for a givenfailurescenario).

Figures7 and8 demonstratetheaccuracy of thealgo-
rithm undera rangeof errorprobabilitiesandalgorithm
error thresholdsfor a varying numberof simultaneous
failures. Speci�cally, the �gures plot the percentageof
correcthypothesesas a function of the error probabil-
ity. In Figure7, the algorithmerror thresholdis varied
from 0.6 to 1.0, while thenumberof simultaneousfail-
uresis setto 3. In Figure8 thealgorithmerrorthreshold
is �x ed at 0.6 and the numberof simultaneousfailures
is variedfrom 1 to 5. As expected,increasingthe error
probabilityreducestheaccuracy of thealgorithm.Under
threesimultaneousfailureeventsandanerrorprobability
of 0.1, we canobserve from Figure7 that an algorithm
errorthresholdof between0.7and0.8restorestheaccu-
racy of theSCOREalgorithmto around90%. However,
if wemandateperfectmatchingof failureobservationsto
SRLGs(i.e., error threshold= 1.0), thenfault-isolation
accuracy dropsto around78%.This showsthenecessity
andeffectivenessof theerror thresholdsintroducedinto
the algorithmfor fault localizationin the faceof noisy
eventobservationdata.

5.3 Performanceresults
The algorithm's executiontime was also evaluatedun-
dera rangeof conditions.In general,theexecutiontime
recordedincreasedas the numberof IP links (observa-
tions)impactedby thefailuresincreased.Thisis because
all of theSRLGsassociatedwith eachof thefailedlinks
mustbe includedaspart of thecandidatesetof SRLGs
for localization,andthusmustbe evaluated. Thus, the
executiontime increasedwithin increasingnumbersof



IP link failures,but onaveragewasbelow 150msfor up
to ten failures. Similarly, theexecutiontime for scenar-
ios involving routerfailureswastypically higherthanfor
otherfailurescenarios,asthe routerstypically involved
largernumbersof links. Executiontimesof upto 400ms
wererecordedfor eventsinvolving large routers. How-
ever, evenin theseworstcasescenarios,thealgorithmis
morethanfastenoughfor real-timeoperationalenviron-
ments.

6 Experiencein a tier-1 backbone
TheSCOREprototypeimplementationwasrecentlyde-
ployed in a tier-1 backbonenetwork, andusedin anof-
�ine fashionto isolateIP link failuresreportedin thenet-
work. The implementedsystemoperatedon a rangeof
fault andperformancedata,including IP fault noti�ca-
tionsandopticallayerperformancemeasures.However,
we limit our discussionhereto our experiencewith link
failureeventsreportedin routersyslogs.

6.1 Localization accuracy
Determiningwhetheror not the SCOREprototypecor-
rectly localizeda given fault requiresidenti�cation of
the root causeof the fault via other means. In many
cases,identifyingthisrootcauseinvolvedsifting through
largeamountsof dataandreports—atediousprocessat
best.We manuallycon�rmed therootcauseof 18 faults;
we presenta comparisonwith theoutputreportedby the
SCOREprototype.We note,however, thatour method-
ology hasan inherentbias: we cannotexcludethe pos-
sibility that theremay be a correlation(not necessarily
positive) betweenour ability to diagnosethe fault and
SCORE'sperformance.While it wouldhavebeenprefer-
ableto selecta subsetof the faultsat random,we were
not ableto easilymanuallydiagnoseevery fault,nor did
we have theresourcesto considerall faultsexperienced
duringSCORE'sdeployment.

Table2 denotesthe resultsof our analysisof eachof
our18faults.For eachfailurescenario,wereport:

� thetypeof failurethatoccurred
� anameuniquelyidentifying thefailedcomponent
� the numberof SRLG groupslocalizedwhenthe al-

gorithmwasrun with anerrorthresholdof 1.0
� thethresholdusedto generatea �nal conclusion
� thenumberof SRLGslocalizedwhenthealgorithm

wasrunwith the�nal threshold
� thenumberof SRLGscorrectlylocalized
� thenumberof SRLGsincorrectlylocalized
� descriptionof the reasonwhy we hadto reducethe

threshold,or why wewereunableto identify asingle
SRLGastherootcausein certainsituations

Overall, we were able to successfullylocalizeall of
the faultsstudiedto theSRLGsin which the failednet-

work elementswereclassi�ed,exceptwhereweencoun-
terederrorsin our SRLG database.However, whenwe
usedathresholdof 1.0(i.e.,mandatingthatanSRLGcan
beidenti�ed if andonly if faultswereobservedonall IP
links), thenweweretypicallyunsuccessful—particularly
for routerfailures,andfor theprotocolbug reported.In
the majority of the router failures, even though these
eventscorrespondedto routersbeing rebooted,the re-
mote endsof the links terminatingat theseroutersdid
not alwaysreportassociatedlink-level events.This may
bedueto anumberof possiblescenarios:theeventsmay
never have beenloggedin the syslogs,datamay have
beenlost from thesyslogs,the links mayhave beenop-
erationallyshutdown and,hence,did notfail atthispoint
in time,or thelinks werenot impactedby thereboot.In-
dependentof why the link noti�cations werenot always
observed,therouterfailureswereall successfullylocal-
izedwhenthethresholdwasreduced.This improvement
highlightstheimportanceof SCORE's relaxedapproach
to localizingfaultsin operationalnetworks.

Of course,routerfailuresaretypically easyto identify
throughspatialcorrelation,asall of the links impacted
have a commonendpoint (the failed router). However,
opticallayerimpairmentscanimpactseeminglylogically
independentlinks at the IP layer if theselinks are all
routed througha commonoptical component,making
themmuchmoredif�cult to identify.

We studiedfour different SONET network element
failures.The�rst—an opticalampli�er failure—induced
faults reportedon 13 IP links. Thus, with a threshold
of 1.0 our algorithmidenti�ed 8 differentSRLGsasbe-
ing involved. However, asthe thresholdwasreducedto
0.9, we were able to isolatethe fault to only 2 differ-
entSRLGs.Furtherreductionsin this thresholddid not,
however, further reducethenumberof SRLGsto which
the fault waslocalized. Furtherinvestigationuncovered
an SRLG databaseproblem—whereour SONET net-
work elementdatabasedid not containany information
regardingoneof the circuits reportingthe fault. Thus,
theSCOREalgorithmwasunableto localizethefault for
this particularIP link to theSRLGcontainingthe failed
opticalampli�er, andinsteadincorrectlyconcludedthat
arouterportwasalsoinvolved(thesecondSRLG).How-
ever, theSRLGcontainingthe failedampli�er wasalso
correctlyidenti�ed for the other12 IP links—thelower
thresholdwasrequiredbecausenofaultwasobservedfor
oneof theIP links routedthroughtheopticalampli�er.

This optical ampli�er example highlights a partic-
ularly important capability of the SCORE system—
the ability to highlight potentialSRLG databaseerrors.
Links missing from databases,incorrect optical layer
routing information regardingcircuits andother poten-
tial errorsin databasesplayhavocwith capacityplanning
andnetwork operationsandsomustbeidenti�ed. In this



Typeof Component #SRLGS FinalThld #SRLGS #Correctly #Incorrectly Comment
problem Name (Thld.=1.0) (Thld.=Final) localized localized
Router RouterA 27 0.8 1 1 0 No event reportedby

somelinks
Router RouterB 20 0.9 3 3 0 No event reportedby

somelinks
Router RouterC 12 0.7 1 1 0 No event reportedby

somelinks
Router RouterD 1 1 1 1 0 -
Router RouterE 18 0.8 1 1 0 No event reportedby

somelinks
Router RouterF 1 1 1 1 0 -
Router RouterG 4 1 4 4 0 -
Module ModuleA 1 1 1 1 0 -
Module ModuleB 1 1 1 1 0 -
Module ModuleC 1 1 1 1 0 -
Optical SonetA 8 0.9 2 1 1 No observation re-

portedby onelink and
databaseproblem

Failed
Transceiver

SonetB 1 1 1 1 0 -

ShorttermFlap SonetC 2 0.7 1 1 0 No observation re-
portedby onelink

OpticalAmpli®er SonetD 2 0.6 1 1 0 No observation re-
portedby onelink

FiberCut FiberA 3 0.5 1 1 2 Databaseproblem
FiberSpan FiberSpanA 1 1 1 1 0 -
ProtocolBug OSPFAreaA 20 0.7 4 4 0 IncorrectSRLG mod-

eling
ProtocolBug OSPFAreaA 4 1 4 4 0 OSPFArea A MPLS

enabledinterfaces

Table2: Summaryof real,tier-1 backbonefailuressuccessfullydiagnosedby SCORE.

scenario,the databaseerror washighlightedby the fact
thatwe wereunableto identify a singleSRLGfor a sin-
gle network failure,evenafter lowering thresholdusing
in theSCOREalgorithm.

TheotherthreeSONETfailureswereall correctlyiso-
latedto theSRLGcontainingthefailednetworkelement;
in two caseswe againhad to lower the thresholdused
within the algorithmto accountfor links for which we
had no failure noti�cation (in one of thesecases,the
missinglink wasindeeda resultof the interfacehaving
beenoperationallyshutdown beforethefailure).

We testedour SCOREprototypeon a second,previ-
ously identi�ed failure scenarioimpactedby a SRLG
databaseerror (�ber A in table2). Again, the SCORE
systemwasunableto identify a singleSRLG as being
theculprit evenasthethresholdwaslowered;no SRLG
in thedatabasecontainedall of thecircuitsreportingthe
fault. Again,a databaseerrorwashighlightedby thein-
ability of thesystemto mapthefailureto asingleSRLG.

The �nal casethat we evaluatedwasone in which a
low-level protocol implementationproblem(commonly
known as a software bug) impacteda numberof links
within a commonOSPFarea. This scenariooccurred
over an extendedperiod of time, during which three
otherindependentfailuresweresimultaneouslyobserved
in otherareas.Whena thresholdof 1.0 wasusedin the
SCOREalgorithm,the event in questionwasidenti�ed
asbeing the resultof 20 independentSRLG failures—

a large numbereven for the extendedperiod of time.
As the thresholdwas reducedto a �nal value of 0.7,
theeventwasisolatedto four individual SRLGs—three
SRLGsin otherOSPFareas(correspondingto theinde-
pendentfailures)andthe OSPFareain question.Thus,
theSCOREalgorithmwascorrectlyableto identify that
theeventcorrespondedto a commonOSPFarea.How-
ever, furtherinvestigationuncoveredthatthereasonwhy
not all links in the OSPFareawere impactedwas that
only thoseinterfacesthatwerecurrentlyMPLS-enabled
wereaffected. Thus,an additionalSRLG wasaddedto
ourSRLGdatabasethatincorporatedthelinks in agiven
areathat were MPLS enabled—applicationof this en-
hancedSRLG databasesuccessfullylocalizedall of the
SRLGsimpactedby the four simultaneousfailureswith
athresholdof 1.0.Weconcludethatthethresholdusedin
theSCOREalgorithmcanallow our resultsto berobust
to incompletemodelingof all of thepossibleSRLGs—
any level of modelingof risk groupscanbe inadequate
astherecouldbemorecomplicatedfailurescenariosthat
cannotbemodeledby humansperfectlya priori . How-
ever, SCOREenablesoperatorsto continuallylearnnew
SRLGsthroughfurtheranalysisof new failurescenarios,
therebyenhancingtheSRLGmodels.

6.2 Localization precision
While the 18 faults we studieddemonstrateSCORE's
ability to accuratelylocalizefaults,it doesnot give any
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indicationof how precisethelocalizationis. EachSRLG
to which we localizea fault actuallyconsistsof oneor
morephysicalcomponents,so isolatinga fault to a par-
ticular SRLG doesnot fully isolatethe fault to an indi-
vidual component.In this section,we evaluatethepre-
cisionof SCOREusinga metricwe call thelocalization
precision. The localizationprecisionof a given obser-
vation is de�ned as the ratio of the numberof suspect
componentsafterlocalizationto thatbeforelocalization.
In otherwords,it is the fractionof componentsthatare
likely to explain a particularfault (or observation)using
our localizationalgorithmoutof all thecomponentsthat
cancausea givenfault.

In Figure9, thecumulativedistributionfunctionof the
localizationprecisionis shown. From Figure9, we ob-
serve that SCORElocalizesfaults to lessthan 5% for
morethan40% of the failuresandto lessthan10% for
morethan80%of thefailures.WeconcludethatSCORE
identi�es likely root causesvery preciselyfrom a large
setof possiblecausesfor a givenfailure. We note,how-
ever, thatwedonotknow therootcauseof all 3000faults
shown here;we cannotspeculateon SCORE's accuracy
exceptfor the18 faultsdiscussedpreviously.

7 Relatedwork
Network engineerscommonly employ the conceptof
SharedRisk Link Groups to disjoint paths in opti-
cal networks; SLRGsare key input into many traf�c-
engineeringmechanismsandprotocolssuchasGeneral-
ized Multi-Protocol Label Switching(GMPLS).Due to
their importance,recentwork hasattemptedto automat-
ically infer SRLGs[18]. To thebestof our knowledge,
however, we arethe �rst to useSRLGsin combination
with IP-layerfault noti�cations to isolatefailuresin the
opticalhardwareof anetworkbackbonewithouttheneed
for physical-layermonitoring.

Monitoringandmanagementis achallengingproblem
for any large network. It is not surprising,then, that a
numberof researchprototypes[3, 5, 9, 14, 15, 22] and
commercialproductshave beendevelopedto diagnose
problemsin IPandtelephonenetworks.Commercialnet-
work fault managementsystemssuchasSMARTS [19],
OpenView [11], IMPACT [12], EXCpert[15], andNet-
FACT [10] provide powerful, genericframeworks for
handling fault indicators, particularly diverse SNMP-
based[2] measurementsand rule-basedcorrelationca-
pabilities.Thesesystemspresentuni�ed reportinginter-
facesto operatorsandotherproductionnetwork manage-
mentsystems.

In general,previous systemscorrelatealarmsfrom a
particularlayer in orderto isolateproblemsat thatsame
layer (e.g., route�apping, circuit failure, etc.). For ex-
ample,Roughanet. al. proposeda correlation-based
approachto detectforwardinganomaliessuchasBGP-
relatedfailures[17]. Theirapproachwasto detectevents
of potentialinterestby correlatingmultipledatasources,
while ourapproachusestheseevensto diagnosetheroot
cause(s),whichmayor maynotbeat theBGPlayer.

The problemof fault isolation is not limited to net-
working, of course;similar problemsexist in any com-
plex system.Regardlessof domain,fault detectionsys-
temshave takenthreebasicapproaches:rule- or model-
basedreasoning[1, 6, 11], codebookapproaches[19,
23], or machinelearning(suchasBayesianandBelief
Networks [4, 13, 20]). The dif�culty with probabilis-
tic or machine-learningapproachesis that they arenot
prescriptive: it is not clear what setsof scenariosthey
canhandlebesidesthespeci�c trainingdata.Rule-based
andcodebooksystems(otherwiseknown as“expertsys-
tems”) areoften even morespeci�c, only beingableto
diagnoseeventsthatareexplicitly programmed.Model-
basedapproachesaremoregeneral,but requiredetailed
informationaboutthe systemundertest. Dependency-
basedsystemslike ours,on the otherhand,allow gen-
eral inferencewithout requiring unduespeci�city. In-
deed,thespeci�c useof dependency graphsfor problem
diagnosishasbeenexploredbefore[8], but not in this
particulardomain.

Our problemas de�ned in Section3.1 falls into the
moregeneralclassof inferenceproblemswhich include
problemsin other domainssuchas traf�c matrix esti-
mation, tomography, etc. Hence,techniquesappliedin
thesedomainscould potentially be usedto solve this
problem. For example,in [24], the authorsreducethe
problemof traf�c matrix estimationto an ill-posed lin-
earinverseproblemandapplya regularizationtechnique
to estimatethe traf�c matrix. Our problemcanalsobe
solved using matrix inversionusing an incidencema-
trix to model the risks. While thesemethodscanwork
well with perfectdata,it is unclearhow to adaptthese



techniquesto dealwith imperfectlossnoti�cations and
SRLG databaseerrors. Our greedyapproximation,on
the other hand,obtains95% accuracy for a large class
of failures(seeSection5.1) while remainingrobust to
errorsin the SLRG database.Hence,the accuracy im-
provementfrom exacttechniquesis likely to belimited.

8 Conclusions
Using our risk modelingmethodology, we have devel-
oped a systemthat accuratelylocalizesfailures in an
IP-over-optical tier-1 backbone.Givena setof IP-layer
eventsoccurringwithin asmalltimewindow, ourheuris-
tics pinpoint the sharedrisk (groupof IP and/oroptical
devices)thatbestexplainstheseevents.Giventheharsh
operationalreality of maintainingcomplex associations
betweenobjectsin the two networking layers in sepa-
ratedatabases,we �nd that it is necessaryto go beyond
identifying the singlebestexplanation,and, instead,to
generateasetof likely explanationsin orderto berobust
to transientdatabaseglitches.

Weput forwardasimple,threshold-basedschemethat
suggestspromisingexplanationswhile admittingincon-
sistenciesin thedatasupportingtheseexplanationsup to
a given threshold. We �nd that not only doesour ap-
proachincreasetheaccuracy androbustnessof fault lo-
calization,but it alsoprovidesawayto identify problems
with the topologydatabase;we areawareof no alterna-
tive automatedmeansof detectingsucherrors.Accurate
modelingof sharedrisksis critical to IP network design.
For example,a misidenti�cation of a sharedrisk might
producea designbelieved to be resilient to any single
SRLGfailurebut which in factis not.
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