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(a) An FSA describing Property 3

// Here ruid=x (a normal user), euid=0 (root)
execl(“/bin/sh”, “sh”, NULL);

(b) A segment from a setuid-root program that violates
Property 3. The user will receive a shell with full root
access, which may not have been intended. Probably
the programmer should have called seteuid(x) to drop
privilege before spawning the shell.

Figure 3: An FSA illustrating Property 3 (execl()
must not be called in privileged state) and a pro-
gram violating it

function drop privilege drops privilege, but the path [d0d1]
fails to do so. So the path [m1d0d2d3d4m2m3] satisfies Prop-
erty 3, but the path [m1d0d1m2m3] violates it. These types
of path-dependent errors are common in programs, but such
interprocedural errors are difficult to discover with testing or
manual review, especially if the caller and callee are in dif-
ferent source files. As a result, we conclude that automated
tools to help with this task are needed.

In this paper, we describe an automated approach to help
examine security-related temporal safety properties (abbre-
viated as security properties henceforth) in software. We
have built MOPS 2, a program analysis tool that allows us
to make these properties explicit and to verify whether they
are properly respected by the source code of some applica-
tion.

MOPS determines at compile time whether there is any
execution path through a program that may violate a se-
curity property. Since it is infeasible to traverse every exe-
cution path because there are prohibitively many paths, we
use techniques from model checking and program analysis
to structure the analysis. We model the security property
as a Finite State Automaton (FSA) and the program as a
Pushdown Automaton (PDA). We then use model checking
to determine whether certain states representing violation of
the security property in the FSA are reachable in the PDA.
Our approach may be viewed as an application of lightweight
formal methods to an interesting class of security properties.

MOPS is distinguished from other related tools in the
following aspects. First, since it is based on a solid for-
mal foundation, i.e., model checking, it can take advantage

2MOdel Checking Programs for Security properties

int main(int argc, char *argv[])
{ // start with root privilege

m0: do something with privilege();
m1: drop privilege();
m2: execl(“/bin/sh”, “/bin/sh”, NULL); // risky syscall
m3: }

void drop privilege()
{

struct passwd *passwd;

d0: if ((passwd = getpwuid(getuid())) == NULL)
d1: return; // but forget to drop privilege!
d2: fprintf(log, “drop priv for %s”, passwd->pw name);
d3: seteuid(getuid()); // drop privilege
d4: }

Figure 4: A program where the security property is
violated on one execution path but not on the other
one.

of existing algorithms and future advances from the model
checking community. Second, because it fully supports in-
terprocedural analysis and because interprocedural bugs are
more elusive than intraprocedural ones, MOPS promises to
complement manual auditing where an automated tool is
needed the most. Third, MOPS is sound (modulo the mild
assumptions to be discussed in Section 6): it reliably catches
all bugs of the specified types. This property makes MOPS
useful not only in finding security bugs but also in verify-
ing security properties. Fourth, thanks to a novel technique
that substantially reduces the size of a program without af-
fecting the result of model checking [7], MOPS scales well to
large programs in both time and space, overcoming the scal-
ability problem that hinders many software model checking
systems. Other tools have some of these properties, but to
the best of our knowledge MOPS is the only tool that has
all of these desirable properties.

This paper is organized as follows. Section 2 and 3 de-
scribe the formal models that are the foundations of this
approach. The former presents an abstract view of the mod-
els and the latter describes their implementation. Section 4
discusses how to derive a security model from the operat-
ing system accurately. Section 5 presents our experiences in
using MOPS to examine several security-relevant software.
Section 6 discusses the soundness of this approach and its
limitations. Section 7 reviews the related work and com-
pares them to MOPS.

2. FORMAL MODELS

MOPS is based on a formal approach that builds a formal
model of a program and of a security property and then
analyzes the models. We start by describing the problem.

2.1 The Problem

Given a program and a security property, the goal is to
verify whether the program satisfies the property, and if
not, identify why. Typically, the program performs sev-
eral security-relevant operations, and the security property
specifies certain sequences of security operations that lead
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“Red” project

Format String Attacks 2

• It is possible to get a count of the number of characters output at any point in the format
string. When the "%n" format is encountered in the format string, the number of characters
output before the %n field was encountered is stored at the address passed in the next
argument. As an example, to receive the offset to the space between two formatted numbers:

int pos, x = 235, y = 93;

printf("%d %n%d\n", x, &pos, y);
printf("The offset was %d\n", pos);

• The "%n" format returns the number of characters that should have been output, not the
actual count of characters that were output. When formatting a string into a fixed-size buffer,
the output string may be truncated. Despite this truncation, the offset returned by the "%n"
format will reflect what the offset would have been if the string was not truncated. To illustrate
this point, the following code will output the value "100" and not "20":

char buf[20];
int pos, x = 0;

snprintf(buf, sizeof buf, "%.100d%n", x, &pos);
printf("position: %d\n", pos);

A  S I M P L E  E X A M P L E

Rather than talking in vagaries and abstractions, we will use a concrete example to illustrate the
principles as they are discussed. The following simple program will suffice for this purpose:

/*
 * fmtme.c

 *       Format a value into a fixed-size buffer
 */

#include <stdio.h>

int
main(int argc, char **argv)
{

    char buf[100];
    int x;

    if(argc != 2)
        exit(1);

    x = 1;

    snprintf(buf, sizeof buf, argv[1]);
    buf[sizeof buf - 1] = 0;
    printf("buffer (%d): %s\n", strlen(buf), buf);

    printf("x is %d/%#x (@ %p)\n", x, x, &x);
    return 0;
}

“Red” project

• Problem:

• define a language for specifying properties 
(temporal, control and data flow...)

• implement an algorithm for generating a static 
analyzer for that property

• analyze C code!

“Red” project

• Approach:

• start with a trivial language and a simple 
analyzer

• become more ambitious with time

“Green” project

• Goal: 

develop a tool for (semi)automatic migration of 
legacy C code to Java

• Application area:  software maintenance



“Green” project

• Problems:

• Java JNI allows C code to interact with Java in 
unsafe ways

• Java compilers can not optimize JNI

• Static analysis defaults to “top” when encounter 
a JNI call OR unsound

• JNI code is not portable (or at least requires 
inspection)

Sun Research has started a project on translation of C code to bytecode.

“Green” project

• See also 

[Safe Heterogeneous Applications: Curing the Java Native Interface,
 Tan, Appel, Chakradhar, Raghunathan, Ravi, Wang, Princeton TR]

“Green” project

• A step-wise approach (think in term of use-
case):

• systems calls (and calls to libraries that have no 
access to Java objects) are always “OK”

• procedures that could be written in Java (e.g. 
translation requires no work)

• procedures that do not access Java objects

• procedures that access Java objects

• procedures that manipulate C data structures

“Green” project

• Challenge:

• analyze C code!

• exit strategy: even partial translation is a big 
step forward.

• Use the GNU Java (gcj) system for validation



JNIEXPORT jobject JNICALL

Java_java_io_ObjectInputStream_currentClassLoader( JNIEnv * env,

   jclass clazz,

   jobject loader )

{

  jmethodID id = (*env)->GetMethodID( env,

      (*env)->GetObjectClass( env, loader ),

      "currentClassLoader",

      "()Ljava/lang/ClassLoader;" );

  

  if( id == NULL )

    return;

  

  (*env)->CallObjectMethod( env, loader, id );

}

static jobject _javanet_create_inetaddress(JNIEnv *env, int netaddr) {

  char buf[16];

  jclass ia_cls;

  jmethodID mid;

  jstring ip_str;

  jobject ia;

  /* Build a string IP address */

  sprintf(buf, "%d.%d.%d.%d", ((netaddr & 0xFF000000) >> 24), 

          ((netaddr & 0x00FF0000) >> 16), ((netaddr &0x0000FF00) >> 8), (netaddr & 0x000000FF));

  DBG("Created ip addr string\n");

  /* Get an InetAddress object for this IP */

  ia_cls = (*env)->FindClass(env, "java/net/InetAddress");

  if (!ia_cls){

      _javanet_throw_exception(env, IO_EXCEPTION, "Can't load InetAddress class");

      return(0);

    }

  DBG("Found InetAddress class\n");

  mid = (*env)->GetStaticMethodID(env, ia_cls, "getByName", 

                                  "(Ljava/lang/String;)Ljava/net/InetAddress;");

  if (!mid){ _javanet_throw_exception(env, IO_EXCEPTION, "Internal Error"); return(0); }

  DBG("Found getByName method\n");

  ip_str = (*env)->NewStringUTF(env, buf); 

  if (!ip_str){ _javanet_throw_exception(env, IO_EXCEPTION, "Internal Error"); return(0); }

  ia = (*env)->CallStaticObjectMethod(env, ia_cls, mid, ip_str);

  if (!ia) { _javanet_throw_exception(env, IO_EXCEPTION, "Internal Error"); return(0); }

  DBG("Called getByName method\n");

  return(ia);

}

Evaluation

• You should produce

• Software

• ~10 page methodology paper that 
documents your experience in development,  
what process you used, what worked what 
did not...

• 10 page (ACM format, latex) paper on the 
problem & solution

• Grades will be based on all three


