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Abstract systematically narrow these initial differences down to a
small set of variables: “TheCcCfailure occurs if and only

Which is the defect that causes a software failure? By com-if fld[0].rtx , the first child of thdink node, points
paring the program states of a failing and a passing run, to its parent’—a cycle in the abstract syntax tree. That is,
we can identify thestate differenceshat cause the fail-  variablefld[0].rtx is afailure causeif fld[0].rtx
ure. However, these state differences can occur all overis altered such that it no longer induces a cycle, the failure
the program run. Therefore, we focus spaceon those  no longer occurs.
variables and values that are relevant for the failure, and  ynfortunately, finding causes in state is not enough.

in time on those moments whecause transitionsccur—  From input to failure, a program passes through thousands
moments where new relevant variables begin being fail- of states. In these, we can always isolate differences that
ure causes: “Initially, variableargc was3; therefore, at  cause the failure in one run and not in the other—simply

shell _sort() ,variablea[2] was0, and therefore, the  pecause identical inputs and states would result in identical

program failed.” In our evaluation, cause transitions locate gytcomes. Which are the moments in time we should focus
the failure-inducing defect twice as well as the best methodsypon?

known so far. In this paper, we show how tsearch in time-by fo-

Keywords:Automated debugging, program analysis, adap- cusing oncause transitionsmoments in time where some
tive testing, tracing variable ceases to be a failure cause and another variable
begins. In thaGCC example, such a cause transition is the
moment where an earlier variahlecaused the cycle to be
created. From this moment omno longer has an effect on
the failure, but the cycle has; the statement which created
the cycle is likely the defect we are looking for.

A cause transition is where a cause originates—that is, it
points toprogram codethat causes the transition and hence
the failure. Thus, a cause transition is a candidate for a
code correction—and cause transitions can be isolated au-
tomatically, just like causes in the program state. But cause
transitions are not only good locations for fixes—they ac-
e search in spac@cross a program state to find the in- tually locatethe defects that cause the failurin fact, we

fected variable(s)—often among thousands—, and  show that cause transitions are significantly better locators
of defects than any other methods previously known.

This paper is organized as follows: We illustrate our
techniques with a short example (Sect@)nWe then recall
our earlier work on isolating failure causes from program
We want to ease this search as much as possible. In earstates—that is, searching in space (Sec8hn Section4
lier work [14], we have shown how teearch in space-by shows how to find cause transitions—that is, searching in
focusing on those variables that actuatiBusethe failure. time. Section5 discusses complexity and other practical
The idea is to focus on thdifferencebetween the program issues. Our evaluation in Sectiérdemonstrates the effec-
states of a run where the failure in question occurs, andtiveness of our approach, comparing against related work.
the states of a run where the failure does not occur. Us-Section7 closes with conclusion and consequences; Ap-
ing an automatic strategy called Delta Debugging, we canpendixA summarizes formal definitions.

1. Introduction

Some program fails. How did this happen? In principle,
a failure is created by defectin the code, which creates
a fault orinfectionin the program state, which then propa-
gates until it becomes an observafdéure. Tracing back
the infection chain from infection to defect is a hard task,
because programmers must both

e search in timeover millions of such program states to
find the moment in time when the infection began—
that is, the moment the defect was executed.



[* sample.c -- Sample C program to be debugged */
#include <stdio.h>
#include <stdlib.h>

static void shell_sort(int a[], int size)
{
int i, j;
int h = 1;
do {
h="h=*3+1;
} while (h <= size);
do {
h /= 3
for (i = h; i < size; i++)
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int v = alil;

for  =i;j>h && aj - h] > v; j -=h)
af] = afj - hj;

if (i!=])
af] = v;

}
} while (h 1= 1);

int main(int argc, char *argv[])
{
int i =0;
int *a = NULL;
a = (int *)malloc((argc - 1) * sizeof(int));

for (i = 0; i < argc - 1; i++)
afi] = atoi(argv[i + 1]);

shell_sort(a, argc);
for (i = 0; i < argc -

printf("%d “, ali]);
printf("\n");

1; i++)

free(a);
return O;

}

Figure 1. The buggy sample program. This pro-
gram sorts its arguments—that is, mostly.

2. A Sample Failure

Figurel shows our ongoing example. Ideally, th@mple
program sorts its arguments numerically and prints the
sorted list, as in this runrg):

sample 9 8 7 = 789

With certain argumentsample fails (runrp):

sample 11 14 = 011

Although the output is properly sorted, one of the arguments
has been replaced by another number: inmyrthe argu-
ment14 has been replaced . The presence d is a
failure, which implies that there is some bug @efecj in

is no earlier infection, in which case we found the defect).
This requires two proofs:

e To prove that andl’ areinfected we must show that
they violate the specification.

e To prove thatl causes I, we must show that the ef-
fect |’ does not occur if the caudedoes not occur.

In the absence of a detailed specification, we cannot de-
termine whether a program state is infected or not. (Fur-
thermore, a specification that covers every aspect of each
program state as it occurs during the run is unlikely to ex-
ist.) However, we can focus arausesIn earlier work [L4],
summarized in SectioB, we have shown how teearch
causes in spaceThe basic idea is to identify the state dif-
ference between; andr; at some moment in time and to
narrow down that difference to a relevant subset that causes
the failure. In thesample program, for instance, we can
examine the call oshell _sort() in Line 35 and find
thata[2] being zero causes the failure f

The variablea[?] is a cause, but not infected. Ac-
tually, the value ofa[2] should not influence the out-
come at all, asq[] should have only two elements. Vari-
able a[2] doesaffect the outcome, though. Therefore, it
must be some other infection that mal&g] affect the
outcome, and this can only b&ize the number of ar-
guments to be sorted. To correct the defect, Line 35
should readshell _sort(a, argc - 1) rather than
shell _sort(a, argc)

But how do we know that we should search at Line 35
in the first place? In terms of causality, Line 35 is a highly
interesting place. Up to Line 35, varialkédegc causes the
failure (because changiraygc, andargc only, determines
whether the failure occurs). From Line 35 on, igf2] that
causes the failure. Thisause transitiorfrom argc to a[2]
means that the new cauaf?] originatedright at Line 35.
Line 35 is thus a likely candidate for fixing the program.

Two more such cause transitions occur within
shell _sort() —from a[2] to v in Line 17 and from
v to aJ0] in Line 21. Taken together, these locations are
central for explaining how the failure came to be—but they
are alsofailure causespecause if they had been executed
differently, the failure-causing state would not have come
to be. This is the key question of this paper: To which
extent are such cause transitions not only failure causes,
but actual defects?

the program code. When the defect is executed, it makes

the state faulty (omfected. As the execution progresses,
this infection causes further infections, until the infection
becomes visible as the failure.

To find the defect, we must trace back tlgection
chain: For each infectior’, we must find the earlier infec-
tion | that cause$’ as well as the failure (or find that there

3. Searching in Space

Let us first recall our earlier workiff] on isolating causes in
program state. Given some moment in time, we can extract
program states from both, andr, andcomparethese two
states. (Technically, this is achieved by instrumenting an



Variable| Value Variable| Value Passing state Failing state

inrg inrg inrg [inrg
argc 4 5 i 3 2
argf0] | "./sample" "./Jsample" al0] 9 11
arg1] | "9" "11" a[l] 8 14 Mixed state
argv2] | "8" "14" a[2] 7 0
arg3] |"7" 0x0 (NULL) a[3] 1961 | 1961 v X
i’ 1073834752 | 1073834752 a'[0] 9 11
j 1074077312 | 1074077312 a'[1] 8 14 ?
h 1961 1961 ap] |7 o Test outcome ¢
size 4 3 a’[3] 1961 | 1961

Figure 2. Narrowing down state differences. By as-
sessing whether a mixed state results in a passing
(O), a failing ( 0), or an unresolved ( ?) outcome,
Delta Debugging isolates a relevant difference.

Table 1. State differences between rg and rp. One
of these differences causes sample to fail.

ordinary debugger such &bDB.) Tablel lists thesample
program states, as well as the differences, as obtained fro
bothry andr; when Line 9 was reacheda @ndi occur

in shell _sort() andinmain() ;theshell _sort()
instances are denoted@sandi’.)

Formally, this set of 12 differences is a failure cause: If
we change the state of, to the state irrgy, we obtain the
original failure. However, of all differences, only some may
berelevantfor the failure—that is, it may suffice to change
only asubsebf the variables to make the failure occur. For
a precise diagnosis, we are interested in obtaining a subs

of relevant variables that is as small as possible. . : o
must do more than simple binary search; it needs to cope

Delta Debugging 16] is a general procedure to obtain ~ ." ™. . . . .
. ) with interferences of multiple failure-inducing elements as
such a small subset. Given a set of differences (such as the

differences between the program states in Figréelta well as with unresolved test outcomes]
Debugging determinesr@levant subsein which each re-
maining difference is relevant for the failure to occur. Todo 4. Searching in Time
so, Delta Debugging systematically and automatictbts
subsets and narrows down the difference depending on th
test outcome, as sketched in Fig@e Overall, Delta De-
bugging behaves very much like a binary search.

Applied on the differences in Table Delta Debugging
would result in a first test that

and obtaining the outpat 11. Thus, in Line 9a[2] being
M ero causes theample failure.

The idea of determining causes by experimenting with
mixed program states (rather than by analyzing the pro-
gram or its run, for instance) may seem strange at first. Yet,
the technique has been shown to produce useful diagnoses
for programs as large as tl@&NU compiler GCO); it has
also been implemented in tRSKIGOR public debugging
server [l]. As detailed in [L4], scaling up the general idea,

o3s sketched here, requires capturing and comparing pro-
gram states amiemory graph§l7]. Also, Delta Debugging

Svhen debugging, we are ultimately looking for thefect
that causes the failureThis impliessearching in timefor
the moment the defect has been executed and originated the
infection chain.
In the absence of a correct program, we cannot tell
e runsr; uptoLine9, whether a piece of code is a defect. What we can tell,
though, is whether a piece of code is the origin of a cause-
e applieshalf of the differences om;—that is, it sets  effect chain that leads to the failure. Such origins are can be
argc, argM1], arg\2], argV{3], size andi to the val-  tied tovariables.Assume there is a point where a variable
ues fromr,—, and ceases to be a failure cause, and a varigdbegins. (These
variables are isolated using Delta Debugging, as sketched
in Section3.) Such acause transitiorfrom A to B is an
This test results in the same output as the original run; origin of B as a failure cause. A cause transition thus is
that is, the six differences applied were not relevant for a good place tdreakthe cause-effect chain and to fix the
the failure. With this experiment, Delta Debugging has program—and since a cause transition may be a good fix, it
narrowed down the failure-inducing difference to the re- may also indicate the actual defect.
maining six differences. Repeating the search on this sub- How do we locate such transitions? The process is
set eventually reveals one single varialsl2], whose zero  sketched in Figur& on the following page: before the call
value is failure-inducing: If, iy, we seta[2] from 7 to O, to shell _sort() , Delta Debugging isolateargc as a
the output i 8 9—the failure occurs. We can thus con- failure cause. Afterwards[2] is the failure cause. In or-
clude that the zero being printed is causedf8]—which der to find the moment of that cause transition, we apply
we can confirm further by changiraj2] in ry from 0 to 7, Delta Debugging in the middle of the interval. Then we

e resumes execution and determines the outcome.



Passing run Causes Failing run
. : . Program
' ' ’ states
§ Cause

shell_sort(all,argc); __ :  transition

§ from argc

to a[2]

%

time

Figure 3. A cause transition. For each program
step, we can narrow down variables that cause the
failure. When these variables change, we have a
cause transition—a potential defect.

repeat the process for the two sub-intervals, effectively nar-

rowing down the transitions until we find ondijrect transi-

tions from one moment to the next. These direct transitions

Step Line Code rm ro Vars ctsstep
1 28 int i=0; . . argc=3 2
6 32 for(i=0;i<argc-1;i++) ° ° argc=3 11
7 33 a[i]=atoi(argv[i+1]); o ]

8 32 for(i=0;i<argc-1;i++) ° ° argc=3 12
9 33 ali]=atoi(argv[i+1]); [ ) ?
10 32 for(i=0;i<argc-1;i++) L[] ?
11 35 shell_sort(a,argc); ° ° a[2]=0 3
26 20 if(it=j) . . a[2]=0 4
27 21 afjl=v; .
28 15 for(i=h;i<size;i++) ° ° a[2]=0 9
29 17 int v=ali]; . L] a[2]=0 10
30 18 for(j=i;j>=h&&al... ° ° v=0 8
35 20 if(i=i) . . v=0 5
36 21 afjl=v; . . v=0 7
37 15 for(i=h;i<size;i++) ° ° a[O]:0 6
44 37 for(i=0;i<argc-1;i++) ° ° a[0]=0 1
45 38 printf("%d ",afi]); ° °

are associated with the statement executed at this point, re-

sulting in Line 35, theshell _sort() call.

The actual algorithm which finds direct cause transitions

from two runs is namedts for cause transitionsit is for-
mally defined in AppendiXA. To understand howtswork,
we illustrate it on thesample program.

Table 2 summarizes the execution ats The runs

ro andry execute a sequence of 54 and 38 statements, re-
spectively; Column 1 shows the sequence number of the ex-
ecuted statement, Column 2 contains line number and code.

Not every line is executed in both runs, though; coverage is

indicated by ‘" in the r; andr columns, respectively.

1. To find an interval of matches to start with, we deter-
mine relevant variables at the first matching point and

the last point where the failure has not occurred.

2. At the first executed line of both runs (Step 1), the

value of variableargc can be determined to be rele-

vant for the failure. Obtaining the relevant variables
at the last executed line before printing zero (Step 44)
yieldsa[0], which contains zero. So, there was a cause
transition betweemrgc in step 1 anda[0] in Step 44,
sincea[0] did not exist in Step 1 andrgcis no longer
relevant in Step 44 even though it holds the same value
as in the beginning.

3. To narrow down this cause transitiocts searches a

Table 2. Locating direct cause transitions

from argc to a[2], and a transition frona[2] to a[0].
Again, these transitions must be narrowed down.

. At Step 26, agaira[2] is isolated, so there is no need

to search between Steps 11 and 26. Between Steps
26 and 44 lies Step 35, wheteis relevant, refining

the cause transition frora[2] to a[0] into two cause
transitions to and frono.

. Continuing the process, we find three direct cause tran-

sitions, highlighting how the failure came to be. In
Table2, Column "Vars” shows the relevant variables,
and Column ttsstep” shows the order of search points
where relevant states were isolated. Direct cause tran-
sitions are shown by dividing lines.

6. Note the cause transition between Steps 8 and 11: the

execution traces have no matching points in between,
thus the transition cannot be exactly located at one exe-
cuted line of code. Settingrgcto the value of the fail-

ing run alone causes the control flow of the resumed
run to change, being different from both original runs.
Our implementation thus locates the beginning of the
cause transition at the earlier matched point.

Overall, we obtain cause transitions froangc to a[2]

matching point between Steps 1 and 44. Our imple- in Lines 32-35 (Steps 8-11), froaf2] to v in Line 17
mentation prefers function calls to other statements, so(Step 29), and fromv to a[0] in Line 21 (Step 36). All

we end up in Step 11. Applying Delta Debugging now of these locations are potential places to fix such that the
isolatesa[2] as relevant. Thus, we have a transition cause-effect chain is broken.



Onn Asklgor - Automated Debugging Service
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Igor has finished debugging your program.

Q- Google

This is what happens in your program when it is invoked as "sample 11 14" ( )

1 Execution reaches line 35 of sample.c in main.
Since argc was 3,
local variable a[2] is now @.

2 Execution reaches line 18 of sample.c in shell_sort for the 2nd time.
Since a[2] was @,
local variable v is now @.
3 Execution reaches line 15 of sample.c in shell_sort for the 2nd time.
Since v was @,
local variable a[@] is now @.

Execution ends.

4 Since a[@] was 9,
the now contains "@"
The program

Need more details? Select the effects you want to focus upon and (re-debug it )
Plain wrong? Please check the as determined by Igor.
Any questions? See the !

Figure 4. ASKIGOR with a diagnosis for  sample

Other practical issues we faced in our implementation
included:

Accessing state.We currently instrument theNU debug-
ger (GDB) to access the state, which is painfully slow.
One can think of much better ways to access and com-
pare program states directly.

Capturing accurate states. Capturing and transferring the
state of a C program to another is a tricky busi-
ness 7). For instance, we had to implement sev-
eral heuristics to determine what type of element a
pointer points to, and at how many it points. When
such heuristics fail, the state cannot be transferred, and
we cannot determine a relevant state difference.

Incomparable states. When control flow reaches differ-
ent points inry andrg, the resulting states are not
comparable—simply because the set of local variables
is different. To determine when the control flows of
r; andrg diverge and converge requires some effort.

So far, we can isolate causes and cause transitions from pro-

The cts algorithm has been implemented as part of the grams whose state is well-defined—that is, typical stand-
ASKIGOR public debugging server. The cause transitions gjone C programs without much external state or user in-
for sample and the involved variables are reported as a teraction. We are currently porting our techniques to lan-

cause-effect chain (Figur.

5. Complexity and other Issues

guages with managed memory (suchlagA and C#) and
expect much relief.

6. Evaluation

Finding causes and cause transitions by automated experi-

mentation can require a large number of test runs:

Searching in space.Iln the best case, Delta Debugging
needs 2logk test runs to isolate failure-inducing
variables fromk state differences. The (pathological)
worst case ik? + 3k; In practice, though, Delta De-
bugging is much more logarithmic than linear.

Searching in time. This is a simple binary search over

To determine the usefulness of cause transitions, we con-
ducted an evaluation on the Siemens test s6iteas modi-

fied by Rothermel and Harrold P] as well as Renieris and
Reiss [L1]. This test suite consists of seven C programs with
170 to 560 lines of code, as well as 132 variations of these
seven programs, each with exactly one manually injected
defect. Defects may span multiple statements or even func-
tions. Several defects are created by omitting code, or relax-

n program steps, repeated for each cause transitioning or tightening control conditions. Each of the seven pro-

For m cause transitions, we thus needogn runs of
Delta Debugging-

gram families comes with a test suite that exposes the defect
in each of the faulty versions.

Since applications can have a large number of fine-grainedg 1. Earlier Results and Related Work

cause transitions, a practical implementation would simply
limit the number of cause transitions to be sought, or just

run as long as the available execution time permits.

In the past, the Siemens test suite has been used to deter-
mine the effectiveness of methods that locate defects from

lUnfortunately, a pure binary search does not always suffice. In a alternate test runs.
cause-effect chain, all reported causes must cause all later causes as well .
as the failure. This can lead to tricky situations: Assume we have isolated COverage. One suggested method to locate defects is to

a cause; and a later causey, and these two form a cause-effect chain,
meaning that, causes; as well as the failure. Nowgtsisolates a new
causec betweernc, andcy; again,c causes all later causes] as well as
the failure. But does; causec, too? In case; has no effect oe, we have

to re-isolate @ such that the new; causeg as well ascy.

compare the coverage spectraof passing and failing
test runs. The idea is that code executed in failing runs
only is more likely to lead to the defect than code that
is executed in all runs. Harrold et al. found that failing



runs tend to have unusual coveradg fuch informa-
tion can also be visualized to assist programmé}s [
However, applied to the Siemens suite, summarizing
the coverage of failing runs either by intersection or
union yields no useful result& ].

Slicing. Program slicing[13] yields the set of statements

that potentially may have influenced the state at a given
statementDynamic slicind 2, 8] does so for a specific
run. The Siemens test suite so far has not been subject

Dependent variables. To determine the quality of a defect

locator, Renieris and Reiss have introduced the con-
cept of ascore[11], indicating the fraction of the code
that can be ignored when searching for a defect.

If the score isS = 0.95 = 95%, then the programmer
can ignore 95% of the code; she has to examine only
5% to locate the defect. 15 = 0%, the programmer
must examineall of the code—the report is useless.
The higher the score, the better the defect locator.

to dynamic slicing. A dynamic backward slice from The score computatiori]] can be summarized as follows:

the program output, though, typically contaiis ex-
ecuted statements, simply because an executed state-
ment that does not influence the output would be an
anomaly. In this evaluation, we thus assume that a dy-

1.

We have two versions of a program: A failing ver-
sion py and a passing versiopy where the defect has
been fixed.

namic slice is equal to the coverage; in particular, a 2. We construct a program dependence gragibq) [5]
difference odicebetween slices should yield the same for pg, a graph which contains a node for each state-
results as the difference between coverage. ment in the program, and edges for data and control

. . . dependencies between these statements.

Dynamic invariants. Rather than focusing on coverage,

one may also attempt to summarize the properties of 3. We mark all nodes in theDG as “defect” if they have
data as found in the passing runs. The approach of been fixed inpy.
Ernst et al. termin namic invariantfrom .

stetal ] dg © esdynamic inva a dro 'a 4. A defect locator, working orpg, reports a seR =
number of (passing) runs, thus summarizing their com- Ny n | of nodesn; in thePDG as being likely de-
mon properties. The idea is that failing runs might vi- feéi I()Z(;z;lfibns In the éT case, we used t%e Iogation of
olate some of these invariants, thus highlighting data - o] .

: . each occurring cause transition as such a likely defect.

anomalies that might lead to a defect. However, the In the PDG. we mark these nodes as “blamed”
study of Pytlik et al. 10] showed no success of this ' '
approach when being applied to the Siemens suite. 5. Letk(n, e) be the set of nodes that are reachable from

within the distancee. For each blamed node € R,

we determine the distanain) to the nearest defect.
Then,k(n, d(n)) reflects the maximum number of lo-
cations in the program a programmer has to examine,
starting withn and increasing the distance until the ac-
tual defect is found (Figurb on the next page). Note
that if d(n) = 0 holds, we have a perfect match; only
k(n, 0) = {n} needs to be examined.

Nearest neighbor. The most successful method so far to
predict defects in the Siemens suite is thearest
neighborapproach by Renieris and Reidd]. Rather
than attempting to summarize the properties of multi-
ple passing runs, this generic approach selects the sin-
gle passing run that islosest(in coverage, or some
other property) to the failing run and focuses on the
differences between these two runs alone. Applied to
coverage in the Siemens test suite, this method showed 6.
moderate success to predict defects.

From all blamed nodef, we now determine some
nodem € R that is closest to a defect (i.ed(m) <

d(n) holds for alln € R), and we determine the set of
nodesN that had to be examined up to that distance:

N = U k(n, d(m))

nerR

One should note that results obtained from the Siemens test
suite do not generalize to arbitrary programs. It is likely
that the methods described perform much better for other
programs with a greater separation of concerns. In the con-
text of this paper, though, we use the Siemens test suite as a
benchmark:Cause transitions must prove to be better loca-
tors of software defects than the best method known, which
is Renieris and Reiss’ nearest neighbor heuristic.

The idea is that the programmer does a breadth-first
search across tHeDG, starting with the blamed nodes,
and increasing the distance until a defect is found.

7. The fewer nodes one must examine when searching for
the defect, the better the quality of the defect locator.
This scorecan be expressed as a fraction of HmG:

IN|

|PDG|

6.2. Variables and Measures

Independent variables. We manipulated one independent
variable: the used defect locator (Reiss and Renieris’
“NN/Perm” versus cause transitions “CT").



Name PDG Size #calls dd #test  #loc

print.tokens 1448 30-1845 1-24 1-42 1-5
print_tokens2 1420 40-1587 1-26 5-44 1-6
replace 1252 3-1139 1-26 1-38 1-3
schedule 1350 2-575 1-46 4-69 1-6
schedule2 1164 2-1336 1-112 2-63 1-11
tcas 454 1-14 1-16 4-31 1-4
tot.info 728 14-350 1-26 2-41 1-5

Table 3. Properties of sampled programs

6.4. Experiment Setup

We ran our techniques on the 132 variations of the Siemens

Predicted defect ~ Actual defect Irrelevant locations programs. Three out of these 132 had to be ruled out (two
because their test suites would not observe any failure, and
Figure 5. Distance between predicted and actual one due to issues with input processing). In order to treat
defect. To find the actual defect, which is two de- program input and program state uniformly, we altered the
pendencies away, the programmer has to examine programs so that they would read input from internal vari-
up to 16 locations in the code. ables rather than from external files.

For each variationpy, we then randomly picked one fail-
ing runrg as well as the passing rum that would pro-
duce a maximum of cause transitions. (Just as Renieris and
Reiss, we thus exploited the fact that multiple test runs were
available.) The runsy; andry were then fed into the de-
fect locator, resulting in a repoR. From py, pp, and R,

o If the state ab is infected, it iscausedby the defect. ~ we then computed the scoof the resulting report, using

That is, the defectl is in the backward slice db or CODESURFERO compute théDG of pg.

b «* d. (“<” and “—" are backward and forward Table 3 shows statistics about the experiments, summa-

dependencies in theDG, respectively.) rized by program. “#calls” is the lengths of the traces
(in function calls),“#ld” is the number of Delta Debug-
ging runs, “#est is the number of tests petd run, and
“#loc” the number of isolated direct cause transitions (i.e.,
“blamed” nodes).

6.3. Improved Strategies

A cause transition at a blamed locatibncan impact the
failure only in two ways:

o If the state atb is not infected, it must nonetheless
causethe infection to reach the failure. In this case,
there must be some future locatiorat which the in-
fection ofd and the effect ob meet p —* n <—* d).

This knowledge about cause transitions and dependencie$.5. Results and Analysis
can be exploited by the programmer, using alternate search

strategies along theDG. The evaluation results are summarized in Tablen the
» o . next page, as relative distribution of scores per method
Exploiting relevance. A nodem ¢ {n | b —'<«/ n} nei- and test runs. The data for the nearest neighbor method

ther can have caused an infectiorbimor meets with  “NN/Perm”) is taken from 11]; one can see that no test
the effect ofb to cause the failure—at least notin the yn has a score of 100%, meaning the defect is never pin-
distance + | considered so far. In Figui® suchir- pointed. However, 16.51% of all test runs achieve a score
relevantlocations are shown in grey. of 90% or better, meaning that the programmer can stop her
search at 10% of the code in 16.51% of all test runs.

The cause transitions method (“CT"), in comparison,

report, and that one of the blamed locatitris a cause pinpoints the defect in 4.65% of all test runs, and 26.36%
transit’ion from some non-infected state to an infected ©f @ll testruns achieve a score of 90% or better, meaning an

state. Thenp «<* d must hold for the defeal, and incrgase of 60%. . )
we can use this single cause transition as starting point. " 19ure6 on the following page shows a cumulative plot
of the score data in Table It is easy to see that CT outper-

Both concepts exploited here are unigue to cause transiforms NN/Perm for all scores of 70% and more. (NN/Perm

tions. Code coverage does not convey data information, ands slightly better for lower scores. This advantage is mostly
like violations of dynamic invariants or other anomalies, it irrelevant, though, given that the programmer has to exam-
can not be shown to cause the failure. ine a third of the program or more.)

Exploiting infections. Let us assume that a programmer is
able to tell infected from non-infected variables in a



Score  NN/Perm CT CT/relevant CT/infected Comparison of defect locators

100% 0.00 4.65 5.43 4.55 b ev———
90-99% 16.51 21.71 30.23 26.36 Crreeran
80-90% 9.17 11.63 6.20 10.91 S0 CTinfected -
70-80% 11.93 13.18 6.20 13.64
60-70% 13.76 155 9.30 4.55 a0
50-60% 19.27 6.98 10.08 6.36 g
40-50% 3.67 3.10 3.88 1.82 £ w
30-40% 6.42 7.75 10.08 3.64 $
20-30% 1.83 465 3.10 7.27 2 —
10-20% 0.00 6.98 10.85 0.00

0-10% 17.43 17.83 4.65 20.91

Table 4. Evaluating defect locators: Cause transi-

tions (CT) versus nearest neighbor (NN) 100 % 8 70

% of program that need not be examined ('Score’)

Figure 6. Evaluation details. For 30% of all test
runs, cause transitions achieve a score of 90% or
higher, narrowing down the defect to 10% or less
of the code.

Using cause transitions, the programmer need not ex-
plore irrelevant nodes, as discussed in Sedficéh We ob-
tain the results shown in the “CT/relevant” column in Ta-
ble 4. As shown in Figures, this increases the score sig-
nificantly. The defect can be pinpointed (score: 100%) in
5.43% of all runs—the best result for any method. 35.66% better localization results, regardless of the method applied.
of all test runs achieve a score of 90% or better, meaning an 10 & certain extent, this threat to external validity also
increase of 116% over the nearest neighbor method. applies to the relative performance of the discussed meth-

If we assume the programmer can tell infected from non- ods: it is well possible that for specific kinds of programs
infected values, as discussed in Sectiod the score also O defects, alternate methods perform better than cause tran-

increases. This is shown as “CT/infected” in Tadlend sitions. This can be addressed by further case studies.

Figure6. Exploiting infections, more than 55% of all runs Threats to construct validity concern the appropriateness

achieve a score of 75% or better. of our measures for capturing our dependent variables. The
In 45% of all test runs, all methods achieved scores of €valuation setup of Renieris and Reiss assumes an ideal

60% or lower. We have not yet found a common property of Programmer who is c_';\ble to distinguish defects from non-
these runs, but a possible hypothesis is that there are defectd€fects at each location, and can do so at the same cost for
whose location simply cannot be predicted. As an example,&ach location considered. However, some defects are eas-
consider an uninitialized global variable: Although the ini- 1€r to spot than others, and this difference is not taken into
tialization (i.e., the fix) can take place at almost any place in @count. The same applies to the ability of a programmer
the program, a good score requires that the method predicfo tell infections from non-infections. UIt|ma_1t|ver, the in-
the exact place where the initialization has been removed—fluence of such factors can only be determined by running
which is impossible for any method. Note, though, that an Studies with humans.

uninitialized variable can be isolated as a failure cause and 1hreats to internal validity concern our ability to draw
reported as part of a cause transition—even if the cause trangonclusions about the connections between our independent

sition itself occurs far away from the defect. and dependent variables. In particular, our implementation
As initially stated, we had multiple passing runs avail- could contain errors that affect the outcome. To control for

able and picked the run, that would result in a maximum  these threats, we ensured that the diagnosis tools had no

of cause transitions. If we do not take advantage of the pres-CC€ss to the corrected versions or any derivative thereof.

ence of multiple passing runs and pick a random passing run IS0, we repeated the CT experiments using Renieris and
instead, cause transitions still outperform NN/Perm. Reiss’ framework instead of ours and found similar scores,

which validates our evaluation setup,

6.6. Threats to Validity _
7. Conclusion and Consequences

Like any empirical study, this study has limitations that

must be considered when interpreting its results. As statedCause transitions locate the software defect that causes a
initially, results obtained from the Siemens suite cannot be given failure, performing twice as well as any other tech-
generalized to arbitrary programs. In particular, programs nique previously known. The technique requires an auto-
with a greater separation of concerns are likely to producemated test, a means to observe and manipulate the program



state, as well as at least one alternate passing test run.
Typically, the technique would be used as an add-on to
running an automated test suite; if a test fails, the tool re-
ports the cause-effect chain from input to failure, listing the
isolated cause transitions as likely locations to fix. Thus, we
not only knowthat a test has failed, but alsehyandwhere
it failed—in terms of state and code, with each causality
proven by a set of experiments. We expect such automatic
diagnosis tools to reduce debugging efforts significantly.
Besides general issues of performance or portability, our
future work will concentrate on the following topics:

(1]
(2]

(4

Hierarchical search. Instead of searching for the exact lo-
cation of state transfer, we may start with function calls
as comparable locations. This reduces the number of
transfer points and the length of the execution trace.

(5]

(6]

Ranking transitions. We expect that the greater the differ-
ence between the involved states and locations is, the
more likely a transition is to be a defect. We want to
identify the features of cause transitions that are most
likely correlated with a defect, and use these features
to focus on the most likely defects.

(7]

(8]

o - : [

User-side diagnosis.Diagnosis methods may not only be
part of testing environments, but also included in ap-
plications and operating systems, thus providiieg-
nosis at the user’s siteSuch diagnoses can then be
collected and summarized by the maintainer.

(20]

Statistical causality. In the presence of multiple runs, sta- (11]

tistical correlation between features of program runs
and test failuresd] can be seen as a strong indicator of
causality. During the search for causes and transitions,
we can focus on such indicators, joining the predictive [13]
power of both statistical and experimental causality.

(12]

(14]
A discipline of debugging. Notions like causes and cause
transitions can easily be generalized to serve in arbi-
trary debugging contexts. We are currently compiling
atextbool{ 15] that shows how debugging can be con-
ducted as systematically and as all other software en- [16]
gineering disciplines—be it manually or automated.

[15]

[17]
For theASKIGOR source code and related work, see

http://www.askigor.org/
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A. Formal Definitions

In this appendix, we give a formal definition of cause tran-
sitions, using thesample program from Figurél to illus-
trate these definitions. We first recall the formal definitions
of Delta Debugging16], applied to program states:

Tests. A program runr is a sequence of statas =
[s1,%,...,s]. Let C be the set of all state differ-
ences between program runs. The testing function
test : 2¢ — ({0, 0, ?} determines for a configura-
tion ¢ € C whether some given failure occurS)(or
not () or whether the test is unresolve?) (

Applied to thesample program,tesic) would run

rg up to the location in question, apply the differences
¢ C C, resume execution, and retulrfy if the output
contains a zero, and, if not. (It would return? if the
output is never generated.)

Configurations. Letcy andcy be configurations witkh; C
Cu C C such thatesicy) = O Atestcy) = 0. ¢ is
the “passing” configuration (typically; = @ holds)
andcg is the “failing” configuration.

In the case ofample , c; andc are state differences
with respect tar;, and obtained fronny andr, re-
spectively. c; = ¢ always holds;c; would contain
differences as listed in Table

Isolation. The Delta Debugging algorithm dd, cp)

isolates the failure-inducing difference between
Cy andcq. It returns a pair(c,, ¢;) = dd(cg, o)
such thatc; € ¢, € ¢, C ¢y, tes{c,) = O, and
tesi(c,) = Ohold andA = ¢/, \ ¢/ is 1-minimal—that
is, no single difference of/, can be removed from/,
to make the failure disappear or addecctoto make
the failure occur. The full definition ofld is found
in[16)].
In the case of theample states as listed in Tablg
the setA = ¢/ \ ¢} as returned byd(c;, c;) would
contain the relevant differencaf2] = 0"—that is, an
actual failure cause.

Not all states are comparable, though. We assume a match-

ing functionmatchthat finds matching states:

Matching states. The functionmatch: (r; — rp U {1})
assigns each statg; € ry amatching state g € rg,
or L, if no such match can be found.

Relevant deltas. For eachs;; € rp, let arelevant delta
At be a failure-inducing difference, as determined
by Delta Debugging: Letsy; match(sy); if
match(s;t) = L holds, thenA; = 1, too. Other-
wise, letcy; be the difference betwees; and sy,
and letc;y = #. Let (¢, c};) = dd(cyt, Cr); then
Ay = ¢, \ ¢, is arelevant delta.

Cause-effect chains.A sequence of relevant delt&s =
[At, Ay, ...] with t < t41 is called acause-
effect chainif each Ay causes the subsequent
Ay, A, - .. as well as the failure.

The ASKIGOR diagnosis in Figurel is a cause-effect
chain at the moments in time = (Line 35 reached
to (Line 18 reached for the 2nd time t3
(Line 15 reached for the 2nd tirme

Within a cause-effect chaigause transitionsccur:

Cause transitions. Let var(A;) be the set of variables af-
fected by a state differenca;; var(l) = ¢ holds.
Then, two moments in timéy, tp) are called aause
transition if t1 < ty, a cause-effect chai€ with
[At,, At,] € C exists, andvar(At,) # var(Ag,). A
cause transition is calledirectif —3t : t; <t < to.

In the ASKIGOR diagnosis in Figuré, moment #1, the
invocation ofshell _sort() , is a cause transition
fromvar(At,) = {argc } tovar(Ay,) = {a[2] }.

To isolate direct cause transitions, we usiade and con-
quer algorithm. The basic idea is to start with the interval
(1, |rag)), reflecting the first and last state 6f. If a cause
transition has occurred, we examine the state at the middle
of the interval and check whether the cause transition has
occurred in the first half and/or in the second half. This is
continued until all cause transitions are narrowed down.

Isolating cause transitions.For a given cause-effect
chain C, the algorithm ctg(ty, t2) narrows down
the cause transitions between the moments in time

t1 andty:
] if var(At,) = var(Ag,)
cts(ty, tp) = Jcts(ty, t)y Ucts(t,tp) ifdt:tg <t <ty
{(t1.t2)} otherwise

where [At,, At,] € C holds.
A run of ctsonsample is discussed in Sectich

Our implementation requires matching states to share a

common calling context, implying an equal set of local
variables.

Individual failure causes (= state differences) can be com-
posed into a cause-effect chain.

10

Our actual implementation comput€s(and in particular,
At) on demand. If we isolate At betweenAy, and Ay,,
but find thatA; was not caused by, , we recomputehy,
such that the cause-effect chain property is preserved.
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