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Topology Control in Unreliable Ad hoc
Networks. Obtaining Near-Optimal Power
Efficiency and Low Interference

Maeg Khan V.S. Anil Kumar Madhav Marathe Gopal Pandurangan S.S. Ravi

Abstract

Topology control is abasic subroutinein many wireless networking problemsand is, in general,
a multi-criteria optimization problem involving (contradictory) objectives of connectivity, interfer-
ence, and power minimization. Wireless devices are often unreliable, and motivated by mission
critical networks (which require ensuring reliable system performance), we study topology control
problems in ad hoc networks under node failures for arbitrary node distributions. We consider a
simple and natural stochastic failure model, in which each node can fail independently with a given
probability. The Topology Control Problem Under Stochastic Failuresisto choose a power level for
each node and a subset of edges such that the residual graph (i.e., the graph formed by the nodes
which have not failed) is connected and can be scheduled efficiently, with high probability. We de-
velop provably efficient bi-criteria approximation algorithms for this problem that simultaneously
minimize power, reduce interference, and ensure that the surviving graph is connected with high
probability. Our algorithms can be implemented efficiently in a distributed manner.

Keywords: Topology Control Distributed Algorithms; Approximation Algorithms; Minimum
Spanning Tree; Energy-Efficient

I. INTRODUCTION
A. Overview

Topology control is afundamental problem in multi-hop ad hoc wireless networks where it is
undesirable for nodes to transmit at the maximum power levels — in addition to wasting energy,

which is an important constraint, it leads to high interference. However, reducing power levels
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can impact connectivity, and so topology control involves a trade-off between the (contradictory)
objectives of connectivity, low interference, and energy minimization [28, 4]. The focus of this
paper is on topology control in unreliable sensor networks, in which nodes can fail — thisis es-
pecially important in mission critical applications involving wireless networks, such as disaster
recovery, wildfire monitoring [20] and surveillance, in which the underlying connectivity needs to

be ensured in spite of such failures.

There has been a lot of work on topologies which remain connected even when some nodes
fail [11, 18, 5, 10]. Two classes of failure models have been studied: adversarial and stochastic.
In the adversarial failures model, the topology is required to be well-connected no matter which
k nodes fail; in other words, the topology should be a (k + 1)-connected graph. The cost of such
solutions (relative to the optimum) typically depends on %, and can become weak when & is large.
The adversarial model has been studied in both random and arbitrary node distributions. In the
stochastic failures model, nodes are assumed to fail independently with some probability. Under
thismodel, the connectivity properties have been studied as a function of the transmission rangein

the case of random node distributions [29].

In this paper, we study topology control problems in the stochastic node failures model, for
arbitrary node distributions. Formally, given a set of n nodes (transceivers) placed arbitrarily in
the plane, wherein each node v fails independently with probability 1 — p(v) € [0, 1], the Topology
Control Problem under Stochastic Failures (TCPSF) is to choose a topology (i.e., a subset of
edges) and power levels for al nodes, so that the random subset of surviving nodes form a “well
connected” graph with low interference (formally defined later), with probability at least 1 — e,
where € is a parameter. We consider a specific time horizon (which is of length poynomial in
n), and each node can fail and can come back again at any time; the power levels for nodes
are determined at the beginning, and when a nodes recovers, it uses the power level specified
initially. In contrast to random node distributions, in which many connectivity properties can
be mathematically analyzed very accurately (e.g., see [29]), stochastic failures in arbitrary node
distributionsleads to new challenges. For instance, we prove that even determining the probability
that there is a component containing a p-fraction of the surviving nodes for a given constant . (or

approximating it within a small constant factor) is #P-complete. To the best of our knowledge,
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thisisthefirst work that addresses the topology control problem under stochastic node failures for

arbitrary node distributions.

Similar issues arise in the design of sleep scheduling protocols, which try to minimize energy
consumption by cycling nodes between sleep and active modes, and scheduling transmissions to
achieve convergecast [6, 23]. While many references present protocolsthat involveacareful choice
of schedulesfor nodesto sleep, transmit, and receive [23], others such as Chiasserini et a. [6] study
the performance of protocols in which nodes randomly go to sleep for some (randomly chosen)
duration and then wake up. Solving the TCPSF problem will also yield topologies that would
work well under such sleep scheduling models.

Early work on the theoretical foundations of topology control, e.g., [27, 28, 5, 21] involved op-
timization of transmission power levels so that the resulting topology iswell connected. However,
it has been observed that focusing on the transmission power alone is not very insightful [24, 4],
and in recent years there has been interest in designing low-interference topologies, in addition
to optimizing the transmission powers [4, 26, 25]. We focus on both these metrics, and develop
algorithms to construct a topology formed by a set £/ of edges that can be scheduled efficiently,
while minimizing different functions of the transmission power levels needed to realize the set £’

of links.

B. Preliminaries and Network Model

Let V' be the set of » nodes on the plane, and let /(u,v) denote the distance between « and
v, i.e., the length of edge (u,v), for al u,v € V. We will assume throughout that min{¢(u,v) :
u,v € V} =1 and max{/(u,v) : u,v € V} = O(n°Y). For nodev € V, let B(v,r) ={w €V :
¢(v,w) < r} bethe set of nodes within distance » from v. Following [27, 21], we assume that
transmission on alink (u,v) requiresapower level P(u) > ¢(u,v) = c-£(u,v)?, where c and -y are
constants; we assume adaptive power control, meaning that to transmit on edge e = (u, v), node u
uses the minimum power P(u) = ¢(u,v) required for transmission on thislink. Let G = (V, E)
denote the graph formed by aset £ of links. For agivenset £ of links, let P(u, E') = max{¢(u,v) :
(u,v) € E} denote power level needed for node « to realize the edges incident on u, and P(E)

denote the resulting vector of power levels. Designing atopology corresponds to constructing such
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aset F of edges. For agiven transmission power vector P letG= (V, 13) denote the graph formed
by the set E = E(G) = {(u,v) € V x V : P(u) > ¢(u,v)} of al possible edges realized by P.
If P(u) = ¢ for all nodes u, we also refer to the graph G(V, P) by G(V, ¢). Let G(V) denote
the complete weighted graph on V' with each edge (u,v) having weight ¢(u,v). Welet MST (V)
denote a minimum spanning tree of G/(V).

We assume that each node v can fail with probability 1 — p(v); for simplicity, we assume a
uniform probability p(v) = p, though some of the results in this paper extend to the more general
case of non-uniform probabilities. Let V(p) denote a random subset of 1/, containing each v € V
with probability p. Let G(V (p), P) denote a random subgraph of G(V, P) induced by the random
subset V' (p); similarly, let G(V (p), E') denote arandom subgraph of G = (V, E).

The TCPSF problem involves constructing aset E of edges so that the subgraph G(V (p), E)
induced by the surviving nodes has some desired property P, which could be, for instance, the
property that G(V (p), E) is strongly connected, has a giant component or has low diameter. In
most of this paper, P will bethe property of strong connectivity. We are interested in two objectives
related to £ the interference complexity (which quantifies how efficiently the edgesin E can be
scheduled), and the energy cost.

We use the Distance-2 model for interference, which is an abstraction of the Tx-Rx model
(see, eg., [17, 2]); in this model, edges e and ¢’ can be used simultaneously, provided they do
not have a common end point, and there is no edge connecting their end points. We seek to
construct edge sets £ with low “scheduling complexity” or interference cogt, i.e., they can be
scheduled in the Distance-2 (or other similar models) efficiently. There have been severa proposal
for combinatorial measures for the interference cost, e.g., the “coverage” measure of [4] and the
dlightly different congestion measure of [17, 16]. Our interference cost isbased on[17, 16], sinceit
seems to be better measure of the scheduling complexity if adaptive power levelsare allowed (i.e.,
nodes can vary the transmission power level on different links). Our algorithms produce topologies
with low interference cost. Given aset F of edges, for edge e € E, define the interference set of
e = (u,v), denoted by I(e, F), as

I(e,B) ={e = (u,v") : ¢ € E, £(e) < L(e), and min{l(u,u’),l(u,v"),l(v,u"), (v,0")} < L(e)},

and [(E) = max.cg |I(e, E)|. When the set E is clear from the context, we will refer to the set
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I(e, E) ssmply by I(e). Intuitively, I(e) consists of edgesthat arelocated “close” to e, and interfere

with it, and are longer in length; this measure is motivated by the following result from [17, 16]:

Lemmal.l: Givenaset £ of edges, itis possible to construct an interference-free schedul e of
length O(I(£)) in the Distance-2 model.

It has al'so been shown in [17, 16] that the above lemma holds for many different interference
models, and this interference metric is stronger than the one in [4] if adaptive power levels are
used; the “¢(e’) > ¢(e)” restriction in the definition is crucia in this case, asillustrated in Figure

—

1. The second measure we consider is the energy cost, cost(P(E)), and we are interested in

— —

two objectives: the maximum power, max(P) = max,cy P(u) and the total power, sum(P) =

Zuev P(u).

/ o/él ;e .@.

Jo G

Fig. 1. An exampleillustrating the interference measure: Consider the set E' = {e,e1,e2,e3,¢e4,e5} and let ]3(E)
denote the power level vector. Then, I(e) = {es}, I(es) = {e,e5}, and I(E) = 3, so that all the edges shown can
be scheduled in threetime dots: ey, ...,e4 can be scheduled simultaneously, while e and e 5 can be scheduled in two
separate slots. In contrast, the coverage defined in [4] is higher, and leads to alonger schedule.

For a given parameter ¢, let £ = E,,; denote a set of edges £ so that G(V (p), E) is strongly
connected with high probability?, and cost(ﬁ(Eopt)) is minimized; among multiple such E,,
which may be possible, we consider one that minimizesI( £'). The TCPSF problem isabi-criteria
optimization problem that involves constructing a set £ of edges so that G(V (p), £) is strongly

—

connected with high probability such that I( £) and cost( P(E)) are both small, relative to I( E,,;)

and cost(P(E,u)), respectively. The algorithms we study will be randomized bi-criteria approx-
imations: we say our algorithm produces an (o, s )-approximation to the TCPSF problem if it

produces a solution E such that I(E) < oy I(E,,:) and cost(P(E)) < ascost(P(Eqt)), with high
probability.

1 Usually we take this to mean a probability of at least 1 — % but this can be any parameter
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C. Summary of Results

1. Computational hardness of TCPSF problem. Various versions of this problem are compu-
tationally hard to solve exactly. We prove in Section 111 that even computing the probability that
G(V(p),¢) has a component of size at least n|V| is #P-complete, for a given constant . - this
isin contrast with results on stochastic failures in random node distributions [19, 29], where this
guantity can be estimated analytically.

Therefore, we focus on approximation algorithms with provable approximation guarantees of
the form described in Section 1(B). In all our results, the interference complexity will be poly-
logarithmic, and so we classify the results based on the energy objective. To avoid trivialities, we
assumethat p > 1/n%/? i.e., the failure probability is not very closeto 1.

2. The Sum of Power s Objective. We present an algorithm that givesan (O(log®n), O (log” ™ n))-
approximation? for the sum objective for energy; in other words, our algorithm chooses a set £
of edges such that I(E) = O(log?n)L(E,p), and sum(P(E))/sum(P(Eyy)) = O(log” %n). Our
algorithm is based on alocal labeling algorithm, in which each node chooses a set F of edges to
some number of higher labeled nodes. We prove that for any choice of distinct label numbers,
the resulting set F of edges guaranteesthat Pr[G(V (p), F) isstrongly connected] > 1 —1/n?, and
I(E) = O(log?n)I(E,,:). However, the energy cost of the solution, relative to the optimum, i.e.,
the ratio sum(P(E))/sum(P(Ey)), can be bounded only by choosing the labels carefully. We
show that this algorithm can be efficiently implemented in a distributed fashion. As mentioned
earlier, the above bounds hold for any node distribution. If the nodes are distributed randomly on
aplane, it can be shown that the labels can be chosen randomly by the nodes, with alittle worse
approximation guarantees.

3. The Maximum Power Objective. We develop an (O(log®n), O(logn))-approximation for
the max power objective. This algorithm is randomized and is based on Monte-Carlo sampling.
However, acrucial aspect of our algorithm isthat the sampling is done with probability not p, but a
different value ¢ < p. The overall running time of this algorithmis O(nlog®n). Thisagorithm is
anon-trivial extension of aresult by Goemans and Vondrak [8], who develop an elegant technique

for covering minimum spanning trees (M STs) of random subgraphs of agiven graph G. Whiletheir

2 We use log" n to mean (logn)”.
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result implies that the solution computed by the algorithm is strongly connected with probability
at least 1 — 1/n3, it does not give any bounds on the cost of the resulting solution. Our proof of

this bound crucially uses the geometric structure.

Next, we show that at the expense of larger running time, the approximation factor of the
above algorithm can be improved to (O(log”n), 1) for the max objective. This algorithm is a
simpler Monte-Carlo algorithm than the one above, and has arunning time of O(n3logn). For any
“testable” monotone property P (such as strong connectedness, existence of giant component or
low diameter; thisis defined formally in Section V(B)), this algorithm can be used to find a good
power level vector P so that G(V (p), P) has property P.

Thisalgorithmworkswith the same guarantees, evenin asetting where thefailure probabilities
are non-uniform. Both of these algorithms are based on MST computations, and can be efficiently

implemented in a distributed manner following techniques given in [30].

4. Empirical Results. We analyze the empirical performance of our algorithms for both the
objective functions. We observe a sharp threshold in the variation of the max power level as a
function of ¢, the probability that G(V (p), P) is not strongly connected; a similar, though less
sharp, threshold is observed for the sum objective also. We aso implement our algorithm for the
sum objective, and find that the approximation guarantee in practice is significantly better than

what we are able to prove analytically in Section IV.

Themain focus of this paper isatheoretical analysisof thisclass of problems. The approxima-
tion guarantees we prove here are worst case guarantees, which hold for any instance. In practice,
the approximation guarantees are much better, as we find in our empirical results. We believe that
the framework of stochastic failures can model failures in many mission critical applications, and
the proof techniques we develop here are likely to be useful in more general settings. The rest
of the paper is organized in the following manner. We discuss related work in Section 11, and the
challenges and compuational hardness of this problem in Section I11. We discuss our algorithms
for the total power and max power objectivesin Sections 1V and V, respectively. We discuss the
empirical resultsin Section VI and concludein Section VI1. Because of space limitations, we have
omitted the proof of Lemma lll.1, which gives the #P-hardness result and have given a sketch of

the proof of Lemma V.1, sinceit isvery similar to the proof of LemmalV.1.
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[1. RELATED WORK

Early work on the theoretical foundations of topology control, e.g., [27, 28, 5, 21] involved
optimization of transmission power levels so that the resulting topology is well connected. The
maximum power objective can be minimized efficiently for any monotone graph property that can
be tested efficiently [21]. Under thetotal power minimization objective, topology control problems
for many graph properties (e.g. connectedness, bounded diameter) are known to be NP-hard and

approximation algorithms for many such problems have been developed, e.g., [5, 14, 11].

There has been a lot of work on finding k-connected networks, to deal with deterministic
failure models, e.g., [11, 18, 10]. These agorithms provide performance guarantees which are
polynomial functionsof k. Bredin et al. [3] consider the problem of adding a minimum number of
sensor nodes to a given sensor network so that the augmented network is k-node-connected. Since
this problem is NP-hard, they present an approximation algorithm with a performance guarantee

which isapolynomial in k.

To our knowledge, under the stochastic failure model, the topology control problem has not
received much attention. As mentioned earlier, some results when nodes are arranged on agrid, or
placed randomly in the plane have been reported in the literature. For example, Li et a. [19] con-
sider aset of n points placed randomly in the unit square and establish bounds on the transmission
radius to be used for each node so that the resulting graph is k-connected with high probability.
Shakkottai et al. [29] analyze a configuration of nodes on a grid with stochastic failures. They
establish relationships between the failure probability and the transmission radius to be used for
each node to ensure coverage, connectivity and low diameter. Kumar et a. [15] obtain similar

results for other random distributions of nodes.

In recent years, some papers such as [24] have pointed out several issues arising out of focus-
ing on transmission power aone. Therefore, there has been interest in designing low-interference
topologies, in addition to optimizing the transmission powers [4, 26, 25]. These papers have de-
veloped interference measures, which are related to the complexity of scheduling the set of chosen
edges, and have designed approximation algorithms for optimizing the interference. However,

these papers do not consider unreliable ad hoc networks.
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[1l. CHALLENGES IN ANALYZING STOCHASTIC FAILURE MODELS

Most algorithms for topology control either allow no failures, or consider worst case models
for failures, in which any k£ nodes can fail, as mentioned earlier. We now discuss to what extent

these algorithms can be used for the stochastic failure models.

Consider an example of n nodes v, ..., v, arranged on aline, with uniform spacing of ¢, and
apower level ¢(v;,v;41) = ¢ = c- €7 for al i. Suppose each node fails with probability 1/2. Then,
it can be shown that the random surviving subgraph is strongly connected with high probability if
and only if every node has a power level of ¢’ = Q(¢log” n). Therefore, in order to be robust to
stochastic failures, the power levels have to be much higher than what is chosen in a*failure-free”
setting. The right power levels depend crucially on the probability with which we want to ensure

the random surviving subgraph be connected, making this a non-trivial problem.

A number of papers on topology control [18, 10, 11, 19] have considered a “worst-case”
notion of failuresfor arbitrary node distributions - they give algorithmsfor power choice to ensure
connectivity when any set of £ nodes fail. These results do not directly lead to efficient solutions
for the TCPSF problem. For the instance described above, with high probability, ©(n) nodes will
fail. If we run the algorithms from [18] or [10] with £ = ©(n), the resulting power level choice
will indeed guarantee that the surviving subgraph will be connected, but would have atotal cost of
©(n”/log” n) times the optimum described above. Thus, algorithmsthat ensure k-connectivity do

not necessarily give good solutionsfor stochastic failures.

However, from a theoretical perspective, the stochastic failures add a different kind of com-
plexity to the TCPSF problem. For instance, even determining the probability that G(V (p), ]3)
has a large connected component (which seems to be much ssimpler than the TCPSF problem, and
would be needed to “verify” a solution) is hard, as shown in the following lemma; its proof is a

simple extension of aresult in [1] and is omitted.

Lemma lll.1: Let x> 1/2 be aconstant. For an arbitrary set V' of nodes and power level ¢,

determining Pr[G(V (p), ») has a component with at least 1:|V'| nodes] is#P-complete.
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V. THE TOTAL POWER OBJECTIVE

We describe Algorithm MINSUM-TCPSF for approximating the TCPSF problem with the
sum objective. The algorithm consists of two steps. A distinct label is chosen for each node in the
first step. The second step usesthese labelsto choosethe set E of edges, and it isinteresting to note
that any choice of distinct labels ensures that Pr[G(V (p), E) isstrongly connected] > 1 — 1/n?,
and I(E) = O(logn). However, the cost, sum(P(E)) depends on how the labels are chosen.
The simplest method would be to choose the labels randomly for each node - this, in fact, works
well if the nodes are distributed uniformly at random in the unit square. However, for arbitrary
distributions of nodes, choosing labels randomly could lead to a high power cost (though, in fact,
the interference is small). At the end of this section, we present a distributed implementation of

Algorithm MINSUM-T CPSF.

Algorithm MINSuM-TCPSF:
1. Run agorithm CHOOSEL ABELNUMBERS to choose distinct 1abels for all nodes.
2. Run agorithm CHOOSEEDGES to find a set £ of edges, and the corresponding power
levels P(E).
Algorithm CHOOSELABELNUMBERS:
1. Construct an Euclidean minimum spanning tree 7" on the set ' of nodes.
2. Root thetree T at some arbitrary node 7.
3. Traverse T' in depth-first order starting at . Let v4,...,v, bethe nodesin this order, with
V1=T.
4. For each node v;, we define L(v;) =n+ 1 — .
Algorithm CHOOSEEDGES:
1 Letk=cilog,q_pn for some constant ¢;. Let the nodesin V' be ordered vy, ..., v, such
that L(vy) < L(vg) < ... < L(uvy,).
2. For each nodev;, find thesmallest radiusr(v;) suchthat ball B(v;,r(v;)) containsmin{k,n—
i} nodes with labels larger than L(v;). For each such larger-labeled node v;, add the edges
(v;,v;) and (v, v;) to set Q.
3. Set 7' (v;) = maXe—(, v,)e@{f(e) } and P(v;) = c-1'(v;)7.
Recall the notation defined in Section |(B). We first describe the two steps of our algorithm at
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Fig. 2. An illustration of Algorithm Choose-Label-Numbers and some of the terms used in Lemma V.2 on
an instance with 7 nodes vq,...,v7. The dashed line shows the traversal order, leading to the sequence = =
v1, Vs, U3, V2, Uy, V2, V1, Vs, Vg, Us, v7 and the order of the nodes vy, ve, v3, vy, v5,v6, v7. Thus the resulting labels of
the nodes are L(vy) = 7, L(ve) = 6, L(vs) =5, L(v4) = 4, L(vs) = 3, L(vs) = 2, and L(v7) = 1. The reverse
%quenceo.f ™ |S7TR = v7,V5,V6,Us5,V1,V2,V4,V2,V3,V2,V1.

an intuitive level here. Let L(v) denote the label chosen using Algorithm CHOOSELABELNUM-
BERS. Algorithm CHOOSEEDGES isreally simple - for each node v, it chooses edges to certain
number of closest nodes of higher labels; let (v) be the length of the longest edge chosen by v.
The power level for node v isthen P(v) = ¢ - r(v)?, following the model described in Section B.
We show in Theorem IV.1 that for thisset £, G(V (p), ) isstrongly connected with high probabil-
ity. To construct a*“good” labeling of the nodesin Algorithm CHOOSEL ABELNUMBERS, we first
build a minimum spanning tree (MST) and order the nodes based on a depth-first traversal order
on thisMST. Thistype of labeling ensures that for each node, the radius »(v) chosen for it is small
on average.

The two steps of Algorithm MINSUM-TCPSF are illustrated in Figures 2 and 3. The run-
ning time of this algorithm is O(n?logn) if implemented sequentially. The following theorem
shows that the power levels chosen by this algorithm ensure that the surviving subgraph is strongly
connected, with high probability.

TheoremIV.1: Let () be the set of edges chosen by Algorithm CHOOSEEDGES. Then, the
probability that G(V (p), Q) isconnected isat least 1 — 1/n3.

Proof: Let vy, vs,...,v, bethenodesinincreasing order or theirs label numbers, i.e., L(v;) =
i. For each node v;, let H(v;) = {v; € B(v;,r(v;)) : L(vj) > L(v;)}. Let S = {vy,..., v}

and T =V \ S. Consider any node v; € S. By construction, we have |H (v;)| = k, and so
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’U1,5

s, 2 V9,3

Ug,l

U474

Fig. 3. Anillustration of Algorithm Choose-Edges with & = 1. The number next to each node v ; indicates its label
number L(v;). Thedirected edge (v, w) impliesthat w isthe closest node with label larger than L(v). Inthisexample,
we haveradius r(ve) = £(va,v1), r(vs) = £(vs,v2), 7(v4) = €(vg,v1) @nd r(vs) = £(vs,v4).

Pr[all nodesin H(v;) fail tobein V(p)] = (1—p)* = ;. By theunion bound, the probability that
thereis anode v; € S such that all nodesin H (v;) fail is — =, and so with probability 1 — —L,
corresponding to each node v; € S, somenode u € H (v;) survivesin arandom subset V (p).

By a similar argument, since || = k, at least one node from 7" survivesin V' (p) with prob-

ability at least 1 — -L-. Let w be the node of the largest label that survives from set T in the

ncl

random set V' (p). By construction, we have H(v;) = {viy1,...,v,} for each v; € T. Therefore,
with probability 1 — —— — —-, for each node v € V(p), v # w, some node u € H (v) survives.
By construction of the topology in Algorithm CHOOSEEDGES, we have the edges (v, «) and (u,v)
inG(V(p),Q), whichimpliesthat G(V (p), Q) is connected, since there is a path from any surviv-
ing node v € V' (p) to node w (and back), passing through nodes of increasing label numbers. By
choosing ¢, to be greater than 4, we have the result stated in the theorem. |

We now bound the interference of the set () chosen by the algorithm.

Lemma IV.L: 1(Q) = O(log® n)I(E,).

Proof: For any edge e = (u,v), we show that I(e) = O(log’n). Let Q' = {¢’ = (v/,v) € I(e) :
L(u") < L(v")}, where L() denotes the labels chosen by Algorithm CHOOSELABELNUMBERS;
then |Q'| > 1(e)/2. Let Ay = {¢' = (v/,v) € Q" : v/ € B(u,l(e)) UB(v,l(e))}. Let Ay(i) ={e' €
Q' — Ay : L(€) € 24,271}, for i < clogn for some constant c. Now we show that each of the sets
Ay and A, (i), for al 4, has size at most O(log®n).

First, consider the set A;. Let V; denote the set of end points of edges in A; that liein



KHAN, KUMAR, MARATHE, PANDURANGAN AND RAVI: TOPOLOGY CONTROL IN UNRELIABLEAD HOC NETWORKS13

B(u,£(e)) U B(v,{(e). Note that if |Vi| > ¢y logn, for some constant ¢, by a simple pack-
ing argument, it follows that there exists some node v, € V; such that B(uy,¢(e)/2) contains
at least k£ nodes of higher label that «;. Thisimpliesthat Algorithm CHOOSEEDGES would choose
r(uy) < ¢(e), which contradicts the fact that some edge e; = (uq,v1) € @'; therefore, it follows
that || = O(logn). By construction, each node has an outdegree of O(logn) in the set () chosen
by Algorithm CHOOSEEDGES, and therefore, | A, | = O(log?n).

Next, consider the set A,(7) and let V;(z) denote the set of all end points«’ such that (v/,v") €
Ay (i) for some node v'. As before, we can show that if [V5(i)| > ¢3logn for some constant c;,
then there exists anode u, € Ay (i) such that B(u,,2'~!) would contain & nodes of higher label
than s, which contradicts the assumption that Algorithm CHOOSEEDGES added some incident
edge (uq,v2) to Q. Therefore, |V1(i)| = O(logn). Again, since the outdegree of each nodein Q'
isO(logn), we have |A,(i)| = O(log*n). Therefore, I(e) = O(log®n).

Finally, observe that I(E,,:) = ©2(logn) since the optimum solution E,,, must have at least
one node v with degree Q2(logn), in order for E,,; to be robust to failures. It then follows that for
the shortest edge e incident on v, |I(e)| = Q(logn). [

Next, we bound the cost sum(ﬁ) of the solution produced by Algorithm CHOOSEEDGES,
relative to the optimum in the following lemma. The specific labeling assigned by Algorithm

CHOOSELABELNUMBERS turns out to be crucial.

Lemma lV.2: Let () be the set of edges computed in Algorithm CHOOSEEDGES. We have
D e le)” < (2k)72 37 1 L(e)”, where T is the Euclidean minimum spanning tree on the set V/
of nodes.

Proof. Let 7 bethein-order traversal on 7', which contains the exact sequence of nodesvisited -
thisincludes nodes repeated during the traversal (see Figure 2). Let 7% denote the reverse sequence
of .

Consider any node v; and the minimal subsequence 7', 71, ..., 7/f such that: (i) 7' = v,
and wf* is the last occurrence of v; in 7% (ii) there are &' = min{k,n — i} distinct nodes in the
sequence 7% ..., 7} For simplicity of notation, define wy = 7%, wy = 7}y, wy_; = 7},

As the degree of any node in an Euclidean MST can be at most 5, some node may occur as much

as 5 timesin this subsequence. However, a subsequence of size 2k’ is sufficient to have £’ distinct
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nodes; because each edge is traversed at most twice, and each traversed edge introduce a new
node to the sequence. Thus ;' — j < 2k’ < 2k. Let A denote the set of distinct nodes that occur
in this subseguence. By construction, al these nodes have label numbers larger than L(v;), since
they appear before the first occurrence of v; in sequence =. Consider the radius r(v;) computed
in Algorithm CHOOSEEDGES. Radius r(v;) denotes the smallest radius such that ball B(v;,r(v;))

contains &’ nodes with label numbers larger than L(v;). That is, r(v;) < max{{(v,w): w € A}.
Next, observe that

-1

§'=j-1 K j
Z U(ws, wsi1) < (2k)” U ws, wsi1)”
s=1

1

<.

S

because of the fact that ;' — j < 2k. By the triangle inequality, we have max{/(v,w) : w €
A} < ST 0wy, way), which implies r(v;)7 < (2k)7 77 (ws, wer1)?. Let H(v;) denote the
set of nodes with label numbers larger than L(v;) in the set B(v;,r(v;)). By definition, for each
w € H(v;), we have ((v;,w) < r(v;), which implies S,y €vi,w)? < k(2k) Y07 tw, w7,
In this case, we say that node v; places a charge of k(2k)” on each of the edges (w,,w,1) aong

this subsequence.

By construction, we have @ = U, {(v;,w) : w € H(v;)}, and therefore, > _, £(e)” can be
expressed in terms of the costs of the edges in the subsequence 7. The only problem isthat edges
in this subsequence could appear in the summations of a number of nodes, and we need to bound
this charge. When we consider a node v;, we only consider the subsequence of 7% starting at v; of
length at most 2k. Therefore, an edge (w;, ws41) could get charged by at most 2k such nodes v;.
Thisimplies

Sl =" > v w)

eeqQ vi weH (v;)
j—1

<Y REE)Y Y L(ws(vi), wer (v:)?
v; s=1

< 2K2(2k) U(xE xE )

s>1

< 2K (2k)7 > L(e)

ecT
|

Theorem IV.2: Algorithm MinSum-TCPSF is an (O(log®n), O(log”*?n))-approximation al-

gorithm for the sum objective.
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Proof: Sinceany edge e € () can contributeto the radii of at most two nodes, the two end points
of e, we have sum(P(Q)) <23 cl(e).

It is easy to see that if we construct an MST using the weights ¢/(e)” for al edge e, it would
be the same MST using the weights ¢(e). Along with this fact, using Theorem 3.2 (Claim 1) in
[13], we have, for any €, - 57y cb(e)” < sum(prt). Thususing LemmalV.2, we have sum(P) <
2(2k)72 Y g cl(e)? < 2(2k)7*25um(P§pt). With k = O(logn) theresult now followsfrom Lemma
V.1 |

A. Distributed Implementation

Algorithms CHOOSEEDGES and CHOOSELABELNUMBERS can be implemented in a dis-

tributed manner, as described below.

1. Constructing MST and choosing root. Construct an MST using the distributed algorithm
due to Gallager, Humblet and Spira (GHS) [7]. This agorithm takes O(nlogn) timeand O(|E| +
nlogn) messages. (Reference [12] discusses how thisagorithm can be adapted to runin awireless
network setting.) The GHS agorithm also elects aleader, which serves as aroot of the MST.

2. Node counting. The root broadcasts a count message using the tree edges to all other nodes.
A leaf-node after receiving the count message, immediately sends back a count-reply message to
its parent with count = 1. Any intermediate node waits until it receives count-reply from all of
its children, then aggregates the count and sends a count-reply message to its parent with count
equal to the aggregated count. Thus, the root can determine the total number of nodes n. Each
intermediate node (and the root) also stores the counts received from al of its children; thus it

knows the number of nodes in the subtree rooted at each of its children.

3. Label number selection. The root picks the label number » and divides the range [a..b] =
[1..n — 1] as follows: let the root have ¢ children and the node counts received from its children
are C1,Cs, ..., Cy; the order of the children is determined by the reverse depth-first order. Then
the root sends the range [L;, L, + C; — 1] to its ;th child, where L; = a + Z;;ll C;. Similarly, an
intermediate node, after receiving the range [a..b] from its parent, picks the label number b and

distributes the range [a..b — 1] to its descendants.

Example. In Figure 2, the root » = v, hastotal count 7. In reverse depth-first order, count C'y



16 TOPOLOGY CONTROL IN UNRELIABLE AD HOC NETWORKS

is the number nodes in the subtree rooted at v5 and C5 the number of nodes in the subtree rooted
at v,. Root v, picksthe label number 7 and sendstherange [1 .. 3] to v; and [4 .. 6] to v,. Node vs
selects3and sends |1 .. 1] tow; and [2 .. 2] to vg, and so on.
4. Finding the k£ the Nearest Nodes with Larger Labels. Each node executes the following
algorithm to find the closest nodes with larger label numbers. Let d be the largest possible distance
between any two nodes.
1. Initialize R to be the distance to the closest neighbor.
2. Each node v repeats the following until R/2 > d or k nodes with larger label numbers are
found.
(8) Set transmission radiusr to R and broadcast a message containing L(v).
(b) Any node u, on receiving the message from v, sends back L(u) to v iff L(u) > L(v).
(c) Set R — 2R.

V. THE MAXIMUM POWER LEVEL

We now discuss algorithms for the max objective. In Section A, we describe a randomized
agorithm that gives an (O (log®n), O(logn))-approximation for the max objective, with arunning
time of O(nlog®n). In Section V(B), we describe another algorithm which gives an improved
approximation of (O(log®n), 1), but with ahigher running time of O(n*logn), thusillustrating the
tradeoff between the quality of approximation and running time. Both algorithms are ssmple, and

involve Monte Carlo sampling. However, the analysis, is non-trivial.

A. An (O(log®n),0(logn))-approximation algorithm

Our agorithm MINMAX-TCPSF builds on an interesting result by [8], who show that asmall
subset of O(nlog,n) edges can “cover” the MST of the surviving subgraph, with high probability.
However, we need a non-trivial extension of their analysis to bound the approximation guarantee
for the algorithm, which crucially uses the geometric properties. Recall the notation from Section
I(B). We assume that the power threshold ¢(u,v) for any pair of nodes u,v € V' is given by
¢(u,v) = c-L(u,v)? for some constants ¢ and ~.

Algorithm MINMAX-TCPSF:
l.Letb=1/(1—p)and k = [5log, n] + 1.
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Il. For i = 1 to 32¢ek21nn do

1. Generate arandom subset V; = V' (¢) by choosing each vertex independently from V' with
probability ¢ = 1/k.
2. Find a Euclidean minimum spanning tree 7; of the complete graph on V;, with the length
of each edge (u,v) equal to ¢(u,v).
3. For each edgee, includee in @ if it appearsin at least 16Inn different 7;'s.
11, Set r = Iglezg(ﬁ(e) for al nodesv e V.
We need the following result due to [8], which shows that the set () constructed in the above
algorithm contains an MST of the random subgraph V'(¢), with high probability.
Theorem V.1 ([8]) Let @) be the set computed in the above algorithm. Then, we have |Q| <
10enlog,n + O(n), and Pr{MST(V(p)) CQ} > 1 — 5.
We first show that the interference complexity of @) islow. We only sketch its proof, since it
isvery similar to that of LemmalV.1.
Lemma V.1 1(Q) = O(log® n)I(E,;).

Proof: (Sketch) For any edge e = (u,v) € Q, we prove that I(e) = O(log®n). Let A;(e) =
{e/ €T(e): L(e) € [2¢,271)}, foreachi, and let V;(e) = {u': Fv' suchthat (v/,v') € I(e), and v’ €
B(u,(e)) U B(v,{(e))} bethe set of end points of edgesin A;(e) that do not liein B(u,{(e)) U
B(v,l(e)). If [Vi(e)| > c4log®n for some constant c,, there would exist a node u, € V;(e) such
that |B(uy, £(e)/2) NVi(e)| > cslogn. A direct application of Chernoff’s bound implies that
| B(ug, £(e)/2) N Vi(e) NV (q)| = Q(logn) with high probability, and therefore, many nodes in
Bl(ug, £(e)/2) NV;(e) will survive in step 11(1) of Algorithm MINMAX-TCPSF. This implies
that the Euclidean MST in Step 11(2) will not end up choosing many edges between nodes in
B(ug,l(e)/2)NV;(e) NV (q) and nodesin B(u,{(e)) U B(v,{(e)), which contradicts the assump-
tion that each node in V;(e) has an edge to some node in B(u, ¢(e)) U B(v,{(e)). Since there are
O(logn) values of i, we have I(¢) = O(log®n). By the same argument as in the proof of Lemma
IV.1, thislemma now follows. |

Theorem V.2: The solution @ produced by Algorithm MINMAX-TCPSF isan (O(log?n), O(logn))-
approximation for the max power objective.

Proof: By Theorem V.1, it followsthat Pr[G(V (p), Q) isstrongly connected] > 1 — —=. Letr,,
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be the transmission radius corresponding to the optimum solution. We show that with probability
at least 1 — % every edge e chosen in () satisfies {(e) < cyr,, log, n, where ¢; is a constant
to be specified later, and ¥’ = 1/(1 — ¢). To do so, we first bound the probability that an edge
e = (u,v) with £(e) > ¢17,,: log, n is added to the set ) in the algorithm. Recall our assumption
in Section B that p* > 1/n®. We claim that G(V,r,,;) contains a path connecting « and v - if there
is no such path connecting v and v, G(V (p), r.,+) would be disconnected whenever both « and v
survive, which happens with probability p? > 1/n3, implying that Pr[G(V (p), p) iS connected
] < 1—1/n3 which contradicts the definition of r,,. Let P = (wy,...,w;) be any such path

between w; = v and wy, = v ING(V, 7). By definition of G(V,r,,:), every edgee’ = (w;, w;+1) €

(e)
c1logyn’”

be a constant such that 2c, < ¢;. We partition P into k/k" = [c1/co] blocks By, ..., By, €&ch

P must have ((e) < 1y, < By the triangle inequality, we have |P| > ¢, log, n. Leét ¢,
of size roughly £’ = ¢ log,, n. We do the analysis assuming that £’ is an integer; if this is not
true, the analysis can be modified easily to deal with the slight non-uniformity in sizes. Therefore,
B; = {wi-1)w+1,. .., wi } @sshownin Figure 4.

The probability that all the nodesin any block B; fail inarandom sample V (q) is (1 —q)!5:l =
(1 —q)®=lsa-0n = nl . By the union bound, the probability that thereisablock B; in which all

€2

nodes fail in V(q) is therefore at most <. Thus, with probability at least 1 — L2 at least one

conc2’ nc2 !

node survivesin each block B; in V (¢). Consider one such sample V (¢), and let w;, denote the
node that survivesin B;, i =1,...,k’. By thetriangle inequality, we have

g(i+1)—1

f(’wg(i),wg(i—i—l)) < Z f(wj’ijrl) < Qk/ropt
i=g()

< 2K'l(e)/(cilogn) < @E(e).

&1
Since we have 2c; < ci, we would have ((wyg), wgut1)) < £(e), foreach i =1,... k/k'. This
means we have an aternate path u, wyq), ..., wyw), v from u to v in V(¢), each of whose edges
are shorter than e, with probability at least 1 — % We set ¢; = 5 and ¢o = 2. Then, in ago-
rithm MINMAX-TCPSF, Prle € T;] < 1/n, where T; is the MST on the random subset V' (q).
By a Chernoff bound, it follows that for any specific edge e with ¢(e) > c¢y7,: logy n, we have
Prle appearsin at least 16Inn different 7;'s] < --. By the union bound, it follows that the proba-
1

bility ¢) contains any edge e’ with ¢(e") > c¢;7,: logy, n is a most Z—? = —5. Therefore, the radius r

_n'
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chosen by our algorithm satisfiesr < ¢;7,,;1og,, n with probability at least 1 — 1/n3. By definition

of r,,x and by Lemma V.1, the theorem follows. [ |

Fig. 4. Edge (u,v) with £(e) > c17opt log, . Theblack circles denotethe nodeswy, ..., wy, and By, ..., By, arethe
blocks on path P, referred to in the proof. Node w ;) is the survivor in block B;.

B. A (O(log®n),1)-approximation algorithm

In this section, we describe a ssimpler Monte-Carlo sampling based algorithm for the min ob-
jective, that works not just for connectivity, but any “testable” monotone property, and gives an
(O(log®n), 1)-approximation, at the cost of a higher running time, and a lower probability of re-
liability. Let P denote a monotone property that can be tested in polynomia time, and let Ap
denote such an agorithm to test for property IP; examples of such properties are strong connectiv-
ity, existence of a giant component, low diameter, etc. For graph G(V, P), let Ap(G(V, P)) be 1
if G(V, ]3) has property 1P, and 0 otherwise. For a given power level ¢, the following algorithm,
Algorithm Test(¢), determinesif a given candidate power level ¢ is adequate for all nodes. Using
Algorithm Test(¢) as aquery function, abinary search on the set of power thresholdsfor al edges,
{é(u,v) | u,v € V}, can find the required minimum ¢ by calling Test(¢) at most O(logn) times,
since there are at most n? distinct power thresholds. Once the correct power threshold ¢ is found,
we use the algorithm of [8] to find the set () of edges.

Algorithm Test(¢):

Input: Set V' of nodes on the plane, survival probability p for each node, and a common power
level ¢.

Output: YES, if G(V (p), ¢) has property IP with probability at least 1 — 1/n.

|. Fori=1ton?do

1. Generatearandom subset V; = V (p) of V' by choosing each vertex from V' with probability

P



20

0.8

0.6

04

02

Probability of V(p) being connected

,,,,,,

p=05log(n/n ——
p=4log(n)/in
p=10log(n)/n_--x*

0 L
0 01 02 03 04 05 06 07 08 09 1

Radiusr

1
0.9
0.8
0.7

- 06
5
%z 05

0.4
0.3
0.2
0.1

TOPOLOGY CONTROL IN UNRELIABLE AD HOC NETWORKS

/

0 ?
3.2 3.4 3.6 3.8 4

4.2 4.4 4.6
objective value

Approximation Ratio

A

rox ratio —+—

PP
2logn

log2n %

0 5

10 15 20 25 30 35 40 45 50

Number of Nodes, n (x 100)

Fig. 6. The variation of (an approx-
imation to) the sum objective with
€. Note that the threshold is not as
sharp as for the max objective.

Fig. 7. Approximation ratio
S (P)/ S2(Port) for random distri-
butions of nodes computed by the
Algorithm MinSum-TCPSF.

Fig. 5. Connectivity of G(V (p),r)
using astructured topology withn =
1749 nodes.

2. Compute X; =1 — Ap(G(V;,¢)), whichis1if G(V;,¢) does not have property P.
1. 1f 3% | X; < 3n, output YES,

Theorem V.3: If Pr[G(V (p),¢) has property P] > 1— =, then Pr[Test(¢) does not return YES] <
e~™. The solution @ computed by algorithm Test() and the result of [8] is an (O(log®n), 1)-
approximation to the max objective. It requires O(n?) invocations of algorithm Ap; for strong

connectivity, thistakestime O(n*logn).

VI. EMPIRICAL RESULTS

We present empirical results for the TCPSF problem. For most of our experiments, we use an
instance consisting of a set of nodes distributed along the streets of the downtown Portland, OR,
generated by the TRANSIM S mobility model [22]. We discuss the results for the max and sum
objectives separately. In these experiments, we used v = 2.

1. The max objective function. Figure 5 shows Pr[G(V(p),r) is connected] versus radius r, for
different values of the surviving probability p for the node distribution in Portland. Observe that
there is a sharp threshold in the connectivity radius (or equivalently, the max power level needed)
even in this setting. This threshold is known in the case of nodes distributed randomly on the
plane [19, 9], or arranged on a grid [29], but it is surprising to observe this threshold even in this
non-random setting.

2. The sum objective function. Figure 6 shows the variation of an approximation to the total
power objectivewith e for an instance of the Portland data. Observe that this hasasimilar threshold

behavior asthat for the max objective, though it seemsto be alittle less sharp.
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For v = 2, Theorem V.2 gives a worst case bound of O(log*n) on the approximation factor
of sum(ﬁ) given by our algorithm MinSum-TCPSF to the optimum. In the average case, this
bound can be much better. For randomly chosen 50-5000 nodes in a unit square, we computed
this approximation factor for v = 2. Figure 7 shows this experimental result. To understand its
growth rate, we also plotted the function logn and log” n. We observe that the growth rate of the
approximation factor is even smaller than the growth rate of log®n. Infact, the growth rate is pretty

much close to that of logn.

VIlI. CONCLUSION

In this paper, we study the problem of topology control for unreliable ad hoc networks, mo-
tivated by mission critical applications. We designed and analyzed algorithms that simultane-
ously achieve provably good approximations to multiple objectives, namely, connectivity, power
efficiency and interference cost. Empirically, we find that our algorithm has significantly better
performance guarantees in practice, than what we show analytically. Improving the performance
guarantees, and extending our results to other topological properties (e.g., spanner) are interesting
open problems. The specific algorithms and the analytical techniques we develop for the TCPSF

problem would be useful in other applications requiring resilient topology design.
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