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Abstract—In this paper, we investigate the applicability of simulation and
emulation for denial of service (DoS) attack experimentation. As a case
study, we consider low-rate TCP-targeted DoS attacks. We design con-
structs and tools for emulation testbeds to achieve a level of control com-
parable to simulation tools. Through a careful sensitivity analysis, we ex-
pose difficulties in obtaining meaningful measurements from the DETER
and Emulab testbeds with default system settings, and find dramatic differ-
ences between simulation and emulation results for DoS experiments. Our
results also reveal that software routers such as Click provide a flexible ex-
perimental platform, but require understanding and manipulation of the
underlying network device drivers. We compare simulation and testbed re-
sults to a simple analytical model for predicting the average size of the con-
gestion window of a TCP flow under a low-rate TCP-targeted attack, as a
function of the DoS attack frequency. We find that the analytical model and
ns-2 simulations closely match in typical scenarios. Our results also illus-
trate that TCP-targeted attacks can be effective even when the attack fre-
quency is not tuned to the retransmission timeout. The router type, router
buffer size, attack pulse length, attack packet size, and attacker location
have a significant impact on the effectiveness and stealthiness of the attack.

Keywords—simulation, emulation, testbeds, TCP, congestion control, de-
nial of service attacks, low-rate TCP-targeted attacks

I . INTRODUCTION

Denial of Service(DoS) attackshave becomeincreasingly
prevalent[27], [29]. Signi�cant damage,suchasnetwork par-
titioning, canpotentiallybecausedby attacksthattargettheIn-
ternetinfrastructure,suchasinter-domainroutingprotocols,key
backbones,and Domain NameSystem(DNS) servers (which
wereattacked in 2002). In this work, we addressthe question
of whensimulationandemulationare inadequatefor studying
DoS attacks. A key componentof the answerto this question
is the sensitivityof simulationandemulationresultsto param-
etersettingsandtestbedcapabilities.As a casestudy, we take
anin-depthlook at low-rateTCP-targetedattacks[16], [22]. In
particular, we considera scenariowherean attacker transmits
shortpulsesat an arbitrary frequency. This attackexploits the
TCP Additive IncreaseMultiplicative Decrease(AIMD) mech-
anismto causeTCPperformancedegradation.We usea simple
analyticalmodel for predictingthe averagesizeof the conges-
tion window of a TCP �o w underattack,asa function of the
attackfrequency. The modelservesasa lower bound(for the
casewith no timeouts)wheneachpulsecausesloss.Theresults
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from theanalyticalmodelarecomparedto the resultsfrom the
ns-2simulator, andtheDETERandEmulabemulationtestbeds.

TCP-targetedattacksare an interestingcasestudy because
they are a major causefor concern(they are easyto launch,
stealthy, and may be extremely damaging),and producetraf-
�c oscillations.In a deterministicsimulationenvironment,such
oscillationscanleadto phasesynchronizationeffects[15] with
slight parameterchanges.Sucheffectsmight appearinteresting,
but they arenot representativeof realsystems.Additionally, ex-
perimentswith this attackon testbedsmayyield largevariations
in theresultsdependingonparametersettingsandtestbedcapa-
bilities.

A numberof recentstudies[16], [24], [36], [10] have stud-
ieddefensesagainstTCP-targetedattacks.Amongthesestudies,
only [16], [24] conductedtestbedexperiments,but theseexper-
imentswereconductedwith (tc, iproute2), NIST-net, or Dum-
myNet[35] for link shapingandqueuemanagement,without in-
vestigatingsystemparameters,or relatingtheresultsto simula-
tions. In contrast,ourwork investigatesemulationenvironments
via amorecarefulsensitivity analysis,andhighlightsthedanger
of default systemparametersettings.To thebestof our knowl-
edge,thisis the�rst work to quantifyandexplainkey differences
betweensimulationandemulationresultsfor DoSexperiments.

Thecontribution of this work is twofold: (1) We comparere-
sultsfrom simulationandemulationexperimentswith different
attackandsystemparameters.We designconstructsfor theem-
ulationtestbedsto achievea level of controlcomparableto sim-
ulationtools,andcon�gure PCroutersvia Click for high �delity
emulation.Weexplorekey problemsthatarisedueto differences
in testbedcapabilitiesanddefaultparametersettings.(2) Weuse
a simpleanalyticalmodelof TCP performancedegradation,in
the presenceof a specialcaseof TCP-targetedDoS attacks,as
a lower boundin our comparisons.We �nd that the analytical
andsimulationresultscloselymatchfor a setof valuesof the
attackpulselength and the router buffer size. Testbedresults
only matchtheanalysisandsimulationswhenroutingnodesare
overloaded.This overloadoccurswhenthe received �o w rates
exceedthenodeforwardingcapacity. Our resultsalsoillustrate
thatTCP-targetedattackscanstill beeffectiveevenwhentheat-
tackfrequency is notpreciselytunedto theretransmissiontime-
out, assuggestedin [16], [22]. The router type, routerbuffer
size,attackpulselength,andattacker locationhavea signi�cant
impacton both the effectivenessand stealthinessof the attack.
Finally, we �nd thatcon�gurablesoftwarerouterssuchasClick
providea�e xible experimentalplatform,but requirecarefulma-
nipulationof theunderlyingnetwork devicedrivers.



Theremainderof thispaperis organizedasfollows. SectionII
surveys relatedwork on TCP-targetedattacks. SectionIII dis-
cussesasimpleanalyticalmodelof theperformancedegradation
causedby theattacks.SectionIV describestheemulationenvi-
ronmentweuse,andtoolswe developedfor theDETERemula-
tion testbed.SectionV describesour experimentalsetup.Sec-
tionsVI andVII discussour resultsfrom DETER,Emulab,and
ns-2simulations. SectionVIII describesour experienceswith
the Click router. Finally, SectionIX summarizesour �ndings
anddiscussesdefensesagainstsuchattacks.

I I . TCP-TARGETED ATTACKS

Most well-publicizedDoSattackshave utilized a largenum-
berof compromisednodesto createconstanthigh-rate�o ws to-
wards the victims. Such“�ooding attacks”are effective, but
have majorshortcomingsfrom theattacker's perspective. First,
theattacksareeasyto detectdueto thehigh volumeof uniform
traf�c, e.g.,UDP or ICMP. Severaldefensemechanismsagainst
these(andmoresophisticated)DoSattackshave beenproposed
in theliterature[33], [39], [18], [8], [20]. Second,theattackscan
self-congestat somebottleneckandnot reachthe intendeddes-
tination. Finally, usersof the compromisedmachinestypically
noticea performancedegradation,promptingthesemachinesto
be examinedby systemadministrators,who cantheneliminate
thevulnerabilitiesthatcausedthemachinesto becompromised
in the�rst place.

An attackthat is lesssusceptibleto theselimitations is the
low-rateTCP-targetedattack,introducedin [22]1. This attack
hasgeneratedsigni�cant interestdueto its potentialto do great
harm,go undetected,andtheeaseby which it canbegenerated.
The basicideaof low-rateTCP-targetedattacks[22] is that an
attacker transmitsshortpulses,i.e.,squarewaves,with periodic-
ity closeto theRetransmission-Timeout(RTO) interval [19] of
ongoingTCPconnections.Theseshortpulsesinducesuf�cient
packet lossto forcetheTCP�o ws underattackto time out, and
to continuallyincur lossasthey attemptto begin TCPslow start.
Therefore,thegoodputof theseTCP�o wsvirtually goesto zero.
Suchanattackcanbeusedto strategically targetkey routersor
serversin thenetwork, thuscausingwide-spreaddegradationof
TCPperformance.

A key featureof this attackis that it is stealthy, i.e., it does
not continuouslygeneratesigni�cant traf�c, andthuscannotbe
easilydistinguishedfrom other legitimate�o ws (e.g.,video or
otherbursty traf�c). Moreover, anattacker doesnot have to be
highly sophisticatedto generatetheseattacks. It is straightfor-
ward to generateUDP pulses,or useraw socketsto bypassthe
TCPcongestionavoidancemechanismaltogether.

A recentstudy [16] hasconsidereda more generalclassof
low-rate TCP attacks,referredto as the Reductionof Quality
(RoQ)classof attacks.In aRoQ(pronounced“rock”) attack,the
attacker sendspulsesat arbitraryfrequencies,ratherthantrying
to preciselymatchtheRTO periodicity. Theattackexploits the

1We do not consider other types of application-specific, protocol-specific, or
implementation-specific DoS attacks, such as SYN attacks, BGP attacks, LAND,
or TEARDROP, in this work. We only focus on attacks against TCP congestion
control.

TCP Additive IncreaseMultiplicative Decrease(AIMD) mech-
anismto causeTCP goodputdegradation,ratherthanfocusing
on timeouts. The premiseis that during the congestionavoid-
ancephase, whenpacket lossesoccurdueto attackpulses,TCP
halvesits congestionwindow, but whena successfultransmis-
sionoccurs,it only linearly increasesits window size. Themo-
tivation behindRoQ attacksis that they neednot be precisely
tunedto the RTO frequency, sinceRTO may be dif�cult to as-
certain,andcanbe changedfor differentTCP sessions.While
RoQattacksmaynotcauseTCPgoodputto virtually go to zero,
as in the caseof [22], they can still signi�cantly degradethe
servicequality. Moreover, theseattacksmaybe evenmoredif-
�cult to detect,sincethey do not operateat a known frequency.
Therefore,we usetheseattacksasa casestudyin our work. As
previouslydiscussed,theseattackshavenotbeenexperimentally
studiedin prior work, exceptin extremelylimited settings,with
no sensitivity analysis,or comparisonsto analyticalor simula-
tion results.

I I I . SIMPLE ANALYTICAL MODEL

In this section,we describea simpleanalyticalmodel,which
is aspecialcaseof amodelin [24]. ThemodelcharacterizesTCP
performancedegradationasa function of the TCP-targetedat-
tackfrequency. In prior work,e.g.,[32], modelsof TCPthrough-
put asa functionof theround-triptime andlosseventratewere
developed.Thesemodels,however, donotconsiderthepresence
of periodicattacks. In contrast,we computethe averageTCP
window sizeasafunctionof theTCP-targetedattackparameters.
TheanalysisassumesthatTCPReno[7] in thecongestionavoid-
ancephaseis beingemployedfor asingle�o w underattack.2 As
discussedin SectionII, theobjective of this attackis to exploit
theTCPAIMD mechanismandnot to causeRTOs. SinceReno
cantypically recover from a singlepacket losswithout anRTO,
it is assumedthateveryattackpulsewill induceapacket loss.A
lossof asingledatapacketwill causeareductionof theconges-
tion window by half in TCPReno,afterwhichadditive increase
will be employed. For simplicity of the analysis,the shortfast
recovery phaseis ignored. The resultingTCP congestionwin-
dow saw-toothpatternis depictedin Figure1 for a �x edattack
frequency. Observethatthemodelalsogivesacloseapproxima-
tion of thebehavior of TCPNew Reno[14] or TCPSACK [26]
evenwith a few packet losseswith everypulse,sincetheseTCP
�a vorscantypically recoverfrom multiplepacketlosseswithout
RTOs.

Let Wi be the size of the congestionwindow (Cwnd) right
beforethe reductioncausedby pulsei, i ≥ 0. Let rtt be the
�o w roundtrip time (RTT). Let α be the growth in Cwnd size
duringtheattacksleeptimet betweenpulsesi andi + 1. Then,
Wi+1 = Wi

2
+ α, whereα (thegrowth of thewindow duringt)

is equalto t
2rtt

(assumingthateveryotherpacket is acked; t
rtt

if
everypacket is acked).

Let WI be the initial Cwnd sizebeforetheattackstarts.We
needto computeWmax, themaximumcongestionwindow size

2We have generalized our model to multiple flows under attack, but, for sim-
plicity of illustration, present only the single-flow case here.
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Fig. 1. Saw-tooth pattern of congestion window evolution due to periodic loss
every 4 seconds.

after theattackreachessteadystate,aswell astheaveragewin-
dow sizeWavg . Fromtheabove equation,onecaneasilycom-
puteW1, W2, · · ·. For example,W3 canbeexpressedas:

W3 =

WI

2 +α

2
+ α

2
+ α.

Therefore,Wmax (assumingthe limit on the receiver window
sizeis not reached)canbeexpressedas:

Wmax = lim
i!1

(2� iWI + α(

i� 1X

j=0

2� j)) = 2α.

Thesteadystateminimumwindow sizeis simplyWmax/2 = α.
Sinceα = t

2rtt
, therefore,Wavg = α+2α

2
= 3t

4rtt
.

IV. EMULATION ENVIRONMENT AND TOOLS

In order to experimentwith this DoS attack in a high �-
delity ± but quarantined± setting, we leveragethe DETER
(www.isi.deterlab.net)andEmulab(www.emulab.net)testbeds.
Emulabis a time-andspace-sharednetwork emulatorlocatedat
the University of Utah [38]. The systemis comprisedof hun-
dredsof linkedPCsthatcanbeconnectedin any speci�edtopol-
ogy, anda suiteof software tools that managethem. The Cy-
berDefenseTechnologyExperimentalResearchNetwork (DE-
TER) is an emulationtestbed± basedon Emulab± that allows
researchersto evaluateInternetsecuritytechnologies[13]. DE-
TERcanbeaccessedremotely, but is quarantinedfrom theInter-
net. The EvaluationMethodsfor InternetSecurityTechnology
(EMIST) project,in which we areparticipating,is a companion
project that designstestingmethodologiesandbenchmarksfor
theDETERtestbed.

Theprimaryadvantageof usinga network emulator± asop-
posedto a simulator± for securityexperimentsis thatan emu-
lation environmentaffords higher�delity , andreal securityap-
pliancescan be testedon it. This can exposeunforeseenim-
plementationvulnerabilities,protocolinteractions,andresource
constraints.This is becauseanemulationtestbedusesrealcom-
puterswith limited resources,andrealapplicationsandoperat-
ing systemsrunningon them,to faithfully representevery host
in an experiment. Flaws andvulnerabilitiesarenot abstracted
by a simpli�ed simulationmodel.Oneexceptionto this ruleare
router nodes. In the currentversionsof EmulabandDETER,

routersare representedby regular PCs that act as forwarding
gateways. We refer to theseas PC routers. Our experiences
with the WisconsinAdvancedInternet Laboratory(WAIL) at
www.schooner.wail.wisc.edu/have demonstratedthat a regular
commodityPCrunningLinux with FastEthernetor GigabitEth-
ernetcardscanoutperforma Cisco3600seriesrouter. Specialty
PCrouterslike theonescreatedby ImageStream[2] areusually
createdfrom high endPCsthathave multiple PCI buses,SMP,
fastmemory, andindustrialnetwork cards[4], [5]. Theperfor-
manceof speciallycon�gured PC routerscaneasilychallenge
thatof Cisco7000s/7500saswell asJuniperM-5/M-10 routers
accordingto [2], [3]. Therefore,usingPCroutersis not unreal-
istic.

Developingef�cient PC routershasbeenthe subjectof sig-
ni�cant research,e.g.,[12], [28], [21]. In thesestudies,polling
and/orDMA areusedasan alternative to packet receive inter-
ruptsto eliminatereceive livelock at high packet rates. This is
becauseinterruptscanconsumemuchof the CPU andbus ca-
pacity of mid-rangemachines(i.e., PentiumIII and below) at
100Mbps+speeds.In [21], programmedI/O (PIO) interaction
with the Ethernetcontrollersis eliminatedusing Direct Mem-
ory Access(DMA). We have found that livelock canoccuron
Cisco3600seriesrouters,limiting the forwardingperformance
to 10-15Kpackets/secperinterface.

We �rst experimentwith PC routerswithout usingsuchsys-
tems,sincenot all devicedriverssupportpolling, andhenceun-
derstandingtheir behavior is important. SectionVIII describes
our experienceswith apolling-basedPCrouter[21].

Event Control System. In network simulatorssuchas ns-
2 [37] and iSSF/iSSFNet[34], it is easyto createa topology,
assigntasksto the nodes,andmonitor every singlepacket. A
basictestbed± without any softwaresupportthatmirrors some
of thesecapabilities± is limited in its usefulness,sinceit re-
quirestheexperimentersto beexpertsin system-level program-
ming. Achieving thesamelevel of controlprovidedby a simu-
lator on physicaltestbedmachinesis a signi�cant undertaking.
Basictopologycreationcapabilitiesareprovided by emulation
testbeds,suchasEmulabandDETER,but anexperimenteronly
acquiresbaremachinesthat form thedesiredtopology, without
any toolsrunningon them.

A naturalapproachto describethe tasksthat must be per-
formedon the testbednodesis to useevent scripts,much like
eventsin an event-drivensimulator. The Emulabsoftwareim-
plementsa few eventtypessuchaslink failures;however, most
of theinteractionwith thenodesmustbeperformedvia asecure
shell (SSH)session.We have designeda �e xible mechanismto
controlall testmachinesfrom a centrallocation,sincemanually
usingeachcomputeris impossible,especiallywhentimedevents
areinvolved.We havedevelopeda multi-threadedutility, which
we refer to asa ScriptableEventSystem,to parsethe script of
timed eventsandexecuteit on the testmachines(communicat-
ing with themon thecontrol network). Our utility is capableof
receiving callbacksfor eventsynchronization.3

MeasurementTools. Instrumentationandmeasurementon a

3This software can be freely downloaded from
http://www.cs.purdue.edu/� fahmy/software/emist/



testbedposea signi�cant challenge.The capability to log and
correlatedifferenttypesof activities andeventsin the testnet-
work is essential.Not only arepacket tracesimportant,but also
systemstatisticsmustbe measuredfor DoS attacks. We have
developeda setof tools to log eventson thetestnodeson a per
secondbasis.StatisticssuchasCPUutilization,packetspersec-
ond,andmemoryutilizationareloggedto thelocaldisk for later
manipulation.Scriptsfor measuring,merging,andplotting sys-
temdataarealsoavailablefor download.

V. EXPERIMENTAL SETUP

Thetopologyusedfor bothsimulationandemulationexperi-
mentsis depictedin Figure2. This is a simpledumb-belltopol-
ogy with four endsystemsand two routersthat connectvia a
link with 60 msdelay. Theattacker andtheattacksink arevar-
ied from onesideof the topologyto another.4 Thesamebasic
ns-2scriptis usedfor bothsimulationsandtestbedexperiments.
All testbednodesrun thezombieprocessthatformsthebasisof
ourScriptableEventSystem.

Attacker/SinkAttacker/Sink

Node 3

Node 2

Node 1

60 msec

10 msec

10 msec

Node 0

SenderR1 R2

100 Mbps

100 Mbps

100 Mbps

100 Mbps
10 msec

100 Mbps
10 msec

Receiver

Fig. 2. Simple dumb-bell topology with 160 ms round-trip-time and 100 Mbps
links.

On theDETERtestbed,all nodesusea PentiumIII 733MHz
processorandhave1024MB of RAM andIntel Pro/1000cards.
On Emulab,endsystemsare600MHz, while nodesrepresent-
ing R1andR2are850MHz. ThenodeshaveIntel EtherExpress
Pro 100cardsin differentcon�gurations. In our �rst setof ex-
periments(SectionVII), all nodesrun Linux 2.4.20with IRQ-
drivenpacket processing,thusbeingsusceptibleto receive live-
lock [28]. We useTCP SACK [26] with delayedacknowledg-
mentsin ns-2,andon the testbedmachines,for the �o w under
attack.Thens-2TCPreceiver window sizeis setto 70 packets,
and(droptail) buffer sizesfor routersaresetto 50 packets(ex-
cept in experimentswhenwe vary the queuesize). The buffer
size of 50 was chosenbecauseit is the default value on DE-
TER/Emulaband,accordingto DummyNetdocumentation,it is
a typical queuesizefor Ethernetdevices. We foundthatby de-
fault the receive andtransmitdevice driver buffers on DETER
canhold256descriptors(64onEmulab),accordingto ethtool.

Link delayson theDETER/Emulabtestbedsareemulatedby
DummyNet,meaningthatthereis a hidden“delay” nodeon ev-
ery link. Specialcarewas taken to manuallyselectand con-
�gure the delay nodesto be at leastas fast as the rest of the

4This simple topology is not representative of the Internet, but we have se-
lected it in order to be able to analyze the results in depth. Our future work plans
include experiments with multiple bottleneck configurations and other traffic pat-
terns.

test nodes,so that no signi�cant packet loss occursat the de-
lay nodes.To accomplishthis task,we have selectedDual Pen-
tium 4 Xenon2.8GHz machineswith PCI-X, runningSMPand
polling-enabledFreeBSD-4.10to actasdelaynodesonDETER,
and850MHz uniprocessornodesonEmulab. Althoughshaping
methodssuchasDummyNetor tc havebeenfoundto inducear-
tifacts(dueto their bursty behavior andtheir not beingalways
true to the desiredproperties)[1], [6], our currentexperiments
usea singleTCP �o w, andhencethe bursty behavior of Dum-
myNetis not signi�cant.

A. Attack Parameters

On DETER andEmulab,the attackpacket sizeswe use(as
well as all header�elds and transmissionrates)can be easily
con�gured in our eventscript.Sincemostqueuesarecomposed
of MaximumTransmissionUnit (MTU)-sizedslots, weusesmall
UDP packetsfor our DoS attacks. Attackswith smallerpack-
ets(andhencehigherpacketrates)maybemoredamagingsince
eachpacket requiresa certainamountof headerprocessingat
routersandpacket processingat endsystems.(Analysisof the
publicly availableDoSagentsby David Dittrich [11] showsthat
StacheldrahtandTFN by default use1024and789 byte pack-
etsrespectively.) Although the attacktool is easilyableto use
IP sourceanddestinationaddressspoo�ng, we do not employ
spoo�ng in ourexperiments,in orderto avoid theadditionalAd-
dressResolutionProtocol(ARP) overhead,andavoid backscat-
ter [29] overheadonPCrouters.

In our ns-2experiments,theattackis createdby a CBR agent
that pulsesat regular intervals, transmitting38-bytepacketsat
full link capacity. To achieve the samebehavior on DETER
nodesrunningLinux, weuseraw socketsfor packettransmission
at link rate.Systemtimerswereusedto measurethedurationof
theattackpulse,andthesleeptime whenno packetsaresentby
theattacker. Usingrealclock timersis crucialwhensub-second
granularityis required. However, the attackpulseon Linux is
lessprecisethanits ns-2counterpart,sinceCPUscheduling,etc,
affect thepulseprecision.This producessmallvariationsin the
experimentaldataduringidenticalrunsonDETERandEmulab.
Therefore,we repeateachexperimenttentimesandaveragethe
results.We alsocomputethevariancewhichwe �nd to below.

B. Traf�c GenerationandMeasurementTools

To gaugetheimpactof theattackonDETERandEmulab,we
usettcp [30] to createa singlelong-livedTCP�o w by transfer-
ring a large �le. We choseto have a single“good” �o w asthis
createstheworst casefor theattacker, sincetheattacker hasto
sendenoughtraf�c to causeloss. A long-livedTCP�o w is not
unrealistic,asthereareseveralsitesthatoffer largedownloads,
e.g.,DVD-quality movies. In addition,this scenariosimpli�es
thecomparisonbetweenemulationandsimulationresults.The
ttcp tool weusereportsstatisticssuchastotal time,transferrate,
andothersystem-speci�cinformation. In our case,the transfer
rate is a goodindicatorof the attackpotency. Tracescollected
by tcpdumpareprocessedby tcptraceto producean estimated
weightedaverageof thecongestionwindow. To validatetheesti-
matedweightedaverageof thecongestionwindow derivedfrom



tcptrace, we have developeda simpletool that recordsthewin-
dow for a speci�c connectionfrom /proc/net/tcpseveral times
persecond.We foundthat theaverageof thesepolledvaluesis
closeto thevaluederived from the tcptraceoutput. Therefore,
we arecon�dent in thewindow sizeresultswereport.

On DETERandEmulab,we �rst startthemeasurementtools
aswell astcpdump. Then,we triggertheattackagentand,later,
the�le transfer. Thesendingnode,Node0, is instructedto trans-
fer a30MB �le to Node2 via ttcp. Uponsuccessfulcompletion
of the task,theattacker ceasestheattack,andthemeasurement
and tcpdump�les are transferredto the project account. The
ns-2 simulationsand the DETER/Emulabexperimentsusethe
samebasictcl script,andwe log theattributesof thens-2TCP
agentdirectly. Thesimulationtime is 500secondsto ensurethat
steadystatehasbeenreached.To conductaccuratetransferrate
comparisonsbetweenns-2andDETER/Emulab,wesetthens-2
TCP packet sizeto 1447bytes,as1447is the averagesizere-
portedby tcptracewhen it analyzesDETER/Emulabtcpdump
�les.
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C. ExperimentalDesign

In our experiments,we investigatethe impactof varying the
following parameters:
(i) Theattacksleeptime from 500msto 4000msin increments
of 500ms;
(ii) The attackpulselength to be 20, 40, 60, 80, 120, 160, or
200ms;
(iii) Theattackpacket payloadsizeto be2, 10,80,100,or 700
bytes;
(iv) The round-trip time of the attack�o w and the long-lived
TCP�o w to be60,80,120,160,or 200ms;
(v) Routerbuffer sizesonns-2routersto be25,50,100,or 150
packets;
(vi) RouterbufferssizesonClick to be25,50,or 256packets;
(vii) Thetransmissionring buffer sizeof thee1000driver to be
80or 256packets;and
(viii) The placementof the attacker to be either Node1 or
Node3.

We computethefollowing metrics:

(i) Averagegoodputin KBps (KBytes/sec),computedby divid-
ing thetransfersizeby thetransfercompletiontime;
(ii) Averagecongestionwindow size in packets,computedby
dividing the weightedcongestionwindow averageby the aver-
ageMSSreportedby tcptrace;
(iii) CPUpercentageutilization from /proc/uptime; and
(iv) Packetsper secondreceived and senton the test network
interfacesfrom /proc/net/dev.
System-level measurements,e.g., CPU utilization, cannotbe
collectedin simulations,sincens-2doesnot modelhostCPUs,
etc.

VI . SIMULATION RESULTS

In this section,we compareresultsfrom theanalyticalmodel
in SectionIII and the ns-2 simulator. We �rst investigatethe
impactof varying the lengthof theattackpulseon the average
congestionwindow size.Thelengthof theattackpulsecontrols
thetradeoff betweenattackdamageandattackstealthiness.Fur-
ther, it determinestheprobabilityof packet loss(es).Recallthat
theanalyticalmodelhadassumedthateveryattack pulseresults
in cuttingthewindowbyhalf. By varyingthelengthof theattack
pulse,westudytheconditionsunderwhich theanalyticalresults
matchthe simulations.The RTT is setto 80 ms in this experi-
ment(R1to R2link delayin Figure2 is changedto 20ms),while
thelengthof theattackpulseis setto 20,40,80,or 120ms.

FromFigure3, it is clearthatlongerattackpulsesreduceTCP
performance(at the cost of reducedattackstealthiness).Ex-
tremelyshortpulses,suchas20 ms pulses,are ineffective be-
causetheTCPsendersendspacketsin bursts.If theattackpulse
doesnotoverlapwith theburstof legitimatedata,nopacketsare
lost. In this case,the legitimate�o w Cwndsizecancontinueto
increasewith no cuts,andthe frequency of Cwndcutsis lower
than the attackfrequency. Increasingthe length of the attack
pulseincreasestheprobabilityof overlapof thetwo bursts.We
�nd thatattackpulsesthatareof lengthgreaterthanor equalto
theRTT of thelegitimate�o w resultin packet drop(s)andwin-
dow cut(s)with virtually everyattackpulse.

Another interestingobservation from Figure 3 is the non-
monotonicincreaseof the averagecongestionwindow for ns-2
with theincreaseof thesleeptime. Thiscanbeexplainedasfol-
lows. In ns-2,the lack of overlapbetweensenderandattacker
traf�c canleadto fewerCwndcutsthanexpectedfor certainval-
uesof sleeptime, thuscausingtheaveragewindow to behigher
(asdiscussedabove). However, for othervaluesof sleeptime,
synchronizationof thesenderandattackeror RTOscanresultin
a smalleraverageCwndvalue.Sincethens-2simulatorcompo-
nentsin this experimentaredeterministic,suchsynchronization
effectsareampli�ed, which is consistentwith the observations
in [15]. Adding randomizationto the attacktraf�c is likely to
reduceor eliminatesucheffects.

The�gure alsoshows thatthereis a closematchbetweenthe
analyticalmodelandsimulationresultsin theexperimentswhere
thelengthof theattackpulseis closeto or longerthantheRTT.
This is becausepulseslongerthanor equalto theRTT guaran-
teethateachpulsecausesa window cut(s). This observationis
con�rmed by Figure4, wherewe �x the attackpulselengthto
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be equalto the RTT, for differentvaluesof RTT. The matches
betweentheanalyticalmodelandsimulationshold for different
RTT values.
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Figure5 illustratesthe impactof varying the sizesof router
buffers (queues)on theaveragecongestionwindow size. For a
queuesizeof 100or 150packets,anattackpulseof lengthequal
to theRTT is inadequateto causegoodputdegradationfor asin-
gle TCP�o w underattack.Theattackis effective with smaller
queuesizes,suchas25 and50 packets. With a longerattack
pulselengthor more�o wsunderattack,theattackis likely to be
effective,evenwhentherouterbuffer sizesarelarger.

VI I . DETER/EMULAB TESTBED RESULTS

In this section,we undertake the more challengingtask of
comparingresultsfrom the analyticalmodel (SectionIII) and
ns-2 simulator to the DETER and Emulab testbeds. We �rst
usethe default systemsettingsfor the DETER/Emulabnodes,
sincethe ns-2con�guration wasderived from thesevalues. In
this set of experiments,the attack packet payloadsize is 10
byteson DETER andns-2,but it is set to 100 byteson Emu-
lab,assmallerpacket sizesonEmulabcausetheexperimentsto
take severaldays,which is problematicin a sharedandheavily
usedtestbedlike Emulab. The RTT is set to 160 ms, as de-

pictedin Figure2. Figure6 givesthe averagecongestionwin-
dow (Figures6(a)and6(b)) andaveragegoodput(Figures6(c)
and6(d)), for anattacker at nodeNode1 (forwarddirection)or
nodeNode3 (reversedirection).FromFigures6(a)and6(c),we
observe key discrepanciesbetweenthe DETER resultsandthe
analytical,simulation,andEmulabresults.Theanalytical,sim-
ulation, andEmulabresultsaresimilar, except for small sleep
time periods,whenns-2windows andgoodputexceedtheana-
lytical resultsfor thesamereasonsdiscussedin SectionVI (the
attackpulsedoesnot overlapwith theshortburstof datatraf�c,
andthusnoteverypulsecausesa window cut).

FromFigures6(a)and6(c),we�nd thatfor all valuesof sleep
time, DETER resultsarenot affectedby the attackasmuchas
ns-2 results. This is becausethe DETER PC routernodesare
able to handlethe attackpulseand the singleTCP �o w under
attack. TheDETERresultsarecomparableto ns-2resultswith
a routerbuffer sizeof 100packets(Figure5). For largervalues
of sleeptime, theDETERcurve levelsoff insteadof increasing
aswith ns-2. This is becausethe goodputin thesecasesstarts
approachingthe goodputvaluewhenno attackis present(203
KBps) for an RTT of 160 ms. This goodputvaluecorresponds
to a receiver window sizeof 34715bytes(24 segments),which
is the value reportedby the receiver in our experiments.This
receiverwindow size,setby thettcpapplication,limits themax-
imum goodputwhenno attackis present.Resultson the Em-
ulab testbed(even thoughattackpackets are larger) appearto
be similar to theanalysisandns-2results,sincetheattackcre-
atesoverloadontheEmulabPCrouters,causingpacket lossand
window cuts.Wefoundthattheattackcausesasigni�cant num-
berof RTOsonEmulabfor sleeptimes500±1500ms,while the
numberof RTOs is negligible for othersleeptimeson Emulab,
andfor all caseson DETERandns-2.5 More detailsonwhy the
attackis muchmoreeffective on the Emulabtestbedaregiven
below.

Observethatin theDETERandEmulabexperiments,realdata
is pushedbetweenthenodes,so thereis a certainoverheadfor
readingdatafrom disk, sendingit over thenetwork throughPC
routers,andredirectingit to /dev/null. In contrast,packet lossin
ns-2onlyoccursin caseof bufferover�ow. Thens-2nodesthem-
selveshave “in�nite CPUandbuscapacity,” andarecapableof
processingany �o w withoutcontention.Sincethequeueservice
timesarethusfasterin ns-2thanon the testbeds,packet drops
arelessfrequent.Anotherdifferenceis that,dueto thebounded
capacitiesof the physicaldevices on the testbed,we �nd that
maximumtestbedpacket ratescannotexceed148 Kpackets/s,
while ns-2reportsup to 250Kpackets/s.

Packet sizes.Our DETERexperimentswith differentattack
packetsizes(resultsnotshown herefor brevity) haveshown that,
in caseof packetswith 700 byte-payload,thereis an even less
signi�cant goodputdegradation,con�rming that small packets
can causemoredamageon PCsandPC routersdue to higher

5We have observed that the Emulab and DETER goodputs are similar over this
range of sleep times when we induce higher loss on DETER by using randomly-
generated source and destination addresses in attack packets. This results in
significant ARP traffic, as well as load from backscatter packets, which reduces
goodput on DETER to the values we see on Emulab.
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Fig. 6. Comparison of the average congestion window size and the average goodput from analysis, simulations, DETER and Emulab for different sleep time periods,
and an attack pulse of length 160 ms. RTT is 160 ms. ns-2 results are not plotted in the reverse case because the attack has little impact.

packet rates,packetprocessingoverhead,andslotbasedqueues.
Resultswith a payloadsize of 2 bytesshow a slightly higher
goodputdegradationthanwith apayloadof 10bytes.In contrast,
with SMP-enableddual-CPUPC routers,goodputdegradation
for thesameexperimentwasminimal,evenwith anattackpacket
payloadsizeof 2 bytes,asprocessingcanstill becompletedon
suchPCrouterswhile executinganinterrupthandler.

Attacker location. Another importantpoint is that the ns-2
attack�o w doesnot interferewith the �le transferif it is �o w-
ing in theoppositedirection(i.e.,attackeratNode3), sincelinks
arefull-duplex, port buffersarenot shared,andthereis no CPU
or IRQ (interrupt)overheadper packet in ns-2. Sincethereis
no interferenceand one cumulative ACK loss doesnot typi-
cally causeamultiplicativereductionof Cwnd(justapotentially
slowerCwndincrease),ns-2is unaffectedwhentheattacktraf�c
�o ws in theoppositedirectionof thedatatraf�c. We donotplot
ns-2resultson Figures6(b) and6(d), sincethe systemis only
receiverwindow-limited, andtheaveragegoodputgoesup.

Observationsfrom DETERandEmulabexperimentstell adif-
ferent story: the averagewindow and goodputare clearly af-
fectedby anattackin theoppositedirection(e.g.,Emulabgood-
putwith an80-byteattackpacketpayloadsizeis reducedto 1.41

KBps for a 500mssleeptime period,asshown in Figure6(d)).
The interferenceon DETERandEmulabis dueto the fact that
theNetwork InterfaceCard(NIC) onaPCrouterwhichreceives
a high bandwidthpacket �o w will consumeall availablesystem
resources,andotherNICs will starve. This resultsin interfer-
enceamong�o ws in opposingdirections.SincePC routers[2]
areusedon Internetedgestodaydueto their �e xibility , e.g.,act-
ing as�re wallsandaddresstranslators,aswell astheir low cost,
ourobservationis importantin understandingtheiroperationun-
derhigh loadsor DoSattacks.

PC router measurements.To understandthedependenceof
emulationtestbedresultsonhardwareandsoftware,weconduct
thesameexperimentonbothDETERandEmulab(but with dif-
ferentattackpacket sizes)but we now measureCPUutilization
at the two PC router nodesR1 and R2. Figure 7 depictsthe
results. The only differencebetweenthe setupof the DETER
experimentand the Emulabexperimentis that on Emulab,the
attackpacket includesan83-bytepayload,comparedto a2-byte
payloadonDETER.Thenodesactingasthetwo routersarePen-
tium III 850MHz with 256MB RAM on Emulab;andPentium
III 733MHz with 1024MB RAM on DETER.Thedelaynodes
on bothtestbedsareat leastasfastastherouternodes.On Em-
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Fig. 7. Comparison of Emulab and DETER results with attack packet payload sizes of 83 versus 2 bytes respectively (attack pulse length and RTT are 160 ms; sleep
time is 500 ms). In (a) the CPU utilization for R2 is always below 5% as R1 fails to forward a significant portion of the traffic.

ulab, the attacker (Node3 in this experiment)is a PentiumIII
600MHz with 256MB RAM, while on DETERtheattacker is
of thesametypeasa routernodes.With fasterrouters,a slower
attacker, anda largerattackpacketpayloadsizeonEmulab,plus
identicalOS images,onewould expectthe routerCPU utiliza-
tion to beloweronEmulabPCrouternodesthanonDETERPC
routernodes.Theplotsshow that,surprisingly, theCPUloadon
oneof theEmulabPCrouternodesis muchhigher. This causes
the attackto be much more effective on Emulabthanon DE-
TER. This behavior is likely to be dueto differencesin testbed
hardwareandsystemsoftware,e.g.,network devicesandbuses.
Therefore,we concludethat testbedmeasurementscansigni�-
cantlyvarybasedonhardwareandsystemsoftwareattributes.

Analysis of our DETER and Emulab measurementshas
alertedusto a numberof interestingissues.We quickly learned
that it is crucial to measureseveralnetwork andsystemparam-
etersto get a clear picture of eachexperiment,as ttcp good-
put/window resultsareinsuf�cient to judgethe �delity of mea-
surements.For example,wehaveuncoveredaninterestingprob-
lem with using delay nodes: since our experimentsoverload
nodes,it is impossibleto usethe default Emulaboptimization
of delaying(shaping)two links usinga singledelaynode. The
EmulabandDETERteamswerequick to provideuswith anew
commandthatallowsmappingeachlink to a singledelaynode.

VI I I . USING CLICK ROUTERS

To increasethe�delity of theexperimentsandreducedepen-
denceondefaultsystemsettings,thePCrouterswerecon�gured
to runanSMP-enabledLinux-2.4.26kernelwith amulti-thread-
enabledClick-1.4.3[21] Linux module. Becausethe machines
on DETER have the Intel Pro/1000Ethernetcards,it waspos-
sible to useClick's e1000-5.7.6NAPI polling driver to make
surethatreceive livelockdoesnotoccur, andClick hasthemost
directaccessto thedriver. SinceEmulabmachineswe useddid
nothavetheIntel Pro/1000cards,wewereunableto conductex-
perimentswith Click on Emulab,sincethe performancewould
be worsethan thedefaultLinux IP stack. NodesR1 andR2 in

Figure2 werecon�gured to run asIP routersusingClick's pro-
gramminglanguage.

In Click, the entirepacket path is easilydescribed,andone
caneasilycon�gure a simpleIP routerthatbypassestheOSIP
stack. Simpli�cation of the packet path yields a performance
boost,makingthe PC router lessvulnerableto overloadunder
high packet �o ws. Whentherouteris con�gured,eachaffected
network device hasto be includedinto the con�guration. It is
easyto changethe queuingdisciplineand the queuedepthfor
the queueat eachoutputport. This featureallows morerealis-
tic queuingsincethequeuingis doneat theactualnodeandnot
on thenext DummyNetnodeasin previousscenarios.We will,
however, show that it is insuf�cient to changethe Click Queue
elementdepth. This is becauseClick (or any softwaresystem
for thatmatter)hasto gothroughadevicedriverwhenit accepts
or outputsa packet. Like any Linux network device driver, the
driver for theIntel Pro/1000cardhasinternaltransmit(TX) and
receive (RX) buffers. TheClick Queueelementsserve asinter-
mediariesbetweenthese.

In a baselineexperiment,the Click routerswere con�gured
with aqueuesizeof 50peroutputport. Thetransmit(TX) buffer
on thedevice driverswasleft at the default valueof 256 MTU
sizedpackets.6 With Click routers,the TCP senderwas able
to achieve anaveragerateof 74 KBps duringa non-stop�ood,
showing that the PC routercancopewith the load. An attack
with a pulse length of 160 ms and a sleepperiod of 500 ms
yieldedno perceivabledifferencefrom the averagegoodputof
206KBpswhennoattackwaspresent(206KBpsis not far from
DETERresultsfor largesleepperiodsin Figure6(c), but much
betterthanDETER for shortsleepperiods).7 SinceClick was
ableto copewith high ratesandtheTCP�o w wasreceiverwin-
dow limited, ttcp wascon�guredto uselargebuffers(andhence

6The flooding agent used in the experiments was compared with Click’s udp-
gen to ensure that our generator is on par with that of Click and can produce over
148 Kpackets/sec, when using UDP packets with a 10-byte payload.

7Interference in the reverse direction was found to be much less than without
using Click (Figure 6(d)).



largerreceiverwindows) in orderto investigatetheeffectiveness
of the attack. The large buffers increasedthe maximumTCP
transferto rate to 560 KBps. In this case,the attackwith a
160mspulselengthanda sleepperiodof 500mswasreported
to generate37960packetspersecondor 1.97MBps by Click's
udpcount. This attackreducedthe TCP goodputto almostone
�fth of thevaluewithoutanattack.Thiscon�rms thattheattack
hasa potentialfor greatdamagewhile still beingperceived as
low rateon theaverage.
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Our �nal setof experimentsaimatunderstandingtheeffectof
varying Click anddevice driver buffer sizes. The Click Queue
elementsize was set to 25, 50, or 256 slots, while the driver
transmit (TX) buffer was set to 80 (minimum setting)or 256
(default). We did not experimentwith varyingthereceive (RX)
buffer sizessince[9] demonstratedthatreceiving is muchfaster
thantransmittingon PCs,andhencedropsdo not occurdueto
RX bufferover�ow. Thedefaultdrop-tailqueuingdisciplinewas
used.Figure8 demonstratesthatvaryingtheTX buffer sizepro-
ducessigni�cant variationin the results. It is alsoimportantto
notethat the TX buffer sizehasa much more profoundimpact
thantheClick queuesize. Figure8 clearly shows thata TX of
256andaClick Queueof 50performsmuchbetterthanaTX of
80andaClick Queueof 256.This impliesthatit is crucial to be
awareof thedriversettings.

IX. SUMMARY AND LESSONS LEARNED

In thispaper, wehaveinvestigatedtheapplicabilityof simula-
tion andemulationfor DoSattackexperimentation.Our results
give insightsinto theeffectivenessof low-rateTCP-targetedat-
tacks,aswell asmoregenerallyinto how to conducthigh�delity
experiments.We summarizeour �ndings below.

Effectivenessand stealthinessof TCP-targeted attacks.
Our resultsvalidatethat variantsof low-rate TCP-targetedat-
tackscanstill beeffectiveevenwhentheattackfrequency is not
preciselytunedto the retransmissiontimeout [16], [22], [24].
The routertype andbuffer size,attackpulselengthandpacket
size, and location of the attacker have a signi�cant impact on
the effectivenessandstealthinessof the attack. Simulationre-
sultshave indicatedthat theattackis mostsuccessfulwhenit is
multiplexedwith TCPdataandnotACKs;however, thiswasnot

true whenPC routerswerebottlenecksin DETER andEmulab
experiments.As in previousstudies[28], we havedemonstrated
thesuperiorityof theNAPI (polling) approachunderhighpacket
rates,underscoringtheneedto havemoreNAPI capabledrivers.
Resultswith Click PC routershave shown that we needa bet-
ter understandingof how to compareperformancewith certain
Click Queuesizesanddevicedriverbuffer sizesto performance
with other typesof routersand to simulationmodels. Results
have alsorevealedthatattackpulsesmuchshorterthantheRTT
are ineffective and cannotthrottle the connectionat a desired
rate,dueto non-overlappingattackpulseand�le transferbursts.
Even attackpulsesof length equal to the RTT are ineffective
when router buffers are large, and thereis a single TCP �o w
underattack.

Defending against TCP-targetedattacks. The stealthiness
of variantsof TCP-targetedlow-rate attacksmakes defending
againstthem a challengingtask. In the original TCP-targeted
low-rateattackswork [22], theauthorsstudiedactivequeueman-
agementmechanismssuchas FRED [23], RED-PD [25], and
SRED[31], for defendingagainstthe attacks.They concluded
that thesemechanismsonly reduce± but not eliminate± theef-
fectivenessof the attacks. Thereareseveral importantconsid-
erationsfor defenseagainstTCP-targetedattacks:(i) Unknown
frequencyof attack: The attackin [22] is generatedwith a fre-
quency matchingtheRTO. This attribute is exploited in [36] to
detectthe attackby examining the autocorrelationfunction of
traf�c measurementsat theattacked link. Theattacker(s),how-
ever, cansendpulsesat an unknown or randomfrequency. (ii)
More general attacks: An attackerneednotusea precisesquare
wave to generatetheattack(e.g.,[22] discussesa possiblestair-
casepulse). (iii) Detectingattacker(s): Onceit is determined
thatanattackhasoccurred,misbehaving �o wscanbeprevented
accessinto thenetwork. A promisingdirectionin [17] usesspec-
tral analysistechniquesto determinethenumberof attackers.

Simulation versus emulation. Our comparisonsbetween
simulationandemulationexperimentswith seeminglyidentical
con�gurationshaverevealedkey differencesin theresults.Some
of thesedifferencesoccurbecausesimulatorsabstracta number
of systemattributes,andmakeseveralassumptionsaboutpacket
handling. For example,sincePCsareusedon the Emulaband
DETERtestbeds,theirCPUs,buses,devices,anddevicedrivers
may be bottlenecksthat simulatorsdo not model. Anotherim-
portantobservation from comparingdatafrom the Emulaband
DETERemulationtestbedsis thateventhoughthehardwareand
softwareonbothtestbedsmayappearsimilar, thenodesonEm-
ulabexperienceamuchhigherCPUloadthantheDETERnodes
for thesamepacket rate. This meansthat thesameexperimen-
tal setup(con�guration �les, etc.) mayproducewidelydifferent
outcomes(speci�cally, a muchmoreeffectiveattackon Emulab
thanon DETER),asresultsarehighly dependenton thedetails
of underlyinghardwareandsoftware,andtheir default settings.
Thesedifferentsettingsdo not causewidely differentoutcomes
in typical networking and operatingsystemsexperiments,but
causedramaticdifferencesunderDoSattacksthatoverloadthe
system.Althoughthisappearsto beundesirable,it hasapositive
side:SincetheInternetis constantlyevolving, andis comprised



of heterogeneoushardware and software ± and not simpli�ed
modelsas in simulators± it is of greatvalue to identify cases
wherethesameexperimentyieldsverydifferentresultsdepend-
ing on the componentsof the test hardware/software,and un-
foreseeninteractionsamongthem. In addition,PC routerslike
thoseusedon the testbedsareusedon the Internettoday, and
henceunderstandingtheirbehavior is important.

Futur e work. We plan to repeatour experimentswith dif-
ferent commercialrouters,and quantify the differencesin the
results. WAIL contains34 Cisco routersranging from Cisco
GSR 12000to Cisco 2600. DETER recentlystartedsupport-
ing JuniperMI70 routers.We alsoplan to investigatehow var-
ious devicescanbe modeledin simulators.Finally, we plan to
studymorecomplex topologiesand traf�c patterns,with mul-
tiple �o ws (with differentbottlenecksandRTTs) andmultiple
attackersandattacktraf�c rates.
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