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Abstract—In this paper, we investigate the applicability of simulation and
emulation for denial of service (DoS) attack experimentation. As a case
study, we consider low-rate TCP-targeted DoS attacks. We design con-
structs and tools for emulation testbeds to achieve a level of control com-
parable to simulation tools. Through a careful sensitivity analysis, we ex-
pose difficulties in obtaining meaningful measurements from the DETER
and Emulab testbeds with default system settings, and find dramatic differ-
ences between simulation and emulation results for DoS experiments. Our
results also reveal that software routers such as Click provide a flexible ex-
perimental platform, but require understanding and manipulation of the
underlying network device drivers. We compare simulation and testbed re-
sults to a simple analytical model for predicting the average size of the con-
gestion window of a TCP flow under a low-rate TCP-targeted attack, as a
function of the DoS attack frequency. We find that the analytical model and
ns-2 simulations closely match in typical scenarios. Our results also illus-
trate that TCP-targeted attacks can be effective even when the attack fre-
quency is not tuned to the retransmission timeout. The router type, router
buffer size, attack pulse length, attack packet size, and attacker location
have a significant impact on the effectiveness and stealthiness of the attack.

Keywords—simulation, emulation, testbeds, TCP, congestion control, de-
nial of service attacks, low-rate TCP-targeted attacks

I. INTRODUCTION

Denial of Service(DoS) attackshave becomeincreasingly
prevalent[27], [29]. Signi cant damagesuchasnetwork par
titioning, canpotentiallybe causedy attacksthattargettheIn-
ternetinfrastructuresuchasinter-domainrouting protocols key
backbonesand Domain Name System(DNS) seners (which
wereattacled in 2002). In this work, we addresghe question
of whensimulationand emulationare inadequatdor studying
DoS attacks. A key componenf the answerto this question
is the sensitivityof simulationand emulationresultsto param-
eter settingsandtestbedcapabilities. As a casestudy we take
anin-depthlook at low-rate TCP-taigetedattadks[16], [22]. In
particular we considera scenariowherean attacler transmits
shortpulsesat an arbitrary frequeng. This attackexploits the
TCP Additive IncreaseMultiplicative Decreas€¢AIMD) mech-
anismto causeT CP performancelegradation.We usea simple
analyticalmodelfor predictingthe averagesize of the conges-
tion window of a TCP o w underattack,asa function of the
attackfrequeng. The modelsenesasa lower bound(for the
casewith no timeouts)wheneachpulsecausedoss. Theresults
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from the analyticalmodelare comparedo the resultsfrom the
ns-2simulator andthe DETER andEmulabemulationtestbeds.

TCP-tagetedattacksare an interestingcasestudy because
they are a major causefor concern(they are easyto launch,
stealthy and may be extremely damaging),and producetraf-
¢ oscillations.In adeterministicsimulationenvironment,such
oscillationscanleadto phasesynchronizatioreffects[15] with
slight parametechangesSucheffectsmight appeainteresting,
but they arenotrepresentatie of realsystemsAdditionally, ex-
perimentswith this attackon testbedsnayyield largevariations
in theresultsdependingpn parametesettingsandtestbedcapa-
bilities.

A numberof recentstudies[16], [24], [36], [10] have stud-
ied defenseggains{T CP-tagetedattacks Amongthesestudies,
only [16], [24] conductedestbedexperimentshut theseexper
imentswere conductedwith (tc, iprouted, NIST-net, or Dum-
myNet[35] for link shapingandqueuemanagementyithoutin-
vestigatingsystemparametersor relatingthe resultsto simula-
tions. In contrastpurwork investigategmulationervironments
via amorecarefulsensitvity analysisandhighlightsthedanger
of default systemparametesettings.To the bestof our knowl-
edgethisisthe rst work to quantifyandexplainkey differences
betweersimulationandemulationresultsfor DoS experiments.

The contrikbution of this work is twofold: (1) We comparere-
sultsfrom simulationandemulationexperimentswith different
attackand systemparametersWe designconstructgor theem-
ulationtestbeddo achieve alevel of controlcomparabléo sim-
ulationtools,andcon gure PCroutersvia Click for high delity
emulation.We explorekey problemghatarisedueto differences
in testbecdcapabilitiesanddefault parametesettings.(2) We use
a simple analyticalmodelof TCP performancedegradation,in
the presencef a specialcaseof TCP-tagetedDoS attacks,as
a lower boundin our comparisons.We nd thatthe analytical
and simulationresultsclosely matchfor a setof valuesof the
attack pulselength and the router buffer size. Testbedresults
only matchthe analysisandsimulationswhenroutingnodesare
overloaded.This overloadoccurswhenthereceved o w rates
exceedthe nodeforwardingcapacity Our resultsalsoillustrate
that TCP-tagetedattackscanstill be effective evenwhenthe at-
tackfrequeng is not preciselytunedto theretransmissiotime-
out, assuggestedn [16], [22]. The routertype, router buffer
size,attackpulselength,andattacler locationhave a signi cant
impacton both the effectivenessand stealthines®f the attack.
Finally, we nd thatcon gurablesoftwarerouterssuchasClick
providea e xible experimentablatform,but requirecarefulma-
nipulationof the underlyingnetwork device drivers.



Theremaindewof this papelis organizedasfollows. Sectionll
suneys relatedwork on TCP-tagetedattacks. Sectionlll dis-
cusses simpleanalyticalmodelof theperformancealegradation
causedy the attacks.SectionlV describeghe emulationervi-
ronmentwe use,andtoolswe developedfor the DETERemula-
tion testbed.SectionV describeur experimentalsetup. Sec-
tionsVI andVIl discussour resultsfrom DETER, Emulab,and
ns-2 simulations. SectionVIIl describesour experienceswith
the Click router Finally, SectionlX summarizeour ndings
anddiscusseslefensesgainstsuchattacks.

Il. TCP-TARGETED ATTACKS

Most well-publicizedDoS attackshave utilized a large num-
berof compromisedodesto createconstanhigh-rate o wsto-
wardsthe victims. Such*® ooding attacks”are effective, but
have major shortcomingdrom the attacler's perspectie. First,
the attacksareeasyto detectdueto the high volumeof uniform
trafc, e.g.,UDP or ICMP. Severaldefensanechanismggainst
these(andmoresophisticatedpoS attackshave beenproposed
in theliterature[33], [39], [18], [8], [20]. Secondtheattackscan
self-congesat somebottleneckandnot reachthe intendeddes-
tination. Finally, usersof the compromisednachinegypically
noticea performancelegradation promptingthesemachinedo
be examinedby systemadministratorswho cantheneliminate
thevulnerabilitiesthat causedhe machinedo be compromised
in the rst place.

An attackthat is lesssusceptibleo theselimitations is the
low-rate TCP-tagetedattack,introducedin [22]*. This attack
hasgeneratedigni cant interestdueto its potentialto do great

harm,go undetectedandthe easeby whichit canbe generated.

The basicideaof low-rate TCP-tagetedattacks[22] is thatan
attaclertransmitsshortpulsesj.e., squarevaves,with periodic-
ity closeto the Retransmissiondimeout(RTO) interval [19] of
ongoingTCP connections.Theseshortpulsesinducesufcient
pacletlossto forcethe TCP o ws underattackto time out, and
to continuallyincurlossasthey attemptto begin TCPslow start.
Thereforethegoodputof theseTCP o wsvirtually goesto zero.
Suchanattackcanbe usedto stratayically targetkey routersor
senersin the network, thuscausingwide-spreadiegradationof
TCP performance.

A key featureof this attackis thatit is stealthy i.e., it does
not continuouslygeneratesigni cant traf ¢, andthuscannotbe
easilydistinguishedrom otherlegitimate o ws (e.g.,video or
otherburstytrafc). Moreover, anattacler doesnot have to be
highly sophisticatedo generateheseattacks. It is straightfor
wardto generatdJDP pulses,or useraw socletsto bypasshe
TCP congestioravoidancemechanisnaltogether

A recentstudy [16] hasconsidereda more generalclassof
low-rate TCP attacks,referredto as the Reductionof Quality
(RoQ)classof attacks.In aRoQ(pronouncedrock”) attackthe
attacler sendspulsesat arbitraryfrequenciesratherthantrying
to preciselymatchthe RTO periodicity. The attackexploits the

1We do not consider other types of application-specific, protocol-specific, or
implementation-specific DoS attacks, such as SYN attacks, BGP attacks, LAND,
or TEARDRORP, in this work. We only focus on attacks against TCP congestion
control.

TCP Additive IncreaseMultiplicative Decreas€ AIMD) mech-
anismto causeT CP goodputdegradation ratherthanfocusing
on timeouts. The premiseis that during the congestionavoid-
ancephasewhenpacletlossesoccurdueto attackpulses,TCP
halvesits congestionwindow, but whena successfutransmis-
sionoccurs,it only linearly increasests window size. The mo-

tivation behind RoQ attacksis that they neednot be precisely
tunedto the RTO frequeng, sinceRTO may be dif cult to as-
certain,andcan be changedor different TCP sessions.While

RoQattackamaynot causeT CP goodputo virtually goto zero,
asin the caseof [22], they canstill signi cantly degradethe
servicequality. Moreover, theseattacksmay be even moredif-

cult to detect,sincethey do not operateat a known frequeng.

Therefore we usetheseattacksasa casestudyin ourwork. As

previously discussedtheseattackshave notbeenexperimentally
studiedin prior work, exceptin extremelylimited settingswith

no sensitvity analysis,or comparisongo analyticalor simula-
tion results.

I1l. SIMPLE ANALYTICAL MODEL

In this section,we describea simpleanalyticalmodel,which
is aspeciakaseof amodelin [24]. Themodelcharacterize$CP
performancedegradationas a function of the TCP-tagetedat-
tackfrequeng. In prior work, e.g.,[32], modelsof TCPthrough-
putasa functionof theround-triptime andlosseventratewere
developed.Thesemodels however, do notconsidetthe presence
of periodic attacks. In contrast,we computethe averageTCP
window sizeasafunctionof the TCP-tagetedattackparameters.
TheanalysisassumethatTCPReno[7] in thecongestioravoid-
ancephasés beingemployedfor asingle o w underattack? As
discussedn Sectionll, the objectve of this attackis to exploit
the TCPAIMD mechanisnandnotto causeRTOs. SinceReno
cantypically recover from a singlepacketlosswithoutan RTO,
it is assumedhateveryattackpulsewill induceapacletloss.A
lossof asingledatapacletwill causeareductionof theconges-
tion window by half in TCP Reno,afterwhich additive increase
will be employed. For simplicity of the analysis the shortfast
recovery phaseis ignored. Theresulting TCP congestionwin-
dow saw-tooth patternis depictedin Figurel for a x edattack
frequeng. Obsenethatthemodelalsogivesa closeapproxima-
tion of the behaior of TCP New Reno[14] or TCP SACK [26]
evenwith afew pacletlosseswith every pulse,sincetheseTCP

avorscantypically recoverfrom multiple pacletlosseswithout
RTOs.

Let IV, be the size of the congestiorwindow (Cwnd) right
beforethe reductioncausedby pulsei, i > 0. Let rit bethe
o w roundtrip time (RTT). Let « be the growth in Cwnd size
duringtheattacksleeptimet betweerpulsesi and: + 1. Then,
Wis1 = ”2/ + «, wherea (the growth of thewindow duringt)
is equalto ﬁ (assumindhatevery otherpacletis acked if
every pacletis acked).

Let W; betheinitial Cwnd sizebeforethe attackstarts. We
needto computelV,,,..., the maximumcongestiorwindow size

.t
' rtt

2\We have generalized our model to multiple flows under attack, but, for sim-
plicity of illustration, present only the single-flow case here.
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Fig. 1. Saw-tooth pattern of congestion window evolution due to periodic loss
every 4 seconds.

afterthe attackreachesteadystate aswell asthe averagewin-
dow sizeW,,,. Fromthe abore equation,onecaneasilycom-

puteWy, Wa, - - -. For example,IW3 canbeexpresseds:
< ta
+ «
W3 = 2 5 + «.

Therefore,W,,,... (@ssumingthe limit on the recever window
sizeis notreachedfanbeexpresseas:

, Xt
Winaz = Hm 2 Wr+al 27))=2a.
! o

Thesteadystateminimumwindow sizeis simply W4, /2 = «.

H _t _ at2a 3t
Sincea = 5, therefore W,y = 5% = ;5.

IV. EMULATION ENVIRONMENT AND TOOLS

In order to experimentwith this DoS attackin a high -
delity + but quarantined+ setting, we leveragethe DETER
(www.isi.deterlalmet) and Emulab (www.emulabnet) testbeds.
Emulabis atime-andspace-sharedetwork emulatodocatedat
the University of Utah [38]. The systemis comprisedof hun-
dredsof linked PCsthatcanbeconnectedn arny speci edtopol-
ogy, and a suite of software tools that managehem. The Cy-
ber DefenseTechnologyExperimentaResearctiNetwork (DE-
TER) is an emulationtestbedt basedon Emulabz+ thatallows
researcherto evaluatelnternetsecuritytechnologie§13]. DE-
TER canbeaccessetemotely butis quarantinedrom thelnter-
net. The EvaluationMethodsfor InternetSecurity Technology
(EMIST) project,in which we areparticipating,is a companion
projectthat designstestingmethodologiesand benchmarkgor
the DETERtestbed.

The primary advantageof usinga network emulator+ asop-
posedto a simulator+ for securityexperimentss thatan emu-
lation ervironmentaffords higher delity , andreal securityap-
pliancescan be testedon it. This can exposeunforeseerim-
plementationvulnerabilities protocolinteractionsandresource
constraintsThisis becauseanemulationtestbedusesreal com-
puterswith limited resourcesandreal applicationsand operat-
ing systemgunningon them,to faithfully representvery host
in an experiment. Flaws and vulnerabilitiesare not abstracted
by a simpli ed simulationmodel. Oneexceptionto thisrule are
router nodes. In the currentversionsof Emulaband DETER,

routersare representedy regular PCsthat act as forwarding
gatevays. We refer to theseas PC routers. Our experiences
with the Wisconsin Advancedinternet Laboratory (WAIL) at
www.schoonewail.wisc.eduhave demonstratedhat a regular
commodityPCrunningLinux with FastEthernebr GigabitEth-
ernetcardscanoutperforma Cisco3600seriesrouter Specialty
PCrouterslike the onescreatedby ImageStreanf?] areusually
createdfrom high end PCsthat have multiple PCI buses,SMP,
fastmemory andindustrialnetwork cards[4], [5]. The perfor
manceof speciallycon gured PC routerscan easily challenge
that of Cisco7000s/7500aswell asJuniperM-5/M-10 routers
accordingto [2], [3]. ThereforeusingPCroutersis not unreal-
istic.

Developingef cient PC routershasbeenthe subjectof sig-
ni cant researche.g.,[12], [28], [21]. In thesestudies polling
and/orDMA areusedasan alternatve to paclet receve inter-
ruptsto eliminatereceve livelock at high paclet rates. This is
becausenterruptscan consumemuchof the CPU and bus ca-
pacity of mid-rangemachineg(i.e., Pentiumlll and below) at
100 Mbps+speeds.In [21], programmed/O (P1O) interaction
with the Ethernetcontrollersis eliminatedusing Direct Mem-
ory Access(DMA). We have found that livelock canoccuron
Cisco3600seriesrouters,limiting the forwardingperformance
to 10-15Kpackets/se@erinterface.

We rst experimentwith PC routerswithout usingsuchsys-
tems,sincenotall device driverssupportpolling, andhenceun-
derstandingheir behavior is important. SectionVIIl describes
our experiencewvith a polling-based®Crouter[21].

Event Control System. In network simulatorssuchas ns-
2 [37] andiSSF/iSSFNe{34], it is easyto createa topology
assigntasksto the nodes,and monitor every single paclet. A
basictestbedt without ary software supportthat mirrors some
of thesecapabilitiest is limited in its usefulnesssinceit re-
quiresthe experimentergo be expertsin system-lgel program-
ming. Achieving the samelevel of control provided by a simu-
lator on physicaltestbedmachiness a signi cant undertaking.
Basictopology creationcapabilitiesare provided by emulation
testbedssuchasEmulabandDETER, but anexperimenteonly
acquiresbaremachineghatform the desiredtopology without
ary toolsrunningonthem.

A naturalapproachto describethe tasksthat must be per
formed on the testbednodesis to useevent scripts,muchlike
eventsin an event-drivensimulator The Emulabsoftwareim-
plementsa few eventtypessuchaslink failures;however, most
of theinteractionwith thenodesmustbe performedvia asecure
shell (SSH)session We have designed e xible mechanisnto
controlall testmachinesrom a centrallocation,sincemanually
usingeachcomputeiis impossiblegspeciallywhentimedevents
areinvolved. We have developeda multi-threadedutility, which
we referto asa ScriptableEventSystemto parsethe script of
timed eventsand executeit on the testmachinegcommunicat-
ing with themon the contol networR. Our utility is capableof
receving callbadksfor eventsynchronizatior?.

MeasurementTools. Instrumentatiorandmeasuremerdn a

3This software can be freely downloaded from

http://www.cs.purdue.edu/ fahmy/software/emist/



testbedposea signi cant challenge. The capabilityto log and
correlatedifferenttypesof actiities andeventsin the testnet-
work is essentialNot only arepaclet tracesmportant,but also
systemstatisticsmust be measuredor DoS attacks. We have
developeda setof toolsto log eventson the testnodeson a per
secondasis.StatisticssuchasCPU utilization, packetspersec-
ond,andmemoryutilization areloggedto thelocal disk for later
manipulation.Scriptsfor measuringmeming, andplotting sys-
temdataarealsoavailablefor download.

V. EXPERIMENTAL SETUP

Thetopologyusedfor both simulationandemulationexperi-
mentsis depictedn Figure2. Thisis a simpledumb-belltopol-
ogy with four end systemsand two routersthat connectvia a
link with 60 msdelay The attacler andthe attacksink arevar
ied from oneside of the topologyto another* The samebasic
ns-2scriptis usedfor bothsimulationsandtestbedexperiments.
All testbechodesrun thezombieprocesghatformsthebasisof
our ScriptableEventSystem

Attacker/Sink Attacker/Sink

| 200 Mbps 100 Mbp
10 msec 10 msec
Node 3 e Node 1
- " RL R2 O\
Receiver 100 Mbps 100 Mbp Sender
= 10 msec 10 msec

Node 2 Node 0
Fig. 2. Simple dumb-bell topology with 160 ms round-trip-time and 100 Mbps
links.

Onthe DETERtestbedall nodesusea Pentiumlll 733MHz
processoandhave 1024MB of RAM andIntel Pro/1000cards.
On Emulab,endsystemsare 600 MHz, while nodesrepresent-
ing R1andR2are850MHz. Thenodeshave Intel EtherExpress
Pro 100 cardsin differentcon gurations. In our rst setof ex-
periments(SectionVIl), all nodesrun Linux 2.4.20with IRQ-
drivenpaclet processingthusbeingsusceptibldo receve live-
lock [28]. We useTCP SACK [26] with delayedacknavledg-
mentsin ns-2,andon the testbedmachinesfor the o w under
attack. Thens-2TCP recever window sizeis setto 70 paclets,
and(droptail) buffer sizesfor routersaresetto 50 paclets(ex-
ceptin experimentswhenwe vary the queuesize). The buffer
size of 50 was chosenbecauset is the default value on DE-
TER/Emulaband,accordingto DummyNetdocumentationit is
atypical queuesizefor Ethernetdevices. We foundthatby de-
fault the receive and transmitdevice driver buffers on DETER
canhold 256 descriptorg64 on Emulab),accordingo ethtool

Link delayson the DETER/Emulaktestbedsareemulatecby
DummyNet,meaningthatthereis a hidden“delay” nodeon ev-
ery link. Specialcarewas taken to manually selectand con-
gure the delay nodesto be at leastas fast as the rest of the

4This simple topology is not representative of the Internet, but we have se-
lected it in order to be able to analyze the results in depth. Our future work plans
include experiments with multiple bottleneck configurations and other traffic pat-
terns.

testnodes,so that no signi cant paclet loss occursat the de-
lay nodes.To accomplistthis task,we have selectedDual Pen-
tium 4 Xenon2.8 GHz machineswith PCI-X, runningSMPand
polling-enabled-reeBSD-4.1@ actasdelaynodeson DETER,
and850MHz uniprocessonodeson Emulab Althoughshaping
methodssuchasDummyNetor tc have beenfoundto inducear
tifacts(dueto their bursty behaior andtheir not being always
true to the desiredproperties)1], [6], our currentexperiments
useasingle TCP o w, andhencethe bursty behaior of Dum-
myNetis not signi cant.

A. Attack Parametes

On DETER and Emulab,the attack paclet sizeswe use(as
well asall header elds and transmissiorrates)can be easily
con guredin our eventscript. Sincemostqueuesarecomposed
of MaximumTransmissiorJnit (MTU)-sizedslots we usesmall
UDP pacletsfor our DoS attacks. Attackswith smallerpack-
ets(andhencehigherpacletrates)maybemoredamagingsince
eachpaclet requiresa certainamountof headerprocessingat
routersand paclet processingt end systems.(Analysisof the
publicly availableDoS agentdy David Dittrich [11] shovsthat
Stacheldrahand TFN by default use 1024 and 789 byte pack-
etsrespectiely.) Althoughthe attacktool is easilyableto use
IP sourceanddestinationaddressspoo ng, we do not employ
Spoo ngin our experimentsjn orderto avoid the additionalAd-
dressResolutionProtocol(ARP) overhead andavoid backscat-
ter[29] overheadbn PCrouters.

In our ns-2experimentsthe attackis createdoy a CBR agent
that pulsesat regular intervals, transmitting38-byte paclets at
full link capacity To achieve the samebehaior on DETER
nodesunningLinux, we useraw socletsfor paclettransmission
atlink rate. Systemtimerswereusedto measurehe durationof
the attackpulse,andthe sleeptime whenno pacletsaresentby
theattacler. Usingrealclock timersis crucialwhensub-second
granularityis required. However, the attackpulseon Linux is
lessprecisethanits ns-2counterpartsinceCPUschedulingetc,
affect the pulseprecision.This producesmallvariationsin the
experimentadataduringidenticalrunson DETERandEmulab
Thereforewe repeateachexperimenttentimesandaveragethe
results.We alsocomputethe variancewhichwe nd to below.

B. Traf c GenerntionandMeasuemenftlools

To gaugetheimpactof theattackon DETER andEmulab,we
usettcp [30] to createa singlelong-lived TCP o w by transfer
ring alarge le. We choseto have a single“good” o w asthis
createghe worst casefor the attacler, sincethe attacler hasto
sendenoughtraf ¢ to causdoss. A long-lived TCP o w is not
unrealistic,asthereare several sitesthat offer large downloads,
e.g.,DVD-quality movies. In addition, this scenariosimpli es
the comparisorbetweenemulationand simulationresults. The
ttcptool we usereportsstatisticssuchastotal time, transferate,
andothersystem-speci dnformation. In our case the transfer
rateis a goodindicatorof the attackpoteng. Tracescollected
by tcpdumpare processedby tcptraceto producean estimated
weightedaverageof thecongestiorwindow. To validatetheesti-
matedweightedaverageof the congestiorwindow derivedfrom



tcptrace we have developeda simpletool that recordsthe win-
dow for a speci ¢ connectionfrom /proc/net/tcpseveral times
persecond.We found thatthe averageof thesepolled valuesis
closeto the valuederived from the tcptrace output. Therefore,
we arecon dentin thewindow sizeresultswe report.

On DETERandEmulab,we rst startthe measuremertbols
aswell astcpdump Then,we triggerthe attackagentand,later,
the le transfer Thesendinghode,Node0, is instructedo trans-
fera30MB le to Node2 viattcp. Uponsuccessfutompletion
of thetask,the attacler ceaseghe attack,andthe measurement
and tcpdump les are transferredto the projectaccount. The
ns-2 simulationsand the DETER/Emulabexperimentsusethe
samebasictcl script,andwe log the attributesof the ns-2TCP
agentdirectly. Thesimulationtime is 500secondgo ensurehat
steadystatehasbeenreached.To conductaccurateransferrate
comparisondetweems-2andDETER/Emulabe setthens-2
TCP paclet sizeto 1447 bytes,as 1447 is the averagesizere-
portedby tcptrace whenit analyzesDETER/Emulabtcpdump

les.

Impact of attack pulse length
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Fig. 3. ns-2 simulation results with varying attack pulse lengths. The RTT is
80 ms in this experiment. Attack packet payload size is 10 bytes.

C. ExperimentaDesign

In our experimentswe investigatethe impactof varying the
following parameters:

(i) Theattacksleeptime from 500msto 4000msin increments
of 500ms;

(i) The attackpulselengthto be 20, 40, 60, 80, 120, 160, or
200ms;

(i) Theattackpaclet payloadsizeto be 2, 10,80, 100,0r 700
bytes;

(iv) The round-triptime of the attack o w andthe long-lived
TCP o wtobe60,80,120,160,0r 200ms;

(v) Routerbuffer sizeson ns-2routersto be 25,50, 100,0r 150
paclets;

(vi) Routerbufferssizeson Click to be 25,50, or 256 paclets;
(vii) Thetransmissioming buffer sizeof the e1000driverto be
80 or 256 paclets;and

(viii) The placementof the attacler to be either Nodel or
Node3.

We computethefollowing metrics:

(i) Averagegoodputin KBps (KBytes/sec)computedy divid-
ing the transfersizeby the transfercompletiontime;

(i) Averagecongestiorwindow sizein packets, computedby
dividing the weightedcongestiorwindow averageby the aver-
ageMSSreportedby tcptrace

(i) CPU percentagetilization from /proc/uptime and

(iv) Packets per secondreceived and senton the test network
interfacesfrom /proc/net/de.

System-leel measurementse.g., CPU utilization, cannotbe
collectedin simulations sincens-2doesnot modelhostCPUs,
etc.

VI. SIMULATION RESULTS

In this section,we compareresultsfrom the analyticalmodel
in Sectionlll andthe ns-2 simulator We rst investigatethe
impactof varyingthe lengthof the attackpulseon the average
congestiorwindow size. Thelengthof the attackpulsecontrols
thetradeof betweerattackdamageandattackstealthinessk-ur-
ther, it determineghe probability of pacletloss(es).Recallthat
theanalyticalmodelhadassumedhatevery attad pulseresults
in cuttingthewindowby half. By varyingthelengthof theattack
pulse,we studytheconditionsunderwhich theanalyticalresults
matchthe simulations. The RTT is setto 80 msin this experi-
ment(R1to R2link delayin Figure2 is changedo 20ms),while
thelengthof theattackpulseis setto 20,40, 80, 0r 120ms.

FromFigure3, it is clearthatlongerattackpulseseduceT CP
performance(at the cost of reducedattack stealthiness). Ex-
tremely short pulses,suchas 20 ms pulses,are ineffective be-
causehe TCPsendeisendpacletsin bursts.If theattackpulse
doesnot overlapwith the burstof legitimatedata,no pacletsare
lost. In this case the legitimate o w Cwndsizecancontinueto
increasewith no cuts,andthe frequeng of Cwnd cutsis lower
than the attackfrequeng. Increasingthe length of the attack
pulseincreaseshe probability of overlapof the two bursts. We

nd thatattackpulsesthatareof lengthgreaterthanor equalto
the RTT of thelegitimate o w resultin paclet drop(s)andwin-
dow cut(s)with virtually every attackpulse.

Another interestingobsenation from Figure 3 is the non-
monotonicincreaseof the averagecongestiorwindow for ns-2
with theincreaseof the sleeptime. This canbe explainedasfol-
lows. In ns-2,the lack of overlapbetweensenderand attacler
traf ¢ canleadto fewer Cwndcutsthanexpectedor certainval-
uesof sleeptime, thuscausingthe averagewindow to be higher
(asdiscussedibove). However, for othervaluesof sleeptime,
synchronizatiorof the sendeandattacler or RTOscanresultin
asmalleraverageCwndvalue. Sincethe ns-2simulatorcompo-
nentsin this experimentaredeterministic suchsynchronization
effectsareampli ed, which is consistentwith the obsenations
in [15]. Adding randomizatiorto the attacktrafc is likely to
reduceor eliminatesucheffects.

The gure alsoshaws thatthereis a closematchbetweerthe
analyticalmodelandsimulationresultsin theexperimentsvhere
thelengthof theattackpulseis closeto or longerthanthe RTT.
This is becausgulseslongerthanor equalto the RTT guaran-
teethateachpulsecauses window cut(s). This obsenationis
con rmed by Figure4, wherewe x the attackpulselengthto
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Fig. 4. ns-2 simulation results with varying round trip times (60, 120, or 200 ms).
The attack pulse length is set to be equal to the round trip time. The attack packet
payload size is 10 bytes.

be equalto the RTT, for differentvaluesof RTT. The matches
betweerthe analyticalmodelandsimulationshold for different
RTT values.
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Fig. 5. ns-2 simulation results with varying router buffer sizes (25, 50, 100, or
150 packets). The attack pulse length is set to be equal to the round trip time
(160 ms). Attack packet payload size is 10 bytes.

Figure5 illustratesthe impact of varying the sizesof router
buffers (queues)n the averagecongestionwindow size. For a
queuesizeof 1000r 150paclets,anattackpulseof lengthequal
to theRTT is inadequatéo causegoodputdegradatiorfor a sin-
gle TCP o w underattack. The attackis effective with smaller
queuesizes,suchas 25 and 50 paclets. With a longerattack
pulselengthor more o wsunderattack,theattackis likely to be
effective, evenwhentherouterbuffer sizesarelarger.

VIlI. DETER/EMULAB TESTBED RESULTS

In this section,we undertale the more challengingtask of
comparingresultsfrom the analyticalmodel (Sectionlll) and
ns-2 simulatorto the DETER and Emulabtestbeds. We rst
usethe default systemsettingsfor the DETER/Emulabnodes,
sincethe ns-2con guration wasderived from thesevalues. In
this set of experiments,the attack paclet payloadsize is 10
byteson DETER andns-2, but it is setto 100 byteson Emu-
lab, assmallerpaclet sizeson Emulabcausethe experimentgo
take severaldays,which is problematicin a sharedand heavily
usedtestbedlike Emulab The RTT is setto 160 ms, as de-

pictedin Figure2. Figure6 givesthe averagecongestiorwin-
dow (Figures6(a) and6(b)) and averagegoodput(Figures6é(c)
and6(d)), for anattacler at node Nodel (forwarddirection)or
nodeNode3 (reversedirection). FromFigures6(a)and6(c), we
obsene key discrepanciebetweenthe DETER resultsandthe
analytical,simulation,and Emulabresults. The analytical,sim-
ulation, and Emulabresultsare similar, exceptfor small sleep
time periods,whenns-2windows andgoodputexceedthe ana-
lytical resultsfor the samereasongliscussedn SectionVI (the
attackpulsedoesnot overlapwith the shortburstof datatrafc,
andthusnotevery pulsecauses window cut).

FromFigures6(a)and6(c),we nd thatfor all valuesof sleep
time, DETER resultsare not affectedby the attackasmuchas
ns-2results. This is becausehe DETER PC router nodesare
ableto handlethe attackpulseandthe single TCP o w under
attack. The DETER resultsarecomparabldo ns-2resultswith
arouterbuffer sizeof 100 paclets(Figure5). For largervalues
of sleeptime, the DETER curve levels off insteadof increasing
aswith ns-2. This is becausd¢he goodputin thesecasesstarts
approachinghe goodputvaluewhenno attackis present(203
KBps) for anRTT of 160 ms. This goodputvalue corresponds
to areceverwindow sizeof 34715bytes(24 segments)which
is the value reportedby the recever in our experiments. This
receverwindow size,setby thettcp application limits the max-
imum goodputwhen no attackis present. Resultson the Em-
ulab testbed(even thoughattack paclets are larger) appearto
be similar to the analysisandns-2results,sincethe attackcre-
atesoverloadonthe EmulabPCrouters causingpacletlossand
window cuts. We foundthatthe attackcauses signi cant num-
berof RTOson Emulabfor sleeptimes500+1500ms,while the
numberof RTOsis negligible for othersleeptimeson Emulab,
andfor all caseson DETERandns-2° More detailson why the
attackis muchmore effective on the Emulabtestbedare given
below.

Obsenethatin theDETERandEmulabexperimentsrealdata
is pushedbetweenthe nodes,sothereis a certainoverheador
readingdatafrom disk, sendingit over the network throughPC
routers,andredirectingit to /dev/null. In contrastpadketlossin
ns-2onlyoccursin caseof buffer over ow. Thens-2nodeghem-
selheshave “in nite CPUandbus capacity’ andare capableof
processingry o w withoutcontention.Sincethequeueservice
timesarethusfasterin ns-2thanon the testbedspaclet drops
arelessfrequent.Anotherdifferenceis that,dueto the bounded
capacitiesof the physicaldevices on the testbed,we nd that
maximumtestbedpaclet ratescannotexceed148 Kpackets/s,
while ns-2reportsup to 250Kpaclets/s.

Packet sizes. Our DETER experimentswith differentattack
pacletsizes(resultsnotshavn herefor brevity) have shavn that,
in caseof pacletswith 700 byte-payloadthereis an evenless
signi cant goodputdegradation,con rming that small paclets
can causemore damageon PCsand PC routersdue to higher

5We have observed that the Emulab and DETER goodputs are similar over this
range of sleep times when we induce higher loss on DETER by using randomly-
generated source and destination addresses in attack packets. This results in
significant ARP traffic, as well as load from backscatter packets, which reduces
goodput on DETER to the values we see on Emulab.
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Fig. 6. Comparison of the average congestion window size and the average goodput from analysis, simulations, DETER and Emulab for different sleep time periods,
and an attack pulse of length 160 ms. RTT is 160 ms. ns-2 results are not plotted in the reverse case because the attack has little impact.

pacletrates paclet processingverheadandslotbasedjueues.
Resultswith a payloadsize of 2 bytesshav a slightly higher
goodputdegradatiorthanwith a payloadof 10bytes.In contrast,
with SMP-enablediual-CPUPC routers,goodputdegradation
for thesameexperimentwvasminimal, evenwith anattackpaclet
payloadsizeof 2 bytes,asprocessinganstill be completedon
suchPCrouterswhile executinganinterrupthandler

Attacker location. Anotherimportantpoint is thatthe ns-2
attack o w doesnot interferewith the le transferif it is o w-
ing in theoppositedirection(i.e., attacler at N ode3), sincelinks
arefull-duplex, portbuffersarenot sharedandthereis no CPU
or IRQ (interrupt) overheadper paclet in ns-2. Sincethereis
no interferenceand one cumulatve ACK loss doesnot typi-
cally causea multiplicative reductionof Cwnd(justa potentially
slower Cwndincrease)ns-2is unafectedwhentheattacktraf c
o wsin theoppositedirectionof thedatatraf c. We do not plot
ns-2resultson Figures6(b) and 6(d), sincethe systemis only
receverwindow-limited, andthe averagegoodputgoesup.

Obsenationsfrom DETERandEmulabexperimentgell adif-
ferent story: the averagewindow and goodputare clearly af-
fectedby anattackin theoppositedirection(e.g.,Emulabgood-
putwith an80-byteattackpacletpayloadsizeis reducedo 1.41

KBps for a 500 mssleeptime period,asshavn in Figure 6(d)).
The interferenceon DETER and Emulabis dueto the factthat
theNetwork InterfaceCard(NIC) onaPCrouterwhichreceves
a high bandwidthpaclet o w will consumeall availablesystem
resourcesand otherNICs will stane. This resultsin interfer
enceamong o ws in opposingdirections. SincePC routers[2]
areusedon Internetedgedodaydueto their e xibility, e.g.,act-
ing as re walls andaddresgranslatorsaswell astheir low cost,
ourobsenationis importantin understandingheir operatiorun-
derhigh loadsor DoS attacks.

PC router measurements. To understandhe dependencef
emulationtestbedesultson hardwareandsoftware,we conduct
the sameexperimenton both DETER andEmulab(but with dif-
ferentattackpaclet sizes)but we now measureCPU utilization
at the two PC router nodesR1 and R2. Figure 7 depictsthe
results. The only differencebetweenthe setupof the DETER
experimentand the Emulabexperimentis that on Emulab,the
attackpacletincludesan83-bytepayload,comparedo a 2-byte
payloadon DETER.Thenodesactingasthetwo routersarePen-
tium 11l 850 MHz with 256 MB RAM on Emulab;andPentium
Il 733MHz with 1024MB RAM on DETER.Thedelaynodes
on bothtestbedsreat leastasfastasthe routernodes.On Em-
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Fig. 7. Comparison of Emulab and DETER results with attack packet payload sizes of 83 versus 2 bytes respectively (attack pulse length and RTT are 160 ms; sleep
time is 500 ms). In (a) the CPU utilization for R2 is always below 5% as R1 fails to forward a significant portion of the traffic.

ulab, the attacler (Node3 in this experiment)is a Pentiumll|
600 MHz with 256 MB RAM, while on DETERthe attacler is
of the sametype asarouternodes.With fasterrouters,a slower
attacler, andalargerattackpaclet payloadsizeon Emulab,plus
identical OS images,onewould expectthe router CPU utiliza-
tion to belower on EmulabPCrouternodeshanon DETERPC
routernodes.Theplotsshaw that,surprisingly the CPUloadon
oneof the EmulabPCrouternodesis muchhigher This causes
the attackto be much more effective on Emulabthanon DE-
TER. This behavior is likely to be dueto differencesn testbed
hardwareandsystemsoftware,e.g.,network devicesandbuses.
Therefore we concludethat testbedmeasurementsan signi -
cantlyvary basedn hardwareandsystemsoftwareattributes.
Analysis of our DETER and Emulab measurementdas
alertedusto a numberof interestingissues.We quickly learned
thatit is crucialto measuresereral network andsystemparam-
etersto get a clear picture of eachexperiment,as ttcp good-
put/windaw resultsareinsufcient to judgethe delity of mea-
surementskor example we have uncoveredaninterestingprob-
lem with using delay nodes: since our experimentsoverload
nodes,it is impossibleto usethe default Emulaboptimization
of delaying(shaping)two links usinga singledelaynode. The
EmulabandDETERteamswerequick to provide uswith anew
commandhatallows mappingeachlink to asingledelaynode.

VIII. USING CLICK ROUTERS

To increasehe delity of theexperimentsandreducedepen-
denceondefaultsystemsettingsthe PCrouterswerecon gured
torunanSMP-enabled.inux-2.4.26kernelwith a multi-thread-
enabledClick-1.4.3[21] Linux module. Becausehe machines
on DETER have the Intel Pro/1000Ethernetcards,it was pos-
sible to useClick's €1000-5.7.6NAPI polling driver to make
surethatrecevelivelockdoesnot occur andClick hasthe most
directaccesgo thedriver. SinceEmulabmachinesve useddid
nothavethelntel Pro/1000cards we wereunableto conductex-
perimentswith Click on Emulab,sincethe performancewvould
be worsethanthe defaultLinux IP stak. NodesR1 andR2in

Figure2 werecon guredto run aslIP routersusingClick's pro-
gramminglanguage.

In Click, the entire paclet pathis easily describedandone
caneasilycon gure a simplelP routerthatbypasseshe OS IP
stack. Simpli cation of the paclet pathyields a performance
boost,makingthe PC routerlessvulnerableto overloadunder
high paclet o ws. Whentherouteris con gured, eachaffected
network device hasto be includedinto the con guration. It is
easyto changethe queuingdiscipline and the queuedepthfor
the queueat eachoutputport. This featureallows morerealis-
tic queuingsincethe queuingis doneat the actualnodeandnot
on the next DummyNetnodeasin previous scenariosWe will,
however, shav thatit is insufcient to changethe Click Queue
elementdepth. This is becauseClick (or ary software system
for thatmatter)hasto go througha device driverwhenit accepts
or outputsa paclet. Like any Linux network device driver, the
driver for the Intel Pro/1000cardhasinternaltransmit(TX) and
receve (RX) buffers. The Click Queueelementssene asinter
mediariesetweerthese.

In a baselineexperiment,the Click routerswere con gured
with aqueuesizeof 50 peroutputport. Thetransmit(TX) buffer
on the device driverswasleft at the default value of 256 MTU
sizedpaclets® With Click routers,the TCP senderwas able
to achieve an averagerate of 74 KBps during a non-stop ood,
shawing that the PC router can copewith the load. An attack
with a pulselength of 160 ms and a sleepperiod of 500 ms
yielded no perceivabledifferencefrom the averagegoodputof
206KBpswhenno attackwaspresen{206 KBpsis notfar from
DETER resultsfor large sleepperiodsin Figure6(c), but much
betterthan DETER for shortsleepperiods)! SinceClick was
ableto copewith highratesandthe TCP o w wasreceverwin-
dow limited, ttcp wascon guredto uselarge buffers (andhence

6The flooding agent used in the experiments was compared with Click’s udp-
gen to ensure that our generator is on par with that of Click and can produce over
148 Kpackets/sec, when using UDP packets with a 10-byte payload.

“Interference in the reverse direction was found to be much less than without
using Click (Figure 6(d)).



largerreceverwindows)in orderto investigatehe effectiveness
of the attack. The large buffers increasedhe maximumTCP

transferto rate to 560 KBps. In this case,the attackwith a

160 ms pulselengthanda sleepperiodof 500 ms wasreported
to generate837960packetsper secondor 1.97 MBps by Click's

udpcount This attackreducecdthe TCP goodputto almostone

fth of thevaluewithout anattack.This con rms thattheattack
hasa potentialfor greatdamagewhile still beingperceved as

low rateontheaverage.
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Fig. 8. Impact of varying the Click router queue and the transmit buffer ring of
the device driver on DETER. The attack packet payload size is 10 bytes.

Our nal setof experimentaimatunderstandinghe effectof
varying Click anddevice driver buffer sizes. The Click Queue
elementsize was setto 25, 50, or 256 slots, while the driver
transmit(TX) buffer was setto 80 (minimum setting) or 256
(default). We did not experimentwith varyingthe receve (RX)
buffer sizessince[9] demonstratethatreceving is muchfaster
thantransmittingon PCs,andhencedropsdo not occurdueto
RX buffer over ow. Thedefaultdrop-tailqueuingdisciplinewas
used.Figure8 demonstratethatvaryingthe TX buffer sizepro-
ducessigni cant variationin the results. It is alsoimportantto
notethatthe TX buffer size hasa mud more profoundimpact
thanthe Click queuesize. Figure8 clearly shavs thata TX of
256anda Click Queueof 50 performsmuchbetterthana TX of
80anda Click Queueof 256. Thisimpliesthatit is crucial to be
awareof thedriver settings.

IX. SUMMARY AND LESSONS LEARNED

In this paperwe haveinvestigatedheapplicabilityof simula-
tion andemulationfor DoS attackexperimentation.Our results
give insightsinto the effectivenesof low-rate TCP-tagetedat-
tacks,aswell asmoregenerallyinto how to conducthigh delity
experiments We summarizeour ndings below.

Effectivenessand stealthinessof TCP-targeted attacks.
Our resultsvalidate that variantsof low-rate TCP-tagetedat-
tackscanstill be effective evenwhentheattackfrequeng is not
preciselytunedto the retransmissiortimeout [16], [22], [24].
The routertype and buffer size, attackpulselengthand paclet
size, and location of the attacler have a signi cant impacton
the effectivenessand stealthines®f the attack. Simulationre-
sultshave indicatedthatthe attackis mostsuccessfulvhenit is
multiplexedwith TCPdataandnot ACKs; however, thiswasnot

true whenPC routerswerebottleneckdn DETER and Emulab
experiments As in previousstudieq28], we have demonstrated
thesuperiorityof theNAPI (polling) approachunderhigh paclet
rates,underscoringhe needto have moreNAPI capabldrivers.
Resultswith Click PC routershave shovn that we needa bet-
ter understandingf how to compareperformancewith certain
Click Queuesizesanddevice driver buffer sizesto performance
with othertypesof routersandto simulationmodels. Results
have alsorevealedthatattackpulsesmuchshorterthanthe RTT
are ineffective and cannotthrottle the connectionat a desired
rate,dueto non-overlappingattackpulseand le transferbursts.
Even attack pulsesof length equalto the RTT are ineffective
when router buffers are large, and thereis a single TCP ow
underattack.

Defending against TCP-targetedattacks. The stealthiness
of variantsof TCP-tagetedlow-rate attacksmakes defending
againstthema challengingtask. In the original TCP-tageted
low-rateattacksavork [22], theauthorsstudiedactive queueman-
agementmechanismsuchas FRED [23], RED-PD [25], and
SRED[31], for defendingagainstthe attacks. They concluded
thatthesemechanismnly reducet but not eliminatet the ef-
fectivenessof the attacks. Thereare several importantconsid-
erationsfor defenseagainstT CP-tagetedattacks:(i) Unknown
frequencyof attadk: The attackin [22] is generatedvith a fre-
gueny matchingthe RTO. This attributeis exploitedin [36] to
detectthe attackby examining the autocorrelatiorfunction of
traf c measurementatthe attacledlink. The attacler(s),how-
ever, cansendpulsesat an unknonvn or randomfrequeng. (i)
More genesl attadks: An attacler neednot usea precisesquare
wave to generatehe attack(e.g.,[22] discusses possiblestair
casepulse). (iii) Detectingattadcer(s): Onceit is determined
thatanattackhasoccurredmisbehaing o wscanbe prevented
accessnto thenetwork. A promisingdirectionin [17] usesspec-
tral analysisgechniquedo determineghe numberof attaclers.

Simulation versus emulation. Our comparisonsbetween
simulationandemulationexperimentswith seeminglyidentical
con gurationshave revealedkey differencesn theresults.Some
of thesedifferencesoccurbecausesimulatorsabstracta number
of systemattributes,andmale severalassumptionaboutpaclet
handling. For example,sincePCsare usedon the Emulaband
DETERtestbedstheir CPUs,busesdevices,anddevice drivers
may be bottleneckghat simulatorsdo not model. Anotherim-
portantobsenation from comparingdatafrom the Emulaband
DETERemulationtestbedss thateventhoughthe hardwareand
softwareon bothtestbedsnayappearsimilar, thenodeson Em-
ulabexperienceamuchhigherCPUloadthanthe DETERNodes
for the samepaclet rate. This meanghatthe sameexperimen-
tal setup(con guration les, etc.) mayproducewidely different
outcomegspeci cally, amuchmoreeffective attackon Emulab
thanon DETER), asresultsarehighly dependenbn the details
of underlyinghardwareandsoftware,andtheir default settings.
Thesedifferentsettingsdo not causewidely differentoutcomes
in typical networking and operatingsystemsexperiments,but
causedramaticdifferenceaunderDoS attacksthat overloadthe
system Althoughthis appearso beundesirableit hasa positive
side: Sincethe Internetis constantlyevolving, andis comprised



of hetengeneoushardware and software = and not simpli ed
modelsasin simulatorst it is of greatvalueto identify cases
wherethe sameexperimentyieldsvery differentresultsdepend-
ing on the componentf the test hardware/softvare, and un-
foreseennteractionsamongthem. In addition,PC routerslike
thoseusedon the testbedsare usedon the Internettoday and
henceunderstandingheir behaior is important.

Future work. We plan to repeatour experimentswith dif-
ferent commercialrouters,and quantify the differencesin the
results. WAIL contains34 Cisco routersranging from Cisco
GSR 12000to Cisco2600. DETER recently startedsupport-
ing JuniperMI70 routers. We alsoplanto investigatehow var
ious devicescanbe modeledin simulators.Finally, we planto
study more complex topologiesandtrafc patterns,with mul-
tiple o ws (with differentbottlenecksand RTTs) and multiple
attaclersandattacktraf c rates.
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