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Abstract—Several popular simulation and emulation envir on-
ments fail to account for realistic packet forwarding behaviors of
commercial switchesand routers. Such simulation or emulation
inaccuraciescan lead to dramatic and qualitati ve impacts on the
results.In this paper, we presenta measurement-basedmodel for
routers and other forwarding devices,which we use to simulate
two differ ent Cisco routers under varying traf�c conditions.
The structur e of our model is device-independent,but requires
device-speci�c parameters.We construct a pro�ling tool and use
it to derive router parameter tables within a few hours. Our
preliminary results indicate that our model can approximate
the Cisco routers. The compactnessof the parameter tables and
simplicity of the model makesit possibleto useit for high-�delity
simulations while preserving simulation scalability. 1

I . INTRODUCTION

Critical propertiesof Internet forwarding devices such as
intra-device latencies,maximumpacket forwardingrates,poli-
cies, and queue sizes are not accurately incorporatedinto
popular simulatorsand emulatorssuch as ns-2 [4] and DE-
TER [10]. Thesepropertiesare crucial when modeling low-
to-mid level routers.Comparedto core routers, low-to-mid
level routersareperformance-limited.Yet, dueto costconsid-
erations,they constitutethemajority of theforwardingdevices
in Internetedgesandenterprisenetworks,which is wheremost
packet lossesin today's Internetoccur. Accuratelymodeling
these devices is especially important in experiments with
high resourceutilization, sinceresourceconsumptionmodels
used in simulatorsand emulatorsare not representative of
today'scommercialrouters[5], [6]. Discrepanciesbetweenthe
simulatedanddeploymentbehaviors canbe large for security
experiments(e.g., denial of service),high bandwidth traf�c
(e.g.,IPTV) scenarios,andnetwork planning/dimensioningex-
periments(e.g.,ISPupgrades).Our previousresultswith low-
rate TCP targeteddenial of serviceattacks(reportedin [5])
demonstratethat seeminglyidentical testson varioustestbeds
andon the ns-2simulatorproducevery different results.The
discrepanciesin the results arise becauseroutersand other
forwarding devices have complex architectureswith multiple
queuesand multiple bottlenecks(e.g., buses,CPUs) [2] that
changein complex ways accordingto the characteristicsof
the workloadthey aresubjectedto.

In commercialsimulatorssuch as OPNET [19] and OM-
NeT++ [1], detailed models of routers, switches, servers,
protocols,links, and mainframesare provided. However, the
modelbaseneedsto be constantlyupdatedandvalidated,and
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using complex modelssigni�cantly increasescomputational
cost,hinderingscalability.

We believe that in order for a model to be useful, it must
meet the following requirements:(i) the model derivation
processis the sameregardlessof the device; (ii) the model
is dynamic, re�ecting behavior under changing workloads;
(iii) model parametersare derived without assumingany
knowledgeaboutdevice internals;(iv) the model is accurate,
but is allowedto missspecialcasesfor thesake of scalability;
and(v) the model is not computationallyexpensive.

The only recent study we found that has attemptedto
modela router basedon experimentalobservationswas [14].
The authorscreateda Virtual Output Queuing(VOQ)-based
model that added delays to the packets prior to placing
them into a FIFO output queue.The delayswere basedon
empiricalobservationsof a productionTier-1 router. However,
the VOQ-basedmodelassumesno interactionsamonginputs,
no backplanecontention,and no loss (usesin�nite queues).
This was adequatefor modeling a Tier-1 router under light
andmediumload, but the modeldoesnot generalizeto other
forwardingdevices.

In this paper, we devise a novel model that differs from
the VOQ-basedmodel in a number of key aspects,most
importantlythe queuesizeandnumberof servers.Our model
is the same regardlessof the router type, but the model
parameters make it unique for a speci�c type. Additionally,
we devise a parameterderivation processbasedon simple
measurements.To acquire the measurementdata for each
router, we leverageour Black-Box Pro�ler or BBP [6]. BBP
is an SMP PC that servesas a traf�c generatorand a packet
logger. We use our measurementsto model two low-to-mid
level Cisco routers: 3660 and 7206VXR. Our preliminary
experimentsreveal that our model is capableof capturing
differentrouterbehaviors. We believe that this is a signi�cant
stepforwardtowardcreatinghigh-�delity scalablesimulations.

The remainderof this paperis structuredas follows. Sec-
tion II explainsour modelandthemodelparameterderivation
process.Section III gives an overview of our BBP system.
Section IV describesa simple simulator that we developed
to compareour model predictionswith actual observations.
Section V gives the details of our test setup. Section VI
discussesour results.SectionVII summarizesrelatedwork.
We concludein SectionVIII.

I I . DEVICE-INDEPENDENT ROUTER MODEL

Thereis a multitudeof router typeswith very differentar-
chitecturesandperformance.Designinga completelydifferent
modelfor eachtypewouldbetime-consuminganderrorprone.



2

However, regardlessof the type, routerssharea few critical
similarities:

1) Packetsmay get droppedor delayedwithin the router.
2) Routershave a numberof input andoutput interfaces.
3) Routerscanhave intermediatebuffers/queues.
4) Packet �o w in a router is complex [2], andtherecanbe

several queuesandservers for eachpart of the path.
5) Packets can be split into partswhile traveling between

the input andoutputports(asin severaldevicesthatuse
�x ed-size“cells”) [8].

6) Shared componentssuch as the backplane, routing
cache, and possibly a central processorcan lead to
interferenceamong �o ws that do not sharethe same
outputs.

The complexities of real router tasksintroducedif�culties
in developing an accurateand comprehensive model. A real
routermustdealwith controlpacketssuchasARP andICMP,
aswell as routing packetssuchasBGP, OSPF, andRIP. The
control/routing packets can have a profound impact on the
forwardingof regular packets.For instance,ARP can lead to
a signi�cant delayuntil the right mappingbetweena packet's
IP andMAC addressesis established.Routingpacketscanlead
to delaysor lossesof regularpacketsasroutesareremovedor
added.Routerscan have interfaceswith different speedsand
hardware (e.g., Ethernet/FastEthernet/SONET, etc.). Hence,
for the sake of simplicity, we will make a few assumptions
to createa generalpacket forwardingmodel:

1) We do not modelcontrol traf�c (OSPF/BGP/ARP/ICMP
etc.).

2) We assumethat all the interfaceshave the sameperfor-
mance.

3) We assumethat data packets are treatedequally (no
Quality of Service).

4) We assumefull duplex operation.

We do not assumeany knowledgeof routerinternalsor traf�c
statistics,however.

A. Virtual OutputQueue(VOQ)-BasedModel

Fig. 1 depicts the Virtual Output Queue (VOQ)-based
router model suggestedin [14]. The model is similar to the
classicaloutput queuemodel, except that there is a constant
delay added to each packet basedon its packet size. The
extra delay signi�es additional router overheadrequiredfor
packet processing.This delay is derived from experimental
measurements.Each output port is modeledin this fashion,
ignoring any interactionsat the inputsandthe backplane.We
believe that this modelis suf�ciently accuratefor corerouters
which have a sophisticatedswitching fabric, but it can be
inaccurate for lower-end devices.For example,therewas no
lossobserved in thecorerouterin [14], andhencethe queues
have unlimited capacities.The VOQ model is quite attractive
due to its simplicity; however, it fails to accountfor details
thatcanleadto largedeviationsin theresultswith othertypes
of forwardingdevices.
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Fig. 1. Minimum delayqueuingmodelwith anunboundedqueueper output
port. The servicetime is basedon the packet transmission(TX) time.

B. Multi-Server/Multi-QueueModel

We observe that traf�c interactions in routers can play
a signi�cant role in causingpacket loss and delay. Fig. 2
demonstratesour device-independentmodel. The additional
complexity over the VOQ-basedmodel allows modelingde-
vices with limited performancecharacteristics,in addition to
the Tier-1 routermodeledin [14].
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Fig. 2. N router inputs are served by M servers.There is one queueper
port. Packets exit the router throughoneof the N outputports.

Basedon the router similarities describedabove, in our
model:

1) Each output port has a �x ed queueof size Q slots.
However, packetscanoccupy morethanoneslot in the
caseof byte-basedqueues.Hence,a table QueueReq
will be usedto specify how many slots a given packet
sizeoccupies.

2) Traf�c from N inputsis classi�edandqueuedby output
port, served by M servers and proceedsto N outputs
for transmission.

3) Serversprocesspacketswith the observed averagepro-
cessingdelay. A table, DelayTbl, representsobserved
router delays (excluding transmissiondelay), as de-
scribedin SectionIII, for variouspacket sizes.This is
similar to “Min Delay” in Figure1.

4) Packetscanbe served concurrentlyby differentservers,
but packet transmissionson the sameoutputlink do not
overlap.

5) Since packets may be split into smaller units (cells)
internally within a router [8], somepackets may need
more than one server to processthem. Hence,another
table,ServReq, givesthenumberof serversrequiredto
processpacketsof differentsizes.

As previously stated,routersmay have multiple queueson
the packet path from the input to the output. Modeling the
location of all the queuesand their respective sizes would
requiredetailedknowledgeof eachrouterinternals.Sincethis
is infeasible,we approximateall theinternalqueuesasa single
aggregate queueof size Q slots per output port. We infer
Q and QueueReq from our measurements.When there is
backplanecontentionresultingin the slow drain of the input
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queuesin a device, queuesin our model over�ow causing
packet drops.If the contentionoccursat the outputqueuesof
a device, thenthis contentionalsopropagatesfrom theservers
to the queuesin our modelcausingpacket drop.

We utilize multiple internalservers. In a routingor forward-
ing device, input/outputqueuesare served by the processors
on the network cards, while intermediatequeuesmight be
servedby a centralprocessor(s)or specializedswitchingfabric
processors.Sinceit is dif�cult to determinethe exact number
of servers, we derive the number of servers, M , basedon
measurements.Varying M from one to in�nity allows us to
model the entire range of routers from those with severe
contentionto those with none at all. The service delay is
composedof two parts. First, there is the router delay due
to internal processing,as discussedabove. Second,there is
delay due to the actualpacket transmission.Multiple servers
in our model allow packets on the samepath to be served
in parallel.Of course,transmissiondelayscannotoverlapfor
packets going out of the sameport. Fig. 3 demonstratesthis
scenario.

TX1

TX0

TX2

T1 T2T0

RouterDelay0

RouterDelay1

RouterDelay2

Fig. 3. Threepacketsdestinedto thesameoutputareconcurrentlyservedby
threeservers.A packet is not transmittedon theoutputlink until theprevious
packet is sentout.

Finally, basedon thefactthatpacketscanbesplit into small
units within a router, we allow caseswherea packet requires
more thanoneserver throughthe tableServReq.

C. Derivation of Model Parameters

As discussedabove, our model has parametersthat are
uniqueto eachroutingor forwardingdevice: (1) M represents
the number of servers. (2) Q representsthe size of the
aggregatequeueperinterface(recallthatweassumeequivalent
interfaces).(3) DelayTbl denotesthe processingdelaysfor
various packet sizes.(4) QueueReq denotesthe numberof
queueslots occupiedby a given packet size. (5) ServReq
denotesthenumberof requiredserversfor a givenpacket size.

The model parameterscan be derived experimentally by
subjectingarouterto aseriesof simpletests.Beforedescribing
the derivation process,we needto give somenotation:

1) N is the total numberof device interfaces.
2) TX Capacity is the maximum transmissioncapacity

of an interface.
3) LowRate is a rate at which queuing delay does not

occurbut thatallowssuf�cient (say1000–2000)samples
to be collectedin a short time (e.g.,50 pps).

4) p is a packet pathbetweentwo interfaces.
5) P is the setof all the possiblepathsp during the test.
6) jP j = N (N � 1) is the numberof all paths.
7) S is a setof packet sizess = f 64, : : : 1500g bytes.

8) R is a set of packet rates r (in packets per second),
including ratesthat inducepacket loss.

9) D s;r ;p is the measuredaveragepacket delayfrom input
to output for packets of size s at rate r on the path
p. The minimum of theseaveragedelay values for a
speci�c packet size is denotedby ds .

10) DepartGaps;r ;p is the measuredaveragegap between
thepacketswhenleaving therouter, while Ar r iv eGapr

is the gapbetweenarriving packets for rater .
Algorithm 1 is used to compute DelayTbl, Q, M ,

QueueReq, and ServReq. The �rst stepis to determinethe
valuesof D s;r ;p in order to createthe DelayTbl for various
packet sizes.InjectingConstantBit Rate(CBR) �o ws through
the router is a simpleandef�cient way to do so.

Algorithm 1 ParameterDerivation Algorithm
Input: Any forwardingdevice with N interfaces.
Output:DelayTbl, M , Q, QueueReq, ServReq.

1: Determine D s;r ;p for all packet size s and rate r =
LowRate on pathp

2: if D s;r ;p1 � D s;r ;p2 8s 2 S, and8p1; p2 2 P then
3: ds = avg(D s;r ;1; :::; D s;r ;jP j )
4: else
5: exit
6: end if
7: for eachs 2 S do
8: 8N , �nd max. rater s.t. no loss
9: Ar r iv eGapr = 1

N r
10: N umServs = ds

Ar r iv eGap r

11: end for
12: for eachs 2 S do
13: �nd min. rater s.t. whenN � 1 portssendto oneport

at rater each,r s(N � 1) > TX Capacity
14: QSiz es = D s;r ( N � 1) ;p

D epar tGap s;r ( N � 1) ;p

15: end for
16: DelayTbl = setof ds ; 8s 2 S
17: M = max(N umServ1; : : : ; N umServjSj )
18: Q = min (QSiz e1; : : : ; QSiz ejSj)
19: ServReq= M =N umServs; 8s 2 S
20: QueueReq= Q=QSiz es; 8s 2 S

The intuition behindthe algorithm is as follows. DelayTbl
is constructedby takinganaverageof thepacket delaysacross
differentportswhenthesendingrateis very low. This is com-
putedfor avarietyof packetsizesto constructacomprehensive
table.If thedelaydifferencesbetweenthe interfacesarelarge,
then we cannot continue,as our assumptionthat interfaces
are approximatelysimilar becomesinvalid. Otherwise, we
computethemaximumnumberof concurrentserversfor each
packet size just before loss startsoccurring.This is doneby
utilizing all ports to transmitpackets,suchthat �o ws do not
createcon�icts on theoutputports.For example,supposeN is
four, then�o ws port0-to-port1,port1-to-port0,port2-to-port3,
and port3-to-port2are non-interferingon their output. M is
set to the largestnumberof servers estimatedfor all packet
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sizes.ServReqcanalsobeconstructedbasedon theresulting
values.

To estimateQ andQueueReq, we mustcreatea high loss
scenarioto ensurequeuebuild-up.We send�o ws from several
ports into the outputqueueof anotherport. The DepartGap
betweenthe packets in this casewill indicate the maximum
drainrate,meaningthat thesizeof thequeuecanbeestimated
as the observed delay divided by DepartGap. The observed
queuesize is recordedin Q (we recordthe minimum size in
units of maximum-sizedpackets).

I I I . MEASUREMENT SYSTEM OVERVIEW

The modelderivation in SectionII-C is primarily basedon
packet delayandlossdata.Acquiring suchdataat suf�ciently
high precision requiresa high-�delity measurementsystem.
We have createdsucha systemcalled the Black Box Pro�ler
(BBP) [6]. In this section,we give a brief overview of BBP,
and the updateswe have madeto it since[6] waspublished.

Fig. 4 demonstratesthe layout of our BBP infrastruc-
ture connectedto a 2-port commercialrouter. A Symmetric
Multiprocessing (SMP) multi-NIC PC is used to emulate
subnetsthat multiple �o ws can traverse.The router that is
being pro�led, e.g., a commercialCisco or Juniperrouter or
a programmablerouter, is con�gured to route betweenthe
subnets.To minimize the measurementerror, the BBP system
is directly connectedto the router.

TCP

TCPSink

UserToClick

ClickToUser

Dev0

Dev1
ACK

DATA

KernelNS�2

Node0

Node1

TAP1

TAP2

NetNode1

NetNode0

Router

to IP
ns�2

IP to
ns�2

Fig. 4. Exampleof a single TCP ¯ow from the simulatorinto the network
andvice versa.

To create responsive (i.e., closed-loop)traf�c, we lever-
age the ns-2 simulator which provides various TCP stacks
and traf�c workload models.We plan to extend our traf�c
generationcapabilitiesby reproducingapplicationworkloads
basedon real-life tracesasin [22], [23]. Our customadditions
to ns-2 allow packets from ns-2 to be injected into the test
network and vice versa.Since all packets originate and ter-
minateon the SMP PC,we canembedarrival/departuretime-
stampsinto the packet payloadswith micro-secondprecision,
withoutworrying aboutclockskew/synchronization.Thetime-
stampingof packets occurs in the network device driver to
obtainan accurateestimateof the delay. Additionally, we can
provide highly accurateaccountingper-packet andper-�o w to
determinedelay, loss,reordering,andcorruption.

Fig. 5 displaysthe componentsof measuredpacket delay.
The measureddelay is composedof the NIC send/receive
overheads,two packet transmissions,and the router delay. A
calibrationphaseis requiredto infer theNIC overheadsandthe

packet transmissiondelay. Knowing theNIC overheadsallows
thecomputationof the routerdelay. During initial calibration,
our setupis similar to Fig. 5, exceptthat theNICs aredirectly
connectedwith a cableand thereis no router.

...

Router X

Port N

Port 1

TX Packet

RX Packet

NIC overhead + TX TX Router Delay

Fig. 5. Measuredpacket delayconsistsof NIC sendoverhead,NIC receive
overhead,routeroverhead,andtwo transmitdelays.

Traf®c Generator. We usethens-2simulator[4] for traf�c
generation,sinceit providesseveralTCPimplementationsthat
have beenvalidatedby the researchcommunity. Further, ns-
2 provides excellent capabilitiesfor logging and debugging.
We had to make several changesto ns-2,describedin [6], to
allow usto sendandreceivepacketsat extremelyhigh rates,as
well assendandreceive spoofedIPs. Thesechangesmake it
possibleto have many �o ws with distinct IPsenteranddepart
from the simulator. From the router point of view, the BBP
appearsas a collection of varioussubnetswith unique�o ws
betweenthem.

Theversionof BBP describedin [6] hadtwo shortcomings.
First, we could not createa CBR UDP �o w of more than
90Kpackets/sastheschedulerandtheTCL subsystembecame
limiting factors.To overcomethis issue,we have createda
stand-alonetool calledudp gen which is a strippeddown ver-
sion of the BBP ns-2.The new tool allows sending/receiving
around 200 Kpackets/s, with disk logging now being the
bottleneckfactor.

Second,we reducedthesizeof themeasurementpayloadto
12bytes.This allowsusto embedthemeasurementpayloadas
a TCP option. This new arrangementallows creatingcorrect
TCPpacketsthatdo not have anextendedpayloadwhenthere
shouldbe none(e.g.,SYN/ACK/FIN). Sincethereis limited
spacefor TCP options,our measurementpayloadoption can
only be combinedwith a time-stampor a three-blockSACK
option. For UDP and other IP packets, the measurement
payloadremainsin the dataportion.

Click Modular Router. The default Linux IP stack was
unsuitablefor our purposesfor two reasons.First, the default
stackwasnot designedto ef�ciently handlesending/receiving
non-existent IPs to/from a user-level application.Second,the
default stackhasseveral featuresthat we do not need,which
add overhead.Hence,we use the Click modular router [16]
kernelmodule.In Click, it is easyto createa mappingof IPs
to real devices as shown in Fig. 4. In order to attachvirtual
subnetsto a particulardevice, we usea UserToClick element
per device, andthe userapplicationwrites IP packetsinto the
correctUserToClick elementdependingon the con�guration.

In the latestversionof BBP, we modi�ed Click's ToDevice
element to avoid transmit buffer drops. The default Click
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ToDevice elementcanschedulepacketsfasterthanthe device
can transmit. Instead,we hold the packets until the transmit
buffer startsdraining.

Device Dri ver. Sincewe aim to measurepacket delaysin
therouterundertestandnot in oursystem,wemustinstrument
the device driver. This is as closeas we can get to the point
wherethepacketsgettransmittedor receivedwithout requiring
a specialtycard.Fig. 6 demonstratesthestepswe take to time-
stamppackets in the device driver.

Network Device

PCI_DMA_Transfer

TS_out

Chksum
TS_in

Headers

Data

(sec, nsec) = TimeOfDay

ChkSum Fix(...)

1

2

3

4

5
6 TX Pkt

Fig. 6. Time-stampingof packetsduringa transmit.Time-stampingduringa
receive is similar, exceptthe ¯ow is reversedwith checksumcorrectionbeing
the last step.

When a packet arrives, we time-stampit just before it is
sentto thedevice via a bustransfer. Sincechangingthepacket
payloadwill result in a corruptedTCP or UDP checksum,we
recomputea new checksum.We computeincrementalcheck-
sumsto avoid computingan entire checksumfrom scratch.
Packet receptionis donein a similar fashion.

IV. THE QUEUE SIMULATOR

In order to evaluate the �delity of our model, we have
devised a simulatorof the model, which we call QSim. The
simulatormimicstheMulti-Server/Multi-Queuemodelexactly
as in Fig. 2. We usethe derivation algorithm in SectionII-C
to computethe modelparameters.The simulatorthenreplays
the packet trace and comparesthe delays and losseswith
the simulator againstthe observed delaysand losses.If, for
a particular packet size, there is no data in the DelayTbl,
QueueReq, or ServReq tables, the simulator performs a
linear interpolation betweenthe two adjacentpacket sizes
which are in the tables.Since the observed delays include
the NIC overheads(Fig. 5), we subtractthe delayswe obtain
during calibrationruns from the observed delaysto make an
accuratecomparison.

V. EXPERIMENTAL SETUP

This sectionexplainsthenetwork setupfor our experiments
aswell as the BBP con�guration.

A. NetworkSetup

Fig. 7 demonstratesour test setup. In the experiments,
Node0, Node1, Node2, and Node3are logical nodeson the
samePC, while the “Router” node is either a pair of cross-
over cablesthat connectfour cardson the PC running BBP,
a Cisco 3660 router, or a Cisco 7206VXR router. The Cisco

routersundertest in our experimentshave four Fast Ethernet
ports. The Cisco 3660 has two identical cardson the main
dataplaneanda dualport swappablemodule,while theCisco
7206VXR hasone main card and threeswappablemodules.
The Cisco routerswere con�gured with minimal settingsto
ensurethat forwarding betweenthe ports would happenon
a fast path without specialprocessing.Additionally, we have
enabledthe Cisco ExpressForwarding (CEF) option [9] on
both routers.Thecross-over cablecon�guration is usedsolely
for calibration,in order to determinethe latenciesdue to the
network cards.The queuesize for all the links in the traf�c
generatorwassetto 50 slots.The queuesizeson the physical
link aredictatedby the particularsof the hardware.

Traffic Agents
     Sinks

     Sinks
Traffic Agents

100Mbps
10ms

Node1

Node0

100Mbps
10ms

Router

Traffic Agents
     Sinks

     Sinks
Traffic Agents

100Mbps
10ms

100Mbps
10ms

Node2

Node3

Fig. 7. Test topologywith different subnets

B. BBP Con�guration

We usea PC with two quad1.8 GHz XeonCPUsandPCI-
E Intel Pro cardsto run BBP on. Naturally, the measurement
processmust allow several tasks to executeconcurrentlyto
achieve the highestprecision.Fig. 8 demonstratesthe main
tasksthat must run concurrentlyin order for the BBP to give
preciseresults.

ns�2 Traffic
Generation

CPU0

ns�2 Packet
Reception/
Logging

CPU1

Main Click
Thread

CPU2 CPU3

PollDevice0
2nd Click

TX Device0

CPU4 CPU5 CPU6

3rd Click 4th Click 5th Click
PollDevice1
TX Device1

PollDevice2
TX Device2

PollDevice3
TX Device3

Fig. 8. Concurrentthreadsof execution

The traf�c generationcomponentmust have at least two
threadsof concurrentexecutionto achieve high packet rates.
The main ns-2 threadruns all of the simulation agentsand
writespacketsto UserToClick elements.Auxiliary ns-2threads
are required for reception of packets and logging data to
disk; otherwise,themainsimulationthreadwould becomeI/O
blocked.

The Click modular router must also have at least two
threadsof concurrentexecution. The main Click thread is
responsiblefor all the elementsin the Click con�guration
except for packet receptionand transmission.If the elements
in themain threadaredelayedin scheduling,no measurement
error will occur. This is becausethe main elementsare not
responsiblefor reading/writingpacket timestamps.A problem
arisesduring packet receptionand transmission.If there is
delay in elementscheduling,then the packets will remainin
the NIC's send/receive buffer as time goeson. The variance
in delay would increasein proportion to the packet rate



6

increase.Hence, it is imperative to have a separatethread
per PollDevice/ToDevice. Since we have four ports in our
experiments,we needseven CPUsasdepictedin Fig 8.

C. Calibration

Before we can proceed with data collection, we must
determinewhich network device con�guration would give
the best performanceand induce the least amountof noise
into the measurements.This measurementnoiseresultsfrom
the network card/bus speci�cs of our measurementmachine.
We had the best results with polling and 64-slot receive
and transmitbuffers. Fig. 9 demonstratesthe measureddelay
betweenthe two NICs comparedto pure transmissiondelay.
We used a constant�o w of UDP packets to generatethe
results.
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Fig. 9. NIC–to–NIC (mean,5 and95 percentiles)vs. pureTX delay

TablesI and II demonstratethe mean,5th, and 95th per-
centiles for Ethernetframes of sizes of 64, 800, and 1500
at various rates. The percentilesindicate that variance is
relatively small.

TABLE I
NIC–TO–NIC PACKET DELAYS FOR 64-BYTE ETHERNET FRAMES

4 Kpps 8 Kpps 40 Kpps 110 Kpps 113.5Kpps

mean 13.82 13.78 13.84 15.94 15.63
5th 13.00 13.00 13.00 13.00 13.00

95th 14.00 14.00 14.00 23.00 23.00

TABLE II
NIC–TO–NIC PACKET DELAYS FOR 800- AND 1500-BYTE ETHERNET

FRAMES

800 bytes 1500bytes
4 Kpps 8 Kpps 4 Kpps 8 Kpps

mean 75.61 75.60 135.16 137.02
5th 75.00 75.00 135.00 135.00

95th 76.00 76.00 136.00 138.00

VI. EXPERIMENTAL RESULTS

This sectionoutlinesthe model parametersderived for the
Cisco 3660 and Cisco 7206VXR routers,and comparesour
modelpredictionsto measurements.

A. Model Parameters

As discussedin SectionII-C, we �rst computedelaytables.
We vary the packet size from 64 to 1500 bytes, and keep
the rate at a low 50 packets/s. The packet size includes
Ethernet/IP/UDPheaders.Fig. 10 comparesthe resultsfor a

perfectrouter, Cisco 3660,andCisco 7206VXR. The results
show the mean,5th, and 95th percentiles.The perfectrouter
is a hypotheticalrouter that haszeroprocessingandqueuing
latency, with packet transmissiontime being the only delay.
We use the data from Fig. 9 to obtain the results for the
perfect router: we add the NIC overheadto one additional
packet transmit time (recall Fig. 5). The resultsindicatethat
the routershave signi�cantly higherdelaysandvariancethan
the perfectrouter.

TablesIII andIV demonstratethepacket delaysfor 64,800,
and1500-bytepacketsat differentrates.In theseexperiments,
only one port was usedand therewas no loss except for the
64-bytepacketsat 113.5Kpackets/son theCisco3660router.
At thatsetting,thequeuedid becomefull andlossesoccurred.

TABLE III
CISCO ROUTER PACKET DELAYS FOR 64-BYTE ETHERNET FRAMES

3660 4 Kpps 8 Kpps 40 Kpps 110 Kpps 113.5Kpps

mean 72.52 78.04 70.21 331.13 7564.31
5th 45.00 46.00 45.00 58.00 2702.00

95th 99.00 99.00 98.00 1288.00 8290.00

7206 4 Kpps 8 Kpps 40 Kpps 110 Kpps 113.5Kpps
mean 85.21 83.03 96.08 83.76 84.38

5th 38.00 40.00 41.00 43.00 44.00
95th 149.00 145.00 136.00 143.00 144.00

TABLE IV
CISCO ROUTER PACKET DELAYS FOR 800- AND 1500-BYTE ETHERNET

FRAMES

800 bytes 1500bytes
3660 4 Kpps 8 Kpps 4 Kpps 8 Kpps

mean 207.03 203.71 333.28 405.02
5th 179.00 179.00 307.00 346.00

95th 234.00 233.00 360.00 444.00

7206 4 Kpps 8 Kpps 4 Kpps 8 Kpps

mean 229.31 237.75 343.71 416.84
5th 182.00 190.00 296.00 346.00

95th 293.00 294.00 407.00 503.00

TABLE V
QUEUE SIZES FOR DIFFERENT PACKET SIZES

Router 64 200 400 600 800 1000 1200 1500
3660 1909 674 167 167 167 167 167 167
7206 272 294 295 167 167 167 125 125

TABLE VI
NUMBER OF SERVERS FOR DIFFERENT PACKET SIZES

Router 64 200 400 600 800 1000 1200 1500
3660 6.027 6.080 5.661 4.653 3.969 3.389 3.126 2.786
7206 15.489 11.648 7.794 5.464 4.318 3.463 2.969 2.439

Usingthemodelderivationprocessoutlinedin SectionII-C,
we computeparametervalues for the two routers.Table V
and Table VI demonstratethe measuredvalues for QSiz e
andN umServ respectively. The valuesof M , Q, ServReq,
and QueueReq for the two routersare computedfrom these
tables,asgiven in Algorithm 1, lines 17–20.The DelayTbls
areomitted from the paperfor brevity. As seenin the tables,
thereare3 queuesizes(in termsof numberof packets)for each
of the routersfor this set of packet sizes.This is consistent
with the documentationin [7].
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Fig. 10. Observed minimum delaysfor differentpacket sizes

B. Model Fidelity

In our �rst seriesof experiments,we replaythesimpleCBR
tracesusedin themodelderivationexperiments.We useQSim
to model the Cisco3660and7206VXR routers,andcompare
packet delay and loss values.QSim utilizes the time-stamps
of when the packet departedthe BBP device driver for the
�rst time, as the time when the packet is injected into the
simulation.Sincethepacket time-stampre�ects thetime when
thepacket enteredthedevice driver andnot the router, we add
a packet transmissiontime to the arrival time. This attempts
to re-createthe exact timing of when the packet enteredthe
routing device.

During the validation runs, we noticed that loss creates
a major complication for the accuracy of the trace replay
in QSim. If the packet gets lost, time-stamp accuracy is
compromised,since the device driver time-stampis lost as
well. The only available time-stampis the one from ns-2
which may be a few millisecondsbehind.Hence,the packet
would appearin the simulationearlier than it would have in
theoriginal experiment.This canleadto inaccuraciesbetween
the observed andpredicteddata,as the eventsdo not happen
at exactly the sametimes in both cases.To make the rest of
the comparisonsaccurate,we have removed the eventswhen
the actualpacket or a predictedpacket is dropped.

Our results(notshown dueto spacelimitations)indicatethat
the model can accuratelyaccountfor backplanecontention.
For instance,themodelcorrectlypredictsthatCisco7206VXR
cannothave all four interfacesforwarding 64-byte framesat
morethan57Kpps.Additionally, whenmultiplexing two �o ws
into a single output port, the model correctly predicts the
packet delaysdueto queuebuild-ups.Thedataalsocon�rmed
theneedfor QueueReq, as�x edsizeslot-basedqueueswould
have beeninsuf�cient for correctlymodelingthe routers.

To furtherinvestigatetheaccuracy of themodel,we createa
morecomplex traf�c scenario.We useFullTCP SACK agents
in ns-2 to representthe TCP agents.FullTCP agentsin ns-
2 mimic the RenoTCP implementationin BSD 4.4. Node0,
Node1, and Node3 in Fig. 7 generate30 TCP and 5 UDP
�o ws each, destinedto Node2, for a total of 90 TCP and
15 UDP �o ws. TCP was con�gured to use up to 3 SACK
blocks,1400-bytepayloads,anddelayedACKs. We useFTP
andCBR agentsat the applicationlayer to drive the TCP and

UDP traf�c respectively. FTP agentswerecon�gured to send
large continuous�les, andUDP CBR agentswerecon�gured
to send100 256-bytemessagesper second.Certainly, such
synthetictraf�c is not representative of real-world traf�c, but
it subjectsthe routersto a high load. The experimentran for
200 secondson the Cisco3660andCisco7206VXR routers.
We thenreplayedthe tracesin our simulator, QSim, usingthe
modelparameterswe derived for Cisco3660and7206VXR.

TableVII depictsthe lossratios in the actualandpredicted
datasets.The dataindicatesthat the modelhaslower lossra-
tios thantherouters.This impliesthatthemodeloverestimates
the forwardingcapacityof the routers.We also ran the same
traceson the VOQ model (which doesnot model backplane
contention)andobtainedsimilar lossratiosto our model.This
impliesthatbackplanecontentionresultedin almosttwo times
the loss comparedto output queueonly losses.The replay
�delity problemdueto losses,asmentionedabove, may have
contributedto this discrepancy.

TABLE VII
AVERAGE TCP LOSS RATIOS

TestType Loss

Cisco3660 0.0317
Predicted3660 0.0182

Cisco7206VXR 0.0445
Predicted7206VXR 0.0184

In addition to comparingthe loss ratio, it is important to
comparedelay statistics.Table VIII reports the mean and
Coef�cient of Variation (COV) for the modelpredictionsand
theactualdataset.It is interestingto notethateventhoughthe
meansfor the predictedandobserved delaysarenot far from
eachother, especiallyin the caseof the 7206VXR, thereis a
mismatchin coef�cients of variationexceptfor N ode2. More
insightcanbegainedfrom a closerexaminationof thedatain
Fig. 11 andFig. 12. In Fig. 11(a,b)andFig. 12(a,b),themodel
tracksobserved dataquite well, becauseoutput port queuing
delay is the dominantfactor in the delay. The queuingdelay
reaches18 ms and14 ms on the 3660and7206VXR routers
respectively. This is in contrastto corerouters,which observe
almost no queuingdelay [13]. In Fig. 11(c) and Fig. 12(c),
there is little output port queuing delay as only ACKs are
being sent. In sucha scenario,a VOQ model would predict
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only the minimum delayper packet size.Our modelcaptures
the dynamicsof backplanecontentionthat causeincreased
packet delaysdue to extra processingdelays.The modeled
contentionis evident from the rising peakson the graphs,
though the observed data exhibits higher variation than the
modelpredicts.

TABLE VIII
MEAN AND COEFFICIENT OF VARIATION OF CISCO 3660 AND 7206VXR

PACKET DELAYS

3660 7206VXR
Dst Node Type Mean COV Mean COV

N ode0 Predicted 111.095 0.506 71.795 0.326
Observed 89.005 0.674 76.574 0.513

N ode1 Predicted 110.957 0.495 72.460 0.345
Observed 90.677 0.737 78.297 0.508

N ode2 Predicted 15658.462 0.184 10822.451 0.251
Observed 14636.507 0.176 11327.927 0.207

N ode3 Predicted 113.013 0.536 71.925 0.329
Observed 99.626 0.700 78.709 0.503
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Fig. 11. High rateTCP/UDPtraf®c scenarioon the 3660port 3
ThehighCOV valuesfor portsthatdonothaveoutputqueu-

ing in TableVIII imply that processingdelaysaresigni�cant,
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Fig. 12. High rateTCP/UDPtraf®c scenarioon the 7206VXR port 3

andinducea high degreeof packet delayvariance.To further
analyzethe accuracy of the model,we usethe Kolmogorov-
Smirnov (K-S) statisticaltest (maximumdeviation of CDFs).
For brevity, we do not show CDF plots and only report
the resultingK-S values.Table IX reportsthe results,which
demonstratethat the predictedvaluesare a closeapproxima-
tion for 7206VXRon theheavily congestedport.For the3660,
the congestedport statisticindicatesthat the model is not as
accurateasin the7206VXRcase,but it is betterthanthecase
of non-congestedports.With a VOQ model,the statisticsfor
both routerson non-congestedports are 1, meaningthat the
modelcompletelyfails to capturebackplanecontention.

TABLE IX
KOLMOGOROV-SMIRNOV STATISTIC

Dst Node 3660 7206VXR
N ode0 0.286 0.496
N ode1 0.287 0.482
N ode2 0.306 0.094
N ode3 0.207 0.478
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Our experiments reveal that the model predictions are
reasonablyaccurate,but not alwaysperfect,especiallyin cases
when backplanecontentionis dominant.Our predictionsare,
however, much closer to a variety of routersthan the VOQ-
basedmodel presentedin SectionII-A , or the simpler model
in ns-2.

VI I . RELATED WORK

Black box testing and traf�c generationare required for
measurementsand modeling. Hence,we summarizerelated
work on thesetopics in this section.

A. Black-boxTesting

Router modeling basedon empirical observations is dis-
cussedin [14]. The modelis calledtheVirtual OutputQueue,
and is describedin detail in SectionII-A . The work derived
a simple queuing model, but was not designedto handle
loss events, and ignored interactionsat the input ports. A
productionTier-1 router was usedin their work. While this
ensuresthat the router con�guration and traf�c are highly
realistic, repeatabilityis not possiblein a productionsetup.
Time-stampingwas performedwith GPSsynchronizedDAG
cards[11]. Suchdevicesarehighly accurate,but increasethe
setupcostandcomplexity.

Black-boxroutermeasurementis alsodescribedin [20], [3],
[18]. In [20], a routeris pro�led with a focuson measuringits
reactiontimesto OSPFrouting messages.RFCs2544[3] and
2889 [18] describethe stepsto determinethe capabilitiesof
a router (e.g., forwardingrate).The RFCsonly discussusing
homogeneoustraf�c for pro�ling, anddo not discusscreating
modelsbasedon measurements.

B. Traf�c Generation

The Harpoon[21] traf�c generatoruses�o w datacollected
by Cisco routersto generaterealistic traf�c. Creatinghighly
con�gurable live (i.e., closed-loop) traf�c is importantfor our
purposes.One of the earliest network simulation-emulation
tools was VINT [12] – a part of ns-2. We did not directly
use the ns-2 emulation code as it does not support send-
ing/receiving spoofedIPs (requiredfor subnetemulationon
a single node), and it is data-ratelimited. A recent effort
to extend emulationin ns-2 was reportedin [17]. However,
the system was not built to handle very high data rates
and extensive packet logging with micro-secondprecision,
which are important for our measurements.A commercial
alternative to generatinglive TCP traf�c is the IXIA-400T
traf�c generator[15]. IXIA devicesusea proprietaryOS and
do not allow changingthe typesof the TCP stacks,however.

VI I I . CONCLUSIONS AND FUTURE WORK

In this paper, we have deviseda device-independentmodel
for forwardingdevices,andoutlineda generalmodelparame-
ter derivation procedure.We alsodevelopeda routerpro�ling
systemthat we refer to asBBP. Our model is router-agnostic
andonly requiresa few parametertablesto mimic a speci�c
router. The model tablesare small, which makes the model

highly portableand easyto compute.The model attemptsto
not only replicatepacket delaysdue to routerprocessing,but
alsopacket losses.

We have derived model parametersfor two low-to-mid
rangeCisco routers:3660 and7206VXR, andcomparedreal
observations to the model predictions.The comparisonhas
revealedthat the model is capableof closely matching the
real data when output congestionis more dominant than
backplanedelays.We believe that incorporatingsucha model
in simulators is an important step in increasing�delity of
network simulations,while preservingscalability.

Our future work plans include using a wider variety of
router types for �ne-tuning the model. We also plan to
investigatemoresophisticatedtraf�c scenarios,andinvestigate
backplanecontention.For example,we would like to utilize
tmix [23] so that traf�c can be generatedbasedon realistic
applicationworkloads.Finally, weplanto integrateourmodels
with the ns-3andemulationtestbeddevelopmentefforts.
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