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Abstract—The central paradigm of today'ssuccessfulInternet is to keep
the network core simple and move complexity towards the network end
points. Unfortunately, this very paradigm limits network managementand
control capabilities, and createsopportunities for attacks such as worms,
viruses, and spam that often seriously disrupt and degrade Internet and
userperformance.The thrust of this paper is that suchproblemscannotbe
effectively solved unlessa paradigm shift is adopted. Towards a more se-
cure and manageableInternet, wepropose“virtualization” of the Internet,
by carefully balancing its scalability and programmability properties. Our
objective is to provide a programmable virtual Internetto usersand to let
them manage,control, and optimize it basedon their individual needs.

I . INTRODUCTION

The20th centuryInternetwasbasedon keepingthenetwork
coresimple,andpushingcomplexity to thehostsat thenetwork
edge. This was in clearcontrastwith the telecommunications
paradigmin which the network core was complex (e.g., con-
siderAT&T telephoneswitchsoftwarewith millions of linesof
code).Giventheheterogeneity, volume,pervasiveness,andau-
tonomy of 21st centuryInternetcommunications,a paradigm
shift mustbalancethesetwo extremeapproaches:thecoremust
supportmoresophisticatedfunctionalitythansimplyforwarding
packetswhile remainingscalable. The currentarchitecturein
which network nodesperformthefunctionsde�ned by the�rst
threelayersof theOSIarchitectureis insuf�cient for addressing
the new applicationsenabledby advancesin micro-electronics
(pervasive,heterogeneousdeviceswith wirelesslinks, powerful
servers)andoptics(Terabitbandwidths).

An importantparadigmshift to addresstheserequirementsis
thevirtualizationof theInternet,providing aprogrammablevir-
tual Internetper userandletting theusermanageit (in a simi-
lar spirit to IBM VM). Current(limited) virtualizationexamples
includeoverlaynetworks,virtual privatenetworks, thembone,
andpeer-to-peernetworks. Onecommonthemein theseexam-
plesis the needto enhancethe networking andcomputingca-
pabilitiesof the currentTCP/IP-basedInternet. Therefore,we
proposeto extendvirtualizationto Internetusersto enablethem
to create,use,andmanagetheir own 21stcenturyInternet.

Considerthe following two security-relatedexamples. In a
standard�re wall system,�re wall �ltering is performedat the
applicationlayer at a network end point. Clearly, a dropped
packethasalreadywastednetwork resourcesandcompetedwith
othertraf�c to reachthe�re wall, only to bedropped.Similarly,
spam�ltering is performedat theclient applicationlayer, after
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thespampacketshave alreadywastednetwork resources(spam
accountsfor 60% of Internet traf�c by someaccounts). Our
proposedparadigmwould allow a userto create,use,andman-
agevirtual �r ewalls that arecloseto the origin of the packets.
Virtual �re walls would requireprogrammabilityat remotenet-
work entitiesthatareownedandcontrolledby otherenterprises.
For example,a virtual �re wall capabilitycanbe supportedby
a routerenhancedby a Vfirewall() daemon,which is sim-
ply a processthat monitorsa prede�nedport. It may receive
requestsfrom usersall over the network to maintaina virtual
�re wall. Userrequestsmaycomein theform of executablepro-
gramsthatcarryproofsof correctness.Similarly, virtualization
canenablea userto de�ne his/herown spam�lter , andtransfer
an executableprogramwith its proof to an edgerouter that is
neartheorigin of thespamtraf�c. Theproof mustnot only en-
surethat theprogramis executedon behalfof a legitimateand
authorizeduser, but alsothat it doesonly what it is speci�ed to
do (i.e.,spam�ltering for thatparticularhostin this example).

In bothexamples,virtualizationdistributessomeof thefunc-
tions at the client sideto the sourceor server sideby delegat-
ing thesefunctionsto edgerouters. A naturaloutcomeof this
paradigmshift is theserviceagreementmadebetweentheclient
and the edgerouter at the server side. As a result, a remote
edgeroutermay chargea fee for maintaininga virtual �re wall
or spam�ltering for a client,andthuscanbeheldaccountable.

Executingend-userprogramsatnetworkentitiesmustbeboth
secure and scalable. Central to this approachtowards pro-
grammability, therefore,is thedevelopmentof veri�cation tech-
nology. Within this technology, a programmablerouterstates
a safetypolicy that eachindividual programmustconformto.
Intuitively, thesafetypolicy is a contractbetweentheenduser
(alsoreferredasthe client) andthe programmablerouter(also
referredastheserver) that speci�escertainsecurityandscala-
bility constraints.Eachclient programmustconformto these
securityandscalabilityconstraints.We addressthe scalability
problemthatariseswhenmultipleclientsmayprogramaserver
by limiting programmability. Programmabilityisalsoinherently
constrainedin ourmodelasweallow only theedgeroutersto be
programmed.

The primary challengediscussedin this paperis the devel-
opmentof technologythatwill verify thateachclient program
conformsto thesafetypolicy. Weproposeto utilize proofcarry-
ing code(PCC)[15], [32], [31] whichhasimportantadvantages
over relatedveri�cation techniques(e.g.,staticanalysis,model
checking,interpretation).With PCC,the client programto be
executedcomeswith a proof generatedby the client, and the
server needonly checkthis proof. Thus,the majority of work
on veri�cation lies with the code-producingclient ratherthan
with the server, which is importantto ensurescalabilityat the



router. Weneedto advancethecurrentstatein PCC—especially
with respectto scalability—bybuilding andexploiting a library
of proofsof generallemmas,therebypermittingrelatively com-
pact proofs to be constructedand transmittedalong with new
codebeingdeliveredto network nodes.The following key re-
searchproblemsarediscussedin this paper:
� Programmability. The �rst major researchproblem is to
specifyhow theclient canprogramtheserver. We explore the
developmentof a library of packet manipulationroutinesto be
usedasbuilding blocksof theclient programs.We alsodiscuss
asimpleyetexpressivelanguagethatwill allow thecomposition
of theseroutinesinto client programs.
� Veri�cation Technology. With PCC,the�rst goalis to de�ne
a safetypolicy that will specifyappropriatesecurityandscal-
ability constraintson client programs. The secondgoal is to
generatecompactproofsthatcanbeef�ciently transmitted,and
to provideef�cient checking.
� Client-server Protocolsand Scheduling. Anothermajor is-
sueis how to control multiple clients that attemptto execute
codeon a singleserver. We examinesecureprotocolsthatwill
allow the client to transmitthe program,the proof, anda pay-
mentfor execution.Wealsodiscusstheschedulingalgorithmat
theserverside.
� Execution Envir onment. It is importantto build anef�cient
kernelat the server that will ef�ciently executeprogramsbuilt
on top of thelibrary routines.We alsodiscusshow to constrain
programmability:clearly, it is infeasibleto allow theentireset
of possibleclientsto programtheroutersimultaneously.
� Emulation Technology. Emulationis anattractive prototyp-
ing andevaluationplatformfor our ideas.Routerperformance
must be studiedunder different loads, in addition to robust-
nessunder threats,placementand partial deployment of pro-
grammablerouters,andpotentialgainsfor applications.

The remainderof this paperis organizedas follows. Sec-
tion II givesan overview of our architectureand the research
challengesassociatedwith it. SectionIII discusseshow to pro-
totypeandevaluatethearchitecture.SectionIV summarizesre-
latedwork. Finally, SectionV givesbrief concludingremarks.

I I . TOWARDS A V IRTUAL INTERNET

An overview of thearchitectureof thevirtual internetis given
in Figure1. To ensurescalability, we considerprogrammabil-
ity at the edgeroutersonly; in the future, we plan to investi-
gatehow to extendthe technologyto provide programmability
at thenetwork coreroutersaswell. ConsidertheVirtual Inter-
net(VInet) Client Moduleat theenduser(referredto asclient).
The Middleware VInet Systemis an application-layersystem
thatprovidestheinterfaceto theprogrammablenetwork andthe
view to the library routinesthat perform packet manipulation
(theseroutinesare describedin detail in SectionII-A). Gen-
erally, the userwill be able to specifycertainparametersin a
user-friendly environmentandthesystemwill generatetheap-
propriateprogram.For example,for a virtual �re wall, theuser
will specify the IP-address(es)to be �ltered out andsomein-
formationto help identify theedgerouterthatwill performthe
�ltering. Similarly, for a virtual spam�lter , she/hewill specify
thewordsthatdeterminea high spamscoreandtheedgerouter
closeto thesourceof thespamthatmustperformthe �ltering.

The MiddlewareVInet Systemwill be responsiblefor (1) ob-
taining the SafetyPolicy of the edgerouter, (2) generatingthe
executableP, in bytecodeform, (3) generatingtheproofPr (P)
that the bytecodeconformsto the SafetyPolicy of the server
(this is doneby theProofCompilerin Figure1), and(4) upload-
ing theprogramP andtheproof Pr (P) at theserver througha
secureconnectionwhichalsoincludesapayment.Notethatthe
Middlewareshouldbeableto generateprogramsbasedonuser-
speci�edparameters,but it shouldalsoallow experiencedusers
to write entireprogramsaswell asto edit generatedprograms.

Considerthe Virtual Internet(VInet) Server Module in Fig-
ure1. At theedgerouterthereis aSchedulerunit whichcontrols
the incomingprograms.If a programP is successfullysched-
uled for execution,theProofChecker checkstheproof Pr (P)
againstits SafetyPolicy. If successful,i.e., the programcon-
formsto theconstraintsspeci�edin theSafetyPolicy, theserver
optimizesthecodeandexecutesit usingtheef�cient implemen-
tationof thepacketmanipulationprocedures.

This architectureassumesthatPCCis usedto performveri�-
cation. If we employ staticanalysis,theentireburdenof veri�-
cationlayswith theserver. TheProofCompilerwill bedropped
from the VInet Client Module, and the Proof will be dropped
from the transferablebytecode. At the VInet Server Module,
theProofCheckerwill besubstitutedwith aStaticAnalyzerthat
will verify theconformanceof thebytecodewith theSafetyPol-
icy.

A. Programmability

Programmabilityis basedon a library of packet manipula-
tion routinesaccessibleto theuserat the client side. The user
will build programsusing thesepacket manipulationroutines;
the programswill be network-centricratherthancomputation-
centric—thatis, they will performmainly packet manipulation
andminimal computation.The languagewill consistof three
kindsof statements:calls to theroutines,text processingstate-
ments,andcontrol-�ow statements(e.g., IF-THEN-ELSEand
WHILE). We describetheroutinesandgive concreteexamples
of programsthatperform�re walling, spam�ltering, andmulti-
casting.

Packet Manipulation Routines. A sampleset of routines
thatwill provide usefulfunctionality from thepoint of view of
the client is shown in TableI. The routinesprovide the inter-
face to the programmablerouter that is provided to the end-
user. The semanticsof most proceduresis straight-forward.
For example,DISCARD(Packets)dropsthepacketsin setPack-
ets. GENERATE(SrcIP,DestIP,Content) forms one or more
new packetswith ContentandSrcIP as a sourceIP and Des-
tIP asa destinationIP; thesepacketsaresubsequentlysentto
DestIP. GROUP BY DESTINATION(Packets)partitionsPack-
ets by DestIP—thatis, set Packets(i)� Packets is the set of
packets sent to the i th destinationIP, DestIP(i). Procedure
GROUP BY CONTENT(Packets) (neededin the multicasting
examplebelow) assumesthatPacketscontainsmultiple packets
with thesamecontentanddifferentdestinations.It extractsthe
destinationIPs into DestIPsandthe contentinto Content. For
example,if Packetsis viewedasanM� N matrix

[S,D1,C1],[S,D2,C1]...,[S,DN,C1]

[S,D1,C2],[S,D2,C2]...,[S,DN,C2]
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...

[S,D1,CM],[S,D2,CM]...,[S,DN,CM]

(i.e., sourceS sendseachcontentCI to destinationsD1...DN).
GROUP BY CONTENT(Packets) extracts the content: Con-
tent = f C1,C2,...CMg, and the destinations: DestIPs =
f D1,D2,...,DNg.

Applications. To make our ideasmoreconcrete,we proceed
with threeexamplesthatdemonstratethekindsof programma-
bility anenduserwould want. Considera virtual �r ewall that
will beinstalledatanedgerouterthatis closerto theIPswhose
traf�c theclientwantsto �lter out; it usestheroutinesin TableI.

LIFETIME = 2 days

MyPackets= GROUP BY DESTINATION(AllPackets,THISIP);

BadPackets= GROUP BY SOURCE(MyPackets,SrcIP);

DISCARD(BadPackets);

This codeis self-explanatory. First, the client declaresthe
desiredlifetime of theprogram—how long shouldit run at the
server (later the lifetime will be usedto determinethe costof
theprogram).Subsequently, theclient identi�ed by THIS IP re-
queststhatall packetsfrom SrcIParedropped.Theprogramand
theproof thatwill be generatedat theclient VI Modulewould
verify that the programmanipulatesonly packetsaddressedto
THIS IP. When the client uploadsthe codeat the router, the
router must verify the authenticityof THIS IP and checkthe
proof againstTHIS IP. Anotherexampleis a simpli�ed virtual
spam�lter which �lters out stringsWord1andWord2:
LIFETIME = 5 days
MyPackets= GROUP BY DESTINATION(AllPackets,THISIP);
SourceIP(i),Packets(i)= GROUP BY SOURCE(MyPackets);
foreachi do

if CONTAINS STRING(Packets(i),Word1)
andCONTAINS STRING(Packets(i),Word2)then

DISCARD(Packets(i));

Our �nal exampleusingthe proceduresin TableI is a mul-
ticasting programto be executedon behalf of an edgerouter
which is to receive a bandwidth consumingbroadcastfrom
BroadcastIP:
LIFETIME = 5 hrs

MyPackets= GROUP BY DESTINATION(AllPackets,THISSUBNET IP);

Broadcast= GROUP BY SOURCE(MyPackets,BroadcastIP);

Destinations,Content= GROUP BY CONTENT(Broadcast);

GENERATE(BroadcastIP,THIS IP,Destinations);

GENERATE(BroadcastIP,THIS IP,Content);

DISCARD(Broadcast);

This simpli�ed example �rst extracts the packets coming
from thebroadcastIP, thenextractsthedestinationsof themulti-
castin Destinations,andthecontentinto Content.Subsequently,
thesetof destinationsis sentto theedgerouterby generatingthe
new packetsthatcontainthesedestinations.Thecontentis sent
only oncein the newly generatedsetof packetswhile the old
Broadcastpacketsarediscarded.

Anotherapplicationis to defendagainstthespreadof infec-
tioussoftwaresuchasInternetworms.Theimpactof suchma-
licious softwaredependson the spreadingratewhich mustbe
above the epidemicthreshold. Virtualization can be usedto
build distributed�re walls upondetectinga worm spreadwithin
a domain.Thiscanbedoneby deploying bothclientandserver
modulesatBGProutersandrunningthe�re wall programsatthe
serversideasexplainedabove.

B. Veri�cation Technology

Theroleof theveri�cation technologyis to ensurethatapro-
gramexecutedat the server is secureandscalable.Therefore,
wehave to formally specifysecurityandscalabilityconstraints;
informally, this is a contractbetweentheclient andtheserver:



(1)Procedure (2)Functionality
DISCARD(Packets) Discardsthesetof packetsPackets

GENERATE(SrcIP,DestIP,Content) Generatesandsendspacket(s)with contentContent

from SrcIPto DestIP

GROUP BY DESTINATION(Packets,DestIP):Packets Extractsthepacketswith DestIP

GROUP BY DESTINATION(Packets):Packets(i),DestIP(i) Groupsthepacketsinto groupsby DestIP

GROUP BY SOURCE(Packets,SrcIP):Packets Extractsthepacketswith SrcIP

GROUP BY SOURCE(Packets):Packets(i),SrcIP(i) Groupsthepacketsby SrcIP

GROUP BY CONTENT(Packets):DestIPs,Content GroupstheDestIPsfor packetswith contentContent

CONTAINS STRING(Packets,String):boolean Checkscontentfor occurrenceof String

TABLE I

PACKET MANIPULATION PROCEDURES.

eachclient programmustconformto theseconstraintsin order
to beexecutedat theserver.

Safety Policy. The safetypolicy speci�es the securityand
scalabilityconstraints.An intuitive securityconstraint is to re-
strict a client, identi�ed by its IP address,into programming
only its own traf�c. Let us denotethe client IP by THIS IP.
The proof compiled and attachedto the programwill verify
that theprogramattemptsto manipulateonly packetswith des-
tination THIS IP. When the programand the proof are up-
loaded,the server veri�es the authenticityof THIS IP, andthe
Proof Checker checksthe proof againstTHIS IP. We infor-
mally statepart of this safety policy: A client identi�ed by
THIS IP can discard only packets with destinationIP equal
to THIS IP. A formal speci�cation of this safetypolicy using
the denotationalproof languageof the Athena proof system
(www.cag.csail.mit.edu/ � kostas/dp ls/at hena/ )
is givenin Figure2 (thespeci�cationis syntacticallysugaredfor
readability).

We canextend the safetyconstraintsspeci�ed in the above
policy to allow oneedgerouterto actastheclient andprogram
anotheredgerouterto actastheserver. Thesafetypolicy would
statethat the client may discard,groupandscanonly packets
with destinationswithin its own subnet. Additionally, an end
useror an edgerouter may generatepackets only to its own
IP. We have actuallyspeci�ed this extensionin Athenabut for
brevity haveomittedit from Figure2.

So far, we have only consideredsecurityconstraints.A ma-
jor researchchallengeis to identify therelevantscalabilitycon-
straints, andto specifythemwithin the safetypolicy. We can
addresstheissueof scalabilityby assigningcomplexitiesto each
packetmanipulationroutine.Thecomplexitiesre�ect thecostof
anindividualroutinein termsof serverresources(e.g.,processor
andmemory).For example,DISCARD will berelatively inexpen-
sive, while CONTAINS STRING and GROUP BY CONTENT will be
relatively expensiveasthey requiretheserver to storeawindow
of packetsandperformoperationson them.Basedon these,the
complexity of theentireprogramP, denotedbyComplexity(P)
will be computedby addingthe complexities of the individual
routineswhile appropriatelyaccountingfor control-�ow con-
structs(e.g., IF-THEN-ELSE and WHILE). The total cost of
P, denotedby Cost(P) will be computedas a function of
Complexity(P) andthe lifetime speci�ed in the program.For
example,we cantake theproductof thesetwo componentsand

havef (Complexity(P); lifetime )=Complexity(P) � lifetime .
Thesafetypolicy will specifyupperbounds,Complexityup and
Costup on the complexity andcostof an individual program.
Theclient mustguaranteeaspartof theproof thathis/herpro-
gram has complexity Complexity(P) � Complexityup and
cost f (Complexity(P); lifetime ) � Costup . Assuringthese
boundson individual programswould allow us to establish
boundson multiple programsrunningsimultaneouslywhich is
essentialfor the developmentof a scalablemulti-userenviron-
ment.

Proof Generation and Proof Checking. Recall that the
main role of the VInet Client Module is to compile the pro-
gram into bytecodeand to generatethe proof. We continue
with the�re wall examplefrom SectionII-A. UsingtheAthena
proofsystem,wehavecreatedamodelof asimple�ltering pro-
gram(essentiallythe�re wall example),andaproof thatthepro-
gramconformsto theSafetyPolicy speci�ed in Figure2. The
modelandthetheoremEndUser-IP1-observes-policy
areshown ontheleft-handsidein Figure3; theproofof theorem
EndUser-IP1-observes-policy is shown on the right-
handsidein Figure3. Subsequently, theproof is checkedby the
proof checker at the VInet Server Module, and, if checkingis
successful,theprogramis scheduledfor execution.

An importantresearchproblemto addressis how to create
proofsthatarecompactandcanbetransmittedandcheckedef-
�ciently . Thetechniquewe proposeto solve this problemis to
build a library of theoremsof suchgeneralutility that they are
usableaslemmasin many otherproofs.Thustheproofsof these
generaltheoremscanbetransmittedonlyonceandstoredin alo-
calcopy of thelibrary in anetwork nodefor lateruse(whenever
neededin completingproofsof thetheoremsthatinvokethem).
Thisapproachfollowsexactly thesameprinciplesof modularity
in programming;in fact,in theAthenasystemproofsareaform
of programandcanbemodularizedin thesamewayasordinary
programsvia a form of parameterizedsubroutines(calledproof
methods).We arefollowing this approachin our currentwork
on PCCin which we aredevelopingproofsof functionalcor-
rectnessandsafetypropertiesof STL-like genericalgorithms.
We currentlyhaveasmallcollectionof a few hundredtheorems
andproofs (several thousandlines of proof “code”), of which
morethan90%form areusablepyramid-likebaselibrary. Thus,
in a typical scenario,only a few top-level, specializedtheorems
andproofswould have to betransmittedalongwith a new pro-



(domain IP)
(domain Content)
(datatypePackets(Packet IP IP Content))
(declare EndUser((IP) ! Boolean))
(declare Owns((IP IP) ! Boolean))
(declare CanDiscard((IP Packets)! Boolean))
(declare Discard(((List-Of Packets))! (List-Of Packets)))
(domain NetworkState)

(declare AnyFilterWith
((IP (List-Of Packets)(List-Of Packets))
! NetworkState))

(de®neEndUser-owns-only-own-IP
(forall ?ThisIP
(if (EndUser?ThisIP)
(forall ?IP((Owns?ThisIP?IP)iff (?IP= ?ThisIP))))))

(de®neCanDiscard-only-owned-IPs
(forall ?ThisIP?From?To ?Content
((CanDiscard?ThisIP(Packet ?From?To ?Content))
iff (Owns?ThisIP?To))))

(de®neDiscard-axiom
(forall ?ThisIP?From?To ?Content?Traf®c
((Discard(Cons(Packet ?From?To ?Content)?Traf®c))
= ?Traf®c)))

(assertEndUser-owns-only-own-IP
CanDiscard-only-owned-IPs
Discard-axiom)

###########################################
A safetypolicy requiredfor particularend-users
###########################################

(de®neIf-discard-not-allowed-then-does-not-happen
(forall ?ThisIP?From?To ?Content
(if (not (CanDiscard?ThisIP

(Packet ?From?To ?Content)))
(forall ?Incoming?Outgoing
((AnyFilterWith ?ThisIP

(Cons(Packet ?From?To ?Content)
?Incoming)

?Outgoing)
= (AnyFilterWith ?ThisIP
?Incoming
(Cons(Packet ?From?To ?Content)

?Outgoing)))))))

Fig. 2. FormalRequirementsandSafetyPolicy for Packet Filtering Programs.

gram,while therestcould thenbeextractedandexecutedfrom
therecipient's local library.

Static Analysis. An alternative veri�cation technologyis
staticanalysis,wherethe client uploadsthe codeat the server
and the server veri�es the securityand scalability constraints
usingits StaticAnalyzer. TheStaticAnalyzerwill translatethe
codeinto Control Flow Graph(CFG) representationwhich is
usefulfor data-�ow analysis.UsingtheCFG,onecande�ne a
data-�ow analysisthat would checkconformanceto the safety
policy. As a concreteexample,recall the �re wall programin
SectionII-A. TheCFGof this programwould befairly simple:
node1 correspondsto the�rst statement(MyPackets=...),node
2 correspondsto the secondstatement(BadPackets=...),and
node3 correspondsto the third statement(DISCARD(...)); there
areedgesfrom node1 to node2 andfrom node2 to node3. We
needto de�ne ananalysison theCFGthatwouldverify thefol-
lowing two facts:(1) thatactualargumentMyPacketsin thecall
atnode2 containsonly packetsaddressedto theIP of theclient,
and(2) thatactualargumentBadPacketsatnode3 containsonly
packetsaddressedto the IP of theclient (that is, theclient ma-
nipulatesonly its own traf�c). AssumethatargumentTHIS IP
at node1 is equalto the IP of the client that uploadsthe pro-
gram(i.e.,theprogramis safe).Theveri�cation of facts1 and2
canbedoneby classicalReachingDe�nitions analysis[2]. The
only de�nition that reachesnode2 is (MyPackets,1)(i.e., the
MyPacketsthat�o w to node2 aretheonesproducedatnode1).
Theanalysisexaminesthecall at node1 andsinceTHIS IP=IP,
it concludesthatfact1 holds;this conclusiontakesinto account
thesemanticsof GROUP BY DESTINATION. Similarly, thede�ni-
tion that reachesnode3 is (BadPackets,2).Theanalysisexam-
inesthecall atnode2 andsinceMyPacketscontainsonly appro-
priatepackets,it concludesfact2 aswell; again,theconclusion
takesinto accountthesemanticsof GROUP BY SOURCE. Oneof
themainresearchproblemswould beto constructanalysesthat
woulddeterminethecostof theprogramandverify thescalabil-

ity constraintin thesafetypolicy. Notethatwith staticanalysis,
onecanusetheveri�cation passesovertheCFGto performpro-
gramoptimizationsaswell—thiscannotbedonewith PCC.

C. Client-ServerProtocolsandScheduling

A servernodewill simultaneouslyexecutemultipleprograms
by multiple clients. Therefore,a protocolis requiredfor com-
munication betweenthe client and the server, as well as a
schedulingalgorithmthatwill choosea client programfor exe-
cution.

Client-Server Protocols.Communicationis doneover a re-
liable andsecureconnectionbetweenspeci�c port numbersof
network interfacecards(NICs) betweenthe client and server.
We assumefor now that thereis a singleclient/server module
in orderto avoid raceconditionsanddeadlocks.Theclientend-
userandtheserveredgerouterwill establishasessionkey (e.g.,
by usingtheDif �e-Hellman (DH) algorithmoverareliablecon-
nection). Oncethe sharedkey is constructed,all the commu-
nicationbetweenthe client andthe server will be in encrypted
form. Thesharedkeyscanbestoredat theserversoncethey are
generated.Weemphasizethatoneof ourfutureresearchgoalsis
to investigatethetradeoffsbetweenscalabilityandperformance.
Onecanreducetheamountof stateinformationat edgerouters
while increasingthecomputationalcost.For example,it is pos-
sibletostorethesharedkey betweenapairof client-servernodes
at theclient sideto reducethecomplexity at theserversasfol-
lows: Uponestablishingasharedkey K i;j with aclient i , server
nodej encryptsK i;j and a sequencenumber(initially set to
zeroatbothparties)usinghispublickey K P j , andtransmitsen-
cryptedmessagem to the client node. The client encryptsthe
consecutive messagesandincrementsthe sequencenumberby
thesharedkey K i;j , andappendsm to themessageM sentto
theserver node.Uponreceiving messageM , server j removes
m anddecryptsit usingits privatekey K R j to obtaintheshared
key K i;j . Theserverchecksthesequencenumbersto preventre-



(declare IP1 IP)
(assert(EndUserIP1))
(declare Filter1
(((List-Of Packets)(List-Of Packets))! NetworkState))

(de®neFilter1-relation-to-AnyFilterWith
(forall ?Incoming?Outgoing
((Filter1?Incoming?Outgoing)
= (AnyFilterWith IP1?Incoming?Outgoing))))

(assertFilter1-relation-to-AnyFilterWith)
(de®neEndUserRule
(forall ?From?To ?Content?Incoming?Outgoing
(if (not (?To = IP1))
((Filter1 (Cons(Packet ?From?To ?Content)

?Incoming)
?Outgoing)

= (Filter1 ?Incoming
(Cons(Packet ?From?To ?Content)

?Outgoing))))))
(assertEndUserRule)
#########################################
(de®neEndUser-IP1-observes-policy
(forall ?From?To ?Content
(if (not (CanDiscardIP1(Packet ?From?To ?Content)))
(forall ?Incoming?Outgoing
((AnyFilterWith IP1

(Cons(Packet ?From?To ?Content)
?Incoming)

?Outgoing)
= (AnyFilterWith IP1

?Incoming
(Cons(Packet ?From?To ?Content)

?Outgoing)))))))

(!(concludeEndUser-IP1-observes-policy)
(pick-any FromTo Content
(assume(not (CanDiscardIP1 (Packet FromTo Content)))
(pick-any In Out
(!cases
(assume(To = IP1)
(!by-contradiction
(assume(not ((AnyFilterWith IP1

(Cons(Packet FromTo Content)In) Out)
= (AnyFilterWith IP1 In

(Cons(Packet FromTo Content)Out))))
(dseq
(!(conclude(OwnsIP1To))
(!right-instance

(!mp (!uspec*EndUser-owns-only-own-IP [IP1])
(EndUserIP1)) [To]))

(!absurd
(!right-instanceCanDiscard-only-owned-IPs

[IP1 FromTo Content])
(not (CanDiscardIP1 (Packet FromTo Content))))))))

(assume(not (To = IP1))
(dseq
(!setupleft (AnyFilterWith IP1

(Cons(Packet FromTo Content)In) Out))
(!expandleft (Filter1 (Cons(Packet FromTo Content)

In) Out)
Filter1-relation-to-AnyFilterWith)

(!reduceleft (Filter1 In (Cons(Packet FromTo Content)
Out)) EndUserRule)

(!reduceleft (AnyFilterWith IP1
In (Cons(Packet FromTo Content)Out))

Filter1-relation-to-AnyFilterWith)))))))))))

Fig. 3. A modelof a®ltering programandtheproofof theSafetyPolicy in Figure2.

play attacks.Clearly, with this schemetheserver doesnot need
to storekeys, but it needsto performadditionaldecryptionon
eachmessage.

Scheduler. We assumethat theVirtual InternetServer mod-
ule maintainsa datastructurefor the classesof programsthat
canbeexecutedat theedgerouter. Theclassof aprogramis de-
terminedby its cost.Recallthat thecostof theprogramshould
be veri�ed andspeci�ed aspart of theproof, andit shouldnot
exceedtheprede�nedcomplexity andcostbounds(i.e.,thescal-
ability constraintin thesafetypolicy). Furthermore,eachvirtu-
alizationprogramcarriesanindicatorto announceto thesched-
uler which classit belongsto—that is, it announcesits total
cost and its complexity. Note that the client would not have
anincentive to lie to theschedulerbecausetheveri�er (i.e., the
ProofCheckeror theStaticAnalyzerdependingon theveri�ca-
tion technique)will checkthecostandwill discardtheprogram
withoutexecutionin caseof discrepancy.

Virtualizationrequestsfrom differentnetwork interfacescan
be processedat the NICs as follows: Each requestwill be
maskedtodetermineitsclassandinsertedintoadedicatedqueue
of that classwith FIFO discipline. This will be doneby time-
stampingtheincomingrequest.Thequeuesof thesameclassat
differentinterfacesaremergedat theservermoduleto maintain
theFIFOproperty(sincetherequestsaretime-stamped,thiscan
bedoneeasily).

Thereis a priority assignmentover the queuesof different
classes.Thesimplestprioritizationschemewould be to assign
a paymentto a requestfor programexecutionwherethe pay-
ment would be proportionalto the programcost; the highest
payment/costprogramswill have thehighestpriority. Thus,the
schedulerat theservermodulewould implementa singleserver

class-basedpriority queuingservice.In orderto achieve scala-
bility, werequirethattheserveredgerouterhasaprede�nedca-
pacity (re�ecting routerresourcessuchasprocessorandmem-
ory). The schedulermay schedulea programonly if program
complexity (i.e., the contribution to the load of the currently
runningprograms)is nogreaterthanthedifferencebetweenthe
routercapacityandthecurrentload.Weareextendingourprevi-
ouswork in [21] to designonlinealgorithmsthattakeadvantage
of lookaheadoperationsin thequeues.

D. TheExecutionEnvironment

The library of packet manipulationroutinesmustbe imple-
mentedin a low-level ef�cient mannerandextensively veri�ed.
Intuitively, eachprogramuploadedat theserveredgerouterma-
nipulatesthe connectionfrom a SourceIP(controlledby that
edgerouter)to theDestinationIPof the client. Note that since
we aim to achieve virtualizationper user, maintainingstatein-
formationperclient IP is aninherent“lowerbound”on thesize
of the executionenvironment. An importantresearchquestion
thereforeishow to combinetheideasof individualprogramcon-
straintsand total routercapacitywhich restrictprogrammabil-
ity, with adaptiveoptimizationsthatcombinesimilar programs,
which would help optimize resourceusageand broadenpro-
grammability.

Constraining Programmability. Thearchitectureof theen-
vironmentcan usea dynamictable indexed by SourceIPand
thenby DestinationIPasshown in Figure4. SourceIPis drawn
from thesetof all IPscontrolledby theedgerouter;notethatthe
numberof suchIPsis substantiallysmallerthanthetotalnumber
of InternetIPsHowever, DestinationIPis drawn from theentire
setof InternetIPs. We proposeto usehashtablesdue to the



fact thatchecksfor keys aretypically fast(i.e., it will typically
takeconstanttime to seeif apair hSrcIP,DestIPi is in thetable);
however, we emphasizethat the choiceof the right datastruc-
ture is an importantresearchproblemthatmustbe investigated
thoroughlyboththeoreticallyandempirically.

Supposethat the programcurrentlybeingscheduledmanip-
ulatesthe connectionfrom a given SrcIP to a given DestIP.
Cell sources.get(SrcIP).get(DestIP) , which will
be createdif needed,will be set to refer to that program.
Subsequently, the total cost of the programsthat are running
at the momentwill be increasedby Complexity(P). Recall
from SectionII-C that P is chosenby the scheduleronly if
Complexity(P) doesnot exceedthe differencebetweenthe
router capacityand the total cost of the simultaneouslyrun-
ning programs.Further, whena programat cell hSrcIP,DestIPi
�nishes execution, the cell will be freed and the total cost
of the simultaneouslyrunning programswill be decreasedby
Complexity(P).

Adaptive Optimizations. Constraintson individual pro-
gramsandon all simultaneouslyrunningprograms(driven by
routercapacity)restrictprogrammability. To mitigatethisprob-
lem,weproposeto useadaptiveoptimizationthatwill allow in-
dividualprogramsto shareresources.Whenaprogramis sched-
uled, it is analyzedandif thereis a programthathasthesame
functionalityalreadyrunningonbehalfof anotheruser, thenew
cell is simply set to refer to that program. With this scheme,
the cost of the currently running programswill not be incre-
mented.For example,supposethata virtual �re wall that �lters
out SrcIP1runson behalfof DestIP1.Whenthe routersched-
ulesavirtual �re wall that�lters outSrcIP1onbehalfof DestIP2,
cell hSrcIP1,DestIP2i will besetto refer to theprogramat cell
hSrcIP1,DestIP1i andnoadditionalprocesseswill betaken.

To further increase�e xibility and scalability, the programs
maybegroupedby functionalityclassesfor eachSourceIP, and
theroutermayassignquotasfor eachfunctionalityclass—that
is, at mostN DestinationIPsmay uploadprogramsof classC
thatmanipulatetraf�c from a givenSourceIP. For example,we
will de�ne a classVirtual Filtering which will includeall pro-
gramsthat DISCARD packets—thatis, the classwill include
virtual spam�lters andvirtual �re walls. Clearly, if a largenum-
berof DestinationIPsarewilling to pay to turn a SourceIPoff,
this is anindicationthatSourceIPis sendingmaliciouspackets.
It is likely thatthecomputerwasactually“highjacked” andwas
partof a bot network. Therouterwill shutSourceIPoff for ev-
eryoneandalert its userwho will have to checkthe computer
in orderto getbackon thenet. Note that this adaptive scheme
designedto helpscalabilitywill helpcombatdistributedattacks
aswell.

I I I . EXPERIMENTAL VALIDATION

A prototypevirtual Internetsystemincludingboth theclient
middlewareandtheprogrammablerouteris beingdesigned.We
areconsideringtheMIT Click router[27], [8] asapossiblebasis
for building our programmablerouters.We will systematically
testour proposedsystemfor performance,aswell assecurity
and scalability undercertain threat (malicious userbehavior)
models,againstspeci�edsafetypolicies. We will alsoevaluate
thegainsfor theexampleapplicationswe discussedabove.

In order to validateour resultsin a �e xible andyet high �-
delity setting,we canutilize theDETER(www.isi.deterlab.net)
and Emulab (www.emulab.net) testbeds. Emulab is a
universally-availabletime- andspace-sharednetwork emulator
locatedat the Universityof Utah. The systemis comprisedof
hundredsof linkedcomputers(PCs)thatcanbeconnectedin al-
mostany speci�ed topology, anda suiteof softwaretools that
managethem. The Cyber DefenseTechnologyExperimental
ResearchNetwork (DETER)is anexperimentaltestbed± based
onEmulab± thatallowsresearchersto testandevaluateInternet
cybersecuritytechnologiesin a realistic,but safeenvironment.
This environmentcanbeaccessedremotely, but is quarantined
from the Internet. The EvaluationMethodsfor InternetSecu-
rity Technology(EMIST) project, in which we are participat-
ing, is a companionprojectthat designstestingmethodologies
andbenchmarksfor theDETERtestbed[7].

We believe that emulationon DETER will be ideal for ex-
perimentswith thevirtual Internet,asit is more�e xible thana
hardware testbed,yet more realistic thana simulator. On the
onehand,usingan emulatoris signi�cantly more�e xible than
building a hardwaretestbedin our labs,sincealmostarbitrary
topologiescanbespeci�ed without rewiring machines,andthe
testbedis maintainedby professionalandexperiencedstaff. On
theotherhand,anemulationenvironmentaffordsmuchhigher
�delity thanasimulator, andthiscanexposeunforeseenvulner-
abilities, interactions,andperformanceproblems. This is be-
causeanemulationtestbedusesa realdedicatedcomputerwith
limited resources,and a real operatingsystemrunning on it,
to representeachhost in an experiment. Hence,any protocol
implementationerroror resourcevulnerabilitycanbeexposed,
sincethesearenot abstractedby a model. Our preliminaryex-
perimentson theEmulabor DETERtestbedshave exposedin-
terestingbottlenecksandsoftwareproblemsthat highlight dif-
ferencesbetweensimulation,emulation,andtestbedsincluding
hardwarerouters[11]. For example,wefoundthatsynchroniza-
tion effectsin ns-2simulationsampli�ed the impactof certain
attacksagainstTCPcongestioncontrol.Further, sincens-2[38]
doesnotaccuratelymodeltheswitching/queuingfabric,thepro-
cessor, buses,or interrupthandling,no packet lossescanoccur
asa resultof bottleneckssuchasheadof the line blocking in a
switchfabric,or interruptlivelock[17], [28] in anoperatingsys-
tem,in contrastto realsystemswhichexhibit suchbottlenecks.

A. RouterEmulation

As mentionedabove, theMIT Click router[27], [8] is a pos-
sible basisfor constructingour programmablerouters. Devel-
oping modularbut ef�cient softwareroutershasbeenthe sub-
ject of signi�cant researchsincethe1990s,e.g.,[17], [28]. In
thesestudies,polling is usedas an alternative to packet re-
ceive interruptsto eliminate interrupt livelock at high packet
rates.This is becauseinterruptscanconsumemuchof theCPU
andbus capacityof mid-rangemachines(i.e., PentiumIII and
below) at 100 Mbps+ speeds. In the Click router [27], pro-
grammedI/O (PIO) interactionwith theEthernetcontrollersis
eliminatedusing Direct Memory Access(DMA). In our own
experimentson the WisconsinAdvancedInternet Laboratory
(WAIL) at http://www.schooner.wail.wisc.edu/,we have found
that livelock can occur on Cisco 3600 seriesrouters,limiting
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theforwardingperformance.
In Click, the entirepacket path is easilydescribed,andone

caneasilycon�gure a simpleIP routerthatbypassestheOSIP
stack. Simpli�cation of the packet path yields a performance
boost,makingthe PC router lessvulnerableto overloadunder
high packet �o ws. Whentherouteris con�gured,eachaffected
network device has to be included into the con�guration. It
shouldbestraightforwardto changethequeuingdisciplineand
thequeuedepthfor thequeueat eachoutputport, accordingto
our virtualization programs. Our packet manipulationlibrary
canalsobeincorporatedinto this environment.

UsingClick entailsa numberof challenges.For example,in
our prior work, we have found that it is insuf�cient to change
theClick Queueelementdepth[11]. This is becauseClick (or
any softwaresystemfor thatmatter)hasto go througha device
driver whenit acceptsor outputsa packet. Like any Linux net-
work device driver, thedriver for theIntel Procardhasinternal
transmit(TX) andreceive(RX) buffers,whosesizesmustbead-
justed.TheClick Queueelementsonly serve asintermediaries
betweenthese. We will have to take suchsubtleimplementa-
tion issuesinto considerationwhenbuilding andvalidatingour
virtual Internetprototype.

B. ExperimentalMethodology

In order to conduct realistic experimentson DETER that
mimic the Internet,we will leveragetopologyandtraf�c gen-
erationtoolsanddatasetsthat we developed/usedfor our prior
work in the EMIST project [11]. We will also leveragetopol-
ogy, delay, andbandwidthinformationthroughthe application
of inference(Internettomography)techniques,e.g.,[41], [22].
Onechallengewearefacingis theneedto developtoolsto scale
down outputfrom topologygeneratorsto �t within testbedcon-
straints. Sincethe numberof testbedmachinesis limited, and
themachineshavea physicallimit on how many network inter-
facecardsthey haveandtheirtotalbandwidth,arbitrarynetwork
topologiescannotbeused.Weneedto beableto mapatopology
to anequivalentDETER-complianttopology.

Our experimentswill investigatethefollowing � ve key ques-
tions:
1. Programmablerouter performanceunder different loads.
Examplequestionsto investigateinclude: what are the funda-
mentallimits on proof checkingandinstallingdifferentvirtual-

izationprogramswith andwithout theoptimizationspreviously
discussed?Whatpacket ratescantherouterhandlewith differ-
ent virtualizationprograms?How ef�ciently we canschedule
andexecutetypicalworkloadsof virtualizationprograms?
2. Robustnessunder threats. As we learnedin the pastfrom
proposalssuchas active networks, potential misusecan hin-
dertheadoptionof programmablenetworking paradigmsin the
globalInternet.Therefore,akey componentof ourstudywill be
investigatingtherobustnessof theexecutionenvironmentat the
routerundermaliciousattackson its securityandscalability.
3. Placementof programmablerouters. Theeffectof partialde-
ploymentof our programmableroutersmustbequanti�ed. The
tools we plan to build will enableus andother researchersto
convenientlyexplorethe“deploymentspace.”
4. Potential gains from different applications. Our proposed
paradigmwill allow new applications,suchasthe virtual �re-
wall, spam�lter , and multicasting,that can have a profound
positive impacton theperformanceperceivedby theuserswrit-
ing thevirtualizationprograms,aswell asInternetperformance
at large. We plan to conductexperimentsto quantify this im-
pact. For example,we caneasilyemulateanenvironmentwith
many spammers,andmeasurethe improvedperformancewith
ourspam�lter application.
5. Impactof networkpropertiessuch as traf�c, topology, and
con�guration. Network propertiesimpact network load, and
hencewill impact our programmableroutersand our exam-
ple applications. Backgroundtraf�c characteristics, e.g., mix
of http, ftp, andpeer-to-peertraf�c, anddurationof the �o ws
in our experimentsshouldbe representative of Internettraf�c
characteristics.Experimentaltopology characteristics, e.g.,the
“small-world” phenomenon,canalsobe critical sincethey im-
pacthow traf�c is aggregated.Infrastructureparametersin the
network, e.g., BGP routing policies and OSPFlink weights,
shouldalsoberealisticin ourexperiments.

Observe that it is critical to isolateeffectswe might observe
in DETERexperimentsinto key observationsthatwill alsohold
ontheInternet,versusemulationmodelartifacts,e.g.,causedby
delayemulationonDETER[11]. In orderto identify andisolate
suchartifacts,acarefulsensitivity analysisis crucial.



C. TestbedExperimentControl

A natural approachfor describingtasksthat must be per-
formedon the testbednodesinvolvesevent scripts,much like
eventsin an event-drivensimulator[38]. Emulabsoftwareim-
plementsa few eventtypessuchaslink failures;however, most
of the interactionwith the nodeshasto be donevia a secure
shell (SSH)session.We planto designa �exible middleware to
control all testmachinesfrom a centrallocation,sincemanu-
ally usingeachcomputeris impossible,especiallywhentimed
eventsareinvolved.We havedevelopeda preliminarytool, that
we call a ScriptableEventSystem, to parsea script of timed
eventsandexecuteit on thetestmachines.Our systemis capa-
bleof receivingcallbackssuchthateventsynchronizationcanbe
achieved[11]. Oursystemneedsto beextendedto signi�cantly
enrichthescriptlanguage,andprovideanintegratedinstrumen-
tation,visualization,andanalysistool.

IV. RELATED WORK

ActiveNetworks. Clearly, ourideasarerelatedto researchon
ActiveNetworks[37], [10] (http://nms.lcs.mit.edu/activeware/).
TheLiquid Softwareproject(http://www.cs.arizona.edu/liquid/)
is closely relatedto our ideas. In that work, it suggestedthat
network nodesshouldbeenhancedwith complex executionen-
vironmentsandsupporttheexecutionof largeandcomplex soft-
waresystems.The main goalsof the Liquid Softwarewereto
enhancethe performanceof the Internetanddistributed Inter-
net applications.The securityandscalability issuesthat arise
with network programmabilitywerenot addressed.In contrast,
our ideasaremorefocused(e.g.,programmabilityis limited to
well-de�nedpacketoperationsandcodecanbeuploadedonly at
edgerouters).We aim to provideusefulprogrammabilitywhile
carefully balancingsecurityandscalability. Our goal is to at-
tacksecurityproblemsabundantin today's Internetthatwe be-
lieve cannotbe effectively addressedwithout a paradigmshift
towardsnetwork programmability.

Otherprojectsrelatedto ActiveNetworksincludeANTS [40]
and PLAN [23]. ANTS is a toolkit for deploying network
protocols—thatis, it is not concernedwith programs.On the
otherhand,PLAN is a restrictedfunctional languagethat un-
likeoursallowsbuilding arbitrarilycomplex programs(through
a mechanismsimilar to “system” calls in UNIX shell scripts).
Thus, constraining(and even understanding)the safetyissues
for suchprogramsis hardandremainsanopenproblem[3]. In
addition,PLAN is dynamicallychecked,which may consider-
ably slow down theexecutionof a PLAN programat a network
nodeandthusslow down thenetwork node.In contrast,wewill
restrictprogramsto compositionsof well-de�nedpacketmanip-
ulationroutinesandasa resultonecande�ne a relatively sim-
plesafetypolicy asoutlinedin SectionII-B. Also, in ourmodel
programswill be veri�ed statically(eitherby staticanalysisor
PCC).

Veri�cation. Model checkingis a veri�cation techniquethat
hasbeenappliedto protocolchecking[24], andmorerecently
to softwarechecking[18], [16], [9], [14]. UnlikePCC,it places
the responsibilityfor checkingwith theserver andis relatively
expensive. In contrast,we proposeto makeuseof PCCandad-
vanceits stateby usinga library of reusablelemmaswhichwill

helpproducecompactproofs. In our approachto PCC,we also
work in a higher level programminglanguagethan one �nds
beingusedin mostPCCwork. PreviousresearchsuchasNec-
ula andLee's [31], [33] andAppel's [1], [42] hasbeencarried
outmainlywith very low level languages(machinecodeor Java
byte code). The proof checkingsystemwe areusing,Athena
[5], [6], provides both a Scheme-like programminglanguage
in which programsaretypically expressedascollectionsof re-
cursive functionde�nitions, anda structurallysimilar language
for expressingdeductive methodswhoseexecutionscarry out
proofsusingbothprimitiveinferencemethodsof �rst orderlogic
(of which thereareabouta dozen,suchasmodusponens,exis-
tentialgeneralization,universalspecialization,etc.) and“calls”
of other deductive methodspreviously de�ned by the useror
importedfrom a deductive-methodlibrary. Both of theselan-
guagesarehighlevel by mostprogramminglanguagestandards,
offering, for example,higher-orderfunctions(andmethods)—
the ability to passfunctions/methodsto a function/methodor
returnthemasresults.

Moreover, we areexperimentingwith the useof thesepro-
grammingand deductive languagefacilities at a substantially
higher level of abstractionthan in mostprogrammingactivity.
We have alreadyfound elegantwaysto usehigher-orderfunc-
tions and methodsin Athenato expressgenericrequirements
speci�cationsmuch like the theory speci�cationsof research
languagessuchasIsabelle[39], Imps [20], or Maude[13], or
the conceptdescriptionsof Tecton[26], [29], [30]. Thereare
two majorbene�ts thatstemfrom expressingproofsat thishigh
abstractionlevel. First, oncea proof of a theoremis written at
this level, thefunctionsandmethodsde�ning it canbecalledin
many differentways,which meansthattheproof doesnot have
to be redevelopedwhenits conclusionis neededin a different
setting. Second,one can usesuchhigh-level theory or con-
cept speci�cationsto specify generic software components—
onesthat have a singlesourcecodeexpressionbut which can
beinstantiatedin many differentwaysto producedifferentuse-
ful speci�c versionsby pluggingin othersuitablecomponents.
Thus,thesubstantialeffort requiredin constructingsuchproofs
can be amortizedover the many repeatedusesof both proofs
andthegenericsoftwarecomponentsthatcanbeextractedfrom
them.

Overlay networks. A multitudeof overlaynetwork designs
for resilientrouting,multicasting,qualityof service,contentdis-
tribution, storage,andobject locationhave beenrecentlypro-
posed. Overlay networks offer several attractive features,in-
cludingeaseof deployment,�e xibility , adaptivity, andaninfras-
tructurefor collaborationamonghosts. For example,overlay
networks that detectperformancedegradationof currentrout-
ing pathsandre-routethroughotherhostsincludeDetour[35]
and RON [4]. Multicast and peer-to-peersystemshave also
beensuccessfulserviceson overlay networks. A numberof
overlay multicastalgorithmshave beenproposedover the last
four years.EndSystemMulticast (or Narada)[12] wasoneof
theearliestandmosttestedapproaches.Overcast[25] provides
scalableandreliablesingle-sourceoverlaymulticast.Gnutella,
KaZaA, and BitTorrent are commercialpeer-to-peer�le sys-
temsfor music andvideo sharing. For betterscalability, sev-
eralrecentpeer-to-peersystems,includingChord[36] andPas-



try [34], useef�cient distributedhashtable(DHT) lookupalgo-
rithmsover overlaynetworks. Despitetheir attractive features,
ausermustexplicitly downloadsoftwareto join anoverlaynet-
work, anddifferentnetworks have their own varying member-
ship policiesandprocedures.In fact, many overlay networks
havelimited deploymentsincethey suffer from scalabilityprob-
lems. Furthermore,since they are purely application-layer,
they incur a performancepenaltyover network-level solutions.
For example,we have studiedone aspectof the performance
penaltyof application-level multicastin [19]. Finally, againby
virtue of beingapplication-layermechanisms,they cannotcon-
trol network-level functions,which our proposedapproachcan
control.

V. CONCLUSIONS

Thispaperhasoutlinedanambitiousresearchagendafor vir-
tualizing the Internet. The new virtual Internetoffers signif-
icant �e xibility , making it more secureand manageable.We
have adaptedtechniquesfrom the extensive literatureon pro-
gramanalysisandveri�cation, operatingsystems,network pro-
tocol design,andnetwork emulationto enablethe new virtual
Internet.Many challengesremainin orderto realizethefull po-
tentialof this new paradigm,andto allow �e xible securityand
scalabilityconstraintsto bespeci�edandveri�ed.
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