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Abstract—The central paradigm of today's successfulnter netis to keep
the network core simple and move complexity towards the network end
points. Unfortunately, this very paradigm limits network managementand
control capabilities, and createsopportunities for attacks such asworms,
viruses, and spam that often seriously disrupt and degrade Inter net and
user performance. The thrust of this paper is that suchproblemscannotbe
effectively solved unlessa paradigm shift is adopted. Towards a more se-
cure and manageablelnter net, we propose‘virtualization” of the Internet,
by carefully balancing its scalability and programmability properties. Our
objective is to provide a programmable virtual Internetto usersand to let
them manage,control, and optimize it basedon their individual needs.

I. INTRODUCTION

The 20" centuryinternetwasbasedon keepingthe network
coresimple,andpushingcomplexity to thehostsatthe network
edge. This wasin clearcontrastwith the telecommunications
paradigmin which the network core was comple (e.g., con-
siderAT&T telephoneswitch softwarewith millions of lines of
code).Giventhe heterogeneityvolume, penasivenessandau-
tonomy of 21st centuryInternetcommunicationsa paradigm
shift mustbalancehesetwo extremeapproachesthe coremust
supportmoresophisticatedunctionalitythansimply forwarding
pacletswhile remainingscalable. The currentarchitecturein
which network nodesperformthe functionsde ned by the rst
threelayersof the OSlarchitectures insufcient for addressing
the new applicationsenabledby advancesin micro-electronics
(penasie, heterogeneoudeviceswith wirelesslinks, pawerful
seners)andoptics(Terabitbandwidths).

An importantparadigmshift to addresgheserequirementss
thevirtualizationof thelnternet,providing a programmablevir-
tual Internetper userandletting the usermanaget (in a simi-
lar spiritto IBM VM). Current(limited) virtualizationexamples
include overlay networks, virtual private networks, the mbone,
andpeerto-peemetworks. Onecommonthemein theseexam-
plesis the needto enhancehe networking and computingca-
pabilities of the currentTCP/IP-basednternet. Therefore,we
proposeo extendyvirtualizationto Internetusersto enablethem
to create use,andmanageheir own 21stcenturyinternet.

Considerthe following two security-relatedexamples. In a
standardre wall system, rewall Itering is performedat the
applicationlayer at a network end point. Clearly, a dropped
paclethasalreadywastechetwork resourcesndcompetedvith
othertrafc toreachthe re wall, only to be dropped.Similarly,
spam ltering is performedat the client applicationlayer, after
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the spampacletshave alreadywastednetwork resourcegspam
accountsfor 60% of Internettrafc by someaccounts). Our
proposedcparadigmwould allow a userto create use,andman-
agevirtual r ewalls thatarecloseto the origin of the paclets.
Virtual re walls would requireprogrammabilityat remotenet-
work entitiesthatareownedandcontrolledby otherenterprises.
For example,a virtual re wall capability canbe supportedoy
arouterenhancedy a Vfirewall() daemonwhichis sim-
ply a processthat monitorsa prede nedport. It may receve
requestdrom usersall over the network to maintaina virtual
re wall. Userrequestsnay comein theform of executablepro-
gramsthat carry proofsof correctnessSimilarly, virtualization
canenablea userto de ne his/herown spam lter , andtransfer
an executableprogramwith its proof to an edgerouterthatis
nearthe origin of the spamtrafc. The proof mustnot only en-
surethatthe programis executedon behalfof a legitimateand
authorizeduser but alsothatit doesonly whatit is speci edto
do(i.e.,spam ltering for thatparticularhostin this example).

In bothexamplesyirtualizationdistributessomeof thefunc-
tions at the client side to the sourceor sener side by delegat-
ing thesefunctionsto edgerouters. A naturaloutcomeof this
paradigmrshift is theserviceagreementmadebetweertheclient
and the edgerouter at the sener side. As a result, a remote
edgeroutermay chage a fee for maintaininga virtual re wall
or spam ltering for aclient,andthuscanbeheldaccountable.

Executingend-useprogramsatnetwork entitiesmustbeboth
secue and scalable Centralto this approachtowards pro-
grammability thereforejs thedevelopmenbf veri cation tech-
nology. Within this technology a programmableouter states
a safetypolicy that eachindividual programmustconformto.
Intuitively, the safetypolicy is a contractbetweenthe enduser
(alsoreferredasthe client) andthe programmablaouter (also
referredasthe serve)) that speci es certainsecurityandscala-
bility constraints.Eachclient programmustconformto these
securityand scalability constraints.We addresghe scalability
problemthatariseswhenmultiple clientsmay programasener
by limiting programmability Programmabilitys alsoinherently
constrainedn our modelaswe allow only theedgeroutersto be
programmed.

The primary challengediscussedn this paperis the devel-
opmentof technologythatwill verify that eachclient program
conformsto thesafetypolicy. We proposeo utilize proofcarry-
ing code(PCC)[15], [32], [31] which hasimportantadvantages
over relatedveri cation techniquege.g.,staticanalysis,model
checking,interpretation). With PCC,the client programto be
executedcomeswith a proof generatedy the client, andthe
sener needonly checkthis proof. Thus,the majority of work
on veri cation lies with the code-producinglient ratherthan
with the sener, which is importantto ensurescalability at the



router We needto advancethecurrentstatein PCC—especially
with respecto scalability—bybuilding andexploiting a library
of proofsof generalemmastherebypermittingrelatively com-
pact proofsto be constructedand transmittedalong with nen
codebeingdeliveredto network nodes. The following key re-
searctproblemsarediscussedn this paper:

Programmability. The rst major researchproblemis to
specify how the client canprogramthe sener. We explore the
developmentof alibrary of packet manipulationroutinesto be
usedasbuilding blocksof the client programs.We alsodiscuss
asimpleyetexpressvelanguagehatwill allow thecomposition
of theseroutinesinto client programs.

Veri cation Technology With PCC,the rst goalistode ne
a safetypolicy thatwill specify appropriatesecurityand scal-
ability constraintson client programs. The secondgoal is to
generate&ompaciproofsthatcanbeef ciently transmittedand
to provide ef cient checking.

Client-server Protocolsand Scheduling Anothermajoris-
sueis how to control multiple clients that attemptto execute
codeon a singlesener. We examinesecureprotocolsthatwill
allow the client to transmitthe program,the proof, anda pay-
mentfor execution.We alsodiscusshe schedulingalgorithmat
thesenerside.

Execution Environment. It is importantto build anef cient
kernelat the sener thatwill ef ciently executeprogramsbuilt
ontop of thelibrary routines.We alsodiscusshow to constrain
programmability:clearly; it is infeasibleto allow the entireset
of possibleclientsto programthe routersimultaneously

Emulation Technology Emulationis an attractve prototyp-
ing andevaluationplatform for our ideas. Routerperformance
must be studied under differentloads, in addition to robust-
nessunderthreats,placementand partial deployment of pro-
grammableouters andpotentialgainsfor applications.

The remainderof this paperis organizedas follows. Sec-
tion Il givesan overview of our architectureand the research
challengesssociatedvith it. Sectionlll discussefow to pro-
totypeandevaluatethe architecture SectionlV summarizese-
latedwork. Finally, SectionV givesbrief concludingremarks.

Il. TOWARDS A VIRTUAL INTERNET

An overview of thearchitecturef thevirtual internetis given
in Figure 1. To ensurescalability we considerprogrammabil-
ity at the edgeroutersonly; in the future, we plan to investi-
gatehow to extendthe technologyto provide programmability
at the network coreroutersaswell. Considerthe Virtual Inter-
net(Vinet) Client Module atthe enduser(referredto asclient).
The Middleware VInet Systemis an application-layersystem
thatprovidestheinterfaceto the programmabl@etwork andthe
view to the library routinesthat perform packet manipulation
(theseroutinesare describedn detail in Sectionll-A). Gen-
erally, the userwill be ableto specify certainparametersn a
userfriendly environmentandthe systemwill generatehe ap-
propriateprogram. For example,for a virtual re wall, the user
will specifythe IP-address(edp be Itered out and somein-
formationto helpidentify the edgerouterthatwill performthe

Itering. Similarly, for avirtual spam Iter , she/hewill specify
thewordsthatdeterminea high spamscoreandthe edgerouter
closeto the sourceof the spamthat mustperformthe lItering.

The Middleware Vinet Systemwill be responsibléeor (1) ob-
taining the SafetyPolicy of the edgerouter, (2) generatinghe
executableP, in bytecoddorm, (3) generatingheproofPr (P)
that the bytecodeconformsto the SafetyPolicy of the sener
(thisis doneby theProofCompilerin Figurel), and(4) upload-
ing the programP andthe proofPr(P) atthe senerthrougha
secureconnectiorwhich alsoincludesa payment.Notethatthe
Middlewareshouldbe ableto generatg@rogramshasedn user
speci ed parametershut it shouldalsoallow experiencedisers
to write entireprogramsaswell asto editgenerategrograms.

Considerthe Virtual Internet(Vinet) Sener Module in Fig-
urel. At theedgerouterthereis a Scheduleunit which controls
theincomingprograms.If a programP is successfullysched-
uledfor execution,the Proof Checler checksthe proof Pr(P)
againstits SafetyPolicy. If successfulj.e., the programcon-
formsto theconstraintspeci edin the SafetyPolicy, thesener
optimizesthecodeandexecutest usingtheef cient implemen-
tation of the packet manipulatiorprocedures.

This architectureassumeshat PCCis usedto performveri -
cation. If we employ staticanalysisthe entireburdenof veri -
cationlayswith thesener. TheProofCompilerwill bedropped
from the Vinet Client Module, andthe Proof will be dropped
from the transferablebytecode. At the Vinet Sener Module,
theProofCheclerwill besubstitutedvith a StaticAnalyzerthat
will verify theconformancef thebytecodewith the SafetyPol-

icy.
A. Programmability

Programmabilityis basedon a library of paclet manipula-
tion routinesaccessiblgo the userat the client side. The user
will build programsusingthesepacket manipulationroutines;
the programswill be network-centricratherthancomputation-
centric—thatis, they will performmainly packet manipulation
and minimal computation. The languagewill consistof three
kinds of statementscallsto theroutines,text processingstate-
ments,and control- ow statementge.g., IF-THEN-ELSE and
WHILE). We describethe routinesandgive concreteexamples
of programghat perform re walling, spam ltering, andmulti-
casting.

Packet Manipulation Routines. A samplesetof routines
thatwill provide usefulfunctionality from the point of view of
the client is showvn in Tablel. The routinesprovide the inter-
faceto the programmableaouter that is provided to the end-
user The semanticsof most proceduress straight-forvard.
For example DISCARD(Packets)dropsthe pacletsin setPack-
ets. GENERATE(SrcIRDestIRContent) forms one or more
new pacletswith Contentand SrclP asa sourcelP and Des-
tIP asa destinationlP; thesepaclets are subsequenthgentto
DestIP GROUP.BY _DESTINATION(Packets)partitionsPack-
ets by DestlP—thatis, set Packets(i) Packetsis the set of
paclets sentto the i™ destinationIP, DestIP(i). Procedure
GROUP.BY _CONTENT (Rackets) (neededn the multicasting
examplebelow) assumeshat Packetscontainsmultiple paclets
with the samecontentanddifferentdestinationslt extractsthe
destinationlPs into DestlPsandthe contentinto Content. For
example,if Packetsis viewedasanM N matrix

[S,D1,C1],[S,D2,C1]....[S,DN,C1]
[S,D1,C2],[S,D2,C2]....[S,DN,C2]
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Fig. 1. TheVirtual InternetArchitecture.

[S,D1,CM],[S,D2,CM]...,[S,.DN,CM]

(i.e., sourceS sendseachcontentCl to destinationsD1...DN).
GROUP_BY _CONTENT (Rackets) extracts the content: Con-
tent = fC1,C2,...CMy, and the destinations: DestIPs =
fD1,D2,...,.DNy.

Applications. To make our ideasmoreconcretewe proceed
with threeexamplesthat demonstratéhe kinds of programma-
bility anenduserwould want. Considera virtual r ewall that
will beinstalledatanedgerouterthatis closerto the IPswhose
traf c theclientwantsto Iter out;it usegheroutinesin Tablel.

LIFETIME =2 days

MyPaclets= GROUP.BY _DESTINATION(AllPaclets, THISIP);
BadRiclets= GROUP_BY _SOURCE(MyRclets,SrclP);
DISCARD(BadRclets);

This codeis self-explanatory First, the client declaresthe
desiredlifetime of the program—hav long shouldit run at the
sener (later the lifetime will be usedto determinethe cost of
theprogram).Subsequentlytheclientidenti ed by THIS_IP re-
questghatall pacletsfrom SrclParedropped.Theprogramand
the proof thatwill be generatedt the client VI Module would
verify thatthe programmanipulatesonly pacletsaddressedo
THIS_IP. Whenthe client uploadsthe code at the router, the
router must verify the authenticityof THIS_IP and checkthe
proof againstTHIS_IP. Anotherexampleis a simpli ed virtual
spam lter which lters outstringsWord1landWord2:
LIFETIME = 5days
MyPaclets= GROUP_BY _DESTINATION(AlIPaclets, THISIP);
SourcelP(i),Aclets(i)= GROUP.BY _SOURCE(MyRclets);
foreachi do

if CONTAINS_STRING(Raclets(i),Word1)
andCONTAINS_STRING(Raclkets(i),Word2) then

DISCARD(Raclets(i));

Our nal exampleusingthe proceduresn Tablel is a mul-
ticasting programto be executedon behalf of an edgerouter
which is to receve a bandwidth consumingbroadcastfrom
BroadcastIP:

LIFETIME =5hrs

MyPaclets= GROUP_.BY_DESTINATION(AllPaclets, THISSUBNET.IP);
Broadcast GROUP.BY _SOURCE(MyRiclets,BroadcastIP);
Destinations,Contert GROUP.BY _CONTENT (Broadcast);
GENERATE(BroadcastlFHIS_IP,Destinations);
GENERATE(BroadcastlFHIS_IP,Content);

DISCARD(Broadcast);

This simpli ed example rst extracts the packets coming
from thebroadcaslP, thenextractsthedestination®f themulti-
castin Destinationsandthecontentinto Content.Subsequently
thesetof destinationss sentto theedgerouterby generatinghe
new pacletsthat containthesedestinationsThe contentis sent
only oncein the newly generatedsetof pacletswhile the old
Broadcaspacletsarediscarded.

Anotherapplicationis to defendagainstthe spreadof infec-
tious softwaresuchasinternetworms. Theimpactof suchma-
licious software dependson the spreadingrate which mustbe
above the epidemicthreshold. Virtualization can be usedto
build distributed re walls upondetectinga worm spreadwithin
adomain.Thiscanbedoneby deplgying bothclientandsener
modulesatBGProutersandrunningthe re wall programsatthe
senersideasexplainedabove.

B. \eri cation Technology

Therole of theveri cation technologyis to ensureghata pro-
gram executedat the sener is secureandscalable. Therefore,
we have to formally specifysecurityandscalabilityconstraints;
informally, this is a contractbetweenthe client andthe sener:



(1)Procedure

(2)Functionality

DISCARD(Faclets)

Discardsthe setof pacletsPaclets

GENERATE(SrcIRDestIRContent)

Generatesndsendgaclet(s)with contentContent
from SrclPto DestIP

GROUP_BY _DESTINATION(Paclets,DestIP):&clets

Extractsthe pacletswith DestIP

GROUP_BY_DESTINATION(Paclets):Riclets(i), DestIP(i)

Groupsthe pacletsinto groupsby DestIP

GROUP_BY _SOURCE(Rclets,SrclP):RBclets

Extractsthe pacletswith SrclP

GROUP_BY _SOURCE(Rclets):Rclets(i),SrclP(i)

Groupsthe pacletsby SrclP

GROUP_BY _CONTENT(Raclets):DestIPs,Content

Groupsthe DestlPsfor pacletswith contentContent

CONTAINS_STRING(Raclets,String):boolean

Checkscontentfor occurrencef String

TABLE |
PACKET MANIPULATION PROCEDURES.

eachclient programmustconformto theseconstraintsn order
to beexecutedatthe sener.

Safety Policy. The safetypolicy speci es the securityand
scalabilityconstraints.An intuitive securityconstaint is to re-
strict a client, identi ed by its IP addressjnto programming
only its own trafc. Let us denotethe client IP by THIS_IP.
The proof compiled and attachedto the programwill verify
thatthe programattemptsto manipulateonly pacletswith des-
tination THIS_IP. When the programand the proof are up-
loaded,the sener veri es the authenticityof THIS_IP, andthe
Proof Checler checksthe proof againstTHIS_IP. We infor-
mally state part of this safety policy: A client identi ed by
THISIP can discad only padkets with destinationIP equal
to THISIP. A formal speci cation of this safetypolicy using
the denotationalproof languageof the Athena proof system
(www.cag.csail.mit.edu/ kostas/dp Is/at hena/ )
is givenin Figure2 (thespeci cationis syntacticallysugaredor
readability).

We can extend the safety constraintsspeci ed in the above
policy to allow oneedgerouterto actastheclientandprogram
anotheredgerouterto actasthesener. Thesafetypolicy would
statethat the client may discard,group and scanonly paclets
with destinationswithin its own subnet. Additionally, an end
useror an edgerouter may generatepaclets only to its own
IP. We have actually speci ed this extensionin Athenabut for
brevity have omittedit from Figure?2.

Sofar, we have only consideredsecurityconstraints.A ma-
jor researclthallenges to identify the relevantscalability con-
straints, andto specifythemwithin the safetypolicy. We can
addressheissueof scalabilityby assigningcompleitiesto each
pacletmanipulatiorroutine. Thecompleitiesre ect thecostof
anindividualroutinein termsof senerresourcese.g.,processor
andmemory).For example,DiISCARD will berelatively inexpen-
sive, while CONTAINS_STRING and GROUP.BY CONTENT will be
relatively expensve asthey requirethesenerto storeawindow
of pacletsandperformoperation®on them.Basedon thesethe
compleity of theentireprogramP , denotedy Complexity(P)
will be computedby addingthe compleities of the individual
routineswhile appropriatelyaccountingfor control- ow con-
structs(e.g., IF-THEN-ELSE and WHILE). The total cost of
P, denotedby Cost(P) will be computedas a function of
Complexity(P) andthe lifetime speci ed in the program. For
example,we cantake the productof thesetwo componentsnd

havef (Complexity(P); lifetime )=Complexity(P) lifetime.

Thesafetypolicy will specifyupperboundsComplexity"? and
Cost"? on the compleity and costof an individual program.
The client mustguaranteeas part of the proof thathis/herpro-

gram has compleity Complexity(P) Complexity”? and
costf (Complexity(P); lifetime)  Cost"?. Assuringthese
boundson individual programswould allow us to establish
boundson multiple programsrunning simultaneouslywhich is

essentiafor the developmentof a scalablemulti-usererviron-

ment.

Proof Generation and Proof Checking. Recall that the
main role of the Vinet Client Module is to compile the pro-
graminto bytecodeandto generatethe proof. We continue
with the re wall examplefrom Sectionll-A. Usingthe Athena
proof systemwe have createda modelof asimple Itering pro-
gram(essentiallythe re wall example),anda proofthatthe pro-
gramconformsto the SafetyPolicy speci edin Figure2. The
modelandthetheoremEndUser-IP1-observes-policy
areshavn ontheleft-handsidein Figure3; theproofof theorem
EndUser-IP1-observes-policy is shavn on the right-
handsidein Figure3. Subsequentithe proofis checledby the
proof checler at the Vinet Sener Module, and, if checkingis
successfulthe programis scheduledor execution.

An importantresearchproblemto addresss how to create
proofsthatarecompactandcanbe transmittedandchecled ef-
ciently. Thetechniquewe proposeto solwe this problemis to
build a library of theoremsof suchgeneralutility thatthey are
usableaslemmasn mary otherproofs. Thustheproofsof these
generatheoremsanbetransmittedbnly onceandstoredn alo-
calcopy of thelibrary in anetwork nodefor lateruse(whenever
neededn completingproofsof thetheoremghatinvoke them).
ThisapproacHollows exactly the sameprinciplesof modularity
in programmingijn fact,in the Athenasystemproofsare aform
of programandcanbemodularizedn the sameway asordinary
programsvia aform of parameterizedubroutinegcalledproof
methods).We arefollowing this approachn our currentwork
on PCCin which we are developing proofs of functional cor-
rectnessand safetypropertiesof STL-like genericalgorithms.
We currentlyhave asmallcollectionof afew hundrectheorems
and proofs (several thousandines of proof “code”), of which
morethan90%form areusablgyramid-like basdibrary. Thus,
in atypical scenariopnly a few top-level, specializedheorems
andproofswould have to be transmittedalongwith a new pro-



(domain IP)

(domain Content)

(datatype Paclkets(Paclet IP IP Content))
(declare EndUser((IP)! Boolean))
(declare Owns((IP IP)! Boolean))
(declare CanDiscard(IP Paclets)!
(declare Discard(((List-Of Paclets))!
(domain NetworkState)

Boolean))
(List-Of Paclets)))

(declare AnyFilterWith
((IP (List-Of Paclets)(List-Of Paclets))
I NetworkState))
(de®neEndUserowns-only-avn-I1P
(forall ?ThisIP
(if (EndUser?ThisIP)
(forall ?IP ((Owns?ThisIP?IP)iff (?1P= ?ThislIP))))))
(de®neCanbDiscard-onlysened-IPs
(forall ?ThisIP?From?To ?Content
((CanDiscard?ThisIP(Paclket ?From?To ?Content))
iff (Owns?ThisIP?T0))))
(de®neDiscard-axiom
(forall ?ThisIP?From?To ?Contenf?Traf®c
((Discard(Cons(Packet ?From?To ?Content)? Traf®c))
= ?Traf®c)))
(assertEndUsefrowns-only-avn-IP
CanbDiscard-onlysened-IPs
Discard-axiom)

HHE TR R R A R T
A safetypolicy requiredfor particularend-users
HHtHHHHHHH R R R R

(de®nelf-discard-not-allaved-then-ces-mt-happe
(forall ?ThisIP?From?To ?Content
(if (not(CanDiscard?ThisIP
(Paclket ?From?To ?Content)))
(forall ?2Incoming?Outgoing
((AnyFilterwith ?ThislIP
(Cons(Paclket ?From?To ?Content)
?Incoming)
?0utgoing)
= (AnyFilterWith ?ThisIP
?Incoming
(Cons(Paclket ?From?To ?Content)

?0utgoing)))))))

Fig. 2. FormalRequirementandSafetyPolicy for Paclet Filtering Programs.

gram,while the restcouldthenbe extractedandexecutedfrom
therecipientslocal library.

Static Analysis. An alternatve veri cation technologyis
staticanalysis,wherethe client uploadsthe codeat the sener
and the sener veri es the security and scalability constraints
usingits StaticAnalyzer The StaticAnalyzerwill translatethe
codeinto Control Flow Graph(CFG) representationvhich is
usefulfor data- ow analysis.Usingthe CFG,onecande ne a
data- ow analysisthat would checkconformanceo the safety
policy. As a concreteexample,recall the re wall programin
Sectionll-A. The CFG of this programwould be fairly simple:
nodel correspondso the rst statemen{MyPackets=...) hode
2 corresponddo the secondstatement(BadRaclets=...),and
node 3 corresponddo the third statemen{DISCARD(...); there
areedgedrom nodel to node2 andfrom node2 to node3. We
needto de ne ananalysison the CFGthatwould verify thefol-
lowing two facts: (1) thatactualagumentMyPacketsin thecall
atnode2 containsonly packetsaddressetb thelP of theclient,
and(2) thatactualagumentBadRacketsat node3 containsonly
pacletsaddressedb the IP of the client (thatis, the client ma-
nipulatesonly its own trafc). AssumethatargumentTHIS_IP
at nodel is equalto the IP of the client that uploadsthe pro-
gram(i.e.,theprogramis safe).Theveri cation of factsl and2
canbedoneby classicaReachingDe nitions analysig2]. The
only de nition that reachesode? is (MyPackets,1)(i.e., the
MyPaclketsthat o w to node2 aretheonesproducedatnodel).
Theanalysisexaminesthe call at nodel andsinceTHIS_IP=IP,
it concludeghatfact1 holds;this conclusiontakesinto account
the semanticof GROUP.BY _DESTINATION. Similarly, the de ni-
tion thatreachesode3 is (BadRackets,2). The analysisexam-
inesthecall atnode2 andsinceMyPacketscontainsonly appro-
priatepaclets,it concludedact? aswell; again,the conclusion
takesinto accountthe semantic®f GROUP.BY _SOURCE One of
the mainresearctproblemswould beto constructanalyseghat
would determinghe costof the programandverify the scalabil-

ity constraintn the safetypolicy. Notethatwith staticanalysis,
onecanusetheveri cation passesverthe CFGto performpro-
gramoptimizationsaswell—this cannotbe donewith PCC.

C. Client-ServeProtocolsand Scheduling

A senernodewill simultaneouslgxecutemultiple programs
by multiple clients. Therefore,a protocolis requiredfor com-
munication betweenthe client and the sener, as well as a
schedulingalgorithmthatwill choosea client programfor exe-
cution.

Client-Server Protocols. Communicatioris doneover a re-
liable and secureconnectionbetweenspeci ¢ port numbersof
network interface cards(NICs) betweenthe client and sener.
We assumédor now thatthereis a single client/sener module
in orderto avoid raceconditionsanddeadlocksTheclientend-
userandtheseneredgerouterwill establishasessiorkey (e.g.,
by usingtheDif e-Hellman (DH) algorithmoverareliablecon-
nection). Oncethe sharedkey is constructedall the commu-
nicationbetweenthe client andthe sener will be in encrypted
form. Thesharedkeys canbe storedatthe senersoncethey are
generatedWe emphasiz¢hatoneof ourfutureresearclyoalsis
to investigatehetradeofs betweerscalabilityandperformance.
Onecanreducethe amountof stateinformationat edgerouters
while increasinghe computationatost. For example,it is pos-
sibleto storethesharedey betweerapairof client-serernodes
attheclient sideto reducethe compleity atthe senersasfol-
lows: Uponestablishingashareckey K i with aclienti, sener
nodej encryptsK;j anda sequenceumber(initially setto
zeroatbothparties)usinghis publickey K p, , andtransmitsen-
cryptedmessagen to the client node. The client encryptsthe
consecutre messageandincrementghe sequenceumberby
the sharedkey K i , andappendsn to the messagévl sentto
thesener node. Uponreceving messagé/ , senerj removes
m anddecryptst usingits privatekey K r; to obtaintheshared
key Ki; . Thesenercheckghesequencaumberdo preventre-



(declare IP11P)
(assert(EndUseirlP1))
(declare Filterl
(((List-Of Paclets)(List-Of Paclets))!
(de®neFilterl-relation-to-AgFilterWith
(forall ?Incoming?Outgoing
((Filterl ?Incoming?Qutgoing)
= (AnyFilterWith IP1 ?Incoming?Outgoing))))
(assertFilter1-relation-to-AgFilterWith)
(de®neEndUserRule
(forall ?From?To ?Conten?lncoming?Outgoing
(if (not(?To=1P1))
((Filter1 (Cons(Paclket ?From?To ?Content)
?Incoming)
?0utgoing)
= (Filterl ?Incoming
(Cons(Paclket ?From?To ?Content)
?0utgoing))))))
(assertEndUserRule)
T
(de®neEndUsetlP1-obseres-poliy
(forall ?From?To ?Content
(if (not(CanDiscardP1 (Paclet ?From?To ?Content)))
(forall ?Incoming?Outgoing
((AnyFilterwith 1P1
(Cons(Paclet ?From?To ?Content)
?Incoming)
?0utgoing)
= (AnyFilterWith 1P1
?Incoming
(Cons(Paclet ?From?To ?Content)
?0utgoing)))))))

NetworkState))

(Y(concludeEndUseflP1-obseres-poliy)
(pick-ary FromTo Content
(assuménot (CanDiscardP1 (Packet From To Content)))
ick-ary In Out
(%caserg
(assumdTo = IP1)
('by-contradiction
(assuménot ((AnyFilterWith IP1
(Cons(Paclet FromTo Content)in) Out)
= (AnyFilterWith IP1In
(Cons(Paclet From To Content)Out))))
(dseq
(!(conclude(OwnsIP1To))
(right-instance
(!mp ('uspec*EndUserowns-only-avn-IP [IP1])
(EndUserlP1))[To]))
(fabsurd
(right-instanceCanDiscard-onlysoned-IPs
[IP1 FromTo Content])
(not (CanDiscardP1 (Packet From To Content))))))))
(assuménot (To = IP1))
(dseq
(Isetupleft (AnyFilterWith 1P1
(Cons(Packet From To Content)in) Out))
(‘expandleft (Filterl (Cons(Packet From To Content)
In) Out)
Filter1-relation-to-AgFilterWith)
(freduceleft (Filterl In (Cons(Packet From To Content)
Out)) EndUserRule)
(freduceleft (AnyFilterWith IP1
In (Cons(Packet FromTo Content)Out))
Filterl-relation-to-AnyFterWith)))))))))))

Fig. 3. A modelof a®ltering programandthe proof of the SafetyPolicy in Figure2.

play attacks.Clearly, with this schemehe sener doesnot need
to storekeys, but it needsto performadditionaldecryptionon
eachmessage.

Scheduler We assumehatthe Virtual InternetSener mod-
ule maintainsa datastructurefor the classesof programsthat
canbeexecutedattheedgerouter Theclassof a programis de-
terminedby its cost. Recallthatthe costof the programshould
be veri ed andspeci ed aspartof the proof, andit shouldnot
exceedtheprede nedcompleity andcostboundq(i.e.,thescal-
ability constraintin the safetypolicy). Furthermoregachvirtu-
alizationprogramcarriesanindicatorto announceo the sched-
uler which classit belongsto—thatis, it announcests total
costandits compleity. Note that the client would not have
anincentiveto lie to the schedulebecausé¢heveri er (i.e.,the
ProofChecleror the StaticAnalyzerdependingntheveri ca-
tion techniquewill checkthe costandwill discardthe program
without executionin caseof discrepany.

Virtualizationrequestdrom differentnetwork interfacescan
be processedat the NICs as follows: Each requestwill be
masledto determindts classandinsertednto adedicatedjueue
of that classwith FIFO discipline. This will be doneby time-
stampingheincomingrequest.The queuesf the sameclassat
differentinterfacesarememedat the sener moduleto maintain
theFIFO property(sincetherequestaretime-stampedhis can
bedoneeasily).

Thereis a priority assignmenbver the queuesof different
classes.The simplestprioritization schemewould be to assign
a paymentto a requestfor programexecutionwherethe pay-
mentwould be proportionalto the programcost; the highest
payment/cosprogramswill have the highestpriority. Thus,the
scheduleatthe sener modulewould implementa singlesener

class-basegriority queuingservice.In orderto achieve scala-
bility, we requirethatthe seneredgerouterhasaprede nedca-
pacity (re ecting routerresourcesuchasprocessoandmem-
ory). The schedulemay schedulea programonly if program
compleity (i.e., the contrikution to the load of the currently
runningprograms)s no greatetthanthe differencebetweerthe
routercapacityandthecurrentioad. We areextendingour previ-
ousworkin [21] to designonlinealgorithmsthattake advantage
of lookaheadperationsn thequeues.

D. TheExecutionEnvironment

The library of paclket manipulationroutinesmust be imple-
mentedn alow-level ef cient mannerandextensvely veri ed.
Intuitively, eachprogramuploadedatthe seneredgerouterma-
nipulatesthe connectionfrom a SourcelP(controlled by that
edgerouter)to the DestinationlPof the client. Note thatsince
we aim to achieve virtualizationper user, maintainingstatein-
formationperclientIP is aninherentlower bound”onthe size
of the executionervironment. An importantresearctguestion
therefores how to combinetheideasof individual programcon-
straintsand total router capacitywhich restrict programmabil-
ity, with adaptiveoptimizationghatcombinesimilar programs,
which would help optimize resourceusageand broadenpro-
grammability

Constraining Programmability. Thearchitectureof the en-
vironmentcan usea dynamictable indexed by SourcelPand
thenby DestinationlPasshawn in Figure4. SourcelRs dravn
from thesetof all IPscontrolledby theedgerouter;notethatthe
numberof suchiPsis substantiallyismallerthanthetotalnumber
of InternetlPs However, DestinationlFs dravn from the entire
setof InternetlPs. We proposeto use hashtablesdueto the



factthatchecksfor keys aretypically fast(i.e., it will typically

take constantime to seeif a pair hSrcIRDestIR isin thetable);

however, we emphasizehat the choiceof the right datastruc-

tureis animportantresearctproblemthat mustbeinvestigated
thoroughlyboththeoreticallyandempirically.

Supposeéhat the programcurrently being schedulednanip-
ulatesthe connectionfrom a given SrcIP to a given DestIP
Cell sources.get(SrclP).get(DestIP) , which will
be createdif needed,will be setto refer to that program.
Subsequentlythe total cost of the programsthat are running
at the momentwill be increasedoy Complexity(P). Recall
from Sectionll-C that P is chosenby the scheduleronly if
Complexity(P) doesnot exceedthe differencebetweenthe
router capacityand the total cost of the simultaneouslyrun-
ning programs.Further whena programat cell hSrcIRDestIR
nishes execution, the cell will be freed and the total cost
of the simultaneouslyrunning programswill be decreasedy
Complexity(P).

Adaptive Optimizations. Constraintson individual pro-
gramsandon all simultaneouslyunning programs(driven by
routercapacity)restrictprogrammability To mitigatethis prob-
lem, we proposeo useadaptie optimizationthatwill allow in-
dividual programso shareresourcesWhena programis sched-
uled, it is analyzedandif thereis a programthathasthe same
functionalityalreadyrunningon behalfof anotheruser the new
cell is simply setto refer to that program. With this scheme,
the cost of the currently running programswill not be incre-
mented.For example,supposéhata virtual re wall that Iters
out SrclP1runson behalfof DestIP1. Whenthe routersched-
ulesavirtual re wall that Iters outSrclPlonbehalfof DestIP2,
cell hSrclP1,DestIPRwill be setto referto the programat cell
hSrclP1,DestlPilandno additionalprocessewill betaken.

To further increase e xibility and scalability the programs
may be groupedby functionality classedor eachSourcelPand
theroutermay assignquotasfor eachfunctionality class—that
is, atmostN DestinationIPanay uploadprogramsof classC
thatmanipulaterafc from a given SourcelPFor example,we
will de ne a classVirtual Filtering which will includeall pro-
gramsthat DISCARD packets—thatis, the classwill include
virtual spam Iters andvirtual re walls. Clearly; if alargenum-
ber of DestinationIPsarewilling to payto turn a SourcelPoff,
thisis anindicationthatSourcelFs sendingmaliciouspaclets.
It is likely thatthe computemwasactually“highjacked” andwas
partof a bot network. The routerwill shutSourcelPoff for ev-
eryoneandalertits userwho will have to checkthe computer
in orderto getbackon the net. Note thatthis adaptve scheme
designedo helpscalabilitywill helpcombatdistributedattacks
aswell.

I1l. EXPERIMENTAL VALIDATION

A prototypevirtual Internetsystemincluding both the client
middlewvareandtheprogrammableouteris beingdesignedWe
areconsideringheMIT Click router[27], [8] asapossiblebasis
for building our programmableouters. We will systematically
testour proposedsystemfor performanceaswell as security
and scalability under certain threat (malicious user behaior)
models,againstspeci ed safetypolicies. We will alsoevaluate
thegainsfor the exampleapplicationsve discusse@bove.

In orderto validateour resultsin a e xible andyet high -
delity setting,we canutilize the DETER (www.isi.deterlanet)
and Emulab (www.emulabnet) testbeds. Emulab is a
universally-aailabletime- and space-sharedetwork emulator
locatedat the University of Utah. The systemis comprisedof
hundredof linkedcomputergPCs)thatcanbe connectedn al-
mostary speci ed topology anda suite of softwaretools that
managethem. The Cyber DefenseTechnologyExperimental
ResearciNetwork (DETER)is anexperimentatestbedt based
on Emulabz thatallowsresearchert testandevaluatelnternet
cybersecuritytechnologiesn arealistic,but safeervironment.
This ervironmentcanbe accessedemotely but is quarantined
from the Internet. The EvaluationMethodsfor InternetSecu-
rity Technology(EMIST) project, in which we are participat-
ing, is a companionprojectthat designstestingmethodologies
andbenchmarkg$or the DETERtestbed7].

We believe that emulationon DETER will be ideal for ex-
perimentswith the virtual Internet,asit is more e xible thana
hardware testbed,yet more realistic thana simulator On the
onehand,usingan emulatoris signi cantly more e xible than
building a hardwaretestbedn our labs, sincealmostarbitrary
topologiescanbe speci ed without rewiring machinesandthe
testbeds maintainedoy professionabndexperiencedstaf. On
the otherhand,an emulationervironmentaffords muchhigher
delity thanasimulator andthis canexposeunforeseewulner
abilities, interactions,and performanceproblems. This is be-
causean emulationtestbedusesa realdedicateccomputewith
limited resourcesand a real operatingsystemrunning on it,
to represeneachhostin an experiment. Hence,ary protocol
implementatiorerror or resourcevulnerability canbe exposed,
sincethesearenot abstractedby a model. Our preliminaryex-
perimentson the Emulabor DETER testbeddave exposedin-
terestingbottlenecksand software problemsthat highlight dif-
ferencedetweersimulation,emulation,andtestbedsncluding
hardwarerouterg11]. For example wefoundthatsynchroniza-
tion effectsin ns-2simulationsampli ed the impactof certain
attacksagainsfTCP congestiorcontrol. Further sincens-2[38]
doesnotaccuratelymodelthe switching/queuindabric,thepro-
cessorbuses.or interrupthandling,no paclket lossescanoccur
asaresultof bottlenecksuchasheadof the line blockingin a
switchfabric,orinterruptlivelock[17], [28] in anoperatingsys-
tem,in contrasto real systemawhich exhibit suchbottlenecks.

A. RouterEmulation

As mentionedabove, the MIT Click router[27], [8] is a pos-
sible basisfor constructingour programmableouters. Devel-
oping modularbut ef cient software routershasbeenthe sub-
ject of signi cant researctsincethe 1990s,e.g.,[17], [28]. In
thesestudies, polling is usedas an alternatie to paclet re-
ceive interruptsto eliminate interrupt livelock at high paclet
rates.Thisis becausénterruptscanconsumeamuchof the CPU
andbus capacityof mid-rangemachineq(i.e., Pentiumlll and
belown) at 100 Mbps+ speeds. In the Click router [27], pro-
grammed/O (PIO) interactionwith the Ethernetcontrollersis
eliminatedusing Direct Memory Access(DMA). In our own
experimentson the Wisconsin AdvancedInternet Laboratory
(WAIL) at http://www.schoonewwail.wisc.edu/we have found
that livelock can occur on Cisco 3600 seriesrouters, limiting
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Fig. 4. The DynamicExecutionErnvironment.

theforwardingperformance.

In Click, the entire paclet pathis easily describedand one
caneasilycon gure asimplelP routerthatbypasseshe OSIP
stack. Simpli cation of the paclet pathyields a performance
boost,makingthe PC routerlessvulnerableto overloadunder
high paclet o ws. Whentherouteris con gured, eachaffected
network device hasto be includedinto the con guration. It
shouldbe straightforvardto changethe queuingdisciplineand
the queuedepthfor the queueat eachoutputport, accordingto
our virtualization programs. Our packet manipulationlibrary
canalsobeincorporatednto this ervironment.

Using Click entailsa numberof challengesFor example,in
our prior work, we have foundthatit is insufcient to change
the Click Queueelementdepth[11]. Thisis becauseClick (or
ary softwaresystemfor that matter)hasto go througha device
driver whenit acceptor outputsa paclet. Like any Linux net-
work device driver, the driver for the Intel Pro cardhasinternal
transmit(TX) andreceve (RX) buffers,whosesizesmustbead-
justed. The Click Queueelementonly sene asintermediaries
betweenthese. We will have to take suchsubtleimplementa-
tion issuesinto consideratiorwhenbuilding andvalidatingour
virtual Internetprototype.

B. ExperimentaMethodolay

In orderto conductrealistic experimentson DETER that
mimic the Internet,we will leveragetopologyandtrafc gen-
erationtools and datasetshat we developed/usedor our prior
work in the EMIST project[11]. We will alsoleveragetopol-
ogy, delay andbandwidthinformationthroughthe application
of inference(Internettomography}echniquese.g.,[41], [22].
Onechallengene arefacingis theneedto developtoolsto scale
down outputfrom topologygeneratorso t within testbedcon-
straints. Sincethe numberof testbedmachinesds limited, and
themachineshave a physicallimit on how mary network inter-
facecardsthey have andtheirtotal bandwidth arbitrarynetwork
topologiecannoteused.We needto beableto mapatopology
to anequivalentDETER-compliantopology

Our experimentswill investigatehefollowing ve key ques-
tions:

1. Programmablerouter performanceunder different loads.
Examplequestiongo investigateinclude: what are the funda-
mentallimits on proof checkingandinstalling differentvirtual-

izationprogramswith andwithout the optimizationspreviously
discussedWhat paclet ratescanthe routerhandlewith differ-
entvirtualization programs?How ef ciently we canschedule
andexecutetypical workloadsof virtualizationprograms?

2. Rolustnesaunderthreats. As we learnedin the pastfrom
proposalssuch as active networks, potential misusecan hin-
dertheadoptionof programmabl@etworking paradigmsn the
globallnternet.Therefore akey componenbf ourstudywill be
investigatinghe robustnes®f the executionernvironmentatthe
routerundermaliciousattackson its securityandscalability

3. Placemenbfprogrammableouters. Theeffectof partialde-
ploymentof our programmableoutersmustbe quanti ed. The
tools we plan to build will enableus and otherresearcherto
convenientlyexplorethe “deploymentspacé.

4. Potential gains from different applications. Our proposed
paradigmwill allow newn applications,suchasthe virtual re-
wall, spam lter, and multicasting,that can have a profound
positiveimpacton the performanceercevedby the usersarit-
ing thevirtualizationprogramsaswell asinternetperformance
at large. We planto conductexperimentsto quantify this im-
pact. For example,we caneasilyemulatean ervironmentwith
mary spammersand measurehe improved performancewith
ourspam lter application.

5. Impactof networkpropertiessuc astrafc, topolagy, and
con guration. Network propertiesimpact network load, and
hencewill impact our programmableroutersand our exam-
ple applications. Badkgroundtraf ¢ characteristics e.g., mix
of http, ftp, and peerto-peertraf c, anddurationof the ows
in our experimentsshould be representatie of Internettraf c
characteristicsExperimentatopology characteristics e.g.,the
“small-world” phenomenong¢analsobe critical sincethey im-
pacthow traf ¢ is aggreyated. Infrastructureparameterén the
network, e.g., BGP routing policies and OSPFIlink weights,
shouldalsoberealisticin our experiments.

Obsene thatit is critical to isolateeffectswe might obsene
in DETER experimentsnto key obsenationsthatwill alsohold
onthelnternetyersusemulationmodelartifacts,e.g.,causedy
delayemulationon DETER[11]. In orderto identify andisolate
suchartifacts,a carefulsensitvity analysiss crucial.



C. TestbedExperimenControl

A natural approachfor describingtasksthat must be per
formed on the testbednodesinvolves event scripts,muchlike
eventsin anevent-drivensimulator[38]. Emulabsoftwareim-
plementsa few eventtypessuchaslink failures;however, most
of the interactionwith the nodeshasto be donevia a secure
shell (SSH)sessionWe planto designa e xible middlevare to
control all testmachinesrom a centrallocation, since manu-
ally usingeachcomputeris impossible especiallywhentimed
eventsareinvolved. We have developeda preliminarytool, that
we call a ScriptableEventSystemto parsea script of timed
eventsandexecuteit on thetestmachinesOur systemis capa-
ble of receving callbackssuchthateventsynchronizatiortanbe
achieved[11]. Our systemneeddo be extendedto signi cantly
enrichthescriptlanguageandprovide anintegratedinstrumen-
tation,visualizationandanalysistool.

IV. RELATED WORK

ActiveNetworks. Clearly, ourideasarerelatecto researcion
Active Networks[37], [10] (http://nms.Ics.mit.edu/actware/).

help producecompactproofs. In our approactto PCC,we also
work in a higher level programminglanguagethan one nds
beingusedin mostPCCwork. PreviousresearctsuchasNec-
ulaandLee’s [31], [33] andAppel's [1], [42] hasbeencarried
outmainly with verylow level languagegmachinecodeor Java
byte code). The proof checkingsystemwe are using, Athena
[5], [6], providesboth a Scheme-lile programminglanguage
in which programsaretypically expressedscollectionsof re-
cursive functionde nitions, anda structurallysimilar language
for expressingdeductve methodswhoseexecutionscarry out
proofsusingbothprimitiveinferencemethodof rst orderlogic
(of which thereareabouta dozen suchasmodusponensgxis-
tentialgeneralizationyuniversalspecializationgetc.) and“calls”
of other deductve methodspreviously de ned by the useror
importedfrom a deductve-methodibrary. Both of theselan-
guagesrehighlevel by mostprogrammindanguagestandards,
offering, for example,higherorderfunctions(and methods)—
the ability to passfunctions/methodso a function/methodor
returnthemasresults.

Moreover, we are experimentingwith the useof thesepro-
grammingand deductie languagefacilities at a substantially

ThelLiquid Softwareproject(http://www.cs.arizona.edu/liquid/) higherlevel of abstractiorthanin mostprogrammingactivity.

is closelyrelatedto our ideas. In that work, it suggestedhat
network nodesshouldbe enhancedvith complex executionen-
vironmentsandsupportheexecutionof largeandcomple soft-
ware systems.The main goalsof the Liquid Softwarewereto

enhancethe performanceof the Internetand distributed Inter-

net applications. The securityand scalability issuesthat arise
with network programmabilitywerenot addressedin contrast,
ourideasaremorefocused(e.g.,programmabilityis limited to

well-de ned pacletoperationandcodecanbeuploadednly at
edgerouters).We aim to provide usefulprogrammabilitywhile

carefully balancingsecurityand scalability Our goalis to at-

tack securityproblemsabundantin today's Internetthatwe be-
lieve cannotbe effectively addressedvithout a paradigmshift

towardsnetwork programmability

Otherprojectsrelatedto Active NetworksincludeANTS [40]
and PLAN [23]. ANTS is a toolkit for deploying network
protocols—thais, it is not concernedwith programs. On the
otherhand,PLAN is a restrictedfunctionallanguagethat un-
like oursallows building arbitrarily complex programgthrough
a mechanisnsimilar to “system” callsin UNIX shell scripts).
Thus, constraining(and even understandingjhe safetyissues
for suchprogramds hardandremainsan openproblem([3]. In
addition, PLAN is dynamicallychecled, which may consider
ably slow down the executionof a PLAN programat a network
nodeandthusslow down the network node.In contrastwe will
restrictprogramgo compositionof well-de ned packetmanip-
ulationroutinesandasa resultonecande ne arelatively sim-
ple safetypolicy asoutlinedin Sectionll-B. Also, in our model
programswill beveri ed statically (eitherby staticanalysisor
PCC).

Veri cation. Model checkingis averi cation techniquethat
hasbeenappliedto protocolchecking[24], and morerecently
to softwarechecking[18], [16], [9], [14]. Unlike PCC,it places
the responsibilityfor checkingwith the sener andis relatively
expensve. In contrastwe proposeto make useof PCCandad-
vanceits stateby usinga library of reusabldemmaswhich will

We have alreadyfound elegantwaysto usehigherorderfunc-
tions and methodsin Athenato expressgenericrequirements
speci cationsmuch like the theory speci cations of research
languagesuchaslsabelle[39], Imps [20], or Maude[13], or
the conceptdescriptionsof Tecton[26], [29], [30]. Thereare
two majorbene tsthatstemfrom expressingoroofsatthis high
abstractiorievel. First, oncea proof of a theoremis written at
thislevel, thefunctionsandmethodgde ning it canbecalledin
mary differentways,which meanghatthe proof doesnot have
to be redeselopedwhenits conclusionis neededn a different
setting. Second,one can use such high-level theory or con-
cept speci cationsto specify generic software components—
onesthat have a single sourcecode expressionbut which can
beinstantiatedn mary differentwaysto producedifferentuse-
ful speci c versionsby pluggingin othersuitablecomponents.
Thus,the substantiakffort requiredin constructingsuchproofs
can be amortizedover the mary repeatedusesof both proofs
andthe genericsoftwarecomponentshatcanbe extractedfrom
them.

Overlay networks. A multitudeof overlay network designs
for resilientrouting,multicasting quality of service contentdis-
tribution, storage,and objectlocation have beenrecentlypro-
posed. Overlay networks offer several attractive features,in-
cludingeaseof deployment, e xibility , adaptvity, andaninfras-
tructurefor collaborationamonghosts. For example, overlay
networks that detectperformancedegradationof currentrout-
ing pathsandre-routethroughotherhostsinclude Detour[35]
and RON [4]. Multicast and peerto-peersystemshave also
beensuccessfukerviceson overlay networks. A numberof
overlay multicastalgorithmshave beenproposedover the last
four years. End SystemMulticast (or Narada)[12] wasone of
the earliestandmosttestedapproachesOvercas{25] provides
scalableandreliablesingle-sourceverlay multicast. Gnutella,
KazZaA, and BitTorrent are commercialpeerto-peer le sys-
temsfor music and video sharing. For betterscalability sev-
eralrecentpeerto-peersystemsincluding Chord[36] andPas-



try [34], useef cient distributedhashtable(DHT) lookupalgo-
rithms over overlay networks. Despitetheir attractive features,
ausermustexplicitly downloadsoftwareto join anoverlaynet-
work, anddifferentnetworks have their own varying member
ship policies and procedures.In fact, mary overlay networks
have limited deploymentsincethey suffer from scalabilityprob-
lems. Furthermore,since they are purely application-layer
they incur a performancepenaltyover network-level solutions.
For example,we have studiedone aspectof the performance
penaltyof application-leel multicastin [19]. Finally, againby
virtue of beingapplication-layemechanismsthey cannotcon-
trol network-level functions,which our proposedapproactcan
control.

V. CONCLUSIONS

This paperhasoutlinedanambitiousresearctagenddor vir-
tualizing the Internet. The new virtual Internetoffers signif-
icant e xibility, making it more secureand manageable.We
have adaptedtechniquesrom the extensve literatureon pro-
gramanalysisandveri cation, operatingsystemsnetwork pro-
tocol design,and network emulationto enablethe new virtual
Internet.Many challengesemainin orderto realizethefull po-
tential of this new paradigm,andto allow e xible securityand
scalabilityconstraintgo be speci edandveri ed.
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