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1 Introduction

The main objectives of the EMIST DDoS group is to ad-
vance the state of the art in rigorous evaluation of dis-
tributed denial of service attack-defense scenarios in the
Internet. Over the last three years, we have developed an
evaluation methodology using a combination of simula-
tion, emulation, modeling, and analysis techniques that al-
lows independent comparison of different DDoS defense
systems.

We have identified five high-level dimensions that the
experimenter needs to carefully design in order to conduct
an effective evaluation: (1) attack mechanism, (2) back-
ground traffic, (3) network topology (4) defense mecha-
nism, (5) measurements and metrics. The methodology
provides a sequence of well defined steps that guide the
experimenter in defining and conducting the evaluation.

In this paper, we briefly discuss the current state of art
in each of these five dimensions of attack-defense eval-
uation and provide references for in-depth information.
Section 2 discusses the distribution and activities of hosts
involved in a DDoS attack for both current and future
attacks. Section 3 discusses legitimate traffic workload
creation using various types of background traffic gener-
ators. Section 4 discusses topological characteristics of
the Internet and how they impact DDoS attack-defense
evaluation. Section 5 discusses various types of defense
technologies that can be evaluated using the methodology
framework and lastly Section 6 discusses the necessary
and sufficient set of measurements and metrics for evalu-
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ating the impact of attacks and the efficacy of the defense
mechanisms. Additionally, each section also provides ref-
erences to tools that can be used to automate various as-
pects of the evaluation methodology.

2 Attack Mechanisms

Denial of service attacks can deny legitimate service in
two ways: (1) by consuming some critical resource in the
network or at the end host via abundant or complex traffic,
or (2) by exploiting some vulnerability within a router, an
end host’s operating system or an application to make a
service inoperable. Attacks of the first type are frequently
calledfloodingattacks while those of the second type are
calledvulnerabilityattacks. Experimenters can opt for us-
ing real attack tools, captured from the wild. Quite a few
of these tools can be found at [33]. On the other hand,
writing one’s own packet flooding tool or using an exist-
ing tool written by security researchers can have signifi-
cant advantages over real attack tools. Real packet flood-
ers generate very simple flooding traffic — their primary
sophistication lies in control mechanisms used to coordi-
nate agent networks and to hide their presence from de-
fenders. If an experimenter’s goal is to test an attack-
defense combination, rather than a security system that
detects agent machines based on their coordination activ-
ity, researcher-written tools can simplify testing because
they have many customizable parameters and can gener-
ate a wider variety of flooding attacks than real tools.

Because of the possibility of misuse researcher-
developed tools cannot be freely downloaded but they
can be obtained by contacting corresponding project lead-
ers via E-mail addresses found on the DETER tools web

1



page. The UCLA Laboratory for Advanced Systems Re-
search (LASR) has developed theCleo attack tool. This
tool has a master-slave architecture. The slave code is
installed at several clients and their IP addresses are spec-
ified in a configuration file used by the master file to start
or stop the packet flood at the child nodes. Cleo is capa-
ble of generating various kinds of attacks such as constant
rate attacks, pulsing attacks where the active period and
inactive period can be specified, increasing rate attacks,
and periodic increasing rate attacks. The tool also has op-
tions to specify the spoofing technique, set packet size,
customize targetted ports, and it can generate TCP, UDP,
ICMP traffic or combinations of the three.MACE is a
versatile tool, developed by Wisconsin Advanced Internet
Laboratory (WAIL), that can generate a variety of DoS
and worm traffic scenarios. It provides a high-level lan-
guage for attack traffic specification and contains a small,
but easily extensible, database of attacks. The EMIST
DDoS group has also incorporated an attack agent within
the set of tools available on DETER. This agent can be
scripted to perform a wide range of attacks within an au-
tomated test scenario.

Finally, some tools for network auditing can be used
to generate packet floods. Packit tool [7] can generate
traffic with many spoofed fields in TCP, UDP, ICMP, IP,
ARP, RARP, and Ethernet header. Nmap tool [18] can
generate a variety of packet floods, and some of probe
packets generated by this tool can crash certain operating
systems, thus recreating a vulnerability DoS attack.

3 Cross Traffic

Cross traffic modeling is an important step in evaluating
a defense mechanism as different conclusions can be de-
rived about the performance based on the composition of
the cross traffic.

The simplest form of background traffic generation is
using packet trace replay [44]. Many defense systems
need to be tested under realistic traffic conditions at high
data transmission rates. Replaying real packet traces from
high-speed links using multiple PCs can allow the experi-
menter to stress the defense system under high traffic rates
and evaluate performance.

Another approach is usingapplication-specifictraffic
generators such as Surge [4], trafgen [12], PackMime [9].

They model network traffic based on different applica-
tions, such as a web browser or FTP. A combination of
these traffic generators can be used to model an applica-
tion mix on the network.

Some traffic generators areapplication independent
and create traffic at the IP flow level. Examples include
Harpoon [34] and D-ITG [2] that create network traffic
based on probabilistic distributions and stochastic pro-
cesses for various traffic parameters such as inter-packet
gap interval and packet size.

Lastly some traffic generators support parametrization
of traffic models from real network measurements, for ex-
ample RAMP [22] and LTProf [28].

The EMIST DDoS team has developed tools that allow
configuring a wide mix of background traffic that consists
of TCP traffic created using Harpoon [34], DNS traffic by
setting up a server and periodically issuing requests from
various locations in the topology, and ICMP echo request
and reply traffic using the ping utility.

4 Topology

DDoS attacks may target routers/links or services in the
network, and traffic from multiple attackers may be ag-
gregated within the network. Hence, topology is an ex-
tremely important dimension in DDoS testing. Selecting
benchmark topologies with realistic routing parameters
and representative resources and services is an extremely
challenging problem [1]. Internet topology characteriza-
tion has been the subject of significant research for over
a decade [45, 16, 8, 10, 19, 41]. Several researchers
have examined Internet connectivity data at both the Au-
tonomous System (AS) level and at the router level, and
characterized the topologies according to a number of key
metrics. A well-studied metric is the degree distribution
of nodes in a topology, especially at the Autonomous Sys-
tem level, which was found to be heavy-tailed – a phe-
nomenon typically referred to as “the power law phe-
nomenon” [16, 8, 10]. Clustering characteristics of the
nodes have also been examined, and the term “the small
world phenomenon” [40, 19, 3] was used to denote pref-
erence to local connectivity. Recent work [23] uses joint
degree distributions to capture different metrics such as
clustering, assortativity, rich club connectivity, distance,
spectrum, coreness, and betweenness.
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One of the earliest and most popular topology genera-
tors is GT-ITM [45], which used a hierarchical structure
of transit and stub domains. GT-ITM and other structural
topology generators are believed to generate representa-
tive topologies when the number of nodes in the topology
is small [37]. In fact, a key problem with selecting bench-
mark topologies is the scale-down of a topology of several
thousand or even millions of nodes to a few hundred nodes
(which is the number of nodes available on a testbed like
DETER).

Routers within a domain typically use a routing pro-
tocol such as Open Shortest Path First (OSPF) or IS-
IS. Configuringborder routers in a topology to run the
Border Gateway Protocol (BGP) poses a significant chal-
lenge, since Internet Service Providers (ISPs) use com-
plex BGP policies for traffic engineering. The work by
Gao et al. [17, 39] infers AS relations and this informa-
tion can be used to configure BGP routers. Further infor-
mation on other topology generation and routing configu-
ration tools we have developed for DETER can be found
in [11].

Assigning link delays and link bandwidths is non-
trivial, since delay and bandwidth data, especially within
an enterprise network, is not public, and is sometimes im-
possible to infer. Tools such as [15, 35, 25] have been
proposed to measureend-to-endbottleneck link capacity,
available bandwidth, and loss characteristics. Standard
tools such as ping and traceroute can give end-to-end de-
lay or link delay information, when their probe packets
are not dropped by firewalls. Identifyinglink bandwidths
is perhaps the most challenging problem. Therefore, an
experimenter usually resorts to using information about
typical link speeds (optical links, Ethernet, T1/T3, DSL,
cable modem, dial up, etc) to assign link bandwidths in
benchmark topologies.

5 Defense Mechanisms

A large number of DDoS defense systems have been pro-
posed in recent years. Because DDoS is a multifaceted
threat, proposed defenses vary greatly in their approaches
to a defense. Some systems aim only at detecting attacks,
others attempt to also filter attack traffic, while protecting
legitimate user’s traffic. Some systems also attempt to lo-
cate attack sources. Finally, there are systems that prevent

certain types of DDoS attacks by modifying underlying
communication protocols.

To thoroughly evaluate a defense, one must be aware
of its approaches to attack detection, response, prevention
or traceback, and stress test them by generating attacks
that attempt to bypass or crash the defense. Below we
list recommended test scenarios for some general defense
categories, defined in [27]:

• Defenses that train behavioral models to learn the
difference between the legitimate traffic and the
attack (e.g., [26]) should be tested with flooding
attacks that mimic legitimate traffic features and
slowly increase their rate to achieve values that deny
service.

• Defenses that use resource accounting should be
tested with highly distributed attacks, where each at-
tacker sends at a low rate.

• Defenses that use resource multiplication should be
tested with highly distributed attacks, generating
high-rate traffic that challenges resource replication.

• Interdependent defenses should be challenged with
attacks on the defense itself, and in presence of con-
trol message loss, to evaluate whether defense mod-
ules can function when isolated from their peers.

• Defenses that perform agent identification (such as
traceback [5, 31] should be tested in topologies that
have high levels of path-sharing between legitimate
users and attackers, and with highly distributed at-
tacks where each agent floods at a low packet rate.
This setup challenges a defense to precisely separate
the legitimate from the attack traffic, and also tests
its scalability.

• Defenses that detect attacks and respond to them in
some fashion should be tested with short-duration,
repetitive attacks to evaluate the cost of turning the
defense on and off and the overall protection offered
to the attack victim.

• Defenses that deploy some kind of a cooperative de-
fense (e.g., [21, 43]) should be tested for insider at-
tacks to evaluate the damage that a trusted member
could inflict to a system, if compromised by an at-
tacker.
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6 Metrics

One of the challenges in addressing the measurements and
metrics dimension in our evaluation methodology is the
lack of a standard set of metrics that can be used to evalu-
ate a mix of DDoS attacks and defenses in various exper-
iments. Our review of the literature indicated that indi-
vidual research efforts and commercial products utilized
a variety of metrics to measure and assesses the results
of their respective techniques, products and technologies.
Also, interesting is that most of the metrics are not specif-
ically DDoS-centric; rather, they are straightforward ap-
plications of well-known metrics used by researchers and
practitioners in networking, performance, and quality of
service evaluations.

In developing our methodology, we wanted to get better
insights into how these metrics can be applied to a broad
set of DDoS experimental settings that utilize multiple at-
tack types, defenses, topologies and background traffic as
well as how they can be used as a basis for the develop-
ment of more DDoS-centric measures. To enable this, we
developed a high level framework for analyzing and cat-
egorizing network and system performance metrics [32].
First, this framework divides all metrics into two broad
categories, namelyextrinsicandintrinsic. Extrinsic met-
rics are measures that can be computed and observed by
external parties in relation to the object (attack, defense
etc.) being measured. On the other hand, intrinsic met-
rics can only be computed by the object being measured
and only by analyzing the internal algorithms and data
structures such as queues and connection tables. Given
the distinction between extrinsic and intrinsic metrics, we
can further categorize an individual extrinsic or intrinsic
metric in two dimensions that reflect the granularity, rel-
evance and application. The first dimension is the topo-
logical granularity that the metric applies to, namely end-
point (including client and server side), link-level or end-
to-end. The second dimension is the layer in the protocol
stack, starting at the bottom of the stack with packet-level
metrics and moving progressively up the stack to flow-
level (such as TCP) and aggregate-level and application-
level metrics.

Given the above two-dimensional characterization of
extrinsic and intrinsic metrics, we review various metrics
in three areas, namely, characterizing traffic, assessing
attack impact and assessing DDoS defense effectiveness

and point out where they have been used in the DDoS
literature for research and experiments. Unfortunately,
space constraints prevent us from discussing the context
and details of the research efforts where these metrics
were used. We identify each metric as extrinsic or intrin-
sic by the notation (E) and (I), respectively.

Metrics for characterizing traffic: These are well
known in the networking community. Examples of end-
point packet-level metrics observable at client side in-
clude server response rate (E), average response-time (E),
server-error rate (E) and those at the server-side include
per client packet rate (E), packet-drop-rate (I), per packet
overhead (I), etc. Link and end-to-end packet metrics at
the packet-level include link and end-to-end throughput,
error rates and latencies. In the context of DDoS attacks,
such packet level traffic characterization metrics are used
to characterize attack traffic in terms of their attack rate
(intensity) and attack duration [29] as well as goodput
(the throughput of legitimate traffic). Moving up to the
flow-level (i.e. relevant to connections such as that in
TCP), client-observable end-point metrics include aver-
age connection establishment time (E) and server connec-
tion completion rates (E) while those observable at the
server-side include the per client connection request rate
[20] (I) and per-client goodput (I).

Link-level flow metrics include the per flow or per-
connection throughput observed at the link. Examples of
end-to-end flow metrics include those used by protocols
like TCP for flow and congestion control such as through-
put, round trip time (RTT) for a connection (E), per con-
nection retransmission timeout value (I), per connection
loss rate (I). End-point aggregate-level metrics observ-
able at the server-side include per aggregate arrival rate
(I) and aggregate service rate (I) [24]. Collectively, we
refer to these traffic metrics asbase metricsas we expect
these to be leveraged and composed to form more mean-
ingful higher-level composite DDoS-centric metrics. An
example of such a higher level metric is the probability
of denied service proposed in [6]. It is based on ratios of
the number of initiated, established, and completed TCP
connections. Also, traffic characterization metrics at the
application level are very closely tied application-specific
semantics and perceptions of quality of service. Thus for
streaming video an extrinsic metric is the mean opinion
score (MOS) computed by asking end users their opin-
ions on the video quality for Voice over IP (VoIP), met-
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rics include round-trip-delay between VoIP endpoints(E),
percentage of Packets discarded by the jitter buffer (I),
mean-length-of-bursts (I) [13] etc.

Metrics for assessing attack impact: A first step in
measuring the impact of an attack is to assess how vari-
ous base metrics presented above degrade over the course
of the attack. Attacks typically become noticeable when
metrics such as goodput and server response times de-
grade beyond what is expected from routine fluctuations.
The actual degradation may be measured and presented in
various forms, including percentage drops in values and
various statistical measures. The long term goal would be
to use degradation in base metrics to develop higher-level
attack impact assessments in terms that the end users per-
ceive at the application layer.

Metrics for assessing defense effectiveness: Minimally,
metrics for assessing the effectiveness of a DDoS defense
must measure the accuracy and efficiency of a defense.
A common measure of accuracy is the rate and probabil-
ities of false positives and false negatives in attack de-
tection. For example, this metric is used in works such
as [14] and [30] to get a better sense of the accuracy
of attack filtering algorithms. Another metric tied to the
accuracy of a DDoS defense is the “probability of detec-
tion” [42]. Other metrics that could be used to assess the
effectiveness of a defense include those that can be used
to characterize some percentage improvement in one or
more base and composite metrics. For example one could
devise a metric that measures the time taken to achieve a
50 percent increase in goodput when a defense is turned
on. An example of this that measures improvements in
TCP throughput is discussed in section 5 of [36].

Another aspect of measuring the effectiveness of a de-
fense is to formulate metrics that will pinpoint the exact
breaking point of a defense. An example of this would
be the maximum attack rate that a DDoS filtering scheme
could handle without unacceptable packet loss of legit-
imate traffic. An example of this is discussed in [38]
where legitimacy tests were used to filter incoming pack-
ets on a Gigabit link using an Intel IXP2400 network pro-
cessor and it was discovered that the maximum sustain-
able attack rate was around 140Mbps due to the over-
head involved in administering the legitimacy tests at the
packet level. Thus, although the network processor de-
vice was capable of processing legitimate traffic close to
the line speed of 1 Gbps, its breaking point for attack traf-

fic was 140 Mbps.

7 Conclusions and Future Work

We briefly discussed the five dimensions that are impor-
tant to consider when setting up a DDoS attack-defense
evaluation. The EMIST DDoS group has developed sev-
eral tools in each area to aid in automation and ensure
the fidelity of the experiment. Additionally, we have also
exercised the methodology outlined in this paper and ap-
plied it to compare the performance of three defense sys-
tems.

However, there are a number of additional areas we
need to address in the future. We aim to semi- or totally-
automate the reuse of existing software and tools to create
a DDoS experiment scenario allowing the experimenter
to rapidly test systems. This work is on-going within the
framework of the DETER security experimenter’s work-
bench. Additionally we will archive several experiment
descriptions along with data and results to seed the pro-
cess, and expand the DETER experiment archive as ad-
ditional experimenters make use of the facility to study
other defensive technologies and attack scenarios.
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