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I. INTRODUCTION

Experimentation with security attacks introduces additional
requirements compared to traditional networking and distributed
system experiments. High capacity attack flows can push sys-
tems beyond their expected operational regions, and expose un-
expected behaviors. Many popular simulation and emulation
environments fail to account for such behaviors, and incorrect
results have been reported based on experiments conducted in
these environments. In addition, simulation and emulation en-
vironments sometimes introduce artifacts, altering the experi-
mental outcome and its interpretation. Finally, identification of
systems settings that significantly impact experimental results is
crucial for creating repeatable experiments.

In this paper, we present the results of a careful sensi-
tivity analysis we have conducted, which exposes difficulties
in obtaining meaningful measurements from three emulation
testbeds: DETER at http://www.isi.deterlab.net/, Emulab at
http://www.emulab.net/, and Wisconsin Advanced Internet Lab-
oratory (WAIL) at http://www.schooner.wail.wisc.edu with de-
fault system settings. We compare these results to ns-2 sim-
ulation results, and find dramatic differences between simula-
tion and emulation results for Denial of Service (DoS) attack
experiments. We select low-rate TCP-targeted DoS attacks as
a case study, since these attacks have generated significant in-
terest in the research community in the past few years. To
validate our comparisons, we use a simple analytical model of
TCP performance degradation, in the presence of a special case
of TCP-targeted DoS attacks (those not causing timeouts), as
a lower bound. Our results reveal that software routers such
as Click provide a flexible experimental platform, but require
understanding and manipulation of the underlying network de-
vice drivers. We also discuss our future work plans for creating
higher fidelity network simulation and emulation models that
are not computationally prohibitive.

The remainder of this paper is organized as follows. Section Il
summarizes related work. Section 111 describes the simple an-
alytical model we have developed. Section 1V explains the ex-
perimental setup that we use. Section VV summarizes our results
and the problems in achieving high fidelity DoS simulation and
emulation. Finally, Section VI concludes the paper.
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Il. RELATED WORK

This section briefly describes simulation and emulation tools
that are currently in use by the research community. Addition-
ally, we give a brief background on low-rate TCP-targeted DoS
attacks.

A. Network Simulation

Probably the most well known network simulator is ns-2 [11].
This discrete event simulator has very basic link models and
is mainly used for queuing and end-to-end protocol research.
Routers are represented as collections of output link queues, ig-
noring their physical characteristics. On the other end of spec-
trum, the OPNET simulator [1] is a very detailed commercial
simulator. It contains a diverse collection of device models that
include routers, switches, servers, and mainframes. Users have
the option of creating their own models for the devices. How-
ever, a plethora of complicated models is detrimental to scala-
bility, as it becomes prohibitively expensive to run large scale
topologies and there is no guarantee that the models are correct.

B. Network Emulation Tools and Emulators

Network emulation tools range from those emulating large
segments of a network to those that shape a single link. Tools
like tc, iproute2, NIST-net, DummyNet, NetPath, and Click al-
low link shaping. Emulators like Modelnet and EMPOWER are
capable of emulating large scale topologies; however, they em-
ulate the network core leaving only the edge nodes to the user.
The tools emulate the core connectivity, requested delays, loss,
and link bandwidth. However, critical properties of real devices
such as queuing delays, maximum packet forwarding rates, poli-
cies, and queue sizes are not accurately emulated, thus reducing
the fidelity of the experiments that can be carried out.

C. Low-Rate TCP-Targeted Denial of Service Attacks

Most well-publicized DoS attacks have utilized a large num-
ber of compromised nodes to create constant high-rate flows to-
wards the victims. Such “flooding attacks” are effective, but
have major shortcomings from the attacker’s perspective. First,
the attacks are easy to detect due to the high volume of uniform
traffic, e.g., UDP or ICMP. Second, the attacks can self-congest
at some bottleneck and not reach the intended destination.

An attack that is less susceptible to these limitations is the
low-rate TCP-targeted attack (Figure 1), introduced in [7]. This
attack has generated significant interest in the research commu-
nity, due to its potential to do great harm, go undetected, and
the ease by which it can be generated. One variant of low-
rate TCP-targeted attacks [5] is an attack that exploits the TCP
Additive Increase Multiplicative Decrease (AIMD) mechanism



to cause TCP goodput degradation. The premise is that during
the congestion avoidance phase, when packet losses occur due
to attack pulses, TCP halves its congestion window, but when
a successful transmission occurs, it only linearly increases its
window size. Such an attack can be used to strategically target
key routers or servers in the network, thus causing wide-spread
degradation of TCP performance. Moreover, this attack may be
difficult to detect, since it does not operate at a known frequency
as in the case of the attack in [7]. Therefore, we use this attack
variant as a case study in our work. This attack has not been ex-
perimentally studied in prior work, except in extremely limited
settings, with no sensitivity analysis, or comparisons to analyti-
cal or simulation results.
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Fig. 1. Low-rate TCP-targeted DoS attack

I1l. TCP THROUGHPUT DEGRADATION MODEL

In this section, we describe a simple analytical model, which
is a special case of a model given in [8]. The model charac-
terizes TCP performance degradation as a function of the TCP-
targeted attack frequency. In prior work, e.g., [10], models of
TCP throughput as a function of the round-trip time and loss
event rate were developed. These models, however, do not con-
sider the presence of periodic attacks. In contrast, we compute
the average TCP window size as a function of the TCP-targeted
attack parameters.

As discussed in Section I1-C, the objective of this variant of
the attack is to exploit the TCP AIMD mechanism and not to
cause timeouts. Our analysis assumes that TCP Reno [2] in the
congestion avoidance phase is being employed for a single flow
under attack. Since Reno can typically recover from a single
packet loss without a timeout, it is assumed that every attack
pulse will induce a packet loss. A loss of a single data packet
will cause a reduction of the congestion window by half in TCP
Reno, after which additive increase will be employed. For sim-
plicity of the analysis, the short fast recovery phase is ignored.
The resulting TCP congestion window saw-tooth pattern is de-
picted in Figure 2 for a fixed attack frequency. Observe that the
model also gives a close approximation of the behavior of TCP
New Reno [4] or TCP SACK [9] even with a few packet losses
with every pulse, since these TCP flavors can typically recover
from multiple packet losses without timeouts.

For brevity, we omit the detailed derivation of the throughput,
which can be found in [3]. We find that the average congestion
window size We,g = %, where ¢ is the sleep duration and rtt
is the round trip time of the TCP flow.
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Fig. 2. Saw-tooth pattern of congestion window evolution due to periodic loss
every 4 seconds.

IV. EXPERIMENTAL SETUP

The topology we use for both simulation and emulation ex-
periments is depicted in Figure 3. This is a simple dumb-bell
topology with four end systems and two routers that connect via
a link with 60 ms delay. The attacker and the attack sink are var-
ied from one side of the topology to another.! The same basic
ns-2 script is used for both simulations and DETER and Emu-
lab testbed experiments. Due to the specific requirements of the
WAIL testbed, we had to modify the tcl script used on WAIL, so
that access links have 40 ms delay and the backbone link has no
delay. We have validated the results of ns-2, Emulab, and DE-
TER for the same setup, and found them to be the same as the
results with the topology in Figure 3. To create a long lived TCP
flow, we used the ttcp tool on the testbeds to transfer a large file.
Precise details about the DETER and Emulab machines can be
found in [3].
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Fig. 3. Simple dumb-bell topology with 160 ms round-trip-time and 100 Mbps
links.

V. EXPERIMENTAL RESULTS

In a series of experiments on DETER, Emulab, and WAIL, we
have varied the duration of the attack sleep period to change the
impact of the attack on the single TCP file transfer. The length
of the attack pulse was set to 160 ms which is the RTT for the
TCP flow. A sample of the results is given below to demonstrate
the sensitivity of the results to testbed capabilities and settings.
The complete results can be found in [3].

A. DETER and Emulab Experiments

In this section, we compare the results from the analytical
model given in Section Il and the ns-2 simulator with results

1This simple topology is not representative of the Internet, but we have se-
lected it in order to be able to analyze the results in depth. Our future work plans
include experiments with multiple bottleneck configurations and other traffic
patterns.
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Fig. 4. Comparison of the average congestion window size from analysis, simulations, DETER and Emulab for different sleep time periods, and an attack pulse of
length 160 ms. RTT is 160 ms. ns-2 results are not plotted in the reverse case because the attack has little impact.

from the DETER and Emulab testbeds. We first use the default
system settings for the DETER and Emulab nodes without using
Click on PC routers, since the ns-2 configuration was derived
from these values. The attack tool was configured to generate
packets as fast as possible during the attack pulse. In this set of
experiments, the attack packet payload size is 10 bytes on DE-
TER and ns-2, but it is set to 100 bytes on Emulab, as higher
packet rates due to smaller packet sizes on Emulab cause the ex-
periments to take several days, which is problematic in a shared
and heavily used testbed like Emulab.

DETER. From Figure 4(a), we find that for all values of sleep
time, DETER flows are not affected by the attack as much as
ns-2 and Emulab flows. This is because the DETER PC router
nodes are able to handle the attack pulse and the single TCP
flow under attack. The DETER results are comparable to ns-2
results with a router buffer size of 100 packets [3]. For larger
values of sleep time, the DETER curve levels off instead of in-
creasing as with ns-2. This is because the goodput in these cases
starts approaching the goodput value when no attack is present
(203 KBps) for an RTT of 160 ms. This goodput value corre-
sponds to a receiver window size of 34715 bytes (24 segments),
which is the value reported by the receiver in our experiments.
This receiver window size, set by the ttcp application, limits the
maximum goodput when no attack is present.

Emulab. Results on the Emulab testbed appear to be more
similar than DETER to the analysis and ns-2 results, since the
attack creates overload on the Emulab PC routers (even though
attack packets are larger), causing packet loss and window cuts.
We found that the attack causes a significant number of timeouts
on Emulab for sleep times 500—1500 ms, while the number of
timeouts is negligible for other sleep times on Emulab, and for
all cases on DETER and ns-2. This can be attributed to the fact
that the machines used in these Emulab experiments were older
than DETER machines, and hence their buses and NICs created
bottlenecks.

ns-2. In contrast to testbed results, packet loss in ns-2 only
occurs in case of buffer overflow. The ns-2 nodes themselves
have “infinite CPU and bus capacity,” and are capable of pro-
cessing any flow without contention. Since the packet service
times are shorter in ns-2 than on the testbeds, packet drops are

less frequent. Another difference is that, due to the bounded
capacities of the physical devices on the testbed, we find that
maximum testbed packet rates cannot exceed 148 Kpackets/s,
while ns-2 reports up to 250 Kpackets/s. A key difference be-
tween the testbed results and ns-2 is demonstrated in Figure 4(b)
when the attack is launched in reverse direction. In ns-2, there is
no contention between flows traveling in opposite direction, thus
rendering the attack ineffective; however, on the testbeds the at-
tack is still potent due to physical limitations of the machines
(shared buses and processors).

Another interesting observation from Figure 4(a) is the non-
monotonic increase of the average congestion window for ns-2
with the increase of the sleep time. This can be explained as fol-
lows. In ns-2, the lack of overlap between sender and attacker
traffic can lead to fewer Cwnd cuts than expected for certain val-
ues of sleep time, thus causing the average window to be higher.
However, for other values of sleep time, synchronization of the
sender and attacker or timeouts can result in a smaller average
Cwnd value. Since the ns-2 simulator components in this exper-
iment are deterministic, such synchronization effects are ampli-
fied.

Packet sizes. Our DETER experiments with different attack
packet sizes (results not shown here for brevity) have shown
that, in case of packets with 700 byte-payload, there is an
even less significant goodput degradation, confirming that small
packets can cause more damage on PCs and software routers
due to higher packet rates, packet processing overhead, and slot
based queues. Results with a payload size of 2 bytes show a
slightly higher goodput degradation than with a payload of 10
bytes.

B. Click Experiments

In the Click modular software router [6], the entire packet
path is easily described, and one can easily configure a simple
IP router that bypasses the OS IP stack. Simplification of the
packet path yields a performance boost, making the PC router
less vulnerable to overload under high packet flows. When the
router is configured, each affected network device has to be in-
cluded into the configuration. It is easy to change the queuing
discipline and the queue depth for the queue at each output port.
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Fig. 5. Impact of varying the Click router queue and the transmit buffer ring of
the device driver on DETER.

To increase the fidelity of our experiments and reduce depen-
dence on default system settings, PC routers were configured to
run an SMP-enabled Linux-2.4.26 kernel with a multi-thread-
enabled Click-1.4.3 Linux module. Nodes R1 and R2 in Figure 3
were configured to run as IP routers using Click’s programming
language.

The default drop-tail queuing discipline was used. Figure 5
demonstrates that varying the TX buffer size produces signifi-
cant variation in the results. It is also important to note that the
TX buffer size has a much more profound impact than the Click
queue size. Figure 5 clearly shows that a TX of 256 and a Click
Queue of 50 performs much better than a TX of 80 and a Click
Queue of 256. This implies that it is crucial to be aware of the
driver settings.

C. Cisco 3640 Experiments

In the previous experiments, we have used open source soft-
ware routers running on PCs. The Wisconsin Advanced Inter-
net Laboratory (WAIL) has a large variety of commercial Cisco
routers which we used in the following set of experiments. Since
we changed the topology on WAIL so that only the access links
had propagation delays (as discussed in Section V), we ran ns-2
experiments with the new setup and found very little difference
between the new (using the modified topology) and old (using
the topology in Figure 3) simulations.
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Fig. 6. Comparison of the average congestion window size and the average
goodput from analysis, simulations, and WAIL for different sleep time periods,
and an attack pulse of length 160 ms. RTT is 160 ms.

Figure 6 shows the results of an experiment with a low-rate
TCP-targeted DoS attack as described in Section IV (dumbbell

topology, 160 ms RTT, single attacker multiplexed with the TCP
flow) on the Cisco 3640 routers with Cisco 10S 12.4(5). We
had to modify the attack parameters from what we used on DE-
TER and Emulab: Two attack parameters were used: 10-byte
TCP packets at 13 Kpackets/s and 1400-byte TCP packets at
8.3 Kpackets/s. We also used TCP attack packets instead of
UDP packets, which resulted in RST packet traffic which im-
posed additional load on the routers. The attack pulse was rate
limited; otherwise, most of the attack traffic was dropped on
the input port queues. In this case, large packets caused more
damage, which is opposite to what we have observed in the PC
router experiments in Section V-A. Additionally, the fact that
we had to scale down the attack significantly (13 Kpackets/s vs.
148 Kpackets/s) shows that properly configured PCs can be used
to mimic lower performing commercial routers.

V1. CONCLUSIONS

Our work has revealed key qualitative differences between the
simulation and testbed results due to device specifics. These
specifics have a major impact when conducting high perfor-
mance experiments which stress the devices beyond the oper-
ational range envisioned when developing simulation and emu-
lation models. It may be possible to use active probing to de-
termine the capabilities of a network packet forwarding device
and then create a general model of the device. Click can then
be used to mimic a specific router, offering a higher degree of
fidelity. This is the direction of our future work.
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