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Abstract— This paper addresses the critical need for a common
evaluation methodology for distributed denial-of-service (DDoS)
defenses. Our work on developing this methodology consists of:
(i) a benchmark suite defining the necessary elements of DDoS
attack scenarios needed to recreate them in a testbed setting,
(ii) a set of performance metrics for defense systems, and (iii) a
specification of a testing methodology that provides guidelines on
using benchmarks and summarizing and interpreting performance
measures. We characterize the basic elements of a typical DDoS
attack scenario and describe how to embody those elements in a
benchmark. We describe a set of automated tools we developed
to harvest real data on attacks, legitimate traffic, and real network
topologies. This data guides our benchmark design. We also describe
the major difficulties in achieving realism in the various elements
of DDoS defense evaluation in a testbed setting.

I. INTRODUCTION

Distributed denial-of-service (DDoS) attacks are a serious
threat for the Internet’s stability and reliability. DDoS attacks
have gained importance because the attackers are becoming more
sophisticated and organized, and because several high-profile
attacks targeted prominent Internet sites [12], [20]. To evaluate
the many defenses that have been proposed against DDoS, it is
necessary to develop an objective, comprehensive and common
evaluation platform for testing them.

In this paper we describe our ongoing work on the development
of a common evaluation methodology for DDoS defenses. This
methodology consists of three components: (1) a benchmark
suite, defining all the necessary elements needed to recreate a
comprehensive set of DDoS attack scenarios in a testbed setting,
(2) a set of performance metrics for defense systems, and (3) a
specification of a festing methodology that provides guidelines on
using benchmarks and summarizing and interpreting performance
measures. Our methodology is specifically designed for use in the
DETER testbed [2].

II. DDOS DEFENSE BENCHMARKS

DDoS defense benchmarks must specify all elements of an
attack scenario that influence its impact and a defense’s effec-
tiveness. We consider these elements in three dimensions:

e DDoS attack — features describing a malicious packet
mix arriving at the victim, and the nature, distribution and
activities of machines involved in the attack.

o Legitimate traffic — features describing a legitimate packet
mix and the communication patterns in the target network.
During the attack, legitimate and attack traffic compete for
limited resources. The legitimate traffic’s features determine
how much it will be affected by this competition.

Sonia Fahmy
Purdue University
West Lafayette, IN

Peter Reiher

University of California Los Angeles
Los Angeles, CA

Internet

Traffic
traces
Network \

LTProf

Network
literature
and
experiments

Network
literature
and
experiments

literature
and
experiments

NetProf

Cluster

O o0 |looloe]| | 000
LIPS DA R SeWSS
LIRS IS I
Typical Comprehensive Typical Comprehensive || Typical Comprehensive

Attack traffic

Legitimate traffic Topology and resources

BENCHMARKS

Fig. 1. Benchmark components and their generation

e Network topology and resources — features describing the
target network architecture. These features identify weak
spots that may be targeted by a DDoS attack and include
network topology and resource distribution. In addition to
this, performance of some defenses will depend on the
topology chosen for their evaluation.

The basic benchmark suite will contain a collection of typical
attack scenarios, specifying typical settings for all three bench-
mark dimensions. We harvest these settings from the Internet,
using automated tools. The AProf tool collects attack samples
from publicly available traffic traces. The LTProf tool collects le-
gitimate traffic samples from public traces. The topology/resource
samples are collected and clustered by the NetProf tool, which
harvests router-level topology information from the Internet and
uses the nmap tool to detect services within chosen networks.

The typical suite provides tests that recreate attack scenarios
seen in today’s networks. To facilitate in-depth understanding
of a defense’s capabilities, the benchmark will also contain
a comprehensive suite, which will define a set of traffic and
topology features that influence the attack impact or the defense’s
performance, and a range in which these features should be
varied in tests. Instead of performing an exhaustive testing in
this multi-dimensional space, our work focuses on understanding
the interaction of each select feature with an attack and a defense.
Figure 1 illustrates the benchmark’s components.
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Fig. 2. Attack sample generation with AProf

III. ATTACK TRAFFIC

The attack traffic dimension specifies the attack scenarios
observed in today’s incidents and hypothetical scenarios, designed
by security researchers, that may become popular in the future.

A. Typical attack scenarios

Typical attack scenarios are obtained by building the AProf
automatic toolkit to harvest attack information from public traffic
traces stored in libpcap format. They detect attacks in the trace,
separate legitimate from the attack traffic, and create attack
samples that describe important attack features such as strength,
number of sources, etc. Finally, attack samples are clustered to
yield representative attack categories.

Attack samples are generated in four steps, shown in Figure 2:

1) One-way traffic removal. One-way traffic is collected if
there is an asymmetric route between two hosts and the
trace collection occurs only on one part of this route. Some
of our attack detection tests use the absence of reverse
direction traffic as an indication that the destination may
be overwhelmed by a DDoS attack. One-way traffic, if left
in the trace, would naturally trigger a lot of false positives.
We identify hosts on asymmetric routes by recognizing one-
way TCP traffic, performing some legitimacy tests on this
traffic to ensure that it is not part of the attack, and recording
its end points. We then remove from the original trace all
packets between hosts on asymmetric routes.

2) Attack detection is performed by collecting traffic infor-
mation at two granularities: for each connection (traffic
between two IP addresses and two port numbers) and
for each destination IP address observed in a trace. A
packet belonging to a specific connection or going to a
given destination is identified as malicious or legitimate
using the detection criteria associated with: (1) this packet’s
header, (2) this packet’s connection and (3) the features
of the attack, which was detected based on the packet’s
destination. We currently perform several checks to identify
attack traffic, including examination of TCP characteristics,
matching of application-level UDP and TCP traffic, detec-
tion of high-rate ICMP traffic, and several others. Space
does not permit detailing of these techniques here.

Each packet is classified as legitimate or attack as soon
as it is read from the trace. Packets that pass all detection
steps without raising an alarm are considered legitimate. We
store attack packets in attack.trc and we store legitimate

packets in legitimate.trc. Each attack packet is also used
to update the information about the attack features (rate,
type, spoofing, etc.). When a new attack is detected, this
information is written to a file called victim.out.

3) Attack sample generation. Attack features are selected from
the attack.trc file by first pairing each attack trace with
alerts from victim.out. and then extracting attack character-
istics from the attack trace. This step produces two output
files: human.out, with the alert and traffic information in a
human readable format and alerts.out, with the alerts only,
specifying attack details such as rate, level of spoofing,
attack type, number of attack sources, attack packet size
and port distribution, etc.

Although it is too early to offer conclusions about typical attack
scenarios, our preliminary results indicate that an overwhelming
majority of attacks are TCP SYN attacks, sent at a low rate (2-5
packets per second) from many machines, and lasting from several
minutes to several hours.

B. Comprehensive attack scenarios

We are applying three approaches to build comprehensive
attack scenarios: (1) We use network literature to identify attacks
that are particularly harmful to certain proposed defenses, (2) We
use network literature and experiments to identify attacks that
target critical network services, and (3) We investigate the link
between the attack features (rate, packet mix, dynamics, etc.) and
the attack impact, for a given test setting (network, traffic and
defense), to identify relevant features and their test values.

IV. LEGITIMATE TRAFFIC

Legitimate traffic is specified in our benchmarks by host models
that describe a host’s sending behavior. We build host models
by automatically creating host profiles from public traffic traces
and clustering these profiles based on their feature similarity
to generate representative models, using the LTProf tool we
developed. For the comprehensive suite, we use network literature
and tests to investigate how legitimate traffic features determine
an attack’s impact and effectiveness of various defense systems.

We extract features for host profiles from packet header in-
formation, which is available in public traffic traces. Each host
is identified by its IP address. Selected features include open
services on a host, TTL values in a host’s packets, an average
number of connections and their rate and duration. We also
profile several of the most recent TCP and UDP communications
and use the Dice similarity of these communications as one of
the host’s features. This feature reflects the diversity of all the
communications initiated by a host. We cluster host profiles using
their feature similarity to derive typical host models.

Our preliminary results for legitimate traffic models are from
the Auckland-VIII data set from NLANR-PMA traffic archive.
This data set was captured in December 2003 at the link between
the University of Auckland and the rest of the Internet. After
filtering out little-used hosts, we have 62,187 host profiles left
for clustering. The data is random-anonymized, so we could
not identify inside vs. outside hosts. Thus, the resulting models
characterize both the incoming and the outgoing traffic of the
University of Auckland’s network.



We first identify four distinct host categories: (1) NAT boxes,
with very diverse TTL values that cannot be attributed to routing
changes, (2) scanners, which only generate scan traffic, (3)
servers, which have some service port open; we differentiate
between DNS, SMTP and Web servers, and (4) clients, which
have no open ports and initiate a consistent volume of daily
communications with others. We then apply clustering within
each host category. The Table I shows the clustering result,
illustrating that clustering generates several compact and large
clusters in each category, that contain the majority of hosts.

TABLE I
LEGITIMATE HOST CATEGORIES

Host category | Hosts | All clusters Top clusters
DNS servers 44% 62 Top 6 clusters contain 96% of hosts
SMTP servers 6.4% 65 Top 8 clusters contain 88% of hosts
Web servers 4.4% 85 Top 6 clusters contain 74% of hosts
Clients 28% 27 Top 6 clusters contain 90% of hosts
NAT boxes 9% 94 Top 7 clusters contain 67% of hosts
Scanners 5% 9 Top 5 clusters contain 99% of hosts

V. TOPOLOGY AND RESOURCES

To reproduce multiple-AS topologies, at the router level, we
are developing a NetTopology tool similar to RocketFuel [22].
NetTopology relies on invoking traceroute commands from
different servers [24], performing alias resolution, and inferring
several routing and geographical properties.

For DETER, we have developed two additional tool suites: (i)
RocketFuel-to-ns, which converts topologies generated by Net-
Topology tool or Rocketfuel to DETER-compliant configuration
scripts, and (ii) RouterConfig, which takes a topology input and
produces router (software or hardware) BGP and OSPF configu-
ration scripts according to routers’ relationships in the specified
topology. We apply the methods of Gao et al. [9], [25] to infer AS
relationships and use that information to generate configuration
files for BGP routers. Jointly, NetTopology, RocketFuel-to-ns and
RouterConfig tools form the NetProf toolkit.

A major challenge in reproducing realistic Internet-scale
topologies in a testbed setting is scaling down a topology of thou-
sands or millions of nodes to a few hundred nodes (the number
of nodes available on a testbed like DETER [2]), while retaining
important topology characteristics. RocketFuel-to-ns allows a user
to specify a set of Autonomous Systems, or to perform breadth-
first traversal of the topology graph from a specified point, with
specified degree bounds and number of nodes bound. This enables
the user to select smaller portions of very large topologies for
testbed experimentation. The RouterConfig tool works both on
(a) topologies based on real Internet data, and on (b) topologies
generated from the GT-ITM topology generator [29]. One major
focus of our future research lies in defining how to properly scale
down DDoS experiments, including the topology dimension.

Another challenge in defining realistic topologies lies in assign-
ing realistic link delays and link bandwidths. Tools such as [16],
[6], [23], [18] have been proposed to measure end-to-end such
characteristics, and standard tools like ping and traceroute can
produce end-to-end delay or link delay information. Identifying
link bandwidths is perhaps the most challenging problem. There-
fore, we use published information about typical link speeds [26]
to assign link bandwidths in our benchmark topologies.

For localized defense testing, it is critical to characterize
enterprise network topologies and service. We analyzed enterprise
network design methodologies typically used in the commercial
marketplace, such as Cisco’s classic three-layer model of hier-
archical network design [21], [27]. Our analysis of the above
commercial network design methodologies shows that there are
at least six major properties that impact enterprise network design.
These include: (1) the edge connectivity design (multi-homed vs.
single-homed); (2) network addressing and naming (private vs.
public and routable, for example); (3) the design of subnet and vir-
tual local area networks (VLANS); (4) the degree of redundancy
required at the distribution layer; (5) load sharing requirements
across enterprise links and servers and (6) the placement and
demands of security services such as virtual private networks and
firewalls. We next plan to study how network topology properties
define the impact of DDoS attacks and defense effectiveness in
real enterprise networks.

VI. PERFORMANCE METRICS

To evaluate DDoS defenses we must define an effectiveness
metric that speaks to the heart of the problem —- do these de-
fenses remove the denial-of-service effect? The metrics previously
used for this purpose, such as the percentage of attack traffic
dropped, fail to capture whether legitimate service continues
during the attack. Even if all attack traffic is dropped to preserve
a server’s capacity, if the legitimate traffic does not get delivered
and serviced properly, the attack still succeeds.

We propose a metric that directly expresses whether the le-
gitimate clients received acceptable service or not. This metric
requires considering traffic at the application level and considering
quality of service needs of each application. Specifically, some
applications have strict delay, loss and jitter requirements and
will be impaired if any of these are not met. Other real-time
applications have somewhat relaxed delay and loss requirements.
Finally, there are applications that conduct their transactions
without human attendance and can endure significant loss and
delay as long as their overall duration is not impaired.

We measure the overall denial-of-service by extracting trans-
action data from the traffic traces captured at the legitimate
sender and the attack target during the experiment. A transaction
is defined as a high-level task that a user wanted to perform,
such as viewing a Web page, conducting a telnet session or
having a VoIP conversation. Each transaction is categorized by
its application, and we determine if it experienced DoS effect by
evaluating if the application’s QoS requirements were met. The
DoS impact measure expresses the percentage of transactions, in
each application category, that have failed.

The proposed metric requires (1) determining which applica-
tions are most important, both by their popularity among Internet
traffic and the implications for the rest of the network traffic if
these applications are interrupted, and (2) determining acceptable
thresholds for each application that, when exceeded, indicate
a denial-of-service. Both tasks are very challenging, since the
proposed applications and thresholds must be acceptable to the
majority of network users.

The defense performance metrics must also capture the delay
in detecting and responding to the attack, the deployment and



operational cost, and the defense’s security against insider and
outsider threats. Each of these performance criteria poses unique
challenges in defining objective measurement approaches.

VII. MEASUREMENT METHODOLOGY

The benchmark suite will contain many test scenarios, and our
proposed metrics will produce several performance measures for
a given defense in each scenario. The measurement methodology
will provide guidelines on aggregating results of multiple mea-
surements into one or a few meaningful numbers. While these
numbers cannot capture all the aspects of a defense’s perfor-
mance, they should offer quick, concise and intuitive information
of how well this defense handles attacks and how it compares
to its competitors. We expect that the definition of aggregation
guidelines will be a challenging and controversial task.

VIII. RELATED WORK

Space does not permit detailed discussion of other related
benchmarking efforts. Particularly relevant are:

o IRTF’s Transport Modeling Research Group’s work to stan-
dardize testing methodologies for transport protocols [11].

o The Center for Internet Security’s benchmarks for evaluation
of operating system security [8]

o Work on quality of service that impacts on our proposed
DDoS metrics [10].

o« Work on differentiated services (DiffServ) and Per-Hop
Behaviors [13], [14].

« Internet topology characterization, represented by [1], [29],
[71, [31, [5], [15], [28], [17], among many others.

o Studies on characterizing Internet denial-of-service activity,
generally based on limited observations [19], [4].

Briefly, while much existing research has shed light on impor-
tant aspects of the problem, no previous concerted effort has been
made to define all aspects required to create usable DDoS defense
benchmarks. Our work borrows liberally from this previous work,
wherever possible, but many critical issues require fresh attention.

IX. CONCLUSIONS AND FUTURE WORK

The major remaining technical challenges for DDoS bench-
marking are: (1) collecting sufficient trace and topology data
to generate typical test suites, (2) understanding the interaction
between the traffic, topology and resources and designing com-
prehensive, yet manageable, test sets, (3) determining a success
criteria for each application, (4) defining a meaningful and concise
result aggregation strategy, (5) updating benchmarks. The value
of any benchmark lies in its wide acceptance and use. The main
social challenge for our work lies in gaining acceptance for all
three components of our common evaluation methodology from
wide research and commercial communities.

Our existing methods have some clear limitations, because they
rely on trace analysis for definition of typical scenarios. Only a
limited number of traces are currently publicly available, which
may bias our conclusions. Keeping in mind these limitations, we
believe that information we may glean from traffic traces will still
offer a valuable insight for design of realistic test scenarios.

Designing benchmarks for DDoS defenses is sure to be an
ongoing process, both because of these sorts of shortcomings

in existing methods and because both attacks and defenses
will evolve. However, there are currently no good methods
for independent evaluation of DDoS defenses, and our existing
work shows that defining even imperfect benchmarks requires
substantial effort and creativity. The benchmarks described in this
paper represent a large improvement in the state of the art for
evaluating proposed DDoS defenses.
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