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switch1 = {attach(alloc(switch), alloc(NIC),alloc(NIC), alloc(NIC))}
host1 = attach(alloc(host), alloc(NIC))

plug(cable1, NIC(switch1) plug(cable2, NIC(switch1)) plug(cable3, NIC(switch1))

host2 = attach(alloc(host), alloc(NIC))
host3 = attach(alloc(host), alloc(NIC))

plug(cable1, NIC(host1)) plug(cable2, NIC(host2)) plug(cable3, NIC(host3))

cable3 = alloc(cable)
cable2 = alloc(cable)cable1 = alloc(cable)
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System Call
Virtualization

Virtualized Resources

Memory

Network

Disk

Timer

CPU*

RTC Watchdog: SIGALRM/SIGVTALRM

Implementation Details

* Faults and traps are emulated by corresponding signals: Device interrupt (SIGIO), Timer(SIGALRM), Memory faults (SIGSEGV)

User/Kernel Mode : ptrace tracing on/off

Context Switch: one�to�one process mapping and memory/signal handling restoration

Physical Memory: mmapping a physical memory sized file

Kernel/Virtual Memory: mapping individual pages from the file

NIC: TUN/TAP devices, socket served by a routing daemon ...

Disk: VFS mechanisms with hostfs virtual file system
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3.2 Virtual OS
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3.3 Virtual Networking
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3.3.1 Virtual Hub/Switch
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1:  VM initiates a unix socket connection request to a specified unix socket daemon (control port)
2:  The request is acceptted by the unix socket daemon, and a new port is created
3.  VM establishes physical connection to virtual hub via VNIC
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3.3.2 Virtual Link/NIC
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3.3.3 Virtual Router/Firewall
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3.4 Root File System
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Minimal Linux
ext2 file system
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4.1 Routing Flapping in OSPF
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!
router ospf
 redistribute connected
 network 192.168.1.0/24 area 0
!

OSPF configuration for ospf1
!
router ospf
 redistribute connected metric 10
 network 192.168.2.0/24 area 0
!

OSPF configuration for ospf3

!
router ospf
 redistribute connected
 network 192.168.1.0/24 area 0
 network 192.168.2.0/24 area 0
!

OSPF configuration for ospf2
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Router 2Router 1 Router 3
OSPFOSPFOSPF

eth0: 192.168.0.1/24 eth0: 192.168.2.2/24 eth1: 192.168.0.1/24

eth1: 192.168.2.1/24

eth1: 192.168.1.1/24

eth0: 192.168.1.2/24

�������
	���
�������������	���������� �����"!$#%�"	&��'����(	��*)+�-,.�/�0�1�32

465�7

�

8%9;:=<?>A@-BDCFE�G.HDI"CJBDCLK�BDCLHDI(BDC�C�BDMA@-HDCJBDNPORQ�S3GTQPU�KA9�V+QXWYG�C3K�Z�I

M�[�\�I"<?Z�I]<?N�BD@"9"9-<?9">]^A_a`�b�cP[1BDMYdfe.C�g(BhKFBDMY@-HD<?9->0NiMA[�H%\RK�BDC�jlk3m�npo

qrKAZhIsMA[RBDMA@-HDCJBDNLQ�SLKA9�V;QXW6<t9uHDC�9uHD<?MY9"KAv?vlwxI"KANLMA9"C6<?9uHDCJBi[*K�Z�C

ZJMY9-y">Y@(BDC3V6HDMzI�K3{|C�HDI"C}NDKAd0CX8•~sKYV"V�BDC�NiNPk3EY€�o?k3mA•(o ‚(o?k3ƒY€�„(GTKA9�V

BDMA@-HDCJB;Q
S

KAV-{|C�BiHD<tNiCJN+BDMA@-HDC…C�9uHiBiw†[‡M�Bˆk�E|€�o?k�mY•(o ‚�otk3ƒA‰Y€Š\�<?HDI

d0C�HiBD<tZ‹€A‚�ŒaV(CJ[*K�@"vlH•{YK�vt@-C�Ž•KA9"V•BDMA@-HDCJB•Q}W‹KYV-{YCJBiHD<?NiC�NR[‡MAB•NDK�d0C

V(C�N‘HD<?9�K�HD<tMA9’\�<lHDI+Nid6KAv?v?CJB“d0CJHiBD<?Z•k�‚(oL”(<?9-Z�CzBDMA@-HDCJB“Q
W

<?9"Z�@(BDN

v?M3\•C�B•Z�MAN‘H�HDMxBDC3K�Z�I&V-CJN‘HD<t9"K�HD<?MY9–k�E|€uotk�mY•�o ‚�o?k�ƒY€�„-G�BDMY@(HDCJB•QXU

NiI-MY@-v1VsZhI"MuMYNiC�Q
W

[‡MAB0V-C�N‘HD<?9�K�HD<?MY9—k3EY€�o?k3mA•(o ‚(o?k�ƒA€�„s\�I"C�9…HDI-C

9-CJH•\˜MABD™•<?N}N‘HhKAg"<?v?<?š�C3V.o‹›PCJHhK�<tv?C3V+œ‹”(~•:žZ�MY9(y�>Y@(BhK�HD<?MY9+K�9�VŸ8‘~

KAV"V�BDC�NiN•KANiNi<?>Y9-d0C�9uH•[�MAB•C3K�Z�I�BDMA@-HDCJB}K�BDC‹NiI"M3\�9•<?9Ÿ:=<?>Y@(BDC“E(o

 

H•HDI-CXg C�>A<?9"9"<?9->-G�BDMY@(HDCJB�Q
S

KA9�V•Q
U

K�BDCPg MuM�HDN‘HiBhKA¡"¡ C�V�G�HDI"C�9

Q
W

<?NŸN‘HhK�BiHDC3V.o£¢/I"C�9†BDMY@(HD<t9->žHhK�g"v?C�N]K�BDCxN‘HhKAg-<tv?<?š�C3VŠ<t9ŠKAv?v

HDI(BDC�C“BDMY@-HDC�BDN�G�[�BDMAd£HDI"C“NiZJBDCJC�9"NiI-MAHP<?9]:=<?>Y@(BDC¤kAkYG \•C�Z3K�9ŸNiC�C

HDI-C�BDMA@-HDCJBPQ
U

Œ*<*o CAotG�MANi¡-[a€0<?9]:=<?>Y@-BDC•kYk3Ž}KYV(MY¡(HDN}HDI"C“BDMY@(HDC�HDM

k�E|€uotk�mY•�o ‚�o?k�ƒY€�„F{�<tK•BDMY@(HDCJBrQXWPŒ*<*o CYo?GuMANi¡-[*‰}<t9L:=<?>Y@-BDCPkAk�Ž�GA\�I"<?Z�I

<?NFZJMABiBDC�ZJHLNi<?9"Z�C�Q
W

Z�MY9uHhKA<?9-NFNid6KAv?v?CJBFd0C�HiBD<tZ0[�MAB6V(C�N‘HD<?9�K�HD<?MA9

k�E|€uotk�mY•�o ‚�o?k�ƒY€�„-o

r1 = attach(alloc(router), alloc(NIC), alloc(NIC))
r2 = attach(alloc(router), alloc(NIC), alloc(NIC))
r3 = attach(alloc(router), alloc(NIC), alloc(NIC))

link(NIC(r1,2), NIC(r2, 1))
link(NIC(r2,2), NIC(r3, 1))
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SwitchFirewall_1

Firewall_2 Firewall_4

Firewall_5

Server

Firewall_3

eth0: 192.168.1.1

eth0: 192.168.2.1

eth0: 192.168.3.1

eth1: 192.168.0.3
eth0: 192.168.4.1

eth1: 192.168.0.4eth1: 192.168.0.2

eth1: 192.168.0.1
eth1: 192.168.0.5

eth0: 192.168.5.1

eth0: 192.168.0.250
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server = attach(alloc(host), alloc(NIC))
fw1 = attach(alloc(firewall), alloc(NIC), ...)
fw2 = attach(alloc(firewall), alloc(NIC), ...)
fw3 = attach(alloc(firewall), alloc(NIC), ...)
fw4 = attach(alloc(firewall), alloc(NIC), ...)
fw5 = attach(alloc(firewall), alloc(NIC), ...)

link(alloc(switch), server, NIC(fw1, 1), NIC(fw2,1), NIC(fw3,1), NIC(fw4,1), NIC(fw5,1))
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Chord Ring
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H3 H4

Router
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Virtual Chord Ring Emulated Network Topology
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