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Abstract

TheApplicationServiceHostingPlatform (ASHP)has
recently receivedtremendousattention from both indus-
try and academia. An ASHP provides a shared high-
performanceinfrastructure to host different Application
Services(AS),outsourcedbyApplicationServiceProviders
(ASP).In this paper, we focuson the protectionof ASHP,
which hasinherent requirementof sharing, openness,and
mutual isolation. Different from a dedicatedserverplat-
form,which is analogouswith a privatehouse, an ASHPis
like an apartmentbuilding, involvingthe`host' - theASHP
infrastructure and the`tenants'- theAS.Strongprotection
and isolation mustbe provided betweenthe host and the
tenants,aswell asbetweendifferenttenants.

Unfortunately, traditional OS architecture and mecha-
nismsare not adequateto provide strong ASHP protec-
tion. In this paper, we �r st make the casefor a new OS
architecture basedon the virtual OStechnology. We then
presentthreeprotectionmechanismswehavedevelopedin
SODA, our ASHParchitecture. Themechanismsinclude:
(1) resource isolation betweenAS, (2) virtual switching
and �r ewalling betweenAS, and (3) kernelizedintrusion
detectionandlogging for each AS.For (3), wehavedevel-
opeda systemcalled Kernort insidethevirtual OSkernel.
Kernort detectsnetwork intrusions in real-time and logs
AS activities even when the AS has beencompromised.
Moreover, for the privacy of AS, logs are encryptedby
Kernortsothatthe`landlord' (namelyASHPowner)cannot
view themwithout authorization. We are applyingSODA
to iShare, an Internet-baseddistributed resource sharing
platform.

� In Proceedingsof 4th IEEE/ACM Symposiumon ClusterComputing
andtheGrid (CCGrid'04),Chicago,IL, April 2004.

1 Intr oduction

An ApplicationServiceHostingPlatform(ASHP)con-
sistsof high performancehostsconnectedby high speed
networks.TheASHPcreatesasharedplatformfor thehost-
ing of multiple Application Services(AS), which areout-
sourcedby their respective Application ServiceProviders
(ASP).Examplesof AS includee-laboratories,e-campaign,
andon-line conferencemanagement.In an ASHP, AS are
installedand invoked on-demandat the requestsof their
ASP, and ASHP resourcesare dynamically allocatedto
the AS accordingto their serviceload. Therefore,ASHP
re�ects the vision of utility computing: computational
resourcesare suppliedon-demand,and turned off when
no longerneeded.ASHPhave recentlydrawn tremendous
attentionfrom bothindustry(eg. IBM, HP, andVERITAS)
andacademia(eg. Xen [10] andSHoP[21]).

Currentresearchin ASHP mainly focuseson dynamic
resourceprovisioning. Much fewer efforts have been
devoted to the critical problem of ASHP security and
protection. In this paper, we show that ASHP protection
posesnew challenges. The new challengesare due to
an ASHP's inherentrequirementof openness, sharingand
mutualisolation. Unlike a dedicatedserverplatformwhich
is analogouswith a private house,an ASHP is like an
apartmentbuilding, involving both the `host' - the ASHP
infrastructureand the `tenants'- the AS. From a tenant's
point of view, the ASHP shouldbe a safeplaceto `live'
with privacy and isolation. From the landlord's point of
view, thetenantsshouldnotdoany damageto the`property'
andshouldnot botherothertenants.More speci�cally, we
considerthefollowing requirements:

� ASHP host protection: The ASHP hostsshould be
protectedfrom attacksfrom outsidetheASHP. If one
ASHP host is attacked, all AS residingin it will be
affected.

� Con�nementof AS: The ASHP should prevent any
damageby its tenants- theAS. It is desirablethat the



activities of eachAS arestrictly con�ned within their
allocatedspacein theASHP.

� Isolation betweenAS: It is equally importantthat the
ASHP shouldprovide isolation betweenthe tenants:
EachAS shouldrun asif it is in a dedicatedenviron-
ment. BetweenAS sharingthesameASHPhost,iso-
lation is desirablewith respectto (1) administration:
an ASP shouldhave administratorprivilege,but only
within its own AS; (2) fault and attack: a crashor
securitybreachof oneAS shouldnot affect otherAS;
and(3) resources: eachAS shouldbe guaranteedthe
`slice' of ASHPhostallocatedto it, andit shouldnot
beableto launcha localDoSattackuponotherAS.

� Controlled communicationbetweenAS: Sometimes
neighborsdo talk to eachother: an AS may needto
communicatewith anotherAS to form a composite
service.Therefore,theASHPshouldenablecontrolled
inter-AS communications.

� Untamperable intrusion detectionand logging: In
each AS, intrusion detectionand logging functions
shouldbeprovidedandshouldbeuntamperable.Fur-
thermore,alog maycontainsensitiveinformationsuch
ascustomerinformation.TheASHPshouldassurethat
the logs arenot viewableby the landlord(i.e. ASHP
owner), except during post-attackforensic analysis
with authorization.

Unfortunately, the traditional single-level OS architec-
ture, in which one underlying host OS supportsall AS
running on top of it, is not adequateto meet the above
requirements(to be discussedin Section2). In this paper,
wepresentanew two-levelASHParchitecture,basedonthe
virtual OStechnology. In the two-level architecture,each
AS runson top of a virtual guestOS; while the guestOS
runson topof thehostOS.

Although thevirtual OS technologyis not new [10, 13,
23], we have developednovel mechanismsfor ASHP pro-
tection. Most notably, we have implemented(1) resource
isolation(CPU,bandwidth,andmemory)betweenAS, (2)
virtual switching and �r ewalling betweenAS inside the
sameASHP host, and (3) Kernort, a kernelizedintrusion
detectionand logging systemfor each AS. The rest of
the paperis organizedasfollows: Section2 comparesthe
single-level and two-level ASHP architectures.Section3
presentsan overview of our two-level ASHP architecture
calledSODA. Section4 describesthenovel ASHPprotec-
tion mechanismsin SODA. Section5 presentsperformance
evaluation results. Section6 outlines the applicationof
SODA to iShare, an Internet-basedresourcesharingplat-
form. Section7 comparesour work with relatedwork.
Finally, Section8 concludesthis paper.

2 Comparisonof ASHP Ar chitectures

The two different ASHP architecturesare shown in
Figure 1: Figure 1(a) shows the traditional single-level
ASHP architecture;while Figure1(b) shows the two-level
architecturebasedon the`guestOS/hostOS' structure.

Host OS

AS1 AS2 AS3

ASHP host

(a)Single-level architecture(hostOS)

Guest OS Guest OS Guest OS

Host OS

AS1 AS2 AS3

ASHP host

Virtual server

(b) Two-level architecture(guestOS/hostOS)

Figure 1. Two diff erent ASHP architectures
(onl y sho wing one ASHP host)

In both architectures,multiple AS are hostedin one
ASHP host. In the single-level architecture,all AS run
directlyontopof thehostOS.In thetwo-level architecture,
eachAS runswithin a virtual server, which is physicallya
`slice' of theASHP host. Insidethevirtual server, theAS
softwarerunson topof a virtual guestOS.

We arguethat the traditionalsingle-level architectureis
notadequatefor ASHPprotection,in thefollowing aspects:

� Administration isolation: It is desirablethat each
ASP hasfull administratorprivilege only within the
correspondingAS, so that the ASP canperformAS-
speci�c managementtaskssuchasdata/softwareup-
grade. However, if the administratorprivilegesof all
ASPareatthesame(hostOS)level,accesscontrolwill
becomecomplicatedandmayleadto securityholes.

� Installation isolation: Different AS may require the
samelibrary, but of differentversions,or their service
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daemonsmay requirethe sameport binding. In the
single-level architecture,suchcon�icts aredif�cult to
resolve andcanpotentially leadto local DoS attacks
(by port exhaustion,for example) betweenAS. On
the other hand, the two-level architecturenaturally
eliminatessuchcon�icts.

� Fault/attack isolation: If all AS run at the samehost
OS level, any fault or security breach in one AS
will affect the host OS and thereforeother AS. For
example,ghttpd[19] is a light-weightwebserver run
by the root. However, oneknown attackuponghttpd
is: a malicious packet is sent as an HTTP request,
causingbuffer over�ow to bind a shell on a certain
port. Thenthe attacker canremotelylog in usingthe
port,andrun a remoteshell! On theotherhand,in the
two-level architecture,sincethe root that runsghttpd
is theroot of theguestOS, not thehostOS,theattack
will notaffect thehostOSaswell asotherAS.

� Crashrecoveryandforensics: In thesingle-levelarchi-
tecture,to recover from an attack/crashof an AS, the
entireASHPhostwill haveto berebooted.As aresult,
other AS in the sameASHP host will be affected.
On the other hand, in the two-level architecture,the
recovery of one AS has no impact on the normal
operationsof other AS: the ASHP administratorcan
simply restartthevirtual server; andthe imageof the
attacked virtual server is dumpedto a �le andsentto
anoff-line sitefor forensicanalysis.

In the two-level architecture,dueto the `guestOS/host
OS' indirection,AS performanceslow-down is inevitable.
In otherwords,to achieve the sameAS servicequality as
in the single-level architecture,the two-level architecture
requiresmore CPU capacity. With the rapid advancesin
processorspeed,suchcostis gettingaffordable.

3 SODA: Our Two-Level ASHP Ar chitecture

Wehavedevelopedatwo-levelASHParchitecturecalled
SODA [16], a Service-On-DemandArchitecture. Details
about the non-securityaspectsof SODA can be found
in [16]. Currently, SODA adoptsLinux as the host OS
of physical SODA hosts. For the guestOS running in
eachvirtual server, we leverageandextendanopen-source
virtual OS projectcalledUML [13], or User-Mode Linux.
Unlike othervirtual machinetechniquessuchasVMWare
[6], a UML runsdirectly in the unmodi�ed userspaceof
thehostOS;andprocesseswithin a UML will beexecuted
in the virtual server exactly the sameway as they would
be executedin a native Linux machine. A specialthread
is createdto interceptthesystemcallsmadeby all process
threadsof the UML, and redirectthem into the guestOS

kernel. The following featuresare enabledby leveraging
the`UML (guestOS)/Linux(hostOS)' structure:

� ThehostOShasaseparatekernelspacefrom theguest
OSes(UMLs), thereforepreventingany harmdoneby
individualguestOSto thehostOS.

� An IP addressis assignedto eachvirtual server, so
that it has full internetworking capability just like a
physicalserver.

� A virtual server can be frozen/restartedwithout af-
fecting other virtual servers: the imagesof both the
UML andthe AS on top of it canbe copiedto a �le,
and be conveniently backed up and restarted. Such
featureenableseasyfault/attackrecoveryandforensic
analysis.

However, current Linux (as host OS) and UML (as
guestOS)arenot suf�cient to achieve SODA security. We
have extendedbothof themby implementinga numberof
protectionmechanismsasdescribedin thenext section.

4 ASHP ProtectionMechanismsin SODA

In thissection,wepresentthreeASHPprotectionmecha-
nismsin SODA: (1) resourceisolation, (2) virtual switching
and �r ewalling, and (3) Kernort, a kernelizedintrusion
detectionand logging system. All mechanismsaim at
meetingthe ASHP protectionrequirementsin Section1.
(1) and(2) are implementedinsidethe hostOS,while (3)
is implementedinsidetheguestOS.

Although far from being a completesuite of SODA
security solutions, thesemechanismsform the basis on
which morecomplicatedsecuritymechanismsandpolicies
canbeimplemented.

4.1 ResourceIsolation betweenVirtual Servers

Resourceisolationnot only providesperformanceguar-
anteeto theAS runningin eachvirtual server, but alsopre-
ventsanill-behaving or maliciousAS from launchinglocal
DoS attacksuponotherAS in the sameASHP host. Cur-
rently, our SODA implementationsupportsCPU, network
bandwidth,andmemoryisolation.SODA resourceisolation
mechanismhasbeenpresentedin [16]. A summaryis as
follows for thecompletenessof thispaper.

� CPU capacityisolation is achieved by implementing
a coarse-grainCPU proportionalsharingschedulerin
the Linux host OS. The schedulerenforcesthe CPU
shareallocatedto eachvirtual server. TheCPUshare
of a virtual server is decidedwhenthecorresponding
AS is admittedto the SODA platform. Within one
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virtual server, all processesbearthe sameuser(AS)
id. The host OS CPU schedulerthen enforcesCPU
proportional sharing among all processesbasedon
their userids.

� Networkbandwidthisolation is similarly achievedby
implementinga traf�c controllerinsidetheLinux host
OS.Thetraf�c controllerenforcestheoutboundband-
width shareallocatedto eachvirtual server. Recall
that eachvirtual server hasits own IP address.The
traf�c controllerachievesbandwidthisolationbetween
virtual serversbasedon the IP addressesof outgoing
packetsgeneratedby thesevirtual servers.

� Memory isolation: Memory is critical to the per-
formance of virtual servers (and therefore that of
AS). SODA simply leveragesthememoryusage limit
featureof UML: the maximum amountof memory
available to a virtual server (both AS and guestOS)
canbespeci�ed asa parameterwhenUML, theguest
OS,is started.

Note that resourceisolationonly preventsDoS attacks
betweenAS. To prevent intra-ASDoSattackslaunchedby
theclientsof anAS, othermethods(suchasclient puzzles
[9]) still needto beinstalledaspartof theAS software.

4.2 Virtual Switching and Fir ewalling

SODA uses virtual switching to connect the virtual
servers to the outsideworld as well as betweenthe vir-
tual servers. More importantly, virtual switchingachieves
strongprotectionfor the SODA host: the physicalSODA
hostitself will have no IP address.Therefore,thehostOS
is totally `invisible' and thereforeun-attackablefrom the
Internet.

To realize the seeminglycon�icting goals of virtual
server networking and SODA host in-visibility, we have
implementeda softwareswitchmoduleinsidethehostOS
(Figure 2). This solution is inspiredby a real layer-two
switchconnectingphysicalNICs,yet theswitchitself does
not have an IP address. Similarly, we createa software
switch in thehostOS,connectingmultiple virtual NICs of
thevirtual serversandonephysicalNIC of theSODA host.

Thesoftwareswitchforwardspacketsto/fromthevirtual
servers. Furthermore,we enhancethe software switch to
support�re walling betweenthevirtual servers. A physical
�re wall canprotectthe SODA host from attacksfrom the
outside,but it cannothandleattacksfrom onevirtual server
againstanothervirtual server insidethe sameSODA host.
Fortunately, our software switch provides an ideal venue
to perform inter-virtual-server �re walling: The �re wall
moduleis pluggedin on thepacketpathbetweenthevirtual
servers, enforcing accesspolicies ('who can connectto

���

���

���

���

���

���

���

���

���

���

���

���

���

���

���

���

���

���

���

���

	

	

	










�

��

�


�



�



�


���

���

���

���

���

���

���

���

���

���

���

���

���

���

���

���

���

Linux
NIC

Virtual NIC Virtual NIC Virtual NIC

UML UML UML

module
Software Switch

AS1 AS2 AS3

: Packet

Firewall

SODA host

Virtual server

Figure 2. Vir tual switc hing and �re walling:
software switc h inside the host OS (Lin ux)

whom') betweenthevirtual servers.Currently, the�re wall
implementationin SODA is basedon the widely adopted
net�lter/iptables suite. The software switch can easily
accommodatemore complicated�re walling rules suchas
thosefor reverse�re walls.

With virtual switchingand�re walling, theAS cancom-
municateand collaboratein a securefashion,making it
possibleto createcompositeand value-addedapplication
services.On the otherhand,it is alsopossibleto enforce
communicationisolation via the virtual �re wall - for ex-
ample,to prevent two competingAS (which sell thesame
products,for instance)from attackingeachother.

4.3 Kernort: KernelizedIntrusion Detectionand
Logging

Intrusion detectionis important to eachAS hostedin
SODA. It is interestingto determinewhereto install intru-
siondetectionsystems(IDS) in SODA: If anIDS is installed
asanapplication-level system,it canbeeasilydisabledby
the intruder oncethe systemis compromised. If an IDS
runsinsidethehostOS,it will not be ableto interpretany
encryptedtraf�c which may be from an intruder-initiated
sshsession,becausethe decryptionwill take placein the
guestOS,not in hostOS.As a result,we chooseto install
Kernort,our IDS system,insidetheguestOSof eachvirtual
server, asshown in Figure3. To betamper-free,Kernortis
not a loadablekernel module. Instead,it is 'hard wired'
aspartof theguestOSkernel1 compiledby a trustedUML
factory(to bedescribedshortly).

Kernortcanberegardedasthe'kernelized'andextended
versionof snort[4], anopensourceIDS. Drivenby system

1To make the guestOS kernel un-damageableby its processes,we
leveragethe`skas'modeof UML: theUML kernelis in aseparateaddress
spacefrom it processes,making the UML kernel totally invisible to its
processes.
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Figure 3. Kernor t: the IDS in the guest
OS kernel of each vir tual server. Logs are
generated by Kernor t and pushed down to
host �le system

calls and packet reception, Kernort performs signature
basedreal-timeintrusiondetection.SinceKernortis located
in thedatapath,oneconcernis theoverheadit addsto the
normalvirtual server operations.Our measurementresults
in Section5 show that for a small setof attacksignatures
(wecall themthe' topN mostwanted'),Kernortincursvery
little overhead.

Kernort also performslogging for eachAS, which is
necessaryfor off-line intrusiondetection(basedon a much
largerattacksignatureset)andauditing.However, logging
posesthe following dilemma: If it is performedinsidethe
guestOS,the log maybe tamperedwith or evenerasedby
anintruder, whotendsto doso�rst thingafterbreakinginto
a virtual server. On theotherhand,if loggingis performed
by thehostOS,two problemswill arise:(1) theprivacy of
thetenants(AS) is violated,becausethe landlordcanview
the AS log and(2) it is dif�cult or even impossibleto log
activities thathappeninsidethevirtual server.

In Kernort,we adopta novel strategy to solve theabove
problemasshown in Figure3: the log dataaregenerated
by Kernort in the guestOS kernel, but they are stored in
thehost�le system.Kernortis capableof takingsnapshots
of AS execution,aswell ascollectingsystem-wide(within
the virtual server) log data such as those from syslogd
andklogd, andverbatimrecordof userconsole(local and
remote)input. The log dataareimmediatelypusheddown
to thehost�le systemfor storage.Recallthat thehostOS
is un-attackablefrom bothinsideandoutside,andtherefore
a muchsaferplaceto storethelog data.

Furthermore,to conserve theprivacy of theAS, Kernort
will encryptthe log databeforepushingthemdown to the
host OS. For an AS, the key to encrypt the log data is

generatedand compiledinto the UML kernelby a trusted
authority called the TrustedUML Factory, beforethe AS
is createdin the SODA host. As shown in Figure 4, the
TrustedUML Factoryobtainstheimageof theAS from the
ASP, andbuilds a customizedguestOS(UML) kernelwith
bothKernortandthekey compiledin it. Theimagesof the
AS and guestOS will then be downloadedto the SODA
host.Thekey is nowhereto beobtainedin theSODA host.
Instead,it will bekeptby theTrustedUML Factoryandby
theASP. In theeventof acrashor anattack,thekey will be
usedto decryptthelog datafor forensicanalysis.

Figure 4. Guest OS with Kernor t and log
encr yption key compiled by Trusted UML
Factor y; log data are �r st encr ypted before
getting to the host �le system

5 Experimentsand PerformanceEvaluation

We have deployed a local testbedof SODA to demon-
strateandevaluatetheprotectionmechanismsin Section4.
The SODA hostsin the testbedareDell PowerEdge2650
serverseachwith a 2.6GHzIntel Xeonprocessorand2GB
RAM, connectedby 100MbpsLAN. Performanceof the
resourceisolationmechanismshasbeenpresentedin [16].

We �rst demonstrateKernort in action: we launch a
known attackcalledLion Worm againstonevirtual server
runningin a SODA host. Whentheattackoccurs,Kernort
issuesanintrusionalarmin real-timeasshown in Figure5.
As anotherdemonstration,Figure6 showsascreenshotthat
looksvery muchlike a regularsession.In fact, it is not. It
is insteadareplayof anearliersshsession,basedonthelog
recordedby Kernort.

To evaluatethe overheadaddedto eachvirtual server
by Kernort, we have performeda numberof experiments
using LMbench [17], a suite of benchmarksfor UNIX
systemperformancecomparison. More speci�cally, we
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Figure 5. Screenshot of real­time intrusion
aler t raised by Kernor t when the Lion Worm
attac ks a vir tual server

comparethe performanceof a virtual server with and
without Kernortrunningin its guestOS.Thevirtual server
runs underotherwisethe samecon�guration in the same
SODA host. Kernortcontainsa setof 10 attacksignatures.
Tables1-3 show the comparisonresults: Table 1 shows
processmicrobenchmarks;Table2 showscontext switching
time betweendifferentnumberof processeswith different
working set sizes;and Table 3 shows the �le systemand
virtual memorysystemlatency. All resultsclearly indicate
thatKernortin theguestOSincursvery low overheadto the
virtual server.

Finally, to evaluatethe networking overheadincurred
by Kernort,we performedanothersetof measurementsof
TCP throughputand latency. Figures7 and 8 show the
comparisonresultsunderdifferentTCP sendbuffer sizes.
The throughputand latency penalty incurred by Kernort
is low, as indicatedby the results. In summary, all our
experimentalresultsshow that Kernort is an effective and
low-overheadmechanismfor ASHPprotection.

6 Application to iShare

As our ongoingwork, we are integratingSODA into a
fully decentralizedresourcesharingplatformcallediShare
[2]. Designedas an Internet-sharingmiddleware, iShare
facilitates the supply and requestof sharedcomputing
resources,including programsand AS dispersedover the
Internet. A key ideaof the de-centralstructureis that re-
source/serviceproviderscanposttheiravailability, together
with any accessrules,onwebpages.iShareusernodeswill
thendiscovertheseresourcesandaccessthem,if they agree
with the publishedrules. iSharepresentsthe discovered
resourcesto end usersin the form of Cyberlaboratories.
For example,theNanotechnology, Lifesciences,or Parallel

Figure 6. Screenshot of (off­line) replay of
ssh session, based on the log generated by
Kernor t

ProgrammingCyberlaboratoriesinclude software tools as
well asdatabasesthatarespeci�c to therespectivesubjects.

To a resource/serviceprovider or an advanceduser,
iShareprovidesfour basicfunctions:TheiPublishfunction
allows theprovider to postresourceavailability andde�ne
accessrules. iDiscover is capableof detectingpublished
resources. The iRun function can remotely execute a
programor AS on an availablemachine(or a slice of the
machine),therebymappingprogramsto machineresources.
Finally, theiComposefunctionusespublishedresourcesas
componentsandcomposethem into new entities,suchas
collaborativeprogramsor compositeAS.

Since iShare imposes no constraintson publishable
resource properties, accessprotocols, and authentica-
tion methods,security becomesa concern for resource
providers. It is desirablethat the `slice' of resourcecon-
tributed by a provider to the community remainshighly
isolatedfrom theremainingandprivatepartof theresource.
SODA andits protectionmechanismsareexpectedto bring
strongisolation and enhancedsecurityto the iShareplat-
form.
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Con�guration null null stat open slct sig sig forc exec sh
call I/O close TCP inst hndl proc proc proc

w/o Kernort 11.0 11.3 119 146 23.8 11.9 28.5 4707 8016 15.K
w/ Kernort 11.0 11.4 120 147 24.3 12.0 29.0 4910 8221 16.K

Table 1. LMbenc h result: processes ­ time in �s

Con�guration 2p/0K 2p/16K 2p/64K 8p/16K 8p/64K 16p/16K 16p/64K
w/o Kernort 9.1100 8.7500 9.6700 11.7 37.4 16.7 46.7
w/ Kernort 10.9 11.5 10.7 11.6 39.6 19.1 47.2

Table 2. LMbenc h result: conte xt switc hing time in �s
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Figure 7. Comparison result: TCP thr oughput
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7 RelatedWork

Internethostinghasbeenmoving from contenthosting
to applicationservice(AS) hosting. The latter requiresa
higherdegreeof isolation in resource,administration,and
fault/attackimpact. Examplesof ASHP platform include
Oceano[8] of IBM, Utility Data Center [7] of HP, and
Virtual PrivateServer (VPS)of Ensim[1].

Recently, virtual OS and isolation kernel have re-
ceivedsigni�cant attention.Representativeprojectsinclude
VMWare [6], Denali [23], Xen [10], UML [13], and
UMLinux [12]. They all supportthe creationof virtual
serversbasedon the guestOS/hostOS architecture. It is
noteworthythatvirtual machineandnetworkingtechnology
hasalso beenapplied to Grid computing,suchas in In-
VIGO [5] andVirtuoso[20]. The protectionandsecurity
mechanismsin SODA canbeintegratedinto thesesystems.

It is noteworthyandinterestingthattheuser-level mech-
anismfor systemcall interpositionin [15] is verysimilar to
thewaytheUML [13] guestOSis implemented.They both
exploit theptracemechanismprovidedby aUNIX-style OS
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Figure 8. Comparison result: TCP latenc y
with and without Kernor t

(including Linux) for the surveillanceof other processes.
Thepurposeof [15] is intrusiondetectionandcon�nement,
alsosimilar to thatof theUML.

The honeypot is ”a computersystemthat is speci�cally
designedto captureall activity ... of a criminal who has
gainedunauthorizedaccessto the system”[11]. Recently,
virtual OS (including UML) hasalso beenappliedto the
deployment of honeypot [3], in order to achieve better
attack con�nement and log data capture. However, due
to its differentpurposefrom SODA, UML-basedhoneypot
doesnot supportresourceisolationandvirtual �re walling
betweenhoneypots. As to logging, UML-basedhoneypot
supportsuntamperablelogging of attacker's keystrokes.
However, it is not capableof intrusiondetectionandAS-
speci�c logging.Anotherprojectthataddressesuntampera-
ble loggingis ReVirt [14]. ReVirt is basedontheUMLinux
[12] guestOS.In ReVirt, theloggingmoduleis completely
outsidetheguestOS.As aresult,thelog dataof ReVirt may
belessdetailedthanthosecapturedby SODA'sKernort.

A paradigmsimilar to the ASHP is the execution of
mobile codeon a foreign hostplatform. It alsoinvolvesa
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Con�guration Create/ Delete/ Create/ Delete/ Latency/ Prot Page 100fd
0K 0K 10K 10K Mmap Fault Fault selct

w/o Kernort 160.2 83.1 226.2 90.2 792.0 14.1 15.0 21.9
w/ Kernort 160.8 83.6 228.6 90.2 772.0 14.2 15.1 21.9

Table 3. LMbenc h result: �le and vir tual memor y systems latenc y in �s

two-waysecurityrelationshipbetweenthemobilecodeand
thehost:we needprotectionof thelatteragainsttheformer
[22] and vice versa [18]. However, the ASHP paradigm
is differentin that thehost-tenantrelationshipin an ASHP
usually lasts longer, and that the inter-tenantrelationship
shouldalsobeconsidered.

8 Conclusion

In this paper, weshow thattheprotectionof Application
Service Hosting Platforms (ASHP) posesnew research
challenges.Due to ASHP's inherentrequirementof open-
ness,sharing,andmutual isolation,novel OS architecture
and mechanismsare neededto provide protection and
isolation betweenthe host (ASHP infrastructure)and the
tenants(AS), as well as betweendifferent tenants. We
argue that the traditional single-level ASHP architecture
is not adequatefor suchprotection,andthat the two-level
architecturebasedonvirtual OStechnologyappearsto bea
promisingcandidate.BasedonSODA, ourtwo-level ASHP
architecture,we have implementeda numberof effective
and ef�cient protection mechanisms,including resource
isolation,virtual switchingand�re walling, andKernortfor
intrusion detectionand logging. Thesemechanismswill
serve as the basisfor more complicatedsecuritymecha-
nismsandpoliciesfor ASHPprotection.
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