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Abstract

The Application ServiceHosting Platform (ASHP) has
recently receivedtremendousattention from both indus-
try and academia. An ASHP provides a shaed high-
performanceinfrastructue to host different Application
ServiceqAS),outsoucedby ApplicationServiceProviders
(ASP).In this paper we focuson the protectionof ASHR
which hasinherentrequirementof sharing opennessand
mutual isolation. Different from a dedicatedserver plat-
form, which is analogouswith a private housg an ASHPis
like an apartmentouilding, involvingthe “host' - the ASHP
infrastructue andthe “tenants'- the AS. Strong protection
and isolation mustbe provided betweenthe host and the
tenantsaswell asbetweerdifferenttenants.

Unfortunately traditional OS architectue and meda-
nismsare not adequateto provide strong ASHP protec-
tion. In this paper we r st male the casefor a new OS
architectuie basedon the virtual OStecnology. We then
presentthree protectionmedanismsve havedevelopedn
SODA, our ASHParchitectuie. The medanismsinclude:
(1) resouce isolation betweenAS, (2) virtual switching
and r ewalling betweenAS, and (3) kernelizedintrusion
detectionandlogging for each AS.For (3), we havedevel-
opeda systenrcalled Kernort insidethe virtual OSkernel.
Kernort detectsnetworkintrusionsin real-time and logs

AS activities even when the AS has been compomised.

Moreover, for the privacy of AS, logs are encryptedby
Kernortsothatthe landlord' (hnamelyASHPowner)cannot
view themwithout authorization. We are applying SODA
to iShare an Internet-basedlistributed resouce sharing
platform.
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1 Intr oduction

An Application ServiceHosting Platform (ASHP) con-
sistsof high performancehostsconnectedby high speed
networks. The ASHP createsa sharedblatformfor thehost-
ing of multiple Application Services(AS), which are out-
souiced by their respectie Application ServiceProviders
(ASP).Exampleof AS includee-laboratoriesg-campaign,
andon-line conferencananagementin an ASHR, AS are
installed and invoked on-demandat the requestsof their
ASP, and ASHP resourcesare dynamically allocatedto
the AS accordingto their serviceload. Therefore, ASHP
re ects the vision of utility computing computational
resourcesare supplied on-demand,and turned off when
no longerneeded.ASHP have recentlydravn tremendous
attentionfrom bothindustry(eg. IBM, HP, andVERITAS)
andacademideg. Xen[10] andSHoP[21]).

Currentresearchin ASHP mainly focuseson dynamic
resourceprovisioning. Much fewer efforts have been
devoted to the critical problem of ASHP security and
protection In this paper we shav that ASHP protection
posesnew challenges. The new challengesare due to
an ASHP's inherentrequiremenbf opennesssharingand
mutualisolation Unlike adedicatedsener platformwhich
is analogouswith a private house,an ASHP is like an
apartmentbuilding, involving both the “host' - the ASHP
infrastructureand the “tenants'- the AS. From a tenants
point of view, the ASHP shouldbe a safe placeto live'
with privagy andisolation. From the landlord's point of
view, thetenantshouldnotdoany damageo the “property’
andshouldnot botherothertenants.More speci cally, we
considerthefollowing requirements:

ASHP host protection: The ASHP hosts should be
protectedrom attacksfrom outsidethe ASHP If one
ASHP hostis attacled, all AS residingin it will be
affected.

Con nementof AS: The ASHP should prevent ary
damageby its tenants- the AS. It is desirablethatthe



activities of eachAS arestrictly con ned within their
allocatedspacdan the ASHP

Isolation betweenAS: It is equallyimportantthatthe
ASHP should provide isolation betweenthe tenants:
EachAS shouldrun asif it is in a dedicatedenviron-

ment. BetweenAS sharingthe sameASHP host,iso-
lation is desirablewith respectto (1) administation:

an ASP shouldhave administratorprivilege, but only
within its own AS; (2) fault and attad<: a crashor

securitybreachof one AS shouldnot affect otherAS;

and(3) resouces eachAS shouldbe guaranteedhe
“slice' of ASHP hostallocatedto it, andit shouldnot
beableto launchalocal DoS attackuponotherAS.

Contwlled communicationbetweenAS: Sometimes
neighborsdo talk to eachother: an AS may needto

communicatewith anotherAS to form a composite
service.Thereforethe ASHPshouldenablecontrolled
interAS communications.

Untampeable intrusion detectionand logging: In

each AS, intrusion detectionand logging functions
shouldbe provided andshouldbe untamperableFur-

thermorealog maycontainsensitveinformationsuch
ascustomeinformation. TheASHPshouldassurghat
the logs are not viewable by the landlord(i.e. ASHP
owner), except during post-attackforensic analysis
with authorization.

Unfortunately the traditional single-level OS architec-
ture, in which one underlying host OS supportsall AS
running on top of it, is not adequateto meetthe above
requirementgto be discussedn Section2). In this paper
we presentnew two-level ASHParchitecturebasednthe
virtual OStechnology In the two-level architecturegach
AS runson top of a virtual guestOS while the guestOS
runsontop of thehostOS

Althoughthe virtual OS technologyis not new [10, 13,
23], we have developednovel mechanismgor ASHP pro-
tection. Most notably we have implemented(1) resouce
isolation (CPU, bandwidth,andmemory)betweenAS, (2)
virtual switching and r ewalling betweenAS inside the
sameASHP host, and (3) Kernort, a kernelizedintrusion
detectionand logging systemfor each AS. The rest of
the paperis organizedasfollows: Section2 compareghe
single-level and two-level ASHP architectures.Section3
presentsan overview of our two-level ASHP architecture
calledSODA. Section4 describeghe novel ASHP protec-
tion mechanismi SODA. Section5 presentperformance
evaluationresults. Section6 outlines the application of
SODA to iShat, an Internet-basedesourcesharingplat-
form. Section7 comparesour work with relatedwork.
Finally, Section8 concludeghis paper

2 Comparison of ASHP Ar chitectures

The two different ASHP architecturesare shavn in
Figure 1: Figure 1(a) shavs the traditional single-lesel
ASHP architecturewhile Figure 1(b) shavs the two-level
architecturédbasedon the ‘guestOS/hostOS' structure.

ASHP host

AS1 AS2 AS3

Host OS

(a) Single-level architecturghostOS)

ASHP host

Guest OS

Host OS

(b) Two-level architecturdguestOS/hosiOS)

Figure 1. Two different ASHP architectures
(only showing one ASHP host)

In both architecturesmultiple AS are hostedin one
ASHP host. In the single-level architecture,all AS run
directly ontop of thehostOS.In thetwo-level architecture,
eachAS runswithin avirtual server which is physicallya
“slice' of the ASHP host. Insidethe virtual sener, the AS
softwarerunson top of avirtual guestOS

We arguethatthe traditionalsingle-level architecturds
notadequatdéor ASHP protection,n thefollowing aspects:

Administation isolation. It is desirablethat each
ASP hasfull administratorprivilege only within the
correspondinAS, so that the ASP can perform AS-
speci ¢ managementaskssuchas data/softvare up-
grade. However, if the administratormprivilegesof all
ASPareatthesamghostOS)level, accesgontrolwill

becomecomplicatedandmayleadto securityholes.

Installation isolation: Different AS may requirethe
samelibrary, but of differentversions,or their service



daemonsamay requirethe sameport binding. In the
single-level architecturesuchcon icts aredif cult to
resole and can potentiallyleadto local DoS attacks
(by port exhaustion,for example) betweenAS. On
the other hand, the two-level architecturenaturally
eliminatessuchcon icts.

Fault/attac isolatior: If all AS run at the samehost
OS level, ary fault or security breachin one AS
will affect the host OS and thereforeother AS. For
example,ghttpd[19] is a light-weightweb sener run
by the root. However, one known attackuponghttpd
is: a malicious paclet is sentas an HTTP request,
causingbuffer over ow to bind a shell on a certain
port. Thenthe attacler canremotelylog in usingthe
port,andrun aremoteshell! Ontheotherhand,in the
two-level architecture sincethe root that runs ghttpd
is theroot of the guestOS notthe hostOS, the attack
will notaffectthehostOSaswell asotherAS.

Crashrecoveryandforensics In thesingle-level archi-
tecture,to recover from an attack/crastof an AS, the
entireASHPhostwill haveto berebooted As aresult,
other AS in the sameASHP host will be affected.
On the other hand,in the two-level architecture the
recovery of one AS has no impact on the normal
operationsof other AS: the ASHP administratorcan
simply restartthe virtual sener; andthe imageof the
attacled virtual seneris dumpedto a le andsentto
anoff-line sitefor forensicanalysis.

In the two-level architecturedueto the "guestOS/host
OS' indirection, AS performanceslow-down is inevitable.
In otherwords, to achieve the sameAS servicequality as
in the single-level architecture the two-level architecture
requiresmore CPU capacity With the rapid advancesin
processospeedsuchcostis gettingaffordable.

3 SODA: Our Two-Level ASHP Ar chitecture

We have developedatwo-level ASHParchitecturecalled
SODA [16], a Service-On-Demandrchitecture. Details
about the non-securityaspectsof SODA can be found
in [16]. Currently SODA adoptsLinux asthe host OS
of physical SODA hosts. For the guestOS running in
eachvirtual sener, we leverageandextendan open-source
virtual OS projectcalledUML [13], or UserMode Linux.
Unlike othervirtual machinetechniquessuchas VMWare
[6], a UML runsdirectly in the unmodi ed user spaceof
thehostOS; andprocessesvithin a UML will be executed
in the virtual sener exactly the sameway as they would
be executedin a native Linux machine. A specialthread
is createdo interceptthe systemcalls madeby all process
threadsof the UML, andredirecttheminto the guestOS

kernel. The following featuresare enabledby leveraging
the 'UML (guestOS)/Linux(hostOS)' structure:

ThehostOShasaseparat&ernelspacefrom theguest
OSes(UMLSs), thereforepreventingany harmdoneby
individual guestOSto thehostOS.

An IP addressis assignedo eachvirtual sener, so
thatit hasfull internetworking capability just like a
physicalsener.

A virtual sener can be frozen/restartedvithout af-
fecting other virtual seners: the imagesof both the
UML andthe AS ontop of it canbe copiedto a le,
and be corveniently backed up and restarted. Such
featureenablesasyfault/attackrecovery andforensic
analysis.

However, current Linux (as host OS) and UML (as
guestOS)arenot sufcient to achieve SODA security We
have extendedboth of themby implementinga numberof
protectionmechanismasdescribedn the next section.

4 ASHP Protection Mechanismsin SODA

In thissectionwe presenthreeASHP protectionmecha-
nismsin SODA: (1) resouceisolation, (2) virtual switching
and r ewalling, and (3) Kernort, a kernelizedintrusion
detectionand logging system All mechanismsaim at
meetingthe ASHP protectionrequirementdn Section1.
(1) and (2) areimplementednsidethe hostOS, while (3)
is implementednsidetheguestOS.

Although far from being a completesuite of SODA
security solutions, these mechanismsform the basison
which morecomplicatedsecuritymechanismsndpolicies
canbeimplemented.

4.1 Resourcelsolation betweenVirtual Serers

Resourcasolationnot only providesperformanceuar
anteeto the AS runningin eachvirtual sener, but alsopre-
ventsanill-behaving or maliciousAS from launchinglocal
DoS attacksuponotherAS in the sameASHP host. Cur-
rently, our SODA implementatiorsupportsCPU, network
bandwidthandmemoryisolation. SODA resourceésolation
mechanismhasbeenpresentedn [16]. A summaryis as
follows for thecompletenessf this paper

CPU capacityisolation is achieved by implementing
a coarse-grairCPU proportionalsharingschedulein
the Linux host OS. The schedulerenforcesthe CPU
shareallocatedto eachvirtual sener. The CPUshare
of avirtual sener is decidedwhenthe corresponding
AS is admittedto the SODA platform. Within one



virtual sener, all processedearthe sameuser(AS)
id. The hostOS CPU schedulerthen enforcesCPU
proportional sharingamong all processedasedon
their userids.

Networkbandwidthisolationis similarly achiezed by
implementingatrafc controllerinsidethe Linux host
OS.Thetraf ¢ controllerenforceshe outboundoand-
width shareallocatedto eachvirtual sener. Recall
that eachvirtual sener hasits own IP address. The
traf ¢ controllerachiezesbandwidthisolationbetween
virtual senersbhasedon the IP addressesf outgoing
pacletsgeneratedby thesevirtual seners.

Memory isolation  Memory is critical to the per
formance of virtual seners (and therefore that of
AS). SODA simply leverageghe memoryusage limit
featureof UML: the maximum amountof memory
availableto a virtual sener (both AS and guestOS)
canbe speci ed asa parametewhenUML, the guest
OS,is started.

Note that resourceisolation only preventsDoS attacks
betweemS. To preventintra-AS DoS attackdaunchedby
the clientsof an AS, othermethod(suchasclient puzzles
[9]) still needto beinstalledaspartof the AS software.

4.2 Virtual Switching and Firewalling

SODA usesvirtual switching to connectthe virtual
seners to the outsideworld as well as betweenthe vir-
tual seners. More importantly virtual switchingachieves
strongprotectionfor the SODA host: the physical SODA
hostitself will have no IP address.Therefore the hostOS
is totally “invisible' and thereforeun-attackable€from the
Internet.

To realize the seeminglycon icting goals of virtual
sener networking and SODA host in-visibility, we have
implementeda software switch moduleinsidethe hostOS
(Figure 2). This solutionis inspired by a real layertwo
switchconnectingphysicalNICs, yet the switchitself does
not have an IP address. Similarly, we createa software
switchin the hostOS, connectingmultiple virtual NICs of
thevirtual senersandonephysicalNIC of the SODA host.

Thesoftwareswitchforwardspacketsto/fromthevirtual
seners. Furthermorewe enhancehe software switch to
support re walling betweerthe virtual serves. A physical
re wall can protectthe SODA hostfrom attacksfrom the
outside butit cannothandleattacksfrom onevirtual sener
againstanothervirtual sener insidethe sameSODA host.
Fortunately our software switch provides an ideal venue
to perform intervirtual-sener rewalling: The rewall
moduleis pluggedin onthe paclket pathbetweerthevirtual
seners, enforcing accesspolicies (‘who can connectto

SODA host
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Figure 2. Virtual switc hing and re walling:

software switc h inside the host OS (Linux)

whom') betweerthevirtual seners. Currently the re wall
implementationn SODA is basedon the widely adopted
net lter/iptables suite. The software switch can easily
accommodatenore complicated re walling rules suchas
thosefor reverse re walls.

With virtual switchingand re walling, the AS cancom-
municateand collaboratein a securefashion, making it
possibleto createcompositeand value-addedapplication
services. On the otherhand, it is alsopossibleto enforce
communicationisolation via the virtual rewall - for ex-
ample,to preventtwo competingAS (which sell the same
productsfor instancefrom attackingeachother

4.3 Kernort: KernelizedIntrusion Detectionand
Logging

Intrusion detectionis importantto eachAS hostedin
SODA. It is interestingto determinewhereto install intru-
siondetectiorsystemgIDS)in SODA: If anIDSisinstalled
asan application-leel system,it canbe easilydisabledby
the intruder once the systemis compromised. If anIDS
runsinsidethe hostOS, it will not be ableto interpretary
encryptedtraf c which may be from an intruderinitiated
sshsessionbecausédhe decryptionwill take placein the
guestOS, not in hostOS. As a result,we chooseo install
Kernort,our IDS systemjnsidetheguestOSof eachvirtual
sener, asshavn in Figure3. To be tampetfree,Kernortis
not a loadablekernel module. Instead,it is ‘hard wired'
aspartof the guestOS kernel compiledby a trustedUML
factory (to bedescribedshortly).

Kernortcanberegardedasthe'kernelized'andextended
versionof snort[4], anopensourcelDS. Drivenby system

1To male the guestOS kernel un-damageabldy its processesywe
leveragethe “skas'modeof UML: the UML kernelis in aseparateddress
spacefrom it processesmakingthe UML kerneltotally invisible to its
processes.



Figure 3. Kernort: the IDS in the guest
OS kernel of each virtual server. Logs are
generated by Kernort and pushed down to
host le system

calls and paclet reception, Kernort performs signature
basedeal-timeintrusiondetection.SinceKernortis located
in the datapath,oneconcernis the overheadt addsto the

normalvirtual sener operations.Our measuremenesults
in Section5 shaw that for a small setof attacksignatures
(wecallthemthe'topN mostwanted'),Kernortincursvery

little overhead.

Kernort also performslogging for eachAS, which is
necessaryor off-line intrusiondetection(basedn a much
larger attacksignatureset)andauditing. However, logging
posesthe following dilemma: If it is performedinsidethe
guestOS, thelog maybe tamperedwith or even erasediy
anintruder whotendsto doso rst thingafterbreakinginto
avirtual sener. Onthe otherhand,if loggingis performed
by thehostOS, two problemswill arise: (1) the privacy of
thetenantqAS) is violated,becausehe landlordcanview
the AS log and(2) it is dif cult or evenimpossibleto log
actiitiesthathapperinsidethevirtual sener.

In Kernort,we adopta novel stratgy to solve the above
problemasshawn in Figure 3: the log dataare geneated
by Kernortin the guestOS kernel, but they are stored in
thehost le system.Kernortis capableof taking snapshots
of AS execution,aswell ascollectingsystem-widgwithin
the virtual sener) log data such as those from sysl@d
andklogd, andverbatimrecordof userconsole(local and
remote)input. The log dataareimmediatelypusheddown
to the host le systemfor storage.Recallthatthe hostOS
is un-attackablérom bothinsideandoutside andtherefore
amuchsaferplaceto storethelog data.

Furthermoreto consere the privacy of the AS, Kernort
will encryptthe log databeforepushingthemdown to the
host OS. For an AS, the key to encryptthe log datais

geneatedand compiledinto the UML kernelby a trusted
authority called the Trusted UML Factory, beforethe AS
is createdin the SODA host. As showvn in Figure 4, the
TrustedUML Factoryobtainstheimageof the AS from the
ASP, andbuilds a customizedyuestOS (UML) kernelwith
bothKernortandthe key compiledin it. Theimagesof the
AS and guestOS will then be downloadedto the SODA
host. Thekey is nowhereto be obtainedn the SODA host.
Insteadjt will bekeptby the TrustedUML Factoryandby
the ASP In theeventof acrashor anattackthekey will be
usedto decryptthelog datafor forensicanalysis.

Figure 4. Guest OS with Kernort and log
encryption key compiled by Trusted UML
Factory; log data are r st encrypted before
getting to the host le system

5 Experimentsand Performance Evaluation

We have deployed a local testbedof SODA to demon-
strateandevaluatethe protectionmechanismén Section4.
The SODA hostsin the testbedare Dell PoverEdge2650
senerseachwith a 2.6GHzIntel Xeonprocessoand2GB
RAM, connectedby 100MbpsLAN. Performanceof the
resourcasolationmechanismé&asbeenpresentedn [16].

We rst demonstrateKernortin action: we launcha
known attackcalled Lion Worm againstone virtual sener
runningin a SODA host. Whenthe attackoccurs,Kernort
issuesanintrusionalarmin real-timeasshown in Figure5.
As anothedemonstrationf-igure6 shonvs a screenshahat
looks very muchlike aregularsession.In fact, it is not. It
is insteadareplayof anearliersshsessionbasednthelog
recordecby Kernort.

To evaluatethe overheadaddedto eachvirtual sener
by Kernort, we have performeda numberof experiments
using LMbend [17], a suite of benchmarksfor UNIX
systemperformancecomparison. More speci cally, we



Figure 5. Screenshot of real-time intrusion
alert raised by Kernort when the Lion Wbrm
attacks a virtual server

comparethe performanceof a virtual sener with and
without Kernortrunningin its guestOS. Thevirtual sener
runs under otherwisethe samecon guration in the same

SODA host. Kernortcontainsa setof 10 attacksignatures.

Tables1-3 shawv the comparisonresults: Table 1 shavs
procesanicrobenchmarkstable2 shavs context switching
time betweendifferentnumberof processesvith different
working setsizes;and Table 3 shaws the le systemand
virtual memorysystemlatency All resultsclearly indicate
thatKernortin theguestOSincursverylow overheado the
virtual sener.

Finally, to evaluatethe networking overheadincurred
by Kernort, we performedanothersetof measurementsf
TCP throughputand lateng. Figures7 and 8 show the
comparisorresultsunderdifferent TCP sendbuffer sizes.
The throughputand lateng penalty incurred by Kernort
is low, asindicatedby the results. In summary all our
experimentalresultsshav that Kernortis an effective and
low-overheadnechanisnior ASHP protection.

6 Application to iShare

As our ongoingwork, we are integrating SODA into a
fully decentralizedesourcesharingplatform callediShare
[2]. Designedas an Internet-sharingmiddleware, iShare
facilitates the supply and requestof sharedcomputing
resourcesincluding programsand AS dispersedover the
Internet. A key ideaof the de-centralstructureis that re-
source/servicproviderscanposttheir availability, together
with any accessules,onwebpagesiShareusernodeswill
thendiscovertheseresourcesindaccesshem,if they agree
with the publishedrules. iSharepresentshe discovered
resourcego end usersin the form of Cyberlaboatories
For example,the NanotechnologyLifesciencespr Parallel

Figure 6. Screenshot of (off-line) replay of
ssh session, based on the log generated by
Kernor t

ProgrammingCyberlaboratoriesnclude software tools as
well asdatabasethatarespeci c to therespectie subjects.

To a resource/servicgrovider or an advanced user
iShareprovidesfour basicfunctions:TheiPublishfunction
allows the provider to postresourceavailability andde ne
accesgules. iDiscover is capableof detectingpublished
resources. The iRun function can remotely execute a
programor AS on an available machine(or a slice of the
machine)therebymappingprogramdo machineresources.
Finally, theiComposdunctionusespublishedresourcess
componentsand composeheminto new entities,suchas
collaboratve programsor compositeAS.

Since iShare imposesno constraintson publishable
resource properties, accessprotocols, and authentica-
tion methods, security becomesa concernfor resource
providers. It is desirablethat the “slice' of resourcecon-
tributed by a provider to the community remainshighly
isolatedfrom theremainingandprivatepartof theresource.
SODA andits protectionmechanismsareexpectedo bring
strongisolation and enhancedsecurityto the iShareplat-
form.



Conguration | null | null | stat| open| slct | sig | sig | forc | exec | sh
cal | /O close| TCP | inst | hndl | proc | proc | proc
w/oKernort | 11.0| 11.3 | 119 | 146 | 23.8| 11.9| 28,5 | 4707 | 8016 | 15.K
w/ Kernort | 11.0| 11.4| 120 | 147 | 24.3| 12.0| 29.0 | 4910 8221 | 16.K
Table 1. LMbenc h result: processes -time in s
Con guration | 2p/OK | 2p/16K | 2p/64K | 8p/16K | 8p/64K | 16p/16K | 16p/64K
w/o Kernort | 9.1100( 8.7500 | 9.6700 | 11.7 37.4 16.7 46.7
w/ Kernort 10.9 115 10.7 11.6 39.6 19.1 47.2

Table 2. LMbenc h result: conte xt switc hing time in s
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Figure 7. Comparison result: TCP throughput
with and without Kernort

7 RelatedWork

Internethostinghasbeenmoving from contenthosting
to applicationservice(AS) hosting. The latter requiresa
higherdegreeof isolationin resourceadministration,and
fault/attackimpact. Examplesof ASHP platform include
Oceano[8] of IBM, Utility Data Center[7] of HP, and
Virtual PrivateSener (VPS)of Ensim[1].

Recently virtual OS and isolation kernel have re-
ceivedsigni cant attention.Representaie projectsinclude
VMWare [6], Denali [23], Xen [10], UML [13], and
UMLinux [12]. They all supportthe creationof virtual
seners basedon the guestOS/hostOS architecture. It is
notavorthythatvirtual machineandnetworkingtechnology
hasalso beenappliedto Grid computing,suchasin In-
VIGO [5] andVirtuoso[20]. The protectionand security
mechanism@ SODA canbeintegratedinto thesesystems.

It is noteworthy andinterestinghatthe userlevel mech-
anismfor systemcall interpositionin [15] is very similarto
thewaythe UML [13] guestOSisimplementedThey both
exploit theptracemechanisnprovidedby aUNIX-style OS

1800

1600 -

1400 -

1200 -

1000 -

800

Latency (usec)

600 |

Virtual server w/o Kernort —— -
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400
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Figure 8. Comparison result: TCP latency

with and without Kernort

(including Linux) for the surwillanceof other processes.
Thepurposeof [15] is intrusiondetectiorandcon nement,
alsosimilarto thatof the UML.

The hongypotis "a computersystemthatis speci cally
designedto captureall actiity ... of a criminal who has
gainedunauthorizedaccesdo the system”[11]. Recently
virtual OS (including UML) hasalso beenappliedto the
deployment of honeypot [3], in order to achieve better
attack con nementand log data capture. However, due
to its differentpurposerom SODA, UML-basedhoneypot
doesnot supportresourcesolationandvirtual re walling
betweerhonegypots. As to logging, UML-basedhoney/pot
supportsuntamperableogging of attacler's keystrolkes.
However, it is not capableof intrusion detectionand AS-
speci ¢ logging. Anotherprojectthataddressesntampera-
bleloggingis ReMrt [14]. ReMrt is basednthe UMLinux
[12] guestOS.In ReMrt, theloggingmoduleis completely
outsidetheguestOS.As aresult,thelog dataof ReMrt may
belessdetailedthanthosecapturecby SODA's Kernort.

A paradigmsimilar to the ASHP is the execution of
mobile codeon a foreign hostplatform. It alsoinvolvesa



Con guration | Create/| Delete/ | Create/| Delete/ | Lateng/ | Prot | Page | 100fd
0K 0K 10K 10K Mmap | Fault | Fault | selct

w/oKernort | 160.2 | 83.1 226.2 | 90.2 792.0 | 14.1 | 15.0| 21.9
w/ Kernort 160.8 | 83.6 228.6 | 90.2 7720 | 142 | 15.1 | 21.9

Table 3. LMbenc h result:

two-way securityrelationshipbetweerthe mobilecodeand
thehost: we needprotectionof thelatteragainstheformer
[22] and vice versa [18]. However, the ASHP paradigm
is differentin thatthe host-tenantelationshipin an ASHP
usually lastslonger, and that the inter-tenantrelationship
shouldalsobe considered.

8 Conclusion

In this paperwe shav thatthe protectionof Application
Service Hosting Platforms (ASHP) posesnew research
challenges.Dueto ASHP's inherentrequiremenbf open-
ness,sharing,and mutualisolation, novel OS architecture
and mechanismsare neededto provide protection and
isolation betweenthe host (ASHP infrastructure)and the
tenants(AS), as well as betweendifferent tenants. We
argue that the traditional single-lezel ASHP architecture
is not adequatdor suchprotection,andthat the two-level
architecturebasecdn virtual OStechnologyappearso bea
promisingcandidateBasedon SODA, ourtwo-level ASHP
architecture we have implementeda numberof effective
and ef cient protection mechanisms,ncluding resource
isolation,virtual switchingand re walling, andKernortfor
intrusion detectionand logging. Thesemechanismswill
sene as the basisfor more complicatedsecurity mecha-
nismsandpoliciesfor ASHP protection.
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