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NAT translates the addresses in both outgoing and incoming datagrams by replac-
ing the source address in each outgoing datagram with G and replacing the destination
address in each incoming datagram with the private address of the correct host. Thus,
from the view of an external host, all datagrams come from the NAT box and all
responses return to the NAT box. From the view of internal hosts, the NAT box ap-
pears to be a router that can reach the global Internet.

The chief advantage of NAT arises from its combination of generality and trans-
parency. NAT is more general than application gateways because it allows an arbitrary
internal host to access an arbitrary service on a computer in the global Internet. NAT is
transparent because it allows an internal host to send and receive datagrams using a
private (i.e., nonroutable) address.

To summarize:

Network Address Translation technology provides transparent IP-level
access to the Internet from a host with a private address.

19.7 NAT Translation Table Creation

Our overview of NAT omits an important detail because it does not specify how
NAT knows which internal host should receive a datagram that arrives from the Inter-
net. In fact, NAT maintains a translation table that it uses to perform the mapping.
Each entry in the table specifies two items: the IP address of a host on the Internet and
the internal IP address of a host at the site. When an incoming datagram arrives from
the Internet, NAT looks up the datagram’s source address in the translation table, ex-
tracts the corresponding address of an internal host, replaces the datagram’s destination
address with the host’s address, and forwards the datagram across the local network to
the host†.

The NAT translation table must be in place before a datagram arrives from the In-
ternet. Otherwise, NAT has no way to identify the correct internal host to which the
datagram should be forwarded. How and when is the table initialized? There are
several possibilities:

d Manual Initialization. A manager configures the translation table manually be-
fore any communication occurs.

d Outgoing Datagrams. The table is built as a side-effect of an internal host
sending a datagram. NAT uses the outgoing datagram to create a translation
table entry that records the source and destination addresses.

d Incoming Name Lookups. The table is built as a side-effect of handling
domain name lookups. When a host on the Internet looks up the domain name
of an internal host‡, the DNS software sends address G as the answer, and
then creates an entry in the NAT translation table to forward incoming da-
tagrams to the correct internal host.
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†Whenever it replaces an address in a datagram header, NAT must recompute the header checksum.
‡Chapter 23 describes how the Domain Name System (DNS) operates.


