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Course Review




Topics
  - Machine representation


  - Strings, Arrays, Structures, Unions


  - Pointers, Pointer Arithmetic


  - Function Pointers and Callbacks


  - Memory Management


  - Data Structures


  - Generics


  - Undefined Behavior


  - Optimizations


  -  I/O


   - Signal Handling


   - Rust


   - Asserts, Error Handling


   - Control Stack Layout
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Data Types
The base data type in C

‣int - used for integer numbers

‣float - used for floating point numbers

‣double - used for large floating point numbers

‣char - used for characters

‣void - used for functions without parameters or return value

‣enum - used for enumerations


The composite types are

‣pointers to other types

‣functions with arguments types and a return type

‣arrays of other types

‣structs with fields of other types

‣unions of several types
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Representing Numbers

Infinite set of numbers, but finite representation

‣ Everything must be represented in terms of 1’s and 0’s

‣ Machine architecture and instruction set dictates size of operands for 
arithmetic operations


Example: 32-bit operands implies being able to represent  232  integers


‣ Unsigned vs. signed numbers

unsigned: represent positive numbers from 0

signed: represent both positive and negative numbers


‣Floating-point numbers

a representation for real numbers
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Qualifiers, Modifiers & Storage
Type qualifiers

‣short - decrease storage size

‣long - increase storage size

‣signed - request signed representation

‣unsigned - request unsigned representation


Type modifiers

‣volatile - value may change without being written to by the program

‣const - value not expected to change


Storage class

‣static - variable that are global to the program

‣extern - variables that are declared in another file
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Sizes
6

Type Range  (32-bits) Size in 
bytes

signed char −128 to +127 1

unsigned char 0 to +255 1

signed short int −32768 to +32767 2

unsigned short int 0 to +65535 2

signed int −2147483648 to +2147483647 4

unsigned int 0 to +4294967295 4

signed long int −2147483648 to +2147483647 4 or 8

unsigned long int 0 to +4294967295 4 or 8

signed long long int −9223372036854775808 to +9223372036854775807 8

unsigned long long int 0 to +18446744073709551615 8

float 1×10−37 to 1×1037 4

double 1×10−308 to 1×10308 8

long double 1×10−308 to 1×10308 8, 12, or 16



Character representation
ASCII code (American Standard Code for Information 
Interchange): defines 128 character codes (from 0 to 127),

In addition to the 128 standard ASCII codes there are other 
128 that are known as extended ASCII, and that are platform- 
dependent.

Examples:

‣The code for ‘A’ is 65 

‣The code for ‘a’ is 97 

‣The code for ‘b’ is 98 

‣The code for ‘0’ is 48

‣The code for ‘1’ is 49
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Opening files
FILE* fopen(const char* filename, const char* mode)
‣mode can be “r” (read), “w” (write), “a” (append) 
 returns NULL on error (e.g., improper permissions) 
 filename is a string that holds the name of the file on disk


int fileno(FILE *stream)
‣returns the file descriptor associated with stream

char *mode = "r";
FILE* ifp = fopen("in.list", mode);
if(ifp==NULL){fprintf(stderr,"Failed");exit(1);}
FILE* ofp = fopen("out.list", "w");
if (ofp==NULL) {...}
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Reading files
fscanf requires a FILE* for the file to be read


fscanf(ifp, “<format string>”, inputs)

Returns the number of values read  or EOF on an end of file


Example: Suppose ifp is a file pointer to a file containing

   foo 70
   bar 50

To read elements from this file, we might write

  fscanf(ifp, “%s  %d”, name, count)

Can check against EOF:


  while(fscanf(ifp,“%s %d”,name,count)!=EOF);
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External and static variables
C differentiates variable definitions from declarations.
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A declaration is a like a customs declaration
it is not the thing itself, merely


a description of some baggage that

you say you have around somewhere

a definition  is the special kind of declaration 
that fixes the storage for that thing

‣A declaration introduces a name and its type to allow the compiler to 
compile code that references that name.  


‣A definition is a declaration that also generates storage for the identifier 
based on its type.  This is needed to link and execute code.



Libraries
A library in C … 

‣contains object files used together in the linking phase of a program

‣is indexed, so it is easy to find function and variable symbols


Static libraries: 

‣collections of object files that are linked into the program


Examples:

‣Unix: libXXX.a 

‣Windows: XXX.lib


Command line:

‣gcc -ltweetit.a main.c
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Basics
char c;   declares a variable of type character

char* pc; declares a variable of type pointer to character

char** ppc; declares a variable of type pointer to pointer to character


c = ‘a’;   initialize a character variable

pc = &c;   get the address of a variable 

ppc = &pc; get the address of a variable 


c == *pc == **ppc
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Arrays & pointers
int c = 0, in = 0;
char buf[2048]; char *p = buf;

while((c = getchar()) != EOF) {
   if(c=='<' || c=='&')  in = 1;
   if(in)  *p++=c;
   if(c=='>' || c==';') { 
      in = 0; *p++ = '\0'; 
   }
}

‣buf is an array of 2048 characters; 

‣p is pointer in the buffer

‣boolean value false is 0, any non-0 is true
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Arrays
 char buf[2048]; int pos=0;  

  while((c = getchar()) != EOF) {
   ...
   if(in) buf[pos++] = c;
   if(c=='>'||c==';') {
     buf[pos++]='\0'; 
     pos=0; 
   }

‣the same program without pointers

‣an alternative to pointers is to use an index in the array of chars

‣strings must be \0 terminated (or risk a buffer overflow…)
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Memory layout
Data alignment: when the processor accesses memory, it 
usually reads a word at a time; on a 32-bit platform, reads 
entail reading 4 bytes at a time.


What if the data structure is not a multiple of 4? 


‣Padding: some unused bytes are inserted in the structure by the compiler


Compiler will use padding to make sure field accesses are word-
aligned.  On a 32-bit machine, this means the address of every field is 
at a 4-byte boundary; on a 64-bit machine, the address of every field is 
at an 8-byte boundary.


The sizeof() operator returns the amount of memory used by a 
structure, taking padding into account.
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Endian-ness
16

The order of bytes in a word or multi- byte value 


‣Does not impact bit ordering for individual bytes! 


Two ways: 


‣Big-endian: most significant byte first (lowest address) 


‣Little-endian: least significant byte first 


Example:
Representing the integer 305419896 in memory

In hexadecimal: 0x 12 34 56 78

each pair of hex digits corresponds to a byte

© 2023 Dr. Jeffrey A. Turkstra 17

Stored in memory...Stored in memory...

 Each box is 1 byte. We can look at it in binary too:Each box is 1 byte. We can look at it in binary too:

0x0x1122 =  = 0b0b00010001 0010 0010

0x0x3344 = 0b = 0b00110011  01000100

0x0x5566 = 0b = 0b01010101  01100110

0x0x7788 = 0b = 0b01110111  10001000

 0x0x1122334455667788 = 0b = 0b0001000100100010001100110100010001010101011001100111011110001000

 0x0x7788556633441122 = =  0b0b0111011110001000010101010110011000110011010001000001000100100010

12   34  56  78 78   56   34  12

Big endian
Little endianBig endian Little endian



Structures and functions
Structures can be initialized, copied as any other value

They can not be compared directly

‣instead one must write code to compare members one by one

‣Or compare the addresses of the structures (usually not the right answer)


Functions can return structure instances

‣What is the cost in terms of memory allocation, copy, and performance?

‣What’s the difference between arrays and structures in this sense?


  struct pt { int x, y; };
   struct pt mkpt(int x, int y) {
      struct pt t; t.x = x; t.y = y; return t;
   }

   struct pt p1 = mkpt(0, 0);
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Recursive structures
What is the meaning of 


   struct rec { int i;  struct rec r; }

A structure cannot refer itself directly. 

The only way to create a recursive structure is to use pointers


  struct node {
    char * word;
    int count;
    struct node *left,*right;
 }
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Unions
typedef union {int units; float kgs;} amount;

Unions can hold different type of values at different times

Definition similar to a structure but

‣storage is shared between members

‣only one field  present at a time

‣programmers must keep track of what it is stored


Useful for defining values that range over different types

‣Critically, the memory allocated for these types is shared


Memory layout

‣All members have offset zero from the base

‣Size is big enough to hold the widest member

‣The alignment is appropriate for all the types in the union
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Pointers and arrays
There is a strong relationship between pointers and arrays


   int a[10];
   int* p;

A pointer (e.g. p) holds an address while the name of an array 
(e.g. a) denotes an address


Thus it is possible to convert arrays to pointers


   p = a;

Array operations have equivalent pointer operations


   a[5]     ==     *( p + 5 )

Note that a=p or a++ are compile-time errors.
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Pointers to arrays
char a[2][3];

Multi-dimensional array that stores two strings of 3 characters. 
(Not necessarily zero-terminated)


char a[2][3]={“ah”,”oh”};

Array initialized with 2 zero-terminated strings.


char *p = &a[1];

while( *p != ‘\0’ ) p++;

Iterate over the second string
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Character arrays and pointers
What’s the difference between char s[] and char* s?

‣As a declaration, none:


      int f(char* s) 

      int f(char s[])


‣As a definition:

char s[] = “hello”

- Allocates the string in modifiable memory, and defines s to be a pointer to the head of the string.

- Can change the contents, but s will always point to the same place


- Can’t write:  s = p; an array name is not a variable (i.e., can’t be used as an l-value)

char* s = “hello”

- Allocates a pointer (freely modifiable)

- Allocates a string (not modifiable) - typically allocated in the text segment of memory

- s points to the beginning of the string, but modifications to the string (e.g., *s = ‘x’) is undefined

- s can be reassigned to point to other strings
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Parameter passing
Historically programming languages have offered:

‣passed by value          

‣passed by reference    

‣passed by value-result 


By-value semantics:

‣Copy of param on function entry, initialized to value passed by caller 

‣Updates of param inside callee made only to copy 

‣Caller’s value is not changed (updates to param not visible after return)
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The Stack
Logically it’s a last-in-first-out (LIFO) structure


Two operations: push and pop


Grows ‘down’ from high-addresses to low


Operations always happen at the top


Holds “activation frames”, i.e. state of 
 functions as they execute

‣top-most (lowest) frame corresponds to the  
currently executing function


Stores local variables and address of  
the function that needs to be executed  
next

24
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e5%&0,L%1=+',A99.'55%&0,!/9'5,

void swap(int *xp, int *yp)  
{ 
  int t0 = *xp; 
  int t1 = *yp; 
  *xp = t1; 
  *yp = t0; 
} 

swap: 
 pushl %ebp 
 movl  %esp,%ebp 
 pushl %ebx 

 movl 8(%ebp), %edx 
 movl 12(%ebp), %ecx 
 movl (%edx), %ebx 
 movl (%ecx), %eax 
 movl %eax, (%edx) 
 movl %ebx, (%ecx) 

 popl  %ebx 
 popl  %ebp 
 ret 

4/9:,

L'6,
e=,

V%&%5$,



Recall Stack Layout
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Parameters for the procedure


Save current PC onto stack (return 
address)


Save current SP value onto stack


Allocates stack space for local 
variables by decrementing SP by 
appropriate amount


Return value passed by register

Stack frame

SP

Parameters

Return address

Stack Frame Pointer

Local variables Stack

Growth

 Parameters for the 
procedure

 Save current PC onto 
stack (return address)

 Save current SP value 
onto stack

 Allocates stack space 
for local variables by 
decrementing SP by 
appropriate amount

11

Tuesday, February 1, 2011



Dynamic memory management
#include <stdlib.h> 


void* calloc(size_t n, size_t s)

void* malloc(size_t s)

void  free(void* p)

void* realloc(void* p, size_t s)


Allocate and free dynamic memory

26



Operations with memory
#include <string.h>


void* memset(void *s, int c, size_t n)

void* memcpy(void *s, const void *s2, size_t n)

void* memove(void *s, const void *s2, size_t n)


Initializing and copying blocks of memory
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Memory Allocation Problems
Memory leaks

‣Alloc’d memory not freed appropriately

‣If your program runs a long time, it will run out of 
memory or slow down the system

‣Always add the free on all control flow paths after 
a malloc

28

void *ptr = malloc(size);
/*the buffer needs to double*/
size *= 2;
ptr = realloc(ptr, size);
if (ptr == NULL) 
  /*realloc failed, original address in ptr  
   lost; a leak has occurred*/
  return 1;



Linked-List
29

‣Represent the “next-node” field as a pointer

‣Allocate new nodes using malloc()
‣Remove nodes using free()

struct lnode
{

int item;
struct lnode *next;

};
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struct lnode *np;
np = (struct lnode*)malloc(sizeof(struct lnode));
np->Item = 3;
np->Next = NULL;
free(np);
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Stack
30

typedef struct node { 

  struct node *next; 

  void *data; 

} node; 

typedef struct stack { 

  int nelems; 

  int elem_size_bytes; 

  node *top;
} stack;

Each stack element stores a pointer to

the next node in the stack and a pointer

to the data the node stores.


A stack contains meta-data on the number

of elements, the size of each element, and a 

pointer to the current ‘top-of-stack’ 

   - A stack is generic, but not heterogeneous

Operations:

- stack *stack_create(int elem_size_bytes)
- void stack_push(stack *s, const void *data)
- void stack_pop(stack *s, void *addr)



Fold
Now, lets define abstractions that compute over lists


int fold(int(*f)(int,int), List *l, int acc) {   
    if (l == NULL) 
        return acc;
    else {
        int x = l->val;
        return fold (f, l->next, (*f)(x,acc));
    }
}
        


31

a list of integers an accumulator

A function pointer that operates over 
pairs of integers and returns an int

Each recursive call to fold operates on the current value and the 
current accumulator; the result becomes the new value of the 
accumulator in the next call



Map
 List* map(int(*f)(int), List *l) {
   if (l == NULL) return l; 
   List * l1 = malloc(sizeof(List));
   l1->val  = (*f)(l->val);
   l1->next = map( f, l->next);
   return l1;
 }
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A function pointer that points to a function 
which takes an integer argument and 
produces an integer result

Apply the function pointed to by f to the current list element

Recursively apply map to the rest of the list



void type
A pointer to a void type points to a value that has no type.

‣This means there are no allowable operations on them.

‣Must cast void pointers to concrete type in order to access its target value

‣One use of void pointers is to pass “generic” parameters to a function


void f (void* data, int sz) {
    if (sz == sizeof(char)) {
      char* p = (char*)data; ++(*p);
    } else if (sz == sizeof(int)) {
      int* p = (int*)data; ++(*p); 
    }
}
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Generic Implementation
34

13

Generic Bubble Sort
void bubble_sort(void *arr, size_t n, 

size_t elem_size_bytes, int (*cmp_fn)(void *, void *)) {
while (true) {

bool swapped = false;
for (size_t i = 1; i < n; i++) {

void *p_prev_elem = (char *)arr + (i - 1) * elem_size_bytes;
void *p_curr_elem = (char *)arr + i * elem_size_bytes;
if (cmp_fn(p_prev_elem, p_curr_elem) > 0) {

swap(p_prev_elem, p_curr_elem, elem_size_bytes);
swapped = true;

}
}
if (!swapped) {

return;
}

}
}

Let’s start by making the parameters 
generic.
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Generic Bubble Sort
void bubble_sort(void *arr, size_t n, size_t elem_size_bytes, 

int (*cmp_fn)(void *, void *)) {
while (true) {

bool swapped = false;

for (size_t i = 1; i < n; i++) {
void *p_prev_elem = (char *)arr + (i - 1) * elem_size_bytes;
void *p_curr_elem = (char *)arr + i * elem_size_bytes;
if (cmp_fn(p_prev_elem, p_curr_elem) > 0) {

swap(p_prev_elem, p_curr_elem, elem_size_bytes);
swapped = true;

}
}

if (!swapped) {
return;

}
}

}

. . . 

Caller’s stack frame

? ? ? ?

. . . 

bubble_sort i arr p_prev_elem p_curr_elem

2
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Generic Bubble Sort
void bubble_sort(void *arr, size_t n, 

size_t elem_size_bytes, int (*cmp_fn)(int, int)) {
while (true) {

bool swapped = false;
for (size_t i = 1; i < n; i++) {

void *p_prev_elem = (char *)arr + (i - 1) * elem_size_bytes;
void *p_curr_elem = (char *)arr + i * elem_size_bytes;
if (cmp_fn(arr[i - 1], arr[i]) > 0) {

swap(p_prev_elem, p_curr_elem, elem_size_bytes);
swapped = true;

}
}
if (!swapped) {

return;
}

}
}

Let’s start by making the parameters 
generic.

Comparison is now over bytes

extract data based on size of 
each element

swap element based on 
element size

void swap(void *x, void *y, size_t nbytes) { 
  char tmp[nbytes];
  // store a copy of x in temporary storage 
  memcpy(tmp, x, nbytes);
  // copy y to location of x
  memcpy(x, y, nbytes);
  // copy data in temporary storage to location of data2
  memcpy(y, tmp, nbytes);

Recall generic swap 



Defining a signal handler
#include <signal.h>
void (*signal (int sig, void (*func)(int)))(int);

signal is a function pointer to a function that takes as 
arguments:

‣ a signal (represented as an int)

‣ a handler 


and returns a function that takes an int and returns void

The handler is a function pointer to a function that takes an int 
and returns void.
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Optimizations
36

Optimizations target one or more of:
    - static instruction count
    - dynamic instruction count
    - execution time

Optimizing along one dimension doesn’t 
necessarily result in optimization along another

- Inlining
- Constant Folding
- Common Subexpression Elimination
- Dead Code Elimination
- Strength Reduction
- Loop Unrolling
- Tail Recursion
- Code Motion
- Layout

Knowing the kinds of optimizations C performs can lead you to
write better code, either by:
    - performing them yourself
    - writing code in ways that enable them



Optimizations

- Lots of wiggle room

- Three degrees of freedom provided to a compiler:

‣ Implementation-dependent: compiler must document and choose a 
consistent behavior

‣ Unspecified: multiple possibilities; compiler must choose one of those

‣ Undefined: compiler is free to emit code that can produce arbitrary 
behavior
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Undefined Behavior
-- Examples:

‣  The value of a pointer to an object whose lifetime has ended:

 
‣  Pointer conversion produces a value outside representable range:

   char* p = malloc(10);  short x = (short) p;
‣  Object that’s modified multiple times between two sequence points

Eg:  int i = 0; f(i++, i++) - what arguments will f be called with?

Undefined Behaviour (cont.)

The value of a pointer to an object whose lifetime has ended is

used. We already encountered this back in lecture 4:

1 #include <stdio.h>

2

3 char *unary(unsigned short s) {

4 char local[s+1];

5 int i;

6 for (i=0;i<s;i++) local[i]='1';

7 local[s]='\0';

8 return local;

9 }

10

11 int main(void) {

12 printf("%s\n",unary(6)); //What does this print?

13 return 0;

14 }
12 / 28
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Undefined Behavior
39

- Accessing an uninitialized variable

Undefined Behaviour (cont.)

Use of an uninitialized variable before accessing it:

1 int main(int argc, char **argv) {

2 int i;

3 while (i < 10) {

4 printf("%d\n", i);

5 i++;

6 }

7 }

13 / 28

- Accessing out-of-bounds memory

Undefined Behaviour (cont.)

Accessing out-of-bounds memory.

1 char *buf = malloc(10);

2 buf[10] = '\0';

Dereferencing a NULL pointer or wild pointer (e.g. after calling

free).

1 char *buf = malloc(10);

2 buf[0] = 'a'; // what if buf is NUL?

3 free(buf);

4 buf[0] = '\0'; // buf has been freed

14 / 28

- Null dereference or `wild` pointer

Undefined Behaviour (cont.)

Accessing out-of-bounds memory.

1 char *buf = malloc(10);

2 buf[10] = '\0';

Dereferencing a NULL pointer or wild pointer (e.g. after calling

free).

1 char *buf = malloc(10);

2 buf[0] = 'a'; // what if buf is NUL?

3 free(buf);

4 buf[0] = '\0'; // buf has been freed

14 / 28



Undefined Behavior
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- Signed integer overflow

- INT_MAX + 1 != INT_MIN

- Knowing signed values cannot overflow (and still be defined) enables 
useful optimizations:

E.g., consider: for (i = 0, i < N, ++i) { … }

Because signed integer overflow is undefined, the compiler can
assume that the loop runs exactly N+1 times

If this wasn’t the case, then it would be difficult to reason about 
code like:

for (i = 0, i < INT_MAX, ++i) { … }



Summary
41

- The compiler only has to execute statements where the behavior is 
defined, and can optimize the rest away.  

- In the C abstract machine, every operation that is being performed is 
either defined or undefined (as classified by the C standard).  

- Application developers need to worry about every input to the program 
being defined, as the compiler is an “adversary” that can jump on undefined 
behavior and subvert the original “intention”.  



 Null pointer dereference

 Use after free

 Double free 


 Array indexing errors

 Mismatched array new/delete

 Potential stack/heap overrun


 Return pointers to local variables

 Logically inconsistent code


 Uninitialized variables

 Invalid use of negative values


 Under allocations of dynamic data

 Memory leaks


 File handle leaks

 Unhandled return codes

What to fear/check for…
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tors for automatic resource manage-
ment was pioneered in the form of RAII 
(Resource Acquisition Is Initialization) 
in C++;31 the key difference in Rust is 
that the type system can statically en-
sure that resources do not get used any 
more after they have been destructed.

Mutable references. A strict owner-
ship discipline is nice and simple, but 
unfortunately not very convenient to 
work with. Frequently, one wants to 
provide data to some function tempo-
rarily, but get it back when that func-
tion is done. For example, we want 
v.push(12) to grant push the privilege 
to mutate v, but we do not want it to 
consume the vector v.

In Rust, this is achieved through bor-
rowing, which takes a lot of inspiration 
from prior work on region types.13,34 An 
example of borrowing is given in Figure 
3. The function add_something 
takes an argument of type &mut 
Vec<i32>, which indicates a mutable 
reference to a Vec<i32>. Operationally, 
this acts just like a reference in C++, 
that is, the Vec is passed by reference. 
In the type system, this is interpreted as 
add _something borrowing owner-
ship of the Vec from the caller.

The function add_something 
demonstrates what borrowing looks 
like in well-formed programs. To see 
why the compiler accepts that code 
while rejecting our pointer invalidation 
example from earlier, we have to intro-
duce another concept: lifetimes. Just 
like in real life, when borrowing some-

Like in the C++ version, there is a 
buffer in memory, and vptr points 
into the middle of that buffer (causing 
aliasing); push might reallocate the 
buffer, which leads to vptr becoming a 
dangling pointer, and that leads to a 
use-after-free in line 4.

But none of this happens; instead 
the compiler shows an error: “cannot 
borrow v as mutable more than once at 
a time.” We will come back to “borrow-
ing” soon, but the key idea—the mecha-
nism through which Rust achieves 
memory safety in the presence of point-
ers that point into a data structure—al-
ready becomes visible here: the type sys-
tem enforces the discipline (with a 
notable exception that we will come to 
later) that a reference is never both aliased 
and mutable at the same time. This prin-
ciple should sound familiar in the con-
text of concurrency, and indeed Rust 
uses it to ensure the absence of data 
races as well. However, as our example 
that is rejected by the Rust compiler 
shows, the unrestricted combination of 
aliasing and mutation is a recipe for di-
saster even for sequential programs: in 
line 3, vptr and v alias (v is considered 
to point to all of its contents, which 
overlaps with vptr), and we are per-
forming a mutation, which would lead 
to a memory access bug in line 4.

Ownership and Borrowing
The core mechanism through which 
Rust prevents uncontrolled aliasing is 
ownership. Memory in Rust always has 
a unique owner, as demonstrated by 
the example in Figure 2.

Here, we construct v similar to our 
first example, and then pass it to con-
sume. Operationally, just like in C++, 
parameters are passed by value but the 
copy is shallow—pointers get copied 
but their pointee does not get duplicat-
ed. This means that v and w point to the 
same buffer in memory.

Such aliasing is a problem if v and w 
would both be used by the program, but 
an attempt to do so in line 6 leads to a 
compile-time error. This is because 
Rust considers ownership of v to have 
moved to consume as part of the call, 
meaning that consume can do whatev-
er it desires with w, and the caller may 
no longer access the memory backing 
this vector at all. 

Resource management. Ownership 
in Rust not only prevents memory 

bugs—it also forms the core of Rust’s 
approach to memory management 
and, more generally, resource manage-
ment. When a variable holding owned 
memory (for example, a variable of type 
Vec<T>, which owns the buffer in 
memory backing the vector) goes out of 
scope, we know for sure this memory 
will not be needed any more—so the 
compiler can automatically deallocate 
the memory at that point. To this end, 
the compiler transparently inserts de-
structor calls, just like in C++. For ex-
ample, in the consume function, it is 
not actually necessary to call the de-
structor method (drop) explicitly. We 
could have just left the body of that 
function empty, and it would have auto-
matically deallocated w itself.

As a consequence, Rust program-
mers rarely have to worry about memo-
ry management: it is largely automatic, 
despite the lack of a garbage collector. 
Moreover, the fact that memory man-
agement is also static (determined at 
compile time) yields enormous bene-
fits: it helps not only to keep the maxi-
mal memory consumption down, but 
also to provide good worst-case latency 
in a reactive system such as a Web server. 
And on top of that, Rust’s approach 
generalizes beyond memory manage-
ment: other resources like file descrip-
tors, sockets, lock handles, and so on 
are handled with the same mechanism, 
so that Rust programmers do not have 
to worry, for instance, about closing 
files or releasing locks. Using destruc-

Figure 2. Rust example: Moving ownership.

1 fn consume(w: Vec<i32>) {
2  drop(w); // deallocate vector
3 }
4 let v = vec![10, 11];
5 consume(v);
6 v.push(12); // Compiler error

Figure 3. Rust example: Mutable references.

1 fn add_something(v: &mut Vec<i32>) {
2  v.push(11);
3 }
4 let mut v = vec![10];
5 add_something(&mut v);
6 v.push(12); // Ok!
7 // v.push(12) is syntactic sugar for Vec::push(&mut v, 12)

Could have been automatically

inserted by the compiler

APRIL 2021  |   VOL.  64  |   NO.  4  |   COMMUNICATIONS OF THE ACM     147

contributed articles

tors for automatic resource manage-
ment was pioneered in the form of RAII 
(Resource Acquisition Is Initialization) 
in C++;31 the key difference in Rust is 
that the type system can statically en-
sure that resources do not get used any 
more after they have been destructed.

Mutable references. A strict owner-
ship discipline is nice and simple, but 
unfortunately not very convenient to 
work with. Frequently, one wants to 
provide data to some function tempo-
rarily, but get it back when that func-
tion is done. For example, we want 
v.push(12) to grant push the privilege 
to mutate v, but we do not want it to 
consume the vector v.

In Rust, this is achieved through bor-
rowing, which takes a lot of inspiration 
from prior work on region types.13,34 An 
example of borrowing is given in Figure 
3. The function add_something 
takes an argument of type &mut 
Vec<i32>, which indicates a mutable 
reference to a Vec<i32>. Operationally, 
this acts just like a reference in C++, 
that is, the Vec is passed by reference. 
In the type system, this is interpreted as 
add _something borrowing owner-
ship of the Vec from the caller.

The function add_something 
demonstrates what borrowing looks 
like in well-formed programs. To see 
why the compiler accepts that code 
while rejecting our pointer invalidation 
example from earlier, we have to intro-
duce another concept: lifetimes. Just 
like in real life, when borrowing some-

Like in the C++ version, there is a 
buffer in memory, and vptr points 
into the middle of that buffer (causing 
aliasing); push might reallocate the 
buffer, which leads to vptr becoming a 
dangling pointer, and that leads to a 
use-after-free in line 4.

But none of this happens; instead 
the compiler shows an error: “cannot 
borrow v as mutable more than once at 
a time.” We will come back to “borrow-
ing” soon, but the key idea—the mecha-
nism through which Rust achieves 
memory safety in the presence of point-
ers that point into a data structure—al-
ready becomes visible here: the type sys-
tem enforces the discipline (with a 
notable exception that we will come to 
later) that a reference is never both aliased 
and mutable at the same time. This prin-
ciple should sound familiar in the con-
text of concurrency, and indeed Rust 
uses it to ensure the absence of data 
races as well. However, as our example 
that is rejected by the Rust compiler 
shows, the unrestricted combination of 
aliasing and mutation is a recipe for di-
saster even for sequential programs: in 
line 3, vptr and v alias (v is considered 
to point to all of its contents, which 
overlaps with vptr), and we are per-
forming a mutation, which would lead 
to a memory access bug in line 4.

Ownership and Borrowing
The core mechanism through which 
Rust prevents uncontrolled aliasing is 
ownership. Memory in Rust always has 
a unique owner, as demonstrated by 
the example in Figure 2.

Here, we construct v similar to our 
first example, and then pass it to con-
sume. Operationally, just like in C++, 
parameters are passed by value but the 
copy is shallow—pointers get copied 
but their pointee does not get duplicat-
ed. This means that v and w point to the 
same buffer in memory.

Such aliasing is a problem if v and w 
would both be used by the program, but 
an attempt to do so in line 6 leads to a 
compile-time error. This is because 
Rust considers ownership of v to have 
moved to consume as part of the call, 
meaning that consume can do whatev-
er it desires with w, and the caller may 
no longer access the memory backing 
this vector at all. 

Resource management. Ownership 
in Rust not only prevents memory 

bugs—it also forms the core of Rust’s 
approach to memory management 
and, more generally, resource manage-
ment. When a variable holding owned 
memory (for example, a variable of type 
Vec<T>, which owns the buffer in 
memory backing the vector) goes out of 
scope, we know for sure this memory 
will not be needed any more—so the 
compiler can automatically deallocate 
the memory at that point. To this end, 
the compiler transparently inserts de-
structor calls, just like in C++. For ex-
ample, in the consume function, it is 
not actually necessary to call the de-
structor method (drop) explicitly. We 
could have just left the body of that 
function empty, and it would have auto-
matically deallocated w itself.

As a consequence, Rust program-
mers rarely have to worry about memo-
ry management: it is largely automatic, 
despite the lack of a garbage collector. 
Moreover, the fact that memory man-
agement is also static (determined at 
compile time) yields enormous bene-
fits: it helps not only to keep the maxi-
mal memory consumption down, but 
also to provide good worst-case latency 
in a reactive system such as a Web server. 
And on top of that, Rust’s approach 
generalizes beyond memory manage-
ment: other resources like file descrip-
tors, sockets, lock handles, and so on 
are handled with the same mechanism, 
so that Rust programmers do not have 
to worry, for instance, about closing 
files or releasing locks. Using destruc-

Figure 2. Rust example: Moving ownership.

1 fn consume(w: Vec<i32>) {
2  drop(w); // deallocate vector
3 }
4 let v = vec![10, 11];
5 consume(v);
6 v.push(12); // Compiler error

Figure 3. Rust example: Mutable references.

1 fn add_something(v: &mut Vec<i32>) {
2  v.push(11);
3 }
4 let mut v = vec![10];
5 add_something(&mut v);
6 v.push(12); // Ok!
7 // v.push(12) is syntactic sugar for Vec::push(&mut v, 12)

Ownership

Borrowing

pass-by-value

pass-by-reference

track lifetimes


