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Abstract

It may be argued that medical information systemsare subject to the sametype of threats
and compromisesthat plague general information systems,and that it doesnot require special
attention from a research viewpoint. The �rsthand experienceof experts in information security
and assurancewho studied or workedwith health applications hasbeenof a di�eren t sort: While
general principles of security still apply in the medical information �eld, a number of unique
characteristics of the health care businessenvironment suggesta more tailored approach. In
this paper we describe some recent results of an on-going research on medical information
privacy carried out at the Johns Hopkins University under the support of the National Science
Foundation (NSF).

1 In tro duction

Electronically-managed information touches almost all aspects of our daily life in modern society.
Cryptographic techniques can be used to assurethat sensitive information is kept secureand, in
general, to protect communication systems.

However, even if the communication infrastructure is made secure,all privacy problems will
not disappear. While making the Internet as secureas possibleis necessaryfor privacy, it is not
su�cien t in and of itself. Security is not synonymous with privacy. One of the earliest de�nition
of privacy was given by Warren and Brandeis in [1], who identi�ed privacy as the right to be left
alone. Westin [2] discussesthe importance of privacy for free societies, de�ning privacy as the
claim of individuals, groups and institutions to determine for themselves,when, how and to what
extent information about them is communicated to others. Privacy brings a certain kind of freedom.
Prejudices basedon someone'sbackground, social status, or previous actions are not possible. It
enablespeople to speak freely and expressthemselves without fear of being persecuted. Privacy
has beendeclared a fundamental human right in Art. 12 of the Universal Declaration of Human
Rights of the United Nations [3].
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2 Securit y and Priv acy of Health Information

Unauthorized accessesto data and records in the intelligence and �nancial industries are likely
to be used for criminal purposes,such as the sale of military secretsor fraud, respectively. With
medical information such breaches and usesmay be more insidious, and the damageslessovert.
Information systems administrators in both military and �nancial institutions are given strong
mandatesto curb criminal useof the houseddata; breachesare often followed by inquiries to assign
responsibilit y, and by punitiv e action. The lossof credibilit y following a �nding of grossnegligence
can be as damaging to the institution as the event itself.

A di�eren t picture prevails in the medical �eld. Unlike banks, health care institutions have
avoided public backslash after breachesby blaming unscrupulousinsiders who violate sacredprin-
ciples of ethical behavior. The public and even many health care professionals,perhaps out of a
lack of understanding of security principles and practices, assumethat the high ethical standards
expectedof health care personnelare enoughof a deterrent to the misuseof information in all but
exceptional cases. This view is contradicted by the fact that medical records are routinely avail-
able to non-medical personnel for essential businessfunctions such as claim payment processing.
Moreover, medical information has concretemonetary value to other stakeholdersthan the health
care provider.

Until recently the prevalent view in the health care industry was that investing in security
would hinder e�ciency , decreaseperformance, and increase costs. It has been argued that we
should learn as a society to accept some measureof risk to the security of our medical records
as a better alternative to pricing health care beyond the reach of many. Embracing such stance
shifts the cost of damagesfrom the institution to the individuals who becomevictims of such
breaches. Unfortunately, as medical information systems are deployed more widely, and made
more interconnected,we must expect security violations, already common occurrences,to increase
in number.

The consequencesof security breaches for individual victims vary from inconvenienceto ruin.
(For examples, see [4, 5, 6, 7, 8].) Despite such incidents having occurred and gained public
attention, market forceshave failed to promote changesin industry practices,mainly due to security
not beinga decisionfactor for thoseselectinga medicalbene�ts plan. The population at large is not
educatedabout security issues,and the medical plan choicesavailable to them are limited to a few
alternativeso�ered by employers. In addition, theseplans do not disclosesecurity practicesin their
informativ e materials. Finally, there are just too many variablesto take into account whenchoosing
a plan, not least the price-tag. Realizing another path was neededto promote changein the status
quo, victims and other concernedcitizens formed political pressuregroupsto achieve improvements
through government mandate, and have beensuccessfulin having laws enacted to enforcehealth
carestandardsfor information security and privacy. One benchmark wasthe enactment of the 1996
Health Insurance Portabilit y and Accountabilit y Act (HIPAA) by the American Congress.

Other countries have legally addressedthe protection of electronic health data; however, in
the United States the issueacquired greater relevance for a number of reasons. Unlike European
nations, the United States does not have comprehensive legislation protecting personal data. In
somecasespersonaldata gathered by the government falls under the jurisdiction of the Freedom
of Information Act (FOIA), but in general private data gatherers are not federally regulated. In
addition, the United States health systemis fully privatized, very complex, highly competitiv e and
dynamic. In such an environment, structural cost changescan upset the balanceof power between
stakeholders,while accessto information is valued as a resourceof businessintelligence. Finally,
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the United Stateshasadvancedfaster than someother nations in creating large health information
systemsand is converging to wide interoperabilit y promoted by the adoption of a universalstandard
for health-related transactions and data: the Health Level Seven (HL7) standard [9].

Sincechangesto the security architecture of medical information systemsare being driven by
the requirements of law, and not by perceived market demand, security approachesare likely to be
selectedon the basisof cost, with technical merit asa secondaryconsideration. The patients whose
information is to be protected do not decide on which mechanisms or resourcesshall be utilized
for that protection. It is thus important to maintain a focus on e�ciency when designingmedical
information security solutions.

Another aspect of medical information security is the importance of accessibility. It is well
known that information accessibility and security are at odds. In the medical �eld, accessibility
for certain authorized functions must overrule any other concerns:When a doctor needsto access
the information about a patient in order to provide emergencytreatment, it is imperative that the
data becomeavailable without delay. Accesscontrol structures adopted in medical systemsmust
accommodate such special situations without voiding all security guaranteesalong the way.

Technically speaking,security of medical information involvesthe adoption of accesscontrol and
audit techniques. Accesscontrol can be easily implemented by using AccessControl Lists (ACLs),
sincesuch tools are already available in at least someof the systemsusedby health organizations.
On the other hand, accesscontrol requirements are most easily expressedin terms of role-based
accesscontrol concepts. Another dimension to the problem of implementing accesscontrol is that
the required granularit y (which can be at the data item level and not simply at the record or
�le level) may not enjoy native support in every system. The continuing operation of many legacy
systems,someof which have no native support for personalaccounts and/or di�eren t accesscontrol
privilegesarealsoa complicating factor. Onerecurring solution hasbeento hide data storageservers
behind \information brokers." The latter are usedto support interoperabilit y, implement security
intelligence at the application level, and maintain an encrypted and authenticated transport layer.
For a good (somewhatoutdated) review of approachesto medical information in the United States,
see[10] which also includes recommendationsfor improvements.

From a theoretical standpoint, a formal model for medical information security, proposedby
RossAnderson [11], bears somesimilarities with the Clark-Wilson model for general commercial
systemsrequiring data integrity [12]. Perhapssuch �nding is a re
ection of the fact that medical
data is not easily categorizedin \securit y levels" { though sometypesof recordsare more sensitive
than others { and that the foremost concern in security of medical information is to permit only
authorized personsto accessthe data, and then only for well de�ned, allowed uses.From a practical
perspective, it is necessaryto model each businessmethod and its accompanying information 
o w
when considering the security of medical systems,as the extent of allowable usesand accessesto
data may not be clear at �rst inspection.

While security of medical information involvesissuesof maintaining integrity and implementing
accesscontrol, such measuresare not su�cien t to fully protect the privacy of patients. As with
other industries, often the compromise of information involves the participation of insiders who
have privileges to data or capability of improperly acquiring privileges, such as systemadministra-
tors. Further technical obstaclesmust be put in place to reduce the opportunit y for abuse. It is
important again to remember that medical data is the most valuable sourceof businessintelligence
in the medical �eld, and worth more than would be suspected. Medical information is often stored
and transmitted unencrypted, allowing technically capable unauthorized insiders or intruders to
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circumvent accesscontrols. Fortunately, there is a growing appreciation for the need to maintain
medical data in an encrypted format.

Patient and doctor advocacy groups have raised the issueof privacy attending the health care
provider when choosing treatment options[13]. Such concerns stem from strong pressure from
health care bene�t administrators to curb medical costs by reducing the use of costly treatments
and procedures.Doctors arguethat treatment recommendationscannot be solelybasedon analysis
of a medical chart, but must include subjective criteria derived from direct personalobservation of
the patient. As administrators push for standardizedmethods of review, and statistical analysisof
doctor's prescribing patterns, there is a corresponding lossof a doctor's abilit y to provide treatment
recommendationsbasedon her or his own best judgment. As a result, the patient's interestscantake
secondplace to a doctor's fear of not performing according to e�ciency parametersset arbitrarily
by administrators; ultimately the privacy of doctors is of interest to patients as well.

3 The MIP A Pro ject

The 1996Health InsurancePortabilit y and Accountabilit y Act (HIPAA) required the United States
Department of Health and Human Services(HHS) to issue regulations protecting the privacy of
health information [14]. Draft regulations were opened for somepublic comment periods and, on
April 14 2003, the regulation is going into e�ect and most of the health-care institutions will have
to comply with it. The HHS O�ce for Civil Rights (OCR) is responsible for implementing and
enforcing the privacy regulation.

The regulation applies to health plans, health care clearinghouses,and to health care providers
who transmit health information in electronic form in connection with speci�ed �nancial and ad-
ministrativ e transactions. Theseorganizations are referred to as covered entities in the regulation.
Health information will be protected by the regulation only if it is identi�able and if it is created
or received by a covered entit y. Health information is de�ned as "any oral or recordedinformation
relating to the past, present or future physical or mental health of an individual". Such a de�nition
includes, among other things, electronic medical records,billing or �nancial information, but also
physicians personalnotes. The regulation establishesa new federal legal right for patients: They
can obtain a copy of their own protected health information and require that records be changed
in casethey contain incorrect information.

We believe that relying on supervision and, eventually, sanctionsto enforceprivacy protection
may not be e�ectiv e. It can be quite di�cult or impossibleto prove non-compliancewith a policy,
and law enforcement is usually expensive, slow, and complex. Moreover, legal protection can only
be applied after the problem has occurred, when the damagehas already beendone and sensitive
information has been leaked. Medical privacy should be addressedalso from a technical point of
view. In particular, techniquesshould be investigated that would make it technically impossibleto
violate the privacy of health care consumers.

The MIPA (Medical Information PrivacyAssurance)Project seeksto developprivacy technology
and privacy-protecting infrastructures to facilitate the development of a health information system
so that individuals can actively protect their personalinformation. The problem of data protection
and privacy is addressedon a technical level, thus preventing any violation of a privacy policy in
advancerather than correcting it after it has occurred. Supervising technical mechanisms is more
a�ordable than supervising compliancewith privacy regulations.

The main goal of our research is to design and then implement a system that allows usersto
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interact anonymously with di�eren t organizations, using di�eren t pseudonyms, in a way that each
user can prove a statement to an organization about his relationship with another organization,
while still remaining anonymous to both, i.e., no information other than the statement is revealed
even if the organizations involved cooperate. A major feature of our system is the possibility to
revoke the anonymit y of individuals in emergenciesor casesrequired by law. In particular, section
164.512(j)of the federalprivacy regulation statesthat a coveredentit y may useor discloseprotected
health information if the covered entit y believes it is in the interest of a person (for instance, in
caseof emergency)or the public. Furthermore, section164.512(2)(d)statesthat disclosuresmay be
made to health oversight agenciesauthorized by law (including audits or criminal investigations).
The regulation allows a covered entit y to discloseprotected health information in responseto an
order of a court or administrativ e tribunal (section 164.512(e))and to law enforcement o�cials
(section 164.512(f)).

Finally, our framework incorporates the �gure of the Privacy O�cer in accordancewith section
164.530(a)of the federal regulation which requires a covered entit y to designatea privacy o�cial
for the development and implementation of its policies and procedures.

4 Ongoing Research Work

We now describe ongoing projects and research programs within the scope of the MIPA project.
These e�orts include the development of an e�cien t credential transfer system, a prototype for a
centralized anonymous medical record repository, and a system for �lling electronic prescriptions
(including claim processing)that protects the privacy of patients and doctors.

Credential transfer systemsare a controversial departure from the centralized control adopted
by today's medical information systems.Yet, an interest in credential transfer systemsis justi�ed by
the HIPAA privacy standard of minimum disclosure(164.501(b)). Our investigation tries to answer
the question of whether such systemscould be made e�cien t enough for wide deployment. The

exibilit y inherent in credential-based systemswould allow for the development of an information
infrastructure capable of explicitly supporting privacy protection goals at a technical level. Also
importantly, credential systemscan be described at a high level of abstraction suited to policy-
making discourse,thus facilitating the involvement of commoncitizens in the ongoinghealth privacy
debate.

The anonymous medical repository project exploresprivacy issuesthat have not beenaddressed
by HIPAA regulation, namely which security practices should attend the storage of identi�able
health data. For instance, digital signature standards have not been adopted by HIPAA. Yet,
the HIPAA requirement of signatures in consent forms (164.506(c)(6)) implies the need of such
adoption, becausesupport of fully electronic formats is an essential part of the HIPAA mandate.
Our anonymous repository prototype implements several privacy and security mechanisms: useof
pseudonyms, support for patient's control of health information, audit records,and policiesfor role-
basedaccesscontrol. Several of these mechanisms have beenexplicitly recommendedby security
experts in previous reviewsof existing practices [10].

Another area in which HIPAA is short on speci�cs is the management of medicine prescrip-
tion data. While pharmaciesand pharmacy bene�t managersare not covered entities under the
jurisdiction of the regulation, they may be covered as businessassociates, in case they receive
identi�able health information from health care providers that can be consideredan extension of
the provider's health care serviceoperations (section 164.504(e)). Moreover, there is ample legal
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precedent for coverageof medicine prescription data under the sameumbrella as other identi�able
health information. For instance, in many American states there is such legislation [15], and some
courts have agreedwith an expansive interpretation [16] even in the absenceof laws to that e�ect.
Our designof a privacy-preservingelectronic prescription system usesgroup signatures to provide
anonymit y to both patients and doctors while maintaining the rigorous levelsof accountabilit y and
non-repudiatabilit y which the law stipulates for thesesystems.

In the following subsectionswe describe each of thesetopics in further detail.

4.1 A Simple Creden tial-T ransfer System

The HIPAA Privacy Regulation de�nes several rules for use and disclosureof health information
(section 165.501). Section 164.502(a)of the regulation requires a covered entit y to disclosepro-
tected health information only to the individual who is the subject of the information and to HHS
for enforcement of the privacy regulation. However, health plans and providers rely on business
associates (such as attorneys, computer administrators, external consultants, or bill collectors) to
perform a variety of tasks. Such entities may need to accesssomepatient information, but they
are not directly subject to the privacy regulation. Sections160.103,164.502(e)and 164.504(e)of
the regulation [14] state that a covered entit y can discloseprotected health information to business
associates only if they can provide assurancethat the information will be appropriately protected.

Instead of relying on the good faith of the parties involved, it is preferableto make the process
completely automatic so that it is technically impossible to deviate from the regulation. In our
privacy framework, users would select multiple pseudonyms that allow them to interact anony-
mously with multiple organizations. These pseudonyms are unlinkable, i.e., given two or more
pseudonyms, it is impossible to determine whether they correspond to the sameuser. However,
in real-life environments often the user must prove to one organization a statement about his re-
lationship with another. This statement is called a credential that can be linked to pseudonyms.
When information about an individual is to be sent from one organization to another, the �rst
organization issuesa credential associated to the individual's pseudonym. Such a credential is then
transformed into a credential associated to the other pseudonym usedby the sameindividual with
the secondorganization.

The credential transfer problem was introducedby Chaum [21] in 1985. Then, Chaum and Ev-
ertse [22] developed a model for pseudonym systemsincorporating the notion of credential transfer
and presented an actual scheme based on the RSA problem. However, the scheme relies on a
trusted center that performs the transfer of a user's credential from one organization to another.
Subsequently, Damg�ard [23] developed a model and a schemeof pseudonym systemsnot requiring
trusted centers. However, the schemeis not very e�cien t sinceit is basedon zero-knowledgeproof
constructions. Later, Chen [24] proposeda practical schemebasedon the discrete logarithm prob-
lem but a component of her system, the certi�cation authorit y, must be totally trusted as it can
transfer credentials between users. As noticed in [25], a common weaknessof all these schemesis
that they do not prevent a user from sharing his credentials with others. For instance, a patient
can sharehis health insurancewith all his friends. This problem is solved in [25], but the scheme
proposedis more suitable for single-useor one-time credential models, where a credential can be
transferred betweenorganizationsonly once1. Recently, a multiple-use credential protocol hasbeen

1The authors of [25] present a construction for multiple-use credentials that, however, do not conform completely
to the speci�cations of their model.
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proposedin [26] basedon the techniques developed in [27]. The protocol is secureunder standard
assumptionsand it is e�cien t when the group of participants is static. However, in caseof large
and highly dynamic groups, the e�ciency degradesnotably and linearly with respect to the number
of participants.

Our chosenapproach to the development of credential transfer systemsusesthe cryptographic
primitiv e named group signature. Group signature schemesare a relatively recent cryptographic
concept introduced by Chaum and van Heyst [20] in 1991. In contrast to ordinary signaturesthey
provide anonymit y to the signer, i.e., a veri�er can only tell that a member of somegroup signed.
However, in exceptional casessuch as a legal dispute, any group signature can be \op ened" by a
designatedgroup manager to reveal unambiguously the identit y of the signature's originator. At
the sametime, no one| including the group manager| can misattribute a valid group signature.

We have developed solutions involving group signatures computed through optimized useof a
semi-trusted party. We are also investigating the possibility of credential transfer systemswith
easily sharedparameters(such as discrete log-basedsystems).

We propose to use the following technique: Assume that a user U selectsa master secret x
which is not revealed to others. The user U is known to the organizations O1, O2, : : : , On by
the pseudonyms f 1(x), f 2(x), : : :, f n(x), respectively. Each function f i (�) is a one-way function
that does not reveal any information about the argument. An example may be f i (x) = gx

i taken
modulo a prime p such that p = 2q + 1 for another prime q. The basegi is a generator of the set
of quadratic residuesin ZZ�

p.
Supposethe user U has a credential from the organization Oi . The user U can join the group

of peoplewith such a credential so to receive a group certi�cate containing f i (x) which states that
f i (x) is a member of the group of peoplewith that particular credential. In order to transfer the
credential to the organization Oj , the user U may generatea group signature and prove that the
secretx inside the signature is the samein f j (x).

In our system we will assumethat the long-term secretx uniquely identi�es a particular indi-
vidual who is not willing to sharex. In order to generatea pseudonym with the organization O i ,
the userU computesf i (x) and transfers a credential from the certi�cation authorit y to Oi ; proving
that the secret in the credential is the x in f i (x).

PseudonymGeneration (registration):

� U  � CA : credential c(x);

� U � ! Oi : f i (x), proof of knowledgeof x;

� U  ! Oi : transfer of c(x) (proof that the samex is in c(x) and f i (x));

In the system we propose,issuing a credential is equivalent to joining a group. Once a group
signature is selected, the organization Oi has to form several groups, one for each credential.
Therefore the user U, known as f i (x) to the organization, obtains a credential by joining the group
G: The organization has to make sure that the secret inside the group certi�cate of the user U is
the samein the pseudonym f i (x). The user U has to prove this without revealing any information
about x to the organization.

7



Issuing a Credential:

� U � ! Oi : request to join group G;

� U  ! Oi : releaseof group certi�cate, where x is secret;

Transferring a credential is as easyas generatinga group signature under the group certi�cate.
The target organization Oj generatesa challengethat will be signedby the user. (U and Oj run a
three-passidenti�cation protocol.) The organization Oj receives also the group public-key signed
by the organization Oi . Finally, the user U has to prove that the secretinside the group certi�cate
is the samesecret in the pseudonym with Oj .

Transferring a credential:

� Oj : selectsa challengec;

� U  ! Oj : executethe group signature procedureon c;

� U  ! Oj : U proves that the secret inside the group certi�cate is the samein f j (x);

When computing the group signature (or the responseto the identi�cation protocol), the user
encrypts the group certi�cate under a trusted third party's public-key. The third party will then
be able to open the signature and reveal the group certi�cate or, if cooperating with the certi�cate
authorit y, the real identit y of the user in caseof dispute or emergencies.

4.2 A Centralized, Anon ymous Rep ository for Medical Records

Today medical records exist in a variety of formats, such as primary practitioner notes, hospital
admittance records, radiological images,to name a few. While much information is still in paper
format, there is a trend to move to electronic formats. For instance, use of personaldigital assis-
tants in clinics have facilitated the entry of practitioner notes directly into the clinic's electronic
repository.

From a purely medical perspective, there is a strong motivation to gather all the acquired data
about the patient, as the resulting record will provide a more completeview of the patient's health
status, and omissionsof critical data and observations would be lesslikely to happen.

Centralizing and sharing identi�able medical information brings its own problems. If all of a
patient's medical recordscan be obtained from one place, the outcome of a breach of privacy can
be more damaging. There are also higher incentiv es for intruders to try and compromisea single
protection mechanism.

Here we describe a prototype for a centralized medical records repository that incorporates
strong patient privacy safeguards. While we do not advocate the creation of national medical
databases,we believe that such serviceswill be available at least on a voluntary basis,and in fact
similar servicesalready exist [17].

System entities: A \p erson" refersto anyonewho is using the medical recordsrepository. Persons
have unfettered accessto their own records (in that case,we refer to them as record owners). In
order to accessanother person'srecordshowever, one must have proper permissions.Such person
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is referred to as authorized user. Unlike record owners, authorized userstypically possessa limited
set of privileges over the records they can access. Authorized users can be doctors, nurses and
other medical personnel,lab technicians, pharmacists,aswell asnon-medicalusers,such asprivacy
o�cers and government employees.

The Health Identi�c ation Provider (HIP) is a trusted central authorit y that veri�es persons'
proof of identit y to ensurethey have only one medical record in the system. The HIP also estab-
lishes the set of permissionsgranted to each person. These permissionswill depend on the roles
played by thesepersonsin the system,asdetermined by credentials and certi�cates presented with
identi�cation. The Centralized Medical Database(CMDB) is a repository that contains the medical
recordsof all the peoplein the system, including the auditing information.

The CMDB supports a single accesspoint to a person's entire medical record, that is, one
has to interact only with the CMDB in order to review and amend the person's medical record.
The person'sanonymit y is preserved in the interactions that take place in the system, through the
useof pseudonyms: The owner's real name is not needed,instead a randomized encryption of the
HIP-issued identi�er is used. For example, laboratory technicians have no real need to know the
namesof patients whosesamplesthey are analyzing.

System description: Technology plays an important role in preventing inappropriate accessto
patient information. Strong user authentication (to ensure accesscontrol) and audit records of
accesses(to ensureaccountabilit y) are powerful abusedeterrents. The patients can specify who
may read/up date their medical record, and for what duration. So, in compliancewith the HIPAA
regulations (Priv acy Rule, section 164.524[18]), patients have control over their medical records.
All reads of and appends to a person's medical record are audited. Audit trail records contain
details about the information access,including the identit y of the requester, the date and time of
the request,and the sourceof the request.

Personshave read accessto their own entire medical record and they can make clari�cations to
their medical record by appending to it. The system is able to distinguish the parts of a medical
record that were updated by the owner from parts updated by someoneelse. A crucial aspect of
data accesscontrol is that accessto a person'smedical record may occasionally need to be done
without the person'sconsent. (Those accessesare still audited.) Such situations include: trusted
emergencymedical workers accessinga person'smedical record, trusted privacy o�cers revealing a
person'sidentit y, and trusted government employees(e.g. FBI agents) accessinga person'smedical
record and revealing their identit y. The audit information also reveals if parts of a medical record
wereaccessedwithout the owner's consent, distinguishing thesefrom explicitly permitted accesses.

The repository accommodates accessduring medical emergencies.After registration, each user
should createan emergency-accesstoken to beusedby emergencymedical technicians whenever the
patient is unable to issuean accesstoken (e.g. when the patient is unconscious). The emergency-
accesstoken is not granted to any speci�c person and only certain authorized users can use it
without patient's consent.

Structure of records in the CMDB: Each person's record consists of a series of updates.
Even a read-only accessto the record generatesan update due to the addition of audit information.
Updatesconsistof oneor more entries, each of which belongsto a singlecategory. The categorycan
be medical related (biographical, prescription, allergy, lab result, etc.) or can be related to security
and audit control. The latter, special , categoriesare: RevealIdentity - allows certain authorized
users(priv acy o�cers or FBI agents) to retrieve this person'sidentit y from the HIP; RevealHID -
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allows certain authorized users to obtain the identit y of the originator of the update; ReadAudit
- for auditing purposes;an entry of this category is generatedwhenever someone(including the
owner) views this person'smedical record, and it contains a description of the request.

To insure integrity, only append operations are allowed: The systemdoesn't allow deletion from
a medical record. This designdecisionwasmadein compliancewith the practicesusedin the health
care industry [19].

The system enforcesrole-basedmandatory accesscontrol by associating read /app end permis-
sions with each category. Permissionsde�ne how a person is allowed to accessanother person's
medical record. An authorized user's e�ectiv e permissionsare the result of a combination of the
permissionsgranted by the record owner and permissionsintrinsic to the user's role in the system.
Role-basedpermissionshave an expiration date and may assumethree values: `allow', `consent
required', `deny'. Permissionsgranted by the owner have either value `allow' or `deny' for each
category. Thus, for instance,a generalpractitioner may have role-based`allow' permissionto basic
health categories(such asallergies),while only `consent required' permissionto psychiatric entries.
So when the patient issuesan accesstoken to his practitioner, the doctor will automatically have
accessto allergy entries, but will needexplicit patient consent to review the patient's psychiatric
history. Personsalways have full accessto their own medical records, becausethe databaserec-
ognizesthe owner's identit y and ignores the role-basedpermissionsfor such accesses.The owner
may then issueherself an accesstoken that has `allow' permissionsfor all categoriesand exercise
her right of review.

Although the CMDB is a trusted server in the current implementation, it is possibleto lower
the level of trust in the CMDB by using encryption: If the medical recordsare represented asXML
documents, their structured format would allow the use of technologies like XML Signature and
XML Encryption in order to sign and encrypt speci�c entries of the medical record.

In teractions in the system: Users �rst must register with the HIP and obtain a credential
on a pseudonym of their choice. This credential is then used to register with the CMDB under
another pseudonym. Later, whenever authorized userswish to accessmedical records, they need
accesstokens from the record owners. Again, this accesswill be quali�ed by the user's intrinsic
permissions(granted by the HIP during registration) and the permissionsexplicitly listed in the
accesstoken.

We assumethat both the Health ID Provider (HIP) and the Central Medical Databaseserver
(CMDB) havepublic/priv ate key pairs. Let thesebeHIP PK /HIP SK and CMDB PK/CMDB SK;
respectively. All protocolsin this appendix assumethe existenceof securechannelsbetweenparties.
Proto cols: Following is a short descriptions of the interactions that take place in the system.

A person registers with the HIP using a
pseudonym (let this be HIPID PK) and gets a
certi�cate signed by HIP which proves that the
personhas registeredwith the system (protocol
A). The personusesthis certi�cate and another
pseudonym (let this be DBID PK) to register
with the CMDB (protocol B). In all future inter-
actionswith the systemthe person'sreal identit y
is not used. Instead one of thesepseudonyms is
usedto uniquely identify the user. Theseidenti-

�ers will su�ce in many health caretransactions.

Figure 1: protocols
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We usethe following notation in this section: SSK (m) for signing a message(with private key
SK ), and EP K (m) for encrypting a message(with public key PK ).
Proto col A : A person (P) contacts the HIP (N), providing a proof of identi�cation, e.g., birth
certi�cate or driver's license. The personmay also useprotocol A to prove competencefor certain
health care roles. For instance, P may demonstrate the abilit y to write prescriptions by showing
a licenseto practice medicine and a doctor's degreecerti�cate. The protocol endswith N issuing
a certi�cate to P that authenticates the person with the system and establishesP's role-based
permissions.

1. P ! N: HIPID PK ; Name; Proof of Identity

2. N ! P: r (a random challenge)

3. P ! N: SHIPID SK (r )

4. N ! P: Validate responseto challenge,check proof of identit y, add person to the database,
then sendCertHIPID (P) = SHIP SK (HIPID PK ; Permissions )

Proto col B : A person (P) contacts the CMDB (C), providing a credential from HIP and a new
pseudonym DB I DP K . C veri�es the credential and createsan account in the databasefor P under
the given pseudonym and with the proper permissions.

1. P ! C: DBID PK ; CertHIPID (P)

2. C ! P: Validate CertHIPID (P), sendr 1 and r 2 (random challenges)

3. P ! C: SH I P I D SK (r 1); SD B I D SK (r 2)

4. C ! P: Validate responseto challenges,add personto the database,and return OK message

Proto col C: in the general case,protocol C is executedbetween a Person (P) and a health care
provider (D), with P issuing an accesstoken that can be usedby D to access/append P's medical
record.

The accesstoken contains a list of health record categoriesand oneof the values`allow' or `deny'
associated with each. When accessingP's record, D will have privileges for those categorieslisted
with permission `allow' in the accesstoken, provided that D's own set of role-basedpermissions
does not list the value `deny' for the samecategory. D will also have privileges for the categories
for which D's role-basedpermissionslist the value `allow,' regardlessof what value is listed for this
category in the accesstoken. In general,a role-basedpermissionmay be associated with the values
`allow,' `deny,' and `consent required.' Only those categoriesfor which D's role-basedpermissions
list the value `consent required' are a�ected by the accesstoken permissions,and for those, D 's
e�ectiv e permissionsover Q's record are those granted by the token, as shown in the table below.

The accesstoken is encrypted so that the provider cannot seethe pseudonym (DBID PK) of
the person.
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P's role-based Accesstoken E�ectiv e
permissions permissions permissions

deny * deny

allow * allow

consent req'd allow allow

consent req'd deny deny
where � = don't care

1. D ! P: CertHIPID (D )

2. P ! D: r (a random challenge)

3. D ! P: SHIPID SK (D ) (r )

4. P ! D: Validate responseto challenge; if OK, create TokenAccess and sendto D

The TokenAccess has the following format:

� CertAccess = SDBID SK(P) (DBID PK(P), HIPID PK(D) , Permissions)

� TokenAccess = ECMDB PK (DBID PK(P), CertAccess)

where DBID PK(P) and HIPID PK(D) are, respectively, P's and D's public keys with respect to
the database.

There are two special casesin protocol C. The �rst is when a Person(P) generatesa self-access
token. In this case,D = P, the token lists all categorieswith value `allow', and it doesnot expire.
This token is usedby P to accessher own record exercisingthe role of `record owner.'

The secondspecial caseis when P createsan emergencyaccesstoken. This token is not issued
to a speci�c person(HIPID PK(D) = null), and it doesnot expire. It lists all categorieswith `deny'
permission. This is sensiblebecausemedical emergencytechnicians have all categorieslisted with
permission`allow' in their list of role-basedpermissions.On the other hand, if this token is stolen,
it can generally not be usedto compromiseP's privacy; even doctors have only `consent required'
associated with the `RevealIdentit y' category and hencethey are not able to identify the owner of
the lost token.

After successfullycompleting protocol B, P shouldcreatean emergencyaccesstokenasdescribed
above. If P is unable to executeprotocol C (e.g. P is unconscious),an emergencymedical technician
(or a privacy o�cer) obtains the emergencyaccesstoken created by the patient and usesit as if
acquired through a regular execution of protocol C. The system should provide one or more ways
for retrieving emergencyaccesstokens. For instance, it could be carried by the patient inside a
convenient storagemedia.
Proto col D : A registereduser (P) contacts the CMDB (C), requestingexecution of an operation
(read/append) on a third person's(Q's) medical record. The request will succeedif the combined
role-basedpermissions(P's) and the permissionsgranted in the provided accesstoken allow it.

1. P ! C: HIPID PK (P); TokenAccess; Permissions ; Operation

2. C ! P: r (a random challenge)
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3. P ! C: SHIPID SK (P ) (r )

4. C ! validate responseto challenge; if OK, executethe Operation

There are two special casesof protocol D. When a Person modi�es her own medical record
(P = Q), all permissionsare granted regardlessof which permissionsP may have; and the audit
information is createdwith `null' for the valueof the ID �eld of the personwho madethe operation ,
soasnot to reveal the medical record owner's pseudonym. In the casethat P is a medical technician
requiring emergencyaccessto Q's medical record, P holds a token that was issuedto an unspeci�ed
(null) recipient. Only the DBID PK(P) is usedfrom the emergencyaccesstoken. P will only beable
to accessthose categoriesfor which shehas the value `allow' in her list of role-basedpermissions.

Protocol D - Operation types

� Read Operation - C combines the permissionsthat P has, the onesthat Q granted to P in the
AccessToken, and the permissionsthat P requested,and sendsback the appropriate part of
Q's medical record (a ReadAudit entry is also generated).

� Append Operation - P sendsC a requestto appendQ's record with the entries of an array. If P
has appropriate permissions,Q's medical record is updated, and an OK messageis returned.

� Validate Operation - C returns to P what permissionsshehas on Q's record, combining P's
role-basedpermissionsand the permissionsin the accesstoken.

Proto col E: A person (P) contacts the HIP (N) to reveal a third person's (Q's) identit y (her
name) given Q's pseudonym with the HIP (HIPID PK(Q)). No authentication is neededin this
protocol becausepossessionof someone'sHIPID PK is su�cien t proof that you were in a position
to know their name, or can be trusted with their name. In fact, P may only obtain HIPID PK(Q)
from Q if Q has given P an accesstoken with the permission`RevealIdentit y' (in which caseQ has
trusted P with her identit y) or if P has role-basedpermissionvalue `allow' for the `RevealIdentit y'
category. This latter caseis only true for sometrusted entities in the system, such as a judge or
privacy o�cer.

1. P ! N: HIPID PK (Q)

2. N ! P: The name of the personwhosepseudonym with the HIP is
HIPID PK (Q)

Note that medical recordsnever contain the record owner's pseudonyms (public keys), and that
a patient will never use their HIPID PK, except to create/update an account with the CMDB.
However, the HIPID PK of a doctor or authorized user is included in entries in medical recordsto
register who madethe changes.This doesnot compromisepatient identities becausethe HIPID PK
never appears in their own medical records: Whenever someonemodi�es her own record, the
identit y of the initiator of changesis explicitly set to null - seeProtocol D.

13



4.3 Priv ate electronic prescriptions

Keeping drug prescription information private is part of an overall strategy to protect medical
information, as prescriptions contain revealing information about (at least some aspects of) the
medical history of the patient.

The project on private e-prescriptionsapproachesthe issuingof drug prescriptions asa business
processcomposed of several distinct subtasks or work
o ws. Issuing a prescription may entail
adding entries to a patient's medical records; performing queries in expert systems for possible
drug interactions or medical conditions which, if present, may counter-indicate the use of the
medication; creating evidencerecordsof authorized useof the medicine, to comply with laws and
regulations; issuing of claim forms for billing purposes.

In speci�c situations, further events may use this information. For instance, the medical pre-
scription, in combination with other parts of a patient's medical record may be disclosedat future
points in time, together with the patient's identit y, for legal investigative purposes(such as in the
context of a malpractice lawsuit) or to comply with legal requirements, such as the right of review
enjoyed by patients, or for other purposesof law enforcement.

A prescription system will eventually interact with all the following parties: Patient, Doctor,
Pharmacist, Insurer, Privacy O�cer, Enforcement agent, Judge, Certi�cation Board and Certi�-
cation Authorities. By Doctor we mean the personissuing the prescription, who in practice might
be a licensedpractitioner or paramedic. By Pharmacist we denote a server within a Prescription
Bene�t Management system,organizations which processprescription claims. (Such organizations
processover 99% of all prescription claims in the United States.) Privacy o�c ers are the per-
sonsand systemswithin a medical organization with the responsibilit y of overseeingcompliance
with privacy regulations and policies. A computer server maintaining a databasethat translates
pseudonyms into patient (or doctor) names is an example of a computer server executing func-
tions of a privacy o�cer. Enforcement agentsmust be able to link prescriptions per-patient and
per-doctor to perform statistical analysis for fraud-prevention purposes.A Judgemay revoke the
privacy of a party in a transaction as part of a legal proceeding. A Certi�c ation Board grants
powers to entities to issueprescriptions. Certi�c ation Authorities issuedigital certi�cates a�rming
such capacities,roles and responsibilities, possibly in the form of a pseudonymous certi�cate.

The goal of protecting patient con�dentialit y must be balanced against potential for fraud in
a truly anonymous system. Thus the privacy of the patient must be revocable under provisions of
the law. For similar reasons,it is desirable that patient participation in transactions should result
in non-repudiatableevidenceof patient engagement. More restrictiv ely, transactions by the same
patient should be linkable by the PBM. Otherwise current fraud-prevention investigative practices
usingstatistical treatment would berendereduseless.Onecould arguethat linkableanonymit y is no
anonymit y at all. Our counter-argument is that patients should have the right to requesta change
in pseudonyms if they have reasonsto believe their privacy is under risk of being compromised,and
privacy o�cers may place reasonablerestrictions on how often such pseudonym changesmay take
place. Another solution would be issuing di�eren t pseudonyms every time enrollment is renewed
and a new smart-card is issued. That would limit histories to shorter periods of time, reducing
risks of privacy breach while still allowing investigative pro�ling to take place.

Con�dentialit y of the doctor's identit y must be similarly revocable, and her participation non-
repudiatable. However in our view there is no good reasonfor doctors' transactions to be linkable
by the pharmacist/PBM. Instead fraud on the part of doctors could be investigatedby the insurer.
In other words, doctors' transactions could (and probably should) be unlinkable for the pharmacist,
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but linkable from the perspective of the insurer.
A detailed description of an anonymous electronic prescription system is presented in [28].

5 Conclusion

The relevanceand urgency of security and privacy problems facedby medical information systems
have recently led researchers to develop approaches tailored to these systems. In this paper we
introducedMIPA, a project dedicatedto the understanding of both theoretical and practical issues
involved in improving the security and privacy of electronic medical data. To this date, the MIPA
project hassponsoredthe designof credential transfer systemsto support requirements of minimum
disclosure,the development of a prototype of a centralized anonymous repository of medical data,
and the designof a systemfor anonymous electronic prescriptions.
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