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·Insider threat ɀintroduction & exploration

·Modeling insider threat behavior

·Best practices

·Insider threat detection in database systems

·Discussion



·3ÏÍÅ ÇÅÎÅÒÁÌ ÄÅÆÉÎÉÔÉÏÎÓ ÆÏÕÎÄ ÉÎ ÔÈÅ ×ÅÂȣ

·Ȱ!Î ÉÎÄÉÖÉÄÕÁÌ ×ÈÏ has special knowledge or access to 
confidential informationȱ

·Ȱ! ÐÅÒÓÏÎ ×ÈÏ ÈÁÓ inside information about an 
organizationȱ

·Ȱ! company's officers, directors and any beneficial 
ownersof more than ten percent of a class of the 
company's equity ÓÅÃÕÒÉÔÉÅÓȱ ɉÄÅÆÉÎÉÔÉÏÎ ÏÆ ÁÎ ÉÎÓÉÄÅÒ 
for insider trading frauds)

·Ȱ!Î ÉÎÄÉÖÉÄÕÁÌ ×ÈÏ ÈÁÓ ÁÃÃÅÓÓ ÔÏ non-public 
informationȱ



·)Î ÉÎÆÏÒÍÁÔÉÏÎ ÓÅÃÕÒÉÔÙ ÄÏÍÁÉÎȣ

·An individual currently or at one time authorized to 
accessÁÎ ÏÒÇÁÎÉÚÁÔÉÏÎȭÓ information system, data, or 
network

·Implies a degree of trust in the individual

·Is it possible to design a system without trusted 
people?

·Can we replace trusted people with machines?



·Trusted-insider-turned-malicious

·CERT Definition:
A current or former employee, contractor, or business 
partner who 
·has or had authorized access ÔÏ ÁÎ ÏÒÇÁÎÉÚÁÔÉÏÎȭÓ 

network, system, or data and 

·intentionally exceeded or misused that access in a 
manner that negatively affected the confidentiality, 
ÉÎÔÅÇÒÉÔÙȟ ÏÒ ÁÖÁÉÌÁÂÉÌÉÔÙ ÏÆ ÔÈÅ ÏÒÇÁÎÉÚÁÔÉÏÎȭÓ ÉÎÆÏÒÍÁÔÉÏÎ 
or information systems 
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·Have a significant advantage over outsiders who might 
want to harm an organization 

·Can bypassphysical and technical security measures 
designed to prevent unauthorized access 

·Aware of the policies, procedures, and technology
used in their organizations, and also often their 
vulnerabilities , such as loosely enforced policies and 
procedures or exploitable technical flaws in networks 
or systems 

·Where do we draw the line for the organizational 
boundary?



·Collusion with outsiders
·ȰHalf of the insiders who stole or modified information 

for financial gain were actually recruited by outsiders, 
including organized crime and foreign organizations or 
governments Ȱ

·Business partners
·Ȱ)ÎÃÒÅÁÓÅÄ ÉÎÓÉÄÅÒ ÃÒÉÍÅÓ ÂÙ employees of trusted 

business partnerswho have been given authorized access 
ÔÏ ÔÈÅÉÒ ÃÌÉÅÎÔÓȭ ÎÅÔ×ÏÒËÓȟ ÓÙÓÔÅÍÓȟ ÁÎÄ ÄÁÔÁȱ ɉCo-
operatatorsLife Insurance caseɀ2003, a call center 
stealing Symenteccustomer data case- 2009)

·IT Outsourcing is a $23 billion industry in 2007
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·Mergers and acquisitions
·Ȱ)ÎÃÒÅÁÓÅÄ risk of insider threat both within the acquiring 

organization, and in the organization being acquired, as 
employees endure stress and an uncertain organizational 
climate Ȱ

· Cloud computing?
·One-stop access to multiple organizational data

·No physical boundaries (different countries have 
different policy/legal frameworks)





·Percentage of Participants Who Experienced an 
Insider Incident (671 respondents)



·Financial losses

·Operational impact

·Damage to reputation

·Harm to individuals

·Risks to public safety and national security


