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Outline

Insider threat z introduction & exploration
Modeling insider threat behavior
Bestpractices

Insider threat detection in database systems
Discussion



Who isan "Insider"?
31 A CASSE Rl A VE RIS G | O /
O!' 1T ET AE béa&sspdcfal knowledbe or acceds
confidential informationo
O! DAOOI inside Bfbrmdiidh@bout an
organizationo
O Ilcompany'sofficers, directors and any beneficial
ownersof more than ten percent of a class of the B
company's equityOAAOOEOEAOS6 | AA EAE]
for insider trading frauds)
O!'l EIT AEOEAOAI nonpublicEAO AA/
Information o



Who is an “Insider’?

) b E | CER G AREIE S AR O O U
An individual currently or at one time authorized to
accesAl | OC AT irddovatdk sydtednOdata, or
network

mplies a degree oftrust in the individual

S it possible to design a system without trusted
people?

Can we replace trusted people with machines?
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Who is a "Malicious Insider"?
Trusted-insider-turned-malicious

CERT Definition:
A current or former employee, contractor, or business
partner who
has or hadauthorized accesOT AT | OCAIl EUA
network, system, or data and

Intentionally exceeded or misusedhat access in a
manner that negatively affectedthe confidentiality,
EOAC OO ISR GRS AEGUE A AE] EOU
or information systems

(Image credit: CERT)



Malicious Insiders

Have a significant advantage oveoutsiders who might
want to harm an organization

Canbypassphysical and technical security measures
designed to prevent unauthorized access

Aware of the policies, procedures, and technology
used in their organizations, and also oftentheir
vulnerabllities, such as loosely enforced policies and
procedures or exploitable technical flaws in networks

or systems

Where do we draw the line for the organizational
boundary?



Expanding Scope of Insiders/Insider
threats [1/2]

Collusion with outsiders

(MHalf of the insiders who stole or modified information
for financial gain were actuallyrecruited by outsiders
Including organized crime and foreign organizations or
governmentsO

Business partners
O) 1 AOAAOAA E EknpbykdsoOftrdsteE | AO .
business partnersvho have been given authorized access
Of OEAEO Al EAl OOBAAQ@KB* [JOEO!
2 2003,
- 2009)

IT Outsourcing is a $23 billion industry in 2007


http://www.cbc.ca/money/story/2003/01/30/cooperators030130.html
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http://www.theregister.co.uk/2009/03/20/call_centre_credit_card_fraud/
http://www.theregister.co.uk/2009/03/20/call_centre_credit_card_fraud/
http://www.theregister.co.uk/2009/03/20/call_centre_credit_card_fraud/
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Expanding Scope of Insiders/Insider
threats [2/2]

Mergers andacquisitions
O) 1 A OrSklo6idsiller threat both within the acquiring
organization, and in theorganization being acquired as
employees endure stress and an uncertain organizational
climate O

Cloud computing?

One-stop access to multiple organizational data

No physical boundaries (different countries have
different policy/legal frameworks)
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2007 e-Crime Watch Survey

Percentage of ParticipantsWho Experiencedan
Insider Incident (671 respondents)
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