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Digital Identity Basic Concepts

« Digital Identity: A set of claims made by one digital
subject about itself or another digital subject

What is Digital Identity?

Digital Identity:
— Digital representation of the information known
« Claim: An assertion of the truth of something, typically

about a principal or an organization such as
name, address, social security and account one which is disputed or in doubt

numbers, passwords, transaction data, machine — An identifier
tags, IP address etc — Knowledge of a secret
— Personally identifying information
— Such data are referred to as identity attributes = REEEp D G Pl Ui &
« Classified as strong identifiers and weak identifiers = EEaEE R
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Identity Theft

IDENTITY THEFT is the use of personally

It deals with verifying that the identity attributes 1 ifvi i 1 i
claimed by an individual are owned by that individual !de.nt.lfymg Informatlor.l be.l(.)ngmg = .One .
individual by another individual for financial

or personal gain.

Digital Identity Verification
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Threat of Identity Theft: Objective — Obtain Individual
Attack Vectors Identity

- - — Type Attack Description Mitigations

Technical Pharming, Network Sniffing, i rfvars Pacat i PSokig, 3 peyoad na v, o 134
Database Attacks, m:; Open acosss points, AlrSnarfing, “EvA Twin® 58

. Technical Pharming DNS spocfing, DNS cache poisoning, proxy attacks 23

Password craCkIng Scrape Web Site Gather personal data from Web sites to use as verifiers

i 7,23
Theft ‘Stolen mall, wallets/purses, lapiops 2,56

Shoulder Surfing Direct abservation of personal, confidential information 2

PhISh | ng Leg al Identlty Physical Dumpster Diving Gather discarded documents or hardware (disks) 2,8
! Trustod Insiders iy informetion misused by individuals wit 56,10

Phishing Luring Individuals to reveal confidential information 1,20

ly fy misused by ly 2

S.ociall I iy o v

Engineering

“419" Scams Obtain money andjor eccount imformation 2

s ‘Obtain idenfit imormetion from servics providers (doctors,
I Trusted Insiders R e 1,2,21,22

Objective — Obtain Multiple Defenses and Mitigations

e 1. Multi-factor authentication 13 Real-time monitorin
|dentItIeS g XS?Y 9ducatio|£1 a 14. Honey pots/honey ngets
= Frpm—T . Anti-virus package(s 15. HIPS (Host Intrusion
Type AE::k —— Des?,rlptlon - m‘ﬂ?ﬂ:?f 4. Anti-spyware package(s) Protect(ion Systems) _
e P prT—, Tt 5. Encryption ) ) 16. NIDS (Network Intrusion
. : s 6. Secure configuration Detection Systems)
Technical | pambese Attacks ey A SO o ) e 7. Encrypted payload 17. Well-configured firewall(s)
pesswoni Crasta) Actuire admin pesswords to senvers L1 8. Shredding 18. Server-side validation
9. Enforce need-to-know 19. Secure coding techniques
ﬁ":_':i:"“ B::';::’:::::: 5":: 10. Access controls and user 20. Browser toolbars
. " privileges 21. Separation of duties
Physical A YT J 11. Policy and enforcement 22. Audit controls
Trusted Insders i 2212 12. n-tier architecture 23. SSL/TLS
(Gain Physical AccessComputer rooms, server farms, wiring closets, switches, routery 1,2
. Trusied Insiders DBAs, employees, contractors, individuals with access 1,2,21,22
_ Social " E—————— z
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The VeryIDX project Multi-Factor Identity Attribute

. . Verification
A system supporting the privacy-

preserving management of identity It requires additional identity information (like

mother maiden name or SSN) as proof to qualify

atFrlbutes . . . o to be the owner of the identity attribute being
* It is based on identity attribute verification used (like credit card number)
policies

I will use
my credit
card to pay

To use your
credit card please
show your driver
license and an
additional photo
id for verification
of your identity

* Itimplements an identity attributes
verification mechanism based on
aggregated cryptographic zero knowledge
proofs
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Privacy preserving Multi-Factor
Identity Verification

e Zero knowledge proof (ZKP) is an
interactive method to prove the possession
of a secret without actually revealing it

» Aggregate ZKP scheme is used to prove
the knowledge of multiple strong identifiers
efficiently and reliably without the need to
provide them in clear
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VeryIDX architecture

Service Provider

Registrar

NFC Cellphone
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Pedersen Commitment — ZK
Proving to know how to open
Public commitment ¢ = g*h" (mod p)
Private knowledge x, r
Protocol:

1. P (prover): randomly picksy, sin [1..q],

sends d = g*h® mod p

1. V (verifier): sends random challenge e in [1..q]
2. P: sends u=y+ex, v=s+er (mod q)

V: accepts if gth = dc® (mod p)

Multi-factor verification protocol

1. Send identity verification policy .= {CCN, SSN}

proof =

SP’s NFC device

NFJC Nokialmobile phones

Java MiDlet to generate AgZKP
BouncyCastle API to implement AQZKPK
Code obfuscation to reduce MiDlet size
Java MiDlet signed by using Nokia
Carbide.j tool to access the Mifare Tag

Identity records stored on the Nokia phone
external memory

Multi-factor verification protocol

Ty

SP’s NFC device ructs:
+SSN h r+r2
5. SP receives M, 5




Multi-factor verification protocol

W‘L SP's NFC device

6. SP sends randol
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AQZKP creation

AgZKPK proof creation time

—web
implementation
create proof

——MiDlet
implementation
create proof

Time (sec)
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Number of strong identifiers in AGZKP

Interoperability issues in VerylDX

» Naming heterogeneity occurs because clients,
service providers and identity providers, very
often belong to different domains each using a
different vocabulary to denote identity attribute
names

e Solution: identity attribute name matching
protocol based on look up tables, dictionaries
and ontology mapping
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Multi-factor verification protocol

Ty

SP’s NFC device

10. SP receives u, v

11. SP verifies
ghv = dme

Tag|secure card

NFC Receiver

AgZKPK verification time
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On-Going and Future Work
» Use of VeryIDX protocols for identity
verification in workflows
 Support for multiple registrars

« Introduction of conditions on identity
attributes

« Integration of VerylDX with CardSpace




Thank You!

e Questions?
» Elisa Bertino bertino@cs.purdue.edu




