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Abstract—The user anonymity is an important security factor to protect personal privacy in mobile ad hoc networks. Recently,
Wau et al. proposed an ad hoc on-demand position-based private routing protocol (AO2P), but the AO2P is vulnerable to some
collaborative attacks, such as blackhole & wormhole attacks. Once any compromised node is included in a route, it can conduct

different attacks, which are very difficult to identify because of the pseudo identifiers in the AO2P. In order to immunize the
mobile ad hoc networks against the collaborative attacks and enhance the security of the private routing protocol, a novel
secure and immune private routing protocol is proposed and called as NSIPRP, in this paper. The NSIPRP is based on the
native immunization of mobile nodes and the immune reconfiguration of the mobile ad hoc networks, and can be used to protect
private information against the collaborative attacks. Analytical models are developed for evaluating the performances of the
packet delivery ratio and the probability of routing failure. Analysis and simulation results show that, while the NSIPRP
immunizes the mobile ad hoc networks against the collaborative attacks and preserves communication privacy in the mobile ad
hoc networks, its routing performance is comparable with other position-based routing algorithms such as the AO2P.

Index Terms—Ad hoc routing protocol, security, communication privacy, immunization.
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1 INTRODUCTION

HE user anonymity is becoming important to protect

personal privacy in mobile ad hoc networks, because

this approach makes it more difficult for adversaries
to trace their potential victims and to attack them [1]. In
routing protocols such as AODV [2], DSR [3], and DSDV
[4], each node should disclose its identity (ID) to send or
receive data via any route in the network, which makes
the networks on theses protocols vulnerable against at-
tacks and disruptions. To achieve communication ano-
nymity, Wu et al. proposed a position-based ad hoc rout-
ing algorithm, named AO2P, which worked in the net-
work with relatively high node densities and disclosed
only the positions of destinations without the local posi-
tion information exchange [1]. In the receiver contention
mechanism of the AO2P, receiving nodes were divided
into different classes according to how close they could
bring the routing request toward the destination. Once a
route was built, pseudo IDs and temporary MAC ad-
dresses were used for the nodes in the routes, so that
communication anonymity could be achieved without
disclosing the node identities. Eavesdroppers or attackers
only knew that a node at a certain position would receive
data, but they did not know the most accurate location of
the node.
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However, the AO2P is vulnerable to the collaborative
attacks of the blackhole attacks and the wormhole attacks,
which have camouflage abilities. The blackhole attack can
transmit malicious broadcast information from a node
that the node has the shortest path to the destination aim-
ing to intercept messages [5]. The wormhole attacks can
record packets at one location in the network, tunnel
them to other locations to make pseudo shortest paths to
the destinations, and retransmit them there into the net-
work [6], [7]. So the wormhole attacks can make the
normal nodes to send messages to the wormhole nodes,
and they can also transform the normal nodes into new
wormhole nodes. Therefore, the more normal nodes are
infected, the more privacy information will be lost.

To defend against the collaborative attacks of the
blackhole attacks and the wormhole attacks in the AO2P,
a novel secure and immune private routing protocol,
called as NSIPRP, is proposed. The NSIPRP is based on
the AO2P, keeping the communication anonymity and
disclosing only position information in the network for
routing. Besides, the NSIPRP also has a normal-model-
based defending mechanism against the collaborative
attacks on each node, and it can detect learn and elimi-
nate the collaborative attacks.

To deal with the collaborative attacks, IDS approaches
were designed and used for matching the features of the
attacks. Unfortunately these approaches are often ineffec-
tive to unknown attacks [8]. In fact, human immune net-
work is an advanced natural defending system against
unknown attacks from viruses, bacteria and cancer [9].
Thus, the biological immune network inspires us to de-
sign more advanced defense system against the unknown
attacks. In general, the human immune network has a
large number of immune cells (e.g. B cells and T cells) and
immune molecules (e.g. antibodies). In many cooperative



immune responses, the immune cells and immune mole-
cules make up the parallel immune tier, which realize
immune responses in parallel cells and molecules [10]. At
first, the immune network against the attacks determines
whether the strange objects are selfs and then detect the
attacks [11]. If they are selfs, the objects are not relative
with the attacks; otherwise, the objects are the non- selfs
that cause the attacks. Detecting the selfs and the attacks
is the first mission of the native immune tier, and recog-
nizing and classifying the known attacks are the other
responsibilities of the tier. To recognize the unknown at-
tacks, immune learning and memory are required for the
adaptive immune tier of immune network [12].

According to the bio-inspired ideas, an anti-worm
static artificial immune system was proposed and evalu-
ated based on the tri-tier immune model [13]. The im-
mune model was also used in software fault diagnosis of
mobile robots [14]. In this paper, the NSIPRP, which can
detect the attacks, minimize the damages and keep the
communication anonymity of the AO2P, was proposed
and evaluated. The NSIPRP was designed against the
collaborative attacks in the mobile ad hoc networks based
on the AO2P and the immune model in section 2. In sec-
tion 3, the detecting and learning capabilities of the
NSIPRP were analyzed against the collaborative attacks.
In section 4, the experiments of the NSIPRP-based secure
immune network were implemented in the NS2 simula-
tions, and the experimental results were compared with
the AO2P-based ad hoc network against the collaborative
attacks. Section 5 concluded the paper.

2 RELATED RESEARCH

The vulnerabilities of the mobile ad hoc networks have
been analyzed in the literature. The main characteristics
of the vulnerabilities were reviewed briefly below.

Attacks in the mobile networks based on the IEEE
802.16j standard include blackhole attacks [15], wormhole
attacks [6], denial-of-message attacks [16] and Sybil at-
tacks [17] etc. Besides, the implementation bugs and the
incompatibilities were also the potential sources of vul-
nerabilities [18].

To defend against these attacks, some approaches have
been proposed recently. For example, Cheung et al. de-
composed some cyber attacks into multiple sub-attacks
and developed a method to model multistep attack sce-
narios based on typical isolated alerts about attack steps
[19]. Li et al. built a stochastic model of collaborative in-
ternal and external attacks [20]. Yang et al. designed a
signature-based model to detect collaborative attacks [21].
Based on multicast annotated topology information and
blind detection techniques, Hussain et al. built a collabo-
rative system to detect some distributed DoS attacks [22].
Ourston et al. used Hidden Markov models to detect at-
tacks [23]. Cuppens et al. made each Intrusion Detection
System (IDS) in some collaborative IDSs send its triggered
alerts to a central module, in order to reduce the number
of false positives [24]. Lin et al. shared the information
from the node that detected the intrusion to the other
nodes, so that they can save time and energy for doing
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pattern matching which is a demanding task [25]. Yu-
Sung et al. proposed a collaborative intrusion detection
system, in which different types of IDSs worked coopera-
tively [26].

However, the above approaches are often ineffective to
unknown collaborative attacks [8]. To overcome the dis-
advantages of the IDS approaches against the unknown
attacks, the techniques of immune computation have been
investigated for some security applications. Dasgupta et
al. presented the technique inspired by the negative selec-
tion mechanism of the immune system that can detect
foreign patterns in the non-self space [27]. In recent years,
malicious computer software in the form of viruses and
worms continues to plague modern information networks,
so Balthrop et al. surveyed the structure of computer
networks and analyze their epidemiological characteris-
tics [28]. Esponda et al. proposed a formal framework to
analyze the tradeoffs between positive and negative de-
tection schemes in terms of the number of detectors need-
ed to maximize coverage [29].

3 NSIPRP ROUTING ALGORITHM

In this section, a secure tri-tier immune model is built
against the attacks for immunizing ad hoc routing algo-
rithms. Based on the normal model of selfs (i.e. normal
components of the artificial systems), the immune model
and the AO2P, we then design the proposed anonymous
routing algorithm, where the details on NSIPRP routing
and immunization against the attacks are given. Next, we
present a receiver classification scheme, followed with the
receiver contention scheme and the defensive scheme.
Based on these three schemes, the NSIPRP can process
secure efficient route discovery. Finally, we design a
software fault repairing algorithm to transform the ab-
normal attacked network into another normal one.

3.1 Secure Tri-tier Inmune Model

We propose a secure tri-tier immune model for the mobile
ad hoc networks against wormhole attacks in Fig. 1. The
native immune tier is the first tier, which is used to detect
the collaborative attacks mainly by detecting the selfs
with the normal model, no matter whether the collabora-
tive attacks are known or unknown for the network. The
selfs are important for increasing detecting efficiency, and
the normal model of the selfs is based on the space-time
properties of the normal nodes. The second adaptive im-
mune tier is used to learn the unknown attacks with the
expendable multi-dimension feature space of attacks,
when the wormhole attacks are unknown for the net-
work. The immunization procedure of the secure immune
model is described below.

First, the native immune tier detects the selfs, which
are the normal components of a mobile ad hoc network,
and the self model provides the space-time properties for
the normal states to increase the precision of self detection
as shown in Fig. 1. The self model and the self detection
on the self model in the first step are important for the
secure tri-tier immune model, because the self-based de-
tection of compromised nodes is more accurate and effi-
cient than the direct feature-matching detection of the
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Fig. 1. Secure tri-tier immune model.

nodes. Moreover, when the self model is damaged, the
immune learning of the adaptive immune tier and the
immune cloud of the parallel immune tier can be used to
detect the attacks by matching the features of the non-
selfs, as shown in Fig. 1. The immune cloud is a new par-
allel computing system, which is established in the cloud
computing infrastructure and now used to increase the
efficiency and robustness of immune computation. In Fig.
1, the immune learning is made by searching the most
similar known attacks in the feature space of attacks.
After any attack in the collaborative attacks is detected
at any part of the mobile ad hoc network, the information
about the attacked node will be sent to the relative im-
mune tier to activate the immune responses against the
attack. Afterwards, the attack that has been detected will
be recognized by matching their available features in the
expendable feature space of all the known blackhole at-
tacks and wormhole attacks with the real-time searching
algorithms. If the search result has at least one correct
record, then the collaborative attack will be controlled
and cleared in a relatively easy way, and both the features
and the research result of the collaborative attack will be
delivered to the relative immune tier to eliminate the col-
laborative attack, keeping the mobile ad hoc network se-
cure. If the search result returns nothing, then the collabo-
rative attack as an unknown object will be learnt with
some intelligent methods such as enhanced learning from
examples and learning based on neural network etc. The
immune learning is partly built on the cloud computing
and the learning process should be finished in real time.
The learning in the brain and the brain-based devices dis-
cover unknown knowledge by comparing the unknown
objects with the known objects and testing the unknown
ones [31], [32], [33], [34]. To recognize the unknown at-
tacks, the immune learning algorithm first acquires the
feature information of the attacked node, and then it
transforms the feature data of the unknown attack into a

point in the feature space of attacks, which is built with
the feature information of all the known attacks. Then the
algorithm searches the best suitable class for the un-
known attack, which is the class of the most similar
known attack to the unknown one. The searching proce-
dure is random and optimal, and the immune learning
algorithm can be built on the evolutionary search or non-
evolutionary heuristic search. After the search returns a
optimal solution, the most similar known attack to the
unknown one is found. So the type and processing solu-
tion for the unknown attack can be calculated with the
type of the most similar known attack and both the fea-
ture information of the unknown attack and the most sim-
ilar known attack. Through this immune learning based
on memory, the unknown attack can be turned into a new
known attack in the feature space of attacks.

3.2 NSIPRP Routing Protocol Based on AO2P

In AO2P-based NSIPRP, a source discovers the route
through the delivery of a routing request to its destination
and the attack detection of candidate next node based on
the normal model of selfs in the node and immune model.
A node en-route from one normal node to another normal
node will generate a pseudo node ID and a temporary
MAC address. Once a route is built up, data is forwarded
from the source to the destination based on the pseudo
IDs and the immune detection mechanism. Once a com-
promised node is detected with the immunization on the
normal model, the node should be under some attacks
and will be repaired by recovering the compromised
node after eliminating the attacks. This section gives the
details on AO2P-based routing discovery with immunity.
Other issues, such as immune detection and secure data
delivery with immunity, are addressed in section 4.

Once a source needs to find the route to its destination,
it first generates a pseudo ID and a temporary MAC ad-
dress for itself through a globally defined hash function
using its position and the current time as the inputs [1].
Because of the space-time unique identification, such a
procedure makes the probability that two nodes involved
in routing have the same ID and MAC address small and
negligible. The source then sends out a routing request
(rreq) message. The rreq message carries the information
needed for routing, such as the position of the destination
and the source’s pseudo ID.

The neighboring nodes around the source, called re-
ceivers, should be detected by the native immune tiers of
the receivers before the receivers receive the rreq. If a re-
ceiver is determined as a non-compromised one by the
immune detection and the receiver is the destination, the
connection between the source and the destination will be
confirmed by more messages. If the receive is compro-
mised, the receiver will be isolated by the immune tier so
that the source will not send the rreq message to the com-
promised node until the node has been repaired well. At
the same time, another receiver will be checked to expand
the route until the destination is found in the end. If the
receiver is a non-compromised one and is not the destina-
tion yet, the receiver will assign itself to a receiver class
following the rules for classifying nodes based on the po-
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Fig. 2. Message flow in AO2P-based NSIPRP routing discovery.

sitions [1] and the immune detection against the attacks.
Each non-compromised receiver uses the hash function to
generate a pseudo ID and a temporary MAC address. The
inputs of the hash function are the receiver’s position and
the time it receives the rreq. If any receiver is compro-
mised due to the collaborative attacks, the receiver will
have no pseudo ID or temporary MAC so that the attacks
on the receiver can be easier to detect and eliminated than
those with the pseudo ID and the temporary MAC.

The receivers then contend for the wireless channel to
send out hop reply (hrep) messages in a so-called rreq
contention phase [1]. The receiver that has successfully
sent out the hrep will be the next hop. If the receiver is
compromised because of the attacks, the immune tier of
the receiver will send back an attack message to the source
as shown in Fig. 2. After the compromised receiver has
been repaired, the immune tier of the receiver will send
back a repaired message to the source so that the source
can send the rreq message to the repaired receiver again.

On receiving the hrep, the source replies with a mes-
sage of confirming (cnfm), and then the next hop of the
source replies to this message with an ack. Upon receiving
the ack, the source saves the pseudo ID and the temporary
MAC address of the next hop in its routing table.

After receiving the cnfin, the next-hop receiver be-
comes a sender, which is defined as the source or an in-
termediate node to forward the rreq message. Once the
sender receives a hrep, it couples the pseudo ID and the
temporary MAC address of its next hop with those of its
previous hop and saves the pairs in the routing table.

The searching of the next hop is repeated until the des-
tination receives the rreq. After receiving the cnfm from
its previous hop, the destination sends a routing reply
(rrep) message through the reverse path to the source. The
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Fig. 3. Classifying nodes based on the positions and the immune de-
tection against the attacks.

message flow in AO2P-based NSIPRP routing discovery
is shown in Fig. 2, and the frames for important control
messages are shown in Fig. 3.

A route discovery failure will occur when a sender

cannot find a legitimate next hop. Routing discovery fail-
ure may also be caused due to destination mobility and/or
the collaborative attacks. In these cases, a routing discovery
failure report will be sent back to the source. The source will
start a new route search based on the destination’s most up-
dated position after the compromised nodes in the route have
been repaired.

A simple illustrated example of node classification
is shown in Fig. 3, based on the attack detection with
the native immunization. A distance of d is calculated as
d =r/3, where r is the maximum radio coverage of the ad
hoc channel. The nodes (e.g., node 4), which fall into the
circle centered at the destination with a radius of [-2d, be-
long to class 1 that has the highest priority. But node A is
infected by the wormhole attack so that another node should
be chosen as the next hop of the sender. The nodes (e.g.,
node B), which fall between the two circles centered at the
destination with the radiuses of /-d and /-2d respectively,
belong to class 2 that has lower priority than class 1. The
nodes (e.g., node C and D), which fall between the two cir-
cles centered at the destination with the radiuses of / and /-d
respectively, belong to class 3 that has lower priority than
class 2. Node C is infected by the blackhole attack, and this
node cannot be chosen as the next hop of the sender before
the node has been repaired. For nodes E, F, and G, they be-
long to class 4 and will lead the rreq away from the destina-
tion. Other nodes, such as H and /, are out of the sender’s
transmission range and cannot receive the rreq.

4 NSIPRP PERFORMANCE EVALUATION

In NSIPRP, a hop reply (hrep) contention period may
cause extra delay in the route discovery, and the immune
detection of the compromised nodes will cause inevitable
delay too. If such a delay is large, a routing failure or a
route discovery failure mav occur because the destination
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may be out of reach or compromised by the collaborative
attacks. A route discovery failure may also be caused by
inaccurate position information or the network topology
where a next hop cannot be found. In this section, the
probability for detecting the collaborative attacks is ana-
lyzed at first. Based on the immune detection, the hrep
average delay and the average time needed for a success-
ful next hop determination are calculated. Lastly, the
probability of a route discovery failure is analyzed under
different node distribution and position accuracy. The
definitions of major symbols used in the following analy-
sis are listed in Table 1.

4.1 Probability for NSIPRP Immune Detection

Suppose a mobile ad hoc network is represented as finite
immune graph G=(V, E), where V is the node set, and E is
the edge set with E = ¢. Any element in the set V is a
node in the mobile ad hoc network, and any element in
the set E represents the relationship between one node
and another one. It is assumed that the edges are undi-
rected and the graph is connected. When the system ini-
tializes, the mobile ad hoc network without any attacks is
non-compromised, and the non-compromised state is
identified by the space-time representation of its normal
model [9]. It is assumed that a unique discrete time order
is represented with t=0, 1, 2..., though the time properties
of some components may be turned back or changed for-
ward with a big step in a local virtual space. Considering
the attacks in a sequential order, a node is secure, com-
promised, or removed at any point in time. When a node
is compromised by the attacks, it may attack other nodes
as a new tool of the attackers. The attacks may remove
crucial nodes in the topology path of the mobile network,
and the compromised nodes may be removed in its im-
mune response in order to be repaired by its backup ones.

Suppose D,, N(¢) and M(t) respectively denote the set of
the nodes that are compromised by the attacks at the time no
later than 7, the sum of the nodes that are compromised the
attacks at the time no later than 7, and the sum of the nodes
that are removed or lost at the time no later than ¢. There-
fore, N(£)-M(¢) denotes the sum of the nodes that are com-
promised but have not been removed by the time ¢. For the
event that the node was compromised, the degree of node v
(vE€V) in G is denoted by deg(v), and the set of nodes

neighboring with the node v is denoted by {y'|(v,y)EE}.
The time, at which the kth node changes state from secure to
compromised (i.e. the kth incident occurs), is denoted by T},
where 1 <k <|V'|. And the identity of the node, which was
compromised by the attacks at time 7}, i.e. the kth compro-
mised node, is denoted by node(7}). Suppose for any se-
quence of compromised nodes node(7y), ..., node(T)), ...,
node(7}y), the degree of node(7;) follows distribution D;
(1=i=<|V]), which is distributed identically and independ-
ently as the degree distribution D of G [20].

For random variables R, and Ry, if Pr[R;>k] = Pr[R,>k]
for any £, then R, is called larger (or faster) stochastically
than R,, denoted by R,>_, R, [30]. Thus, for the sequence of

the stochastic intervals between two incidents (e.g. the ith

incident and the succeeding incident) occurrences, which are
denoted by S,=T}: -T; for i=0, 1, ..., |V]-1, the sequence S,

S1, ..., Sk is stochastically decreasing that is denoted by the
following formula [20]:
Sit&,Si+19i=0’17'”7|V|_1' (1)

This proposition is used to prove that the coordinated at-
tacks become more powerful as more internal nodes are
compromised and produce new attacks. Here, the discretiza-
tion makes T} follows a discrete Poisson process of success
probabilities 74y for k&= 1, ..., |V] [20], and the probabilities
ri.1 are denoted by the following formula:

— |V|+d|+d2+"'+d,‘_i

ri
2|1E
|V|| [+ V] ) 2)
Fom e i 212, V| -1
2[E[+[V]

dej
Here, d, =fdeg(node(Tj)) for j=1, |V].

After the compromised node node(7;) is detected, the
node should be isolated immediately by cutting off the com-
promised node’s output. It is assumed that the success prob-
ability of detecting the compromised node is denoted by p;
and so the success probability of cutting off the output of the
compromised node equals to p;. Therefore, according to (2),
the probability »; with detection is improved by the follow-
ing formula:

\V|+2d/+d,-(1-p,.)-i+1-p,.
"T T 2(E|+|V] , 3)
|V\+2d/—pl~(d,+l)—i+l

2IE[+|V]

In general, there are 3 strategies to find the compromised
node: (1) attack detection directly by getting and matching
the features of the compromised node in the feature space Fz
for the incomplete set B of attacks, with measuring errors;
(2) unknown attack learning from the feature space F, for
the complete set 4 of all known attacks, with uncertain re-
sults of detection and recognition; (3) self detection based on
the space-time property set F of the selfs and the normal
model for defining the selfs, and then non-self detection
based on the results of the self detection. For strategy 1 and
strategy 2, if the node is compromised by the known attacks,

then the success probability p” for strategy 1 can be de-
noted by the following formula:
W _ | Fsl. o

| Ful
Here, the probability of measuring errors for strategy 1 is

; ol =LV, “)

denoted by p'”, and the success probability p” for strategy

2 is denoted by the following formula:
(2)

P =p,‘pLz),i=l,-~-,|V\, (%)
Here, the probability of measuring errors for strategy 2 is
denoted by p'”, and the success probability of learning un-

@ _ M

known attacks is denoted by p,. Thus, p~" = p.°, p,=1.
Thus, the following theorem is correct:
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TABLE 1
MATHEMATICAL SYMBOLS USED IN THE ANALYSIS

Symbol Meaning
G Finite immune graph for mobile ad hoc network, G=(V, E), where V is the node set, and E is the edge set

N(1) Sum of the nodes that are compromised by the attacks at the time no later than ¢
M(t)  Sum of the nodes that are removed or lost at the time no later than ¢

D: Distribution that the degree of node(T,) follows, and is distributed as the degree distribution D of G
isyve Time duration for synchronization interval

irs Time duration for a prioritization slot

iEs Time duration for a elimination slot

ivs Time duration for a yield slot

Ireq Time duration for rreq

Evep Time duration for hrep

Fenfn Time duration for cnfm

fock Time duration for ack

isis Time duration for SIFS, which is a short inter-frame space message exchange
ta(n) Time duration for detecting the compromised nodes before finding an available node among n contenders
P-(n)  Probability of a successful hrep attempt among n contenders
P-(n) Probability of a failed hrep attempt among the available nodes of n contenders
P.(n) Probability of an attack detection attempt among n contenders
B, (n) Average number of bursts in elimination phase when n receivers are in hrep contention
7,(n)  Average number of yield slots in a successful attempt when 7 receivers are in hrep contention
1, (n)  Average number of yield slots in a failed attempt when n receivers are in hrep contention
D,(n)  Average time for a successful hrep transmission cycle
Dir(n)  Average time for a failed hrep transmission cycle

BREQ (n)

Average time for next hop determination when there are initially n contenders
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p'=p. (6)
r = (N
Here, for y €{1,2,3}, the sequence of geometric success

probabilities for detection strategy y is denoted by

(7) (r)
Fi " 5Pk -

If the node is compromised by unknown attacks, then the
success probability p!” for strategy 1 always equals to 0

because the features of the unknown attacks will not be
matched in the feature space Fjp; to our hope the success

probability piz) depends on learning, and the following ex-

perience formula is mostly correct:

0oL Fsl_

A4
Thus, (6) and (7) are still correct.
When the space-time property set Fs is normal with the
correct data for strategy 3, no matter whether the node is
compromised by the known attacks or not, the success prob-

p,<08. (8)

ability pf’ for strategy 3 can be denoted by the following

formula:
3)

P =px’p(:),l'=l,"',‘V‘, (9)
Here, the probability of measuring errors for strategy 3 is
denoted by p'”, and the success probability of detecting the

selfs is denoted by p, . Moreover, p’ = p” = p", p =1.

Thus, when the node is compromised by known at-

tacks,
(3) (2) ()
pi zpl_ = pi ’

(3)
ri

(10)
(11)
But, when the node is compromised by some unknown

attacks, according to (8), the following formulas are cor-
rect.

) ()
=r. =r -

1= p.>082 p > L2l _g (12)
| F 4l
o pyp? > pp® s LEeL o (13)
| F .l
RS (14)
D <D <l (15)

In summary, for any attack, the following formula is
correct.
3 2 1
P =P =0

(16)
Fory €{1,2,3}, the time at which the kth incident due to
attacks occurs for detection strategy y is denoted by T}’

[20], then for k=1, 2, ..., | V|, the theorem below is correct:
T =T =T (17)

The above reasoning shows that detection strategy 3 out-
performs detection strategy 2 and detection strategy 1 to
fight against the attacks. In general, some of the collabora-
tive attacks are known and the others are often unknown. So
if the space-time property set F is of correct data, strategy 3
is the best approach to test the attacks; otherwise, strategy 2
is often better than strategy 1, especially in dealing with the

unknown attacks.
4.2 Delay for NSIPRP Next Hop Searching

Though a network with relatively high node density is
considered for the simplicity of analysis, neighbors belong-
ing to the class with the highest priority are not always
available due to the collaborative attacks. Thus, in the Arep
prioritization phase, if all the relative nodes with the candi-
date route are all without any attack, the delay is approxi-
mately the time duration for two slots: the destination ac-
knowledgement slot and the slot for the class with the high-
est priority. Otherwise, the delay should also include the
time for the immune tier to detect the compromised neigh-
boring nodes before finding an available neighboring node,
and the detection time depends on the attack detection ap-
proach and the complexity of the collaborative attacks.

Suppose there are initially » contenders, the average time
Do (n) for next hop determination is calculated. It is as-

sumed that n receivers belong to the class with the highest
priority and will enter the elimination phase upon receiving
a message of rreq. It is also assumed that a sender has to
send the rreq k times before it receives a hrep successfully.
The average delay for a sender to determines its next hop
when there are n neighboring nodes contending to be the
next hop can be calculated below:

Dug ) =150 + 22 Eg 1+ L Eg L. (18)
P.(n)=1=pPr(n) - Pr(n) (19)
Here, the following can be calculated according to [1]:
t5(1) = dneg + Dr (1) + ey + siis + e + sirs + et s (20)
Dr(1) =isinc + 2ips + Bp(M)ips + L, (M)iys +ips,  (21)
17 (1) = ey + D (1) + iy + e » (22)
Dir(1) = isie + 2ips + B (M)is + L'y (iss +ins»  (23)

Our observations and the data with some sample val-
ues for various parameters are given in Section 5.

4.3 Routing Failure and Impact of Collaborative

Attacks

In the AO2P-based NSIPRP, the position error at senders
or receivers may make the receivers assign themselves to
the wrong classes [1]. However, position errors will not
cause a routing failure by generating the links that actu-
ally do not exist, and the connection between a sender
and a receiver without any attack thus is always real
regardless of wrong positions. But, if a receiver is
compromised by the collaborative attacks, the connection
between the sender and receiver should be forbidden
until the receiver is repaired. Moreover, the damages of
the receivers can cause the incompleteness of the network
functions and so increase the probability of a failed hrep
attempt among the available nodes of n contenders.

When the receiver is compromised, the necessary dis-
connection between the sender and the receiver causes a
routing failure from the sender. Thus, the probability of
routing failure in the NSIPRP, denoted as pP,-(n), is cal-
culated below:

Prr(n) = Py(n) + Pr(n) =1- Pr(n) (24)

When the collaborative attacks exist. the probabilitv of
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P.(n) can increase and the probability of p.(n) will also
increase. Thus, the probability of p.(n) will decrease
until the collaborative attacks are eliminated by the im-
mune tiers. After the compromised receivers have been
repaired by the immune tiers, the probability of routing
failure in the NSIPRP will be changed below:
Prr(n) = Pr(n) =1- pr(n) (25)

Therefore, the immunization mechanism is useful for
decreasing the probability of p,-(n) and then increasing
the probability of p,(n).

5 ILLUSTRATIVE DATA AND OBSERVATIONS

In this section, both analysis and simulation studies are
presented. First, the analytical results on route discovery
delay and the probability of a failure in route discovery
are presented in the mobile ad hoc network under the
collaborative attacks and the immune mobile ad hoc net-
work against the attacks. Then a simulation model is used
to study the data packet delivery ratio and the probability
of a route discovery failure under destination mobility
and the collaborative attacks.

5.1 Analysis Results

The parameters in an AO2P-based NSIPRP hrep conten-
tion period are set the same as those in AO2P [1]. Time
duration for the synchronization interval is 11 us, and
time duration for SIFS is 28 us as that in WLAN. The
messages rreq, hrep, and cnfm are transmitted at the rate of
1 Mb/s. The message ack has an overall length of 240 bits
and is also transmitted at the rate of 1 Mb/s. Time dura-
tion for the native immune tier to detect the attack on one
receiver is 1s in average time for simplification of the
analysis.

Fig. 4 shows the probability of a successful hrep trans-
mission from the sender to s non-compromised receivers
among n neighboring receivers. It shows that, when m
(m=n-s), the sum of the compromised nodes among n
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neighboring receivers without isolating the compromised
receivers by the immune tiers, increases, the probability
for a successful hrep transmission decreases faster than
that of the neighboring receivers with isolating the com-
promised receivers by the immune tiers against the at-
tacks. When m equals to 0, the probability of a successful
hrep transmission is the best. When m equals to n, the
probability of a successful hrep transmission will be the
worst, i.e. 0.

The corresponding average delay for a node to deter-
mine its next hop (i.e., the average time for the comple-
tion of rreq transmission cycle) is shown in Fig. 5. As the
curves of the delays show, a higher transmission prob-
ability results in a lower next hop searching delay, while
more attacks results in a higher next hop searching delay.
Moreover, the immune tier against the attacks can re-
strain the increase of the next hop searching delay, so that
the next hop searching delay of isolating the compro-
mised neighboring receivers with the immune tiers in-
creases more slowly than that of the neighboring receiv-
ers under attacks without immune isolation.

5.2 Simulation Results

The simulation scenario is a network covering an area of
1,000 m x 1,000 m , where a number of nodes are uni-
formly deployed. The transmission range for the ad hoc
channel is 250m. The receivers are divided into 4 classes
according to the rules in Section 3.2. To avoid distur-
bances from the warm-up period, the first 2 seconds of
the simulation results were excluded. NS2 is used as the
simulator, because it has the well-developed mobile ad
hoc network model. The almost same simulation parame-
ters are used in the NSIPRP-based network as that of the
AQO2P-based network [1], as shown in Table 2.

Fig. 6 shows the varying probability of a routing fail-
ure in NSIPRP as some neighboring receivers of the mo-
bile ad hoc network are attacked and immunized. The x-
axis is the reaction time of the simulation, and the col-
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TABLE 2
PARAMETER SETTING OF NS2-BASED EXPERIMENTS

Parameter name Setting value

Simulation time 10s
Number of nodes 8
Transmission range  25m
Topology 1,000 m x 1,000 m
Traffic CBR
Normal packet size 512 bytes
Abnormal packet size 1024 bytes
Data rates 1Mb/s
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Fig. 6. Probability of routing failure under attacks with immunization.

laborative attacks are of the wormhole attacks and the
blackhole attacks. In the simulation, the probability of
routing failure in the normal mobile ad hoc network is
kept the lowest, i.e. 0.02. Unfortunately, the collaborative
attacks obviously increase the probability of routing fail-
ure in the network, and then the probability becomes 1
especially when the wormhole attacks spread all over the
network. Though the regular IDS approach can detect the
known blackhole attack and decrease the probability of
routing failure in the attacked network from 3s to 6s in
Fig. 6, the probability of routing failure increases obvi-
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Fig. 7. Data packet delivery ratio in AO2P-based mobile ad hoc net-
work on different conditions of attacks and immunization.

ously from 6s to 10s because the spread of the unknown
wormhole attacks conquered the whole network in the
end. At the time that all the nodes of the network are in-
fected by the wormhole attacks, the private information
on the nodes is easier to steal by the attackers even if the
information is encrypted. Fortunately, the NSIPRP-based
immune network can work strongly against the collabora-
tive attacks and decrease the probability of routing failure
in the attacked network to the normal value.

Fig. 7 compares the simulated delivery ratio in the
networks on the different conditions of the collaborative
attacks and the NSIPRP-based immunization. It shows
that, generally, the normal AO2P-based mobile ad hoc
network has the highest delivery ratio as it is not attacked
at all. The attacked AO2P-based network without any
defensive mechanism has the lowest delivery ratio. The
regular IDS approach can deal with the known attack and
increase the delivery ratio from 3I to 6s. But some un-
known attacks can conquer the AO2P-based network
with IDS, and the delivery ratio decreases to the lowest in
the end. The NSIPRP-based immunization approach is
effective for the mobile ad hoc network against the col-
laborative attacks, and the delivery ratio increases to the
highest after the immunization is activated.

6 CONCLUSIONS AND FUTURE WORKS

This research proposes a novel routing algorithm, named
NSIPRP, to improve the AO2P algorithm in the mobile ad
hoc networks against the collaborative attacks. The secure
tri-tier immune model is used for attack detection during



the process of route discovery. Only non-compromised
receivers are used for the next hop selection of the send-
ers, and the compromised receivers are isolated and im-
munized. After the infected receivers have been repaired,
they can be used as non-compromised ones. We use
analysis and simulation to evaluate the routing perform-
ance for the proposed algorithm against the collaborative
attacks.

When the mobile ad hoc network is attacked and im-
munized, the extra rreq transmission delays are caused by
the detection of the compromised receivers according to an
analytical model. The delay is smaller than that of the fail-
ure caused by the collaborative attacks in the whole net-
work.

In the network layer, some analysis and simulations are
used to evaluate the impact of the collaborative attacks
and the NSIPRP-based immunization on route discovery.
It is observed that the collaborative attacks may cause
inefficient routing and route failure. But the NSIPRP-
based immunization can restrain the damages of the col-
laborative attacks and repair the compromised nodes in
the network. Finally, we compare the routing perform-
ance of the normal AO2P-based network, the AO2P-based
network under the collaborative attacks, and the NSIPRP-
based immune network. The simulation shows that the
NSIPRP-based immunization can quickly increase the
delivery ratio to reach the normal value, while the regular
IDS approach can only increase little delivery ratio and
then decrease to the lowest value because of the unknown
attacks in the end.

We propose the following two future research direc-
tions:

*  Network reconfiguration for protecting privacy.
Internal attackers are able to attack the most im-
portant nodes or the most frangible parts of the
network. The intelligent reconfiguration of the at-
tacked network will increase the complexity and
difficulty for the attackers to steal the privacy in-
formation. Future work will include building the
immune reconfiguration model for the attacked
network to protect the privacy information and
improve the security of the network.

*  Expanded immune learning of unknown attacks.

Current learning mechanism is based on the fixed
dimensions of the feature space, and in fact the
feature dimensions of unknown attacks are ex-
pandable. Because the attacks are designed by in-
telligent programmers, the programmers can
learn to create new feature dimensions to make
the attacks more complex and harder to detect.
Future work will emphasize on building a novel
immune learning model to expand the feature
dimensions of unknown attacks adaptively, so
that the immune network will have greater power
to detect and eliminate more complex unknown
attacks.
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