Attack Models

This document defines the types of attacks and the effects of those attacks on the entries in the events database/files.
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Phishing Attack

User is tricked by an email to log into a personal account. Where the attacker provides a link at which the page is crafted to steal the user’s personal information.

Actions :

1. Receive Email

· Contents: Contains a URL and text describing a personal account update.

2. HTTP Request: Access URL in email

· Content: Contains a form with username and password input fields and the submit button.

3. HTTP Request: HTTP POST to the form action

· Content: HTTP POST body and the response received.

· The HTTP POST request body will contain the user name and password.

· NOTE: The given traces does not seem to include the HTTP request parameters. Therefore we might have to just include the response body. Another option here is to use HTTP GET request where the user name and password will be included in the URL
4. HTTP Request (Optional): Redirect to another URL

· Content of this request may be another form that contains the real web site of the account user wanted to log into.

5. HTTP Request: HTTP POST to the form action

· Content: HTTP POST body and the response received.

6. HTTP Request: Logout URL 

· Content: Logout confirmation content

NOTE: In the above attack actions, the malicious actions are only 1, 2 and 3. However, the real life attack will include the redirection to the correct web site that the user is tricked about. Therefore I believe steps 4,5 and 6 are also important.

Botnet Infection via Email Attachment
User opens attachment which does a file write and executes the malware.

Malware “phones home” to a remote server (We’ll have to use http here to show this, but I suppose the malware would use a raw socket connection in reality).

Actions:

1. Receive Email

· Contents: Contains an attachment and description about personal photos (or some sort of enticing information to make the user open the attachment)

2. File Write: This is the file write that occurs when the user clicks on the attachment to open and the file is written to the ~/tmp/ directory. 

· Content: Binary

3. File Write: This is the file write by the running attachment where the file is written to a more permanent location such as C:\Windows\

· Content: Binary

4. HTTP Request: “Phone home” by the running malware

· Timing of this event may be immediate or delayed

· This event may occur periodically

· The content returned may be of binary (encrypted communication) or of similar structure (plain text communication)

Malware Infection via Downloaded Executable

User downloads some software which contains malware.

Malware via Removable Media

Malware gets into the system via removable media and does “phone home”

Internal Attack: Confidential Data Leak

Employee copies internal data into a removable drive.

Statistical Analysis

This details the analysis that we performed on the given dataset.

How many times does the following sequence of events occur?

Read email -> Access Web

After the above access, how long does the user browse the web?

